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Motivation and sophistication is evolving rapidly
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Nobody is immune

2012 Sampling of Security Incidents by Attack Type, Time and
Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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How do we

solve this?
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Security challenges are a complex,
four-dimensional puzzle ...

Outsourcers

Customers

Structured Unstructured In motion

Systems Mobile
Applications Applications
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Datacenters PCs Laptops Mobile Cloud Non-traditional

Applications
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... that requires a new approach

Then Now

1@ People Administration ———HHRHB——> Insigh

(,ﬁ Data Basic control —.—i—.—.—b Laser-focused

53 Applications  Bolt-on Lul "5 HG Haml——— Built-in

il;] D '.—» Smarter defenses

Collect and Analyze Everything

ljnii Infrastructure Thicker walls
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4dVanced Reseal®®

Monitor Everything
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Consume Threat Intelligence
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4dVanced Researc®

Integrate Across Domains
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Applying these

principles
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IBM delivers security solutions across a comprehensive framework

i S Intell
Intelligence @ iz

% Integration

Professional Services
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EX pe rt i se Advanced Secunty

Cloud and Managed Services

and Threat Research

Software and Appliances
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IBM Advanced Threcat Protection Platform

Misconfigured = “Malicious PDEJy Phishing Campaign ’ﬂ

) —e Vulnerable Serv
od FIIEre“I’a_I: Spammer e
ay exploit e = Brute Foyce
Infected Website e
o ® SQL Injection e Maljcious Insider
Botnet Communicatign &

IBM Advanced IBM X-Force®
Threat Protection Threat Intelligence

Application Control Risk Management / Threat Advisories
Network Anomaly Detection Vulnerability Management  / IP Reputation
Web Application Protection Network Activity Monitoring Malware Information

Content and Data Security SIEM / Malicious Websites

Intrusion Prevention Log Management Vulnerability Database
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Security for endpoint Achieve visibility and Develop and test
device and data adaptive security policies applications
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In 2013 we will continue to focus on solving the big problems

Advanced Threats

Sophisticated, targeted attacks designed to
gain continuous access to critical information
are increasing in severity and occurrence

Advanced Persistent Threats
Stealth Bots Targeted Attacks
Designer Malware Zero-days

Customers

Mobile Computing

Securing employee-owned devices and
connectivity to corporate applications are top of
mind as CIOs broaden support for mobility

CaT =

& Windows Phone
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Cloud Computing

Cloud security is a key concern as customers
rethink how IT resources are designed,
deployed and consumed
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Regulation and Compliance

Regulatory and compliance pressures are
mounting as companies store more data and can
become susceptible to audit failures

SsERTEC

Sarbanes-Oxley

Inancial and Accountng
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IBM Security Framework

Governance, Risk and Compliance

Intelligence

Integration

u
E t Ad ed S

Software and Appliances

Professional Services
Cloud and Managed Services
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Security Intelligence

ibm.com/security
smartersecurity.nl
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