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Governance, Risk and Compliance
Security Intelligence

and Analytics

Professional Services

Advanced Security
and Threat Research

Software and Appliances
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The mission of X-Force is to:

= Monitor and evaluate the
rapidly changing threat landscape

" ~nd Managed Services

= Research new attack techniques
and develop protection for
tomorrow’s security challenges

= Educate our customers and
the general public
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Monitor - X-Force has the skills and infrastructure for collecting and

analyzing changing threats

T

Global Data Center

« Over 12 years of experience
» Over 17 Billion pages and addresses catalogued
» Databases dynamically updated on a minute-by-minute basis

/—“\

Threat Intelligence
Databases

> Online Services <
Data capture X-Force Threat Intelligence Analysis

» Crawler robots search
the web in parallel

* Honeypots & =
darknets capture

» Server clusters analyze
the data acquired

~. * Insights for different
threats are gleaned from

information : 3% off the data and stored in an
» Spamtraps obtain efficient manner

Spam IPs and samples

3 IBM Security Systems
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Monitor - Collaborative teams analyze the latest threats

Coverage
20,000+ devices

under contract

3,700+ managed
clients worldwide

13B+ events
managed per day

133 monitored
countries (MSS)

1,000+ security
related patents

4 IBM Security Systems
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IBM Research

20B analyzed
web pages & images

45M spam &
phishing attacks

73K documented
vulnerabilities

Billions of intrusion
attempts daily

Millions of unique
malware samples

© 2012 IBM Corporation
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Research - Analyzing all vulnerabillities - X-Force Database (XFDB)

Most comprehensive

Vulnerability Database e =
in the world RESEARCH RESEARCH
— Updated daily by a dedicated research team
—— —_—
ISACs XF - TAS
|
Y y

5 IBM Security Systems © 2012 IBM Corporation

— Entries date back to the 1990’s
— Over 80,000 unique vulnerabilities

Research also turns into
innovative product “engines”

— Protocol Analysis Module

— Shellcode Heuristics

— Web Injection Logic Engine
— Java and JavaScript Heuristics
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Educate - unique “optics” on the latest security and risk trends

Top MSS High Volume Signatures and Trend Line - SQL _Injection
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Scam/Phishing Volume Over Time
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Top MSS High Volume Signatures and Trend Line -

Top MSS High Volume Signatures and Trend Line - SSH_Brute_Force Shell Command_Injection
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Vulnerability Disclosures Growth by Year
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What are we seeing?

IBM X-Force®2012 Annual Trend and Risk Report

> Download and read about emerging security threats and trends.

Annual Trend Report
gives an X-Force
view of the changing
threat landscape

7 IBM Security Systems

IBM X-Force 2012
Mid-year Trend and Risk Report
September 2012

© 2012 IBM Corporation
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2011: “The year of the targeted attack”

2011 Sampling of Security Incidents by Attack Type, Time and Impact

Attack Type
SQL Injection

URL Tampering Gaming

Enter- Defense Central ,
tainment Government ~ Online
Bankmg ‘ Services

Banking ‘
National Gamlng Heuvy
Police Consulhng Industry
Internet '

Services Entertainment

Spear Phishing

SecurelD

Defense
Consumer
I Electronics ‘ .
Security Enterialnment
Central
Governmen
State " . Central t
Police Financial Government Consuliing
IT Defense . Market
Security Gaming
Consumer Inlel:net Central
Electronics . Services Government
Size of circle estimates relative impact of Government ‘

breach in terms of cost to business

Defense
® . . . . ‘ Central.

National

Central N Consumer
Government Government Police Electronics
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Source: IBM X-Force® Research 2011 Trend and Risk Report

8 IBM Security Systems © 2012 IBM Corporation
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2012: The explosion of breaches continues!

2012 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type

Jan Feb Mar April May June July Aug Sep Oct Nov Dec

Size of circle estimates relative Impact of
Incident in terms of cost to business

00000 Source: IBM X-Force® Research 2012 Trend and Risk Report

9 IBM Security Systems © 2012 IBM Corporation
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Attacker types and motivations have not changed

Motivations: Motivations:
Cyber Crime Cyber Crime
Off-the-Shelf Vandalism Hactivism
tools and * Existing exploit and malware kits * Financially motivated targeted ha
techniques * Botnet builders e DDoS attacks
9 e Spam and DoS
ddald
WO Wy Wraw . Motivations:
Motivations: EenSine
— g/ Cyber Espionage
Sophisticated Cyber Espionage e e T
* Cyberwar e Organized, state sponsored teams
¢ Discovering new zero-day vulnerabilities
Broad Targeted
Majority of the security incidents disclosed SQL injection and Attackers are opportunistic, not
in 2012 were carried out by attackers going DDoS continue to be all APTs and state-sponsored
after a broad target base while using off- tried-and-true use exotic malware and zero-day
the-shelf tools and techniques (top left) methods of attack vulnerabilities...

10  IBM Security Systems © 2012 IBM Corporation
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Operational sophistication, not always technology sophistication

organized and
well funded

ARA
coordinated attacks
distract big, strike precisely

11 IBM Security Systems

profile organizations
using public data / social media

4!
@@

operational
sophistication

leverage tried and true
techniques like SQLi, DDoS & XSS

@
L)

target key
POI’s via spear phishing

()
(107}
()

“watering hole”
target groups on
trusted sites

© 2012 IBM Corporation



1L
}IH

17
f-; '” 1BM Security Systems Threats

Tried and true techniques - SQL and Command Injection attacks

THTH]
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Dramatic and MSS Injection Attacks as a Percentage of Malicious Code Alerts
sustained rise

in SQL injection-
based traffic

Code Alerts

Alerts came from
all industry
sectors, with a O
bias toward hn B e A My de A sp OR Nor D
banking and T
finance targets Foswes ENSE i et erinirerk

@
3
2
L2
o
=
-
©
R
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Tried and true techniques - Distributed Denial of Service (DDoS)

High profile DDoS
attacks marked by a
significant increase
in traffic volume

Implementation of
botnets on
compromised web
servers in high
bandwidth data
centers

13 IBM Security Systems
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Tried and true techniques - Spear-phishing against social networks

Spam Volume versus Scam/Phishing Volume Scam/Phishing Targets by Industry
2008 to 2012 2009 to 2012

2010 2011

—#- Scam/Phishing Volume —#—Credit Cards

Governmental Organizations
Figure 23: Spam Volume versus Scam/Phishing Volume - 2008 to 2012 —#%—Payment / Shops / Confirmations / Invoices ——Scanners / Fax
——Social Networks Parcel Services
Nonprofit Organizations

Overall spam volume

continues to decline, but Scammers rotate the
spam containing “carousel” of their targets
malicious attachments — focusing on social

Is on the rise networks in 2012

14 IBM Security Systems © 2012 IBM Corporation
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Botnet Command & Control Server resiliency

O pe rat i 0 n a I Drop of Spam Volume after Botnet Take Downs

2008 to 2012

sophistication:

When botnet )
command and .
control servers are %
taken down, other )
readily available )

networks can be

November 2008: March 2011:

July 2012: September 2012:

p ut i nto aC-t i O n McColo Take Down Rustock Take Down Grum Take Down Festi Take Down

15 IBM Security Systems

Source: IBM X-Force® Research and Development

© 2012 IBM Corporation
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XSOX — Botnet Anonymizer

IX{ [xS0X] Client v7.95 Lite [

I************ vll Dml

SOY.on POt ¢

68.251.34.7

l— us .
pb Chicago IL ID: 229

.
& XSOX - New Anonymizing Technology - Mozilla Firefox

File Edit View History Bookmarks Tools Help

- - @ 0 (@ K httos:xsox.name/ E

™

NEW ANONYMIZING TECHNOLOGY

**$ Bxoa ANA KNWeHTOB:

Norux @ | |
apore: [

e [NaBHaA| & [JOKYMEeHTauua & CKpuHbl @ Download e Peructpauns @ Ccuinku & KOHTaKTbI

O6noenenne knuenta: XSOXLlient last version: 7.97b
PaSo-rae*r nponnata WebMoney 1 per-koaw
eneno oxatue Tpadduka. hitp cran Bucrpee!
MNononwkenne SoToe, yaanenne meanennex, obHoenexine reo-Gazu
Hoewit cepeep 1Gbit, zawmTa ot syn,udp flood, 100% UpTime

Npeanaraem Bam HoBYO paspaboTky
8 obnacTi 6e30NacHOCTH H AHOHHMHOCTH, KOTOPYHO TaK A0AT0 Xaanu !
MpoexT noa HassaHueM XSOX nozsonuT Bam Bx0d
NEerKo MEHATb Ha NETY KOHEeYHble TOYKM BbIX0Aa B MHTepHeT: IP aapeca.
Tenepb BOZMOXKeH Bbixo ¢ IP 6e3 BHelWHHX NoOpToB !

C XSOX Bbl 3abyaete o6bluHble COKCbI KaK CTPAlHbIA COH ! é

OCHOBHbIE npesMyuiecrea :

- Tak nerko eweé Hebbino : 0QHO HAXKATHE KHONKH - W Y Bac HOBbIit BbIGpaHHbiii Bamu IP

- OsoitHoe undposanne TpadnKa C HCNONbL3OBAHWEM ANTOPHT MOB, HE NOAAAOWMXCA KPHNTO-aHa
- Bce TONbKO OeilCT BITe1bHO XMHBbIe, OHNalHoBbIe 6OTbl, HIKAKIX 4OXbIX NPOKCeil

- ¥xopn 6ota 8 oddnaith He BbI3bIBAET NOTEPIO CECOHN, MOXHO NpocTo BbibpaTe Apyroro n npog
- Be30NacHOCT b HE HMEKLWAN aHANOr0B, KAHEHT bl 1 60TbI HEOTIMYNMBI HA CepBepe W HAXO[ATCA
- Boicokan ckopocTb pabotei ! OTcyTcrene “nmuHero” KOHHEKTa B CpaBHeHMN € 0ObINHbIMI COKCE
- Ucnonb3osanune 6oTos 6es sHewnnx IP, 32 NATaMu, M3 [OMAWHIX W KOPN. CeTel - ngeanbHo ans
- TecTupoBaHne Ha KpynHenuwnx bnexk-nucrax SBL u XBL

- Ouatue Tpadduka ! http,smtp,pop3,ftp cranu 6bicTpee a Tpaduk MeHbwe

- ®DUALTP NO CTPaHe, ropoAy, WTaTy, antaiimy, IP, goMeHy, NpHMEeYaHNo

- CospgaHne NpaBin NPHBA3KH, HCKAIOYEHMH i 3aKpenneHuii npunoXXenni 3a 6otamn, ctpanamm u 1.

Done

Account : st
group ¢ admin

_time lef 1 19:59.25 +3584 ()

Swtelver| - iDNs - JupTme| | 1D | Note N
Manlius 7 24.59.196.45 1 days L 203
Buenos aires 75 200.125.100.166 60 L 204
75 38.116.116.74 345 L 205
Washington  DC 71 141,156,90.156 425 L | 206
New hyde park NY 71 £3.138.53.115 d4days L 207
71 71248.69.12 adays L 208 [
Indianapolis IN 71 68.249.100.91 760 L 209
M, laurel N) | 71 69.255.149.220 2days L 210 FireFox only
Chesapeake WA 71 70.161.241,169 tdays L 211
Los angeles CA 71 71.102.34.240 425 | L 212
Indianapolis IN 7! £8.249.100.91 R 2R
75 235217 Use selected
Dubai 71 217.165.1:
Plano ™ | 71 24163  Note
75 85,1241
Georgetown  TX 7 70.179.01  Test HTTP Speed
Miami FL Es - ::fs: ‘_: Get geo from ip2location
i’ " et
Boston | MA | 75 1411544  Set Timea&Zone by bot (GMT-05:00)
Lawrence  MA 71 24,147 5
Gdansk 75 213253 Copy IP/DNS to clipboard
Boston MA | 71 141.154.1  Test selected Bot for Black lists
75 28.226.1!
Munich 75 217.233.1  Filter: This Country only
Spokane wa 1 67.185.1  Filker: This State Only
Chicago L |71 68.251. _
Okinawa 71 21073.13__ Filter: UpTime minimun
] cT | 71 68.118,195.63 630 L | 232 ;l
Connections
Use Filter | Cntryl_ Sta«|_ ]| wT|  note] o I Local: 7
iexploum 58.251.34.7 229 80,67 86.15 443 71 tszsss
OPERA.EXE 24.27.42.220 229 Bresl the correction
iexplore exe 68.251.34.7 229
o 68.251.34.7 229 Breakall connections
OPERA.EXE £8.251.34.7 229 Break all connections for this module
iexplore exe 68.251.34.7 229
OPERA.EXE £8.251.34.7 229 Exclude this module (need module restart)
Add Rule: Use module only with this Bot ID
Add Rule: Use module only with this Country
Copy targetAddr IP to clipboard

16  IBM Security Systems
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Why was Java one of 2012’s hottest software targets?

THTH]

||
|
T

1. Java is cross-platform -' '-

. . 4
2. Exploits written for Java ' ' '
vulnerabilities are very
reliable and do not need Days since last known Java 0-day exploit
to Cerumvent mltlgathnS Previous high score: 3
in modern OSeS General info Latest 0-day(s) info

Java-related CVEs: Is it still a threat? istherejavaOday com
web nvd nist.gov ak.a. "is the latest patch useless yet?"
. No glove, no love: 2013-03-07: pwn2own contest.
3 The Java p|ug|n runs How to be safe? #1 (CVE-2013-0401)
. navigator.javaEnabled() == true 2013-03-06: pwn2own contest.
— #1 (CVE-2013-1488)
WIthOUt a Sandbox Latest patch: #2 (CVE-2013-1491)
. . . . CVE-2013-1493 #3 (CVE-2013-0402)
making it easier to install
Achievemen ts

persistent malware on |
the system =

D3aL w17H 17: reach 1337 hours
java.lang.ArraylndexOutOfBoundsException: reach 3 digits
Trial licence expired: reach 180 days

The Reaper's Toll: reach 1 year without getting attention

http://java-0Oday.com/
17 IBM Security Systems © 2012 IBM Corporation
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As a result, exploit authors and toolkits favor Java

DDDDD

Web browser

exploit Kits - aka

“exploit packs” - are built
for one particular purpose:
to install malware on end-

user systems

18 IBM Security Systems

SKCMMOWUTHI 3ATPY3ZKM Obt

0 \@ JavaX > 584 49.20 G
10'32 /0 G JavasiB > 460 38,75 CEEEED
11506 xoctul 1187 zarpyzkn @@ 2 NPOBME ‘@ = =
G ava 29 4 @
11.55% it e
2760 xocTu 300 zarpyzkn @ = nrosus
CTPAHbI XHTHI XOCThl 3ArPY3KH b
nited S/ 10.19 @
XMTBI OCTbl  3ATPY3KH % =3 Brazl 891 @
13285 1187 2 @ s Inda 1143 @
e Japan 3333 @
-0 Mexico 0.0
XHT XOCTbi  3ATPY3KH %1 = Argentina 16.67 @
2273 2148 435 8 G 1 Bulgaria 0.0
104 72 11 1@ == Indonesia 2 20.41 @
5033 4847 58 o @ I 1 Romania 0.0
360 288 5 @ [@ Pakistan 7.69 @
4232 3080 51 @ 3 Philippine: s
1287 110, 00 @ ael %@

In 2012 we observed an
upsurge in web browser exploit
kit development and activity -
the primary target of which are
Java vulnerabilities

© 2012 IBM Corporation



'” 1BM Security Systems

Threats

|

Within 2-3 months, 3-4 exploit kits will have a Java exploit integrated

19

CVE-2012
-0507

CVE-2012
-1723

CVE-2012

-4681

IBM Security Systems

Feb 2012
Vulnerability Patched

Vulngrability Details

Feb 2012

Feb 2012

Feb 2012

|Feb 2012

Published
®

Mar 2012

Mar 2012

Mar 2012

Mar 2012 May 2012
Blackhole RedKit
®
Apr2012
|Phoenix
®
Apr 2012 May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012
Jun 2012 Sep 2012
Vulnerability Jul 2012 Neosploit,
Patched Blackhole Nuclear
I ! !
un 2012
Vulnerability Details Aug 2012
Bublished Kein
[ ]
Apr 2012 May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012
Aug 2012
Vulnerability Patched
*— -
Aug 2012
Blackhole
N ——
Aug 2012 =
Zero-day Reports
*— —
Apr 2012 May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012

Oct 2012

Oct 2012
Cool

Oct 2012

Aug 2012
Sakura, RedKit,
Sweet Orange

Sep 2012
Neosploit

Sep 2012
CrimeBoss

Oct 2012

Nov 2012

Nov 2012

QOct 2012
Cool

Nov 2012

Dec 2012

Dec 2012

Dec 2012

© 2012 IBM Corporation



Spear phishing and Exploit Kit Example

ATTACKER | TARGET

facebook

We look forward to seeing you
s two different views reachable through clickable tabs:
= - . Vi ile: i
User IS redirected to el il e e
a malicious website | E—

Drive-by exploit is
used to install

O Blackhole? malware on target PC
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Adversaries operate business too...

21 IBM Security Systems © 2012 IBM Corporation
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Trojan Creator Kits
Constructor/Turkojan
V.4 New features

v" Remote Desktop
Webcam Streaming
Audio Streaming
Remote passwords
MSN Sniffer

Remote Shell
Advanced File Manager

Online & Offline keylogger

SN N S N N RN

Information about remote
computer

(\

Etc..

22 IBM Security Systems

[ Aktif PC :deneme |

& pa sswords
£ accessories
& remote desktop
=4 webcam streaming
@ audio streaming
: | settings manager
-] manage keyboard
;-?‘ extra
24 communication
manage files
= commands
58 server properties
@ system information
< fun manager

TURK JAN

3 deneme

%%, contact us TURKOJAN
“ local tools Copyright CigiCigi Online
1997 - 2008 All rights reserved.
Made in Turkey
Connection D : IP Address Computer Name : 0s:

fnsmas ey S Dieresas SR ARt A S e WinxP

I Ready

Status : Passive I

© 2012 IBM Corporation
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Bronze Edition

n)
anty if it gets dedected by :
nail

Price: 99% {(Unit ate Dollar)

..m:y.r.”\

SIIVER

Gold Edition

S {unlimi

and mouse
them

Price : 249% (United State Dollar)

Price : 179% (United

Silver Edition

ng(controlling
s on clipboar

te Dollar)

© 2012 IBM Corporation



1y

s ~ IBM Security Systems Threats

B 2 Weeks Ago #1

Bleedinglife

Junsor Member

Bleeding Life v2: RELOADED **Exploit Pack**

BleedingLife Exploit Pack was looked down upon in the beginning of its start.

As time went on and users began to take a chance with this pack, they've eventually understood BL 15 no normal pack.
With less exploits and a ugher rate than other packs, BL has really made a name for itself.

Now, BL has turned nto a senes. BL v1, BL v2, BL Mini-Java, BL Java Edition, BL Adobe Edition.

And... Here before us, BL v2 Reloaded.

If you want a3 low cost, high rate and great quality pack... Purchase BleedingLife v2 Reloaded!

EXPLOITS: AVERAGE RATE:

[x] CVE-2008-2992 ‘1 BL v2 has an average rate bet..e

[x] CVE-2010-0188 [x] SS/Proof coming soon ...
[x] CVE-2010-0842

[x] CVE-2010-1297

[x] CVE-2010-2884

\: CVE-2010-3552

L tet—{Requmres-useratoraction but can be disabled.)
x] All exp!oms bypass ASLR and DEP where needed.

\ BleedingLife v2 Reloaded - 5400 00
d FUD Update - 550 00
] Domain -
Uberty Reserve & \'.’»'*b'\‘om 2y ONLY!
Previous v2 Buyers - FREE Update!

24 |BM Security Systems © 2012 IBM Corporation
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v" New Java and PDF exploits

v~ $1000 for new customer, only $250 for v2 customers
v" Built-in scanner to scan for vulnerable IP’s
v" Ability to easily allow adding/removing of exploits

BLEEDINGLIFE=.0

SECURITY SETTINGS

Admin Username:

*Username to your Admin Account.

Admin Password:

Password to your Admin Account.

SAVE SETTINGS

Guest Username:

Username to your Guest Account.

Guest Password:

*Password to your Guest Account.

SAVE SETTINGS

SCAN4YOU ACCOUNT

IBM Security Systems

SETTINGS

EXPLOIT SETTINGS

Enable Exploits:

Adobe LIbTIFF
Adobe Util.printf
Adobe Flash100
Java TC

Java MIDI

Java RMI

Java Skylined

MDAC
v
Java Signed Applet
v
Java Codebase Trust

Note: This exploit requires that your hosting account have a dedicated IP.

Select the exploits you would like to use.

Exploit attempts will only be made using selected items.

© 2012 IBM Corporation
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'. http://www.kahtvlgecurity.com &

§ MOST WANTSR

« » N L) ‘t_‘ _
NoMatch Crit X Pack WhiteHole 2%

e . o CrimeBoss

“Kein Exploit Pack” "Gong Da Pack”

Cool Pack g0iPack - SA[{URA -

Sweet Orange

Vicleax Pack v2.0 O BIBCk hO'e B

1%l

26 IBM Security Systems © 2012 IBM Corporation
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Software vulnerabilities - disclosures up in 2012

Source: IBM X-Force® Research and Development

Vulnerability Disclosures Growth by Year

publicly
disclosed
vulnerabillities

An increase of
over 14% from
2011

27  IBM Security Systems © 2012 IBM Corporation
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Public exploit disclosures — not as many “true exploits”

|
iyl
||”[||

True Exploit Disclosures
2006 to 2012

Continued
downward trend
In percentage
of public exploit
disclosures to

vulnerabilities

True
Exploits

. . Il 7 2% 16.3% 13.4% 15.7% 14.9% 105% 10.6%
Slightly up in
aCtuaI numbers 2009 2010 2011 2012
CO m pared to Source: IBM X-Force® Research and Development

498 1067 1033 1061 1297 826 864

28 IBM Security Systems © 2012 IBM Corporation



1/
f“; '” 1BM Security Systems

Web application vulnerabilities surge upward

81K
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Operational Security

Total Vulnerabilities versus Web Application Vulnerabilities

14%

increase in \/\/v

web application
vulnerabilities

Cross-site scripting
represented

5 3 O/ —— Total Vulnerabilities Web App Vulnerabilities
o Source: IBM X-Force® Research and Development

2007 2008 2009 2010 201

29 IBM Security Systems © 2012 IBM Corporation
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Content Management Systems plug-ins provide soft target

CMS Core Vulnerabilities
2012

Attackers know that CMS
vendors more readily
address and patch their
exposures

30 IBM Security Systems

CMS Plug-in Vulnerabilities
2012

Patched:
51 percent 49 percent

Compared to smaller
organizations and

individuals producing the
add-ons and plug-ins

© 2012 IBM Corporation
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Social Media and Intelligence Gathering

o Internet Penetration of Social Networks
o December 2012
00

of all websites
connected to
social media

Enhanced %
spear-phishing "
seemingly .

Top 10 Top 100 Top 1,000 Top 10,000 Top 100,000 Top 1,000,000 All

Originating from domains domains domains domains domains domains domains
tru Sted fri endS Source: IBM X-Force® Research and Development
and co-workers

31 IBM Security Systems © 2012 IBM Corporation
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Emerging Trends

Mobile devices should be more secure in 2014

Mobile computing is becoming increasingly secure
based on technical controls occurring with security
professionals and software development

32 IBM Security Systems

ﬁ '
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- Separation of Personas & Roles
- Ability to Remotely Wipe Data

- Biocontextual Authentication

- Secure Mobile App Development

- Mobile Enterprise App Platform
(MEAP)
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Threats
and Activity

Operational

Security

Emerging
Trends

40% increase in breach events for 2012

Sophistication is not always about technology

SQAL Injection, DDoS, Phishing activity increased from 2011
Java means to infect as many systems as possible

Software vulnerability disclosures up in 2012
Web application vulnerabilities surge upward
XSS vulnerabilities highest ever seen at 53%
Content Management Systems plug-ins provide soft target

Social Media leveraged for enhanced spear-phishing
techniques and intelligence gathering

Mobile Security should be more secure than traditional user
computing devices by 2014
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Get Engaged with IBM X-Force Research and Development
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Follow us at @ibmsecurity Download X-Force Subscribe to X-Force alerts at

A

J

and @ibmxforce security trend & risk http://iss.net/rss.php or X-Force
reports Security Insights blog at
http://www- http://www.ibm.com/blogs/xforce

-
~

935.ibm.com/services/us/iss/xforce/

Attend in-person events Join the Institute for Subscribe to the security
http://www.ibm.com/events/calendar/ Advanced Security channel for latest security
www.instituteforadvancedsecurity.com videos

www.youtube.com/ibmsecuritysolutions

IBM SolutionsConnect 2013
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Not a technical problem, but a business challenge

« Many of the recent breaches could have been prevented

« Significant effort is required to inventory, identify, and close every vulnerability
» Financial & operational resistance is always encountered, so how much of an
investment is enough?

IF IBM X-FORCE® WAS RUNNING THE IT DEPARTMENT

Many readers have asked, if IBM X-Force were running the IT department and saw what happened this year,
what would you do? Well, here are ten actions beyond the basics that X-Force would do if we ran the IT department.

oy

FIRE ALARM
O
2, 1.Perform Regular Third Party External 10. Have a Solid Incident I:-'Tm
\/\ and Internal Security Audits J

L Response Plan

2. Control Your Endpoints

9. Examine the Policies of
L Business Partners

3. Segment Sensitive Systems
and Information

J

L Every Project Plan

—
8. Integrate Security into "
—
SSWORD:
[eoce: |

L 7. Search for Bad Passwords
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