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You know? you can do 

this online now.
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Heterogeneous RDBMS 
(Oracle, DB2, Netezza, Informix, Sybase, 

Sun MySQL, Teradata)

• Activity Monitoring

• VA Assessment 

• Masking

• Encryption

DB Extracted Data
• Encryption
• Masking

Non DB Data
(File Shares, ex. SharePoint, .TIF, 
.PDF, .doc, scanned documents)

• Data Redaction
• Monitoring file shares

Frequently accessed Data
• Activity Monitoring

• VA Test

• Masking

• Encryption

360 º strategic view

Structured 
Data

Non-Structured 
Data

Offline Data Online Data



94% of breaches involved database servers in 2012

http://www.verizonbusiness.com/resources/security/reports/2010_databreach_rp.pdf
2010 Data Breach Report from Verizon Business RISK Team

� Database servers contain your client’s 
most valuable information

– Financial records

– Customer information

– Credit card and other account records

– Personally identifiable information

– Patient records

� High volumes of structured data

� Easy to access

““““Go where the money is… and go 
there often.”””” - Willie Sutton 
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Data Governance goals 

Prevent data breaches

• Mitigate external and internal threats
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Reduce cost of compliance

- Automate and centralize controls
• Across heterogeneous environments such as databases, applications, data 

warehouses and Big Data platforms like Hadoop

• Across diverse regulations, such as PCI DSS, data privacy regulations, 

HIPAA/HITECH etc. Simplify the audit review processes

- Simplify audit review processes

Ensure the integrity of sensitive data

– Prevent unauthorized changes to data, data 
infrastructure, configuration files and logs
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• How can we monitor user access and detect anomalies?

• How can we control privileged users with direct access?

• Can we store these audit logs in a secure repository?

• Can we have one central audit repository for all 
database types including Oracle, SQL Server, DB2 and 
more?

• How can we do all of this with minimal impact to our 
database and infrastructure?

Common Challenges around Database Security



SECURITY 
OPERATIONS

� Real-time policies

� Secure audit trail

� Data mining &  
forensics

� Separation of duties

� Best practices reports

� Automated controls

Addressing Key Stakeholders

� Minimal impact

� Change management

� Performance optimization

100% Visibility & 
Unified View



Why Enterprises are Dissatisfied with Traditional 
Approach

× Inefficient and costly

� Database performance is impacted

� Manual processes require valuable resources

× Provide little value to the business

� Logs are complicated to inspect

� Any detection is not real-time

× No segregation of duties

� Privileged users can bypass the system

� Audit trail can be modified



Addressing the full database security lifecycle

Comply
• Monitor database activity to verify 

security controls
• Automate reporting for proper 

evidence in compliance process

3
Identify Risk

• Perform an assessment to 
understand risk

• Harden the database to eliminate 
unnecessary risk

2
Discover

• Discover databases on the 
network 

• Discover where sensitive 
data is located 
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InfoSphere Guardium: Non-Invasive, Real-Time Security & 
Audit

Privileged 

Users

Encryption



Data warehouses, Big Data, file shares...

Integration with 

LDAP, IAM, 

SIEM, TSM, 

Remedy, …

Big Data 
Environments

DATA

InfoSphere 
BigInsights



Functionalities



Granular Policies with Detective & Preventive Controls

Application 
Server

10.10.9.244

Database 
Server

10.10.9.56

APPUSER



Cross-DBMS, Data-Level Access Control (S-GATE)

S-GATES-GATE

Hold SQL

Connection terminated

Policy Violation:

Drop Connection

Privileged 

Users

Issue SQL

Check Policy

On Appliance

Oracle, 

DB2, 

MySQL, 

Sybase, 

etc.

SQL
Application Servers

Outsourced DBA

Session Terminated

� Cross-DBMS policies

� Block privileged user actions

� No database changes

� No application changes

� Without risk of inline 
appliances that can interfere 
with application traffic



Protect Stored Data: need to know only

Redact and Mask 

Sensitive Data

Issue SQL

DB2, MySQL, 

Oracle, Sybase, 

SQL Server, etc.
SQLApplication 

Servers

Unauthorized 

Users

Outsourced DBA

� Cross-DBMS policies

� Mask sensitive data

� No database changes

� No application changes

Actual data 
stored in the 
database

S-TAPS-TAP

Redact



Identifying Fraud at the Application Layer

• Issue: Application server uses generic service account 
to access DB

– Doesn’’’’t identify who initiated transaction 
(connection pooling)

• Solution: Guardium tracks access to application user 
associated with specific SQL commands

– Out-of-the-box support for all major enterprise 
applications (Oracle EBS, PeopleSoft, SAP, 
Siebel, Business Objects, Cognos…) and custom 
applications (WebSphere, WebLogic, ….)

– Deterministic vs. time-based “best guess”

– No changes to applications

Application 

Server
Database 

Server

Joe Marc

User



Vulnerability Assessments Using CIS, STIG Benchmarks

Historical Progress 
or Regression

Overall 
Score

Detailed Scoring

Filter control 
for easy use



Auditing Database Configuration Changes

• Tracks changes to files, environment variables, registry settings, 
scripts, etc.

• 200+ pre-configured templates for all major OS/DBMS configurations

• Easily customizable via scripts, SQL, etc. (ad hoc tests)

• Also checks OS permissions for Vulnerability Assessment (VA) tests



Should my customer service rep view 99 records in an hour?
Monitoring Data Leakage from High-Value Databases

What exactly 
did Joe see?

Is this normal?



Tracking Privileged Users Who "su"

Challenge: How do 
you track users 
who 'switch' 
accounts (perhaps 
to cover their 
tracks)?

– Native database 

logging/auditing & 

SIEM tools can't 

capture OS user 

information

– Other database 

monitoring solutions 

only provide OS shell 

account that was 

used

What Guardium Shows You

User activity



Protecting Against Vulnerabilities With Virtual Patching 

What the user sees

Vulnerable 
procedure that 

can’’’’t be patched 
right away



Guardium Grid: Load Balancing / High Availability

Load balancer algorithm 

determines which 

collector gets audit data

sqlguard_ip=virtual IP

sqlguard_port=16016 

primary=1 

Same 

collector 

settings 

for all 

s-taps

Test with Load Balancers from F5 & Cisco



SOX & PCI Compliance for Major Retailer

� Who: National retailer with >$50B in sales & 6,400 stores

� Need: Initially PCI, then extended to SOX, SAS70, data privacy

� Environment: 5 major data centers

– Oracle, SQL Server, DB2, UDB on AIX, Solaris, Windows

– PeopleSoft & SAP plus custom applications

� Alternatives Considered:

– Native database auditing

– Database encryption

– Database security appliance from major security vendor

� Results

– Implemented in ~ 4 weeks

– PCI certified in stipulated time, saving millions in potential penalties

– Compensating control for DB encryption (Requirement 3.4)

– Requirement 6: Maintain secure systems (enforce change controls)

– Automated solution for Requirement 10 (Track & monitor all access to cardholder data)

– Side-benefits

– Application performance optimized by identifying issue with failed DB calls

– Load distribution optimized between servers



Summary

• Continuously monitors all database 
activities (local/network access) 

• Heterogeneous, cross-DBMS solution

• Does not rely on native DBMS logs

• Minimal performance impact (2-3%)

• No DBMS or application changes

• Activity logs can’t be erased by attackers 
or DBAs

• Automated compliance reporting, sign-offs  
& escalations (SOX, PCI, NIST, etc.)

• Dynamic DrillDown reporting for forensic

• Who, what, when, where, how


