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ISF recognises 6 security domains.

Software and appliances for each of 

these doamins can either be of the 

security enablers or security controllers 

type.

Depending on the maturity of the 

security framework implementation one 

will find either of these types in the 

domains.

IBM Security Framework (ISF)
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Customer Challenges



What are the external 
and internal threats?

Are we configured
to protect against 

these threats?

What is 
happening 
right now?

What was the 
impact?

Full Compliance and Security Intelligence Time line

Log Management
SIEM

Behavior Analysis

Configuration Assessment
Compliance Assessment
Vulnerability Assessment

Risk Assessment



Context and Correlation Drive Security Intelligence

Infra, People, 
Application, Data

Deep 
Intelligence

Exceptionally Accurate and 
Actionable Insight+ =

Suspected Incidents

Event Correlation

Activity Baselining & Anomaly 
Detection

• Logs

• Flows
• IP Reputation

• Geo Location

• User Activity

• Database Activity

• Application Activity

• Network Activity

Offense Identification

• Credibility

• Severity

• Relevance

Data Activity

Servers & Mainframes

Users & Identities

Vulnerability & Threat

Configuration Info

Security Devices

Network & Virtual Activity

Application Activity

True Offense



Fully Integrated Security Intelligence in One Console



Challenge 1:  Detecting Threats Others Miss

Potential Botnet Detected?

This is as far as traditional SIEM 
can go

IRC on port 80?

IBM Security QRadar QFlow 
detects a covert channel

Irrefutable Botnet Communication

Layer 7 flow data contains botnet 
command control instructions



Challenge 2:  Consolidating Data Silos

Analyzing both flow and 

event data. Only IBM 

Security QRadar fully 

utilizes Layer 7 flows.

Reducing big data to 

manageable volumes

Advanced correlation for 

analytics across silos



Challenge 3:  Detecting Insider Fraud

Who?

An internal user

Potential Data Loss

Who?  What?  Where?

What?

Oracle data

Where?

Gmail



Challenge 4:  Better Predicting Risks
Pre-exploit Security Intelligence

Assets with High-Risk Vulnerabilities

Which assets are affected?

How should I prioritize them?

What are the details?

Vulnerability details, 
ranked by risk score

How do I remediate the 

vulnerability?



Challenge 5:  Addressing Regulatory Mandates

Unencrypted Traffic

IBM Security QRadar QFlow saw a cleartext service running on the Accounting server

PCI Requirement 4 states: Encrypt transmission of cardholder data across open, public 
networks

PCI compliance at 

risk?

Real-time detection of 
possible violation



Get an Intelligent View into your Security Posture



QRadar’s Unique Advantages

� Real-time context driven correlation and anomaly detection

� Impact: More accurate threat detection, in real-time

� Integrated flow analytics with Layer 7 application visibility

� Impact: Superior situational awareness and threat identification

� Automated data collection, asset discovery and asset profiling

� Impact: Reduced manual effort, fast time to value, lower-cost operation

� Easy to use and edit correlation rules, reports and dashboards

� Impact: Maximum insight, business agility and lower cost of ownership

� Scalability for largest deployments

� Impact: QRadar supports your business needs at any scale
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