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Abstract

In thislab you will learn how to configure and exploit a sngle-sign-on environment. Lab exercises will include:

Configuring iSeries to Participate in aKerberos Redm

Configuring iSeries to participate in an EIM domain.

Configuring EIM associations

Accessng Systems Through 1Series Navigator Using Kerberos Authentication

Accessng systems through QFileSvr.400 and TELNET. See how EIM associations are used to determine
with which profile to run.

6. Working with aKerberos and EIM enabled gpplication.

a b~ w NP

Where to Find More Information

EIM purpose and overview informetion is provided in the gppendix of this document.

Web Sites
iSeries Information Center:  http://publib.boul der.ibm.com/pubs/html/asA400/i nfocenter.html

* Sdect the appropriate geography.
* Sdect V5R2.
* Fdlowthelinks Security -> Enterprise Identity Mapping (EIM)

Software Requirements

The following software is required to perform this lab.
* VB5R2 verson of 5722-SS1 Base 0S/400
e 5722-AC3 Crypto Access Provider

* SariesAccess

In addition, you must have a K erberos realm that the i Series can participatein.
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Lab Information

The following preparatory steps have been completed for you:

* All the necessary SW prerequisites have been ingtalled.

* Your PC has been configured to participate in the K erberos reddm IBMROCHESTERMN.DEMOS.COM
* TheiSeries s400a and s400b have been configured to participate in the EIM domain for DEMOS.

e Lab user profiles have been created.

* Labuser profiles have been authorized to the necessary directories.

* Example data has been primed in the appropriate directories.

The iSeries sysems you will usein thislab are s400a and s400b.

The PC you are usng has a unique 2-digit number assgned to it which is displayed on a sheet of paper. You
will use this number in your user profile and password to maintain uniqueness between students during the lab.
Y ou will replace XX with your 2-digit number.

In addition to your workgtation ID, you will be usng OS/400 profiles on s400a and s400b, and a series of
principals from aK erberos reaim.

The naming convention for the OS/400 profiles are listed below. Y ou will replace XX with your 2-digit
workstation number. The OS400 user profiles have the specid authorities* ALLOBJ, * SECADM, ad
*1OSY SCFG which are needed to run the configuration wizards.

Y our OS/400 * USRPRF prfXXos400 prf 0s400
Y our OS/400 * USRPRF Password pwdXX pwd

The naming convention for the Kerberos principas for the domain IBMROCHESTERMN.DEMOS.COM are
listed below. In thislab you will map wsX X to profiles on the s400a and s400b systems.

Y our

IBMROCHESTERMN.DEMOS.COM WSXX WS
Kerberos Principa

Your principal’s password pwdXX pwd
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Final Comments Before Starting:

In thislab, you will useiSeries Navigator connections and OS/400 interactive session to perform the tasks.
Thefirg tasks will be performed through iSeries Navigator. Y ou will use a“green screen” 5250 termina
sesson for some exercisesin thislab. You will be told how to start the 5250 session during the exercise.

The lab exercises are designed to be completed in the order in which they are documented. If you see
unexpected results while performing an exercise, notify the ingtructor of the error. Do not continue with other lab
exercises until the Stuation is corrected. Begin with Exercise 1 and continue through all exercises.

Please do NOT change or edit anything on the i Series systems other than what you are instructed to do during
the lab.

Boxes are provided by each step that you will complete in thislab. Y ou may mark them to keep track of the
steps you have completed.

Work a your own pace. If you have questions, raise your hand to get the ingtructor's attention.

Lab Start Up Instructions:

O Peasedat thislab by sgning onto the workstation with the wsX X 1D associated with your workstation.
You must log on to theIBMROCHESTERMN domain. Y our workstation sign on screen should have
the fallowing informetion:

Useyour assigned ID and password.

Liser name: I SRR {
Make sure you log on to the proper
Bassword: | *e domain. NOTE: If the“log onto:” line
Logonte:  |IBMROCHESTERMN | ¢ does not appear on your login screen,
click Options.
I I Zancel | Qpkions << I
O Bring up iSeries Navigator by double clicking on the iSeries Navigator icon on the rp
d&ktop. iSeries

Mavigator

O  Inthe Environment: My Connections pand of iSeries Navigator (the upper Ieft hand panel), move the
mouse over the + character next to My Connections and press the left mouse button.

Session EL06 Page 5 of 35



O Look for the names of the iSeries systems s400a and s400b. If ether of the connectionsis missing,
follow the stepslisted below.  If both connections are present, skip these ingtructions.

Instructions for adding a system connection in iSeries Navigator :

O Inthe My Tasks pand of iSeries Navigator (the lower left hand pandl), move the mouse over Add a
connection and press the left mouse button.

O Onthe Add Connection - Welcome screen, enter s400a or s400b in the server input box and click
Next.

O Onthe Add Connection - Sgnon Information screen, do the following:
O Sdect the Use default user 1D, prompt as needed radio button.

O  Enter prfXXo0s400 in the input box associated with the radio button. XX = your workstation
ID.

O  Click Next.

O Onthe Add Connection - Verify Connection screen, click Finish. (It's not necessary, but you may
click Verify Connection if you wish.)
NOTES:
v s400a or s400b should now appear in your My Connections list.

v Repeat the steps for the “other” system if both s400a and s400b were missing from
your My Connections lig.
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Exercise 1: Configuring iSeries to Participate in a Kerberos
Realm

EIM is used to determine which local 1D to use after a network authentication has been performed. Keberos is
the supported network authentication method. Therefore, your iSeries must be configured to participate in a
Kerberos redim. Y ou can easlly configure your iSeries to participate in a Kerberos realm using the Network
Authentication Service wizard.

NOTE: The EIM configuration wizard will take you through the Network Authentication Service wizard if you
have not previously configured your system to participate in a Kerberos redm.

IniSeries Navigator, click on the + next to the system named s400a.
Enter prfXX0s400 and ppwdX X for the User 1D and Password. Click OK.
Click on the + next to Security.

I S R |
A W NP

Right click on Network Authentication Service and select Reconfigure... from the context menu.
Note: The option will be Configure if the Network Authentication Service wizard has not been run
before.

O 5 Onthe“wecome’ screen, review the text and click Next.
Note: Inthislab, you will get a Network Authentication Configuration Warning screen. This
indicates that the system is dready configured. Click OK to continue.

O 6. Onthe*“specify redm information” screen, enter IBMROCHESTERMN.DEMOS.COM and click
Next.

O 7. Onthe“specify KDC information’” screen, enter itsohost.ibmrochester mn.demos.com and click
Next.

O 8 Onthe“secify password server information” screen, keep dl the default values and click Next.

O 9. Onthe*“create keytab entry” screen, check al the boxes and click Next.
Note: The various kerberos enabled i Series functions require particular service principasin the
KDC. Theprincipd passwords must be the samein the KDC and the local keytab file

O 10. Onthe“createiSeries keytab entry” screen, enter kerberos in both password fidlds and click Next.

O

11. Onthe“create LDAP keytab entry” screen, enter kerberos in both password fields and click Next.

O 12. Onthe*create NetServer keytab entry” screen, enter kerberos in both password fields and click
Next.

O 13. Fromthe“summary” screen, click Finish to complete the wizard.

Global Note: Running the Network Authentication Wizard effects everyone. The wizard will not update the
kerberos configuration files or the keytab file. The system is dready participating in a kerberos rem.

Session EL06 Page 7 of 35



Exercise 2: Configuring iSeries to participate in an EIM domain.

BeforeiSeries functions or user written gpplications for i Series can take advantage of K erberos authentication
with EIM mappings, you need to configure each iSeriesto participatein an EIM domain. Y ou can eadly
configure your iSeries to create or join an EIM domain usang the EIM configuration wizard. If your EIM
domain controller is going to resde on your iSeries, you can use the wizard to creste the EIM domain. If the
EIM domain controller is on aremote system, you can use the wizard to join the EIM domain. The following
sepswill take you through cresting an EIM domain on s400a and joining an EIM domain on s400b.

Create an EIM domain on s400a:

O 1 IniSeiesNavigator, click onthe + next to the lab system named s400a. This may not be necessary,
s400a may ill be open from the last exercise.
Note: If you closed iSeries Navigator and reopened it, you may be chalenged for a user id and
password. If you are, enter prfXXo0s400 and pwdXX and click OK.

O 2 Click onthe + next to Network.

O
w

Click on the + next to Enterprise Identity Mapping.

O 4 Rightdick on Configuration and select Reconfigure... from the context menu.
Note: The option will be Configure if there hasn't been any LDAP or EIM configuration activity on
the machine prior to launching the wizard.

O 5. Onthe“wecome’ screen, sdlect the Create and join a new domain radio button and click Next.
Note: Youmay get an EIM Configuration Warning screen. Click Yes to ignore the message.

O 6. Onthe“specify doman” screen enter EIM domain for DEMOS Iab for the domain name and click
Next.
Note: Itisnot necessary, but you may change the description vaue if you wish

O 7. Onthe“secify parent DN for domain” screen, select No (the default) and click Next.

O
o]

. On the " specify user for connection” screen, specify cn=Admin for the distinguished name and enter
secret in both password fields and click Next.

O 9. Onthe“regidry information” screen, verify:

O TheLocal OS400 and Kerberos check boxes are selected.

O TheLocal OS400 vaueis s to the fully quaified name for s400a .
O TheKerberosvaueis st to  BMROCHESTERMN.DEMOSCOM.
O

The Kerberos user identities are case sensitive box is checked by defaullt.
Note: When you activate this a your Ste, sdlect the vaue that is gppropriate for your
environmen.

O 10. Click Next to exit the “registry information” screen.
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O 11. Onthe“specify EIM system user” screen, click Next to move to the next screen.
Note: The diginguished name and password fidds arefilled in with the data you entered on the
“gpecify user for connection” screen.

Important thingsto know: When you change the password of the domain controller (your LDAP
adminigrator) 1D, you need to update the EIM configuration. Thisis done through iSeries
Navigator:

* Network -> Enterprise Identity Mapping -> Configuration
* Right dick on Configuration and sdect properties from the context menu
* Update the password from the System User tab

O 12, Fromthe“summary” screen, click Finish to complete the wizard.

Global Note: Because sopping and starting the domain controller would effect everyone in the lab, the wizard
will not create an EIM domain. The domain has aready been created for you

Joining an EIM domain on s400b:

O 1 IniSeriesNavigator, click on the + next to thelab sysem name: s400b
O Enter prfXXo0s400 and pwdXX for the User 1D and Password. Click OK.
Click on the + next to Network.

2
3
4. Click onthe + next to Enterprise Identity Mapping.
5

O O 0O

Right click on Configuration and select Reconfigure... from the context menu.
Note: The option will be Configure if there hasn't been any LDAP or EIM configuration activity on
the machine prior to launching the wizard.

O
o

On the “welcome” screen, select the Join an existing domain radio button and click Next.
O 7. Onthe“specify domain controller” screen:

O Changethe domain controller value to the fully qudified name for
$A00a.ibmr ochester mn.demos.com
Note: The domain controller name defaults to the fully qudified name for s400b. Y ou only
need to change s400b to s400a. Therest of the nameisfine.

O Veify the use secure connection (SS. or TLS) check box is not selected.
Note: Uncheck the box if necessary.

O Click Next to exit this screen.

O 8 Onthe"“specify user for connection” screen, specify cn=Admin for the distinguished name and enter
secret in both password fieds and click Next.
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O 9. Onthe“specify doman” screen, select (left click on) EIM domain for DEMOS lab and click Next to
exit this screen.
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O 10. Onthe“regidry information” screen, verify:

O TheLocal OS400 and Kerberos check boxes are selected.

O TheLocal OS400 vaueis < to the fully qudified name for s400b.
O TheKerberosvaueis st to I BMROCHESTERMN.DEMOSCOM.
O

The Kerberos user identities are case sensitive box is checked by defaullt.
Note: When you activate this a your Ste, select the vaue that is gppropriate for your
environmen.

O 11. Click Next to exit the “registry information” screen.

O 12. Onthe“specify EIM system user” screen, click Next to move to the next screen.
Note: The digtinguished name and password fields arefilled in with the data you entered on the
“gpecify user for connection” screen.

Important thingsto know: When you change the password of the domain controller (your LDAP
adminigtrator) ID, you need to update the EIM configuration. Thisis done through iSeries
Navigator:

* Network -> Enterprise Identity Mapping -> Configuration
* Right dlick on Configuration and salect properties from the context menu
 Update the password from the System User.

O 13. Fromthe“summary” screen, click Finish to complete the wizard.

Global Note: Because sopping and garting the domain controller would effect everyone in the lab, the wizard
will not join the EIM domain. The system has aready joined the domain
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Exercise 3: Configuring EIM Associations

In this exercise you will creste an EIM identifier for aperson or server. Y ou will dso create three EIM

associations for the identifier you creste:

1. A SOURCE asociation for the principa wsXX in the Kerberos regisiry
2. ATARGET association for the user profile AAxxnnnnn in the s400a registry
3. A TARGET asociation for the user profile BBxxnnnnn in the s400b registry

Below isapictoria view of the tasks.

Create an EIM identifier with name-of-your-choice

Create SOURCE association Create TARGET Create TARGET
association association
Registry = |BMROCHESTERMN.DEMOSCOM Registry =s400a Registry =s400b

Registry User=wsXX

Registry User = AAxxnnnnn

Registry User = BBxxnnnnn

NOTES:

* Thereisonly one Kerberos principd for your workstation wsX X, where XX is your workstation

number.

* Thereare4 user profiles on each iSeries for your use when in your TARGET associaions. The
avaladle profiles are liged in the table below. Indl cases, xx is your workstation number:

*USRPRFs for usein TARGET associations
System s400a System s400b
AAXXAMY BBxxAMY
AAXXDAVE BBxxDAVE
AAXXEMILY BBxxEMILY
AAXXMIKE BBxxMIKE

Create an EIM identifier:

IniSeries Navigator, click on the + next to the lab system named s400a. This may not be necessary,

Note: If you closed iSeries Navigator and reopened it, you may be challenged for auser ID and

O 1

s400a may till be open from the last exercise.

password. If you are, enter prfXXos400 and pwdXX and click OK.

O 2 Click onthe + next to Network.
O 3. Click onthe + next to Enterprise Identity Mapping.
O 4. Click onthe + next to Domain Management.
O 5. Click onthe+ nextto EIM Domain for DEMOS.
Sesson ELO6
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Note: If the plussgn (+) is not there then you must right-click to Add anew Domain. Take dl the
defaults. The reason it might not be there isthat thisis aclient (iSeries Navigator) view of the
configured domains. Once this domain connection has been created on this client (for this
user) you will be able to expand and see dl the previous configuration.

O 6. Onthe“connectto EIM domain controller - S400a" screen, enter cn=Admin and secret for the
password. Then click OK.
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O 7. Doubleclick over Identifiersto open the “SA400a: Identifiers’ lig. (Thelis may be empty)

O 8 Rightdickon Identifiersand select New Identifier from the context menu to open the “new EIM
identifier” screen.
Note: You can aso openthe“new EIM identifier” screen by selecting the create a new identifier
option in the “Enterprise Identity Mapping tasks™ window.

O 9. Onthe“new EIM identifier” screen, enter any value you want in theidentifier input field and dlick
OK. (All other fields on the screen may be left blank.)

EXAMPLES: Workstation XX or Susan Jane Doe
NOTES: Every identifier isvisible to each lab paticipant. The identifier values must be unique.

Note your value:

Createthe SOURCE association for wsxXX:

O 10. Your EIM identifier will appear in “SA400a: identifiers’ window (the upper right hand pane) of
iSeries Navigator. Right click on the identifier you just created and select properties from the
context menu.

O 11 Select the Associations tab on the identities “properties’ screen.
O 12 Click Add... inthe“associations’ tab.
O 13. Ontheadd association screen do the following:

O Settheregistry fiedd vdueto I BMROCHESTERMN.DEMOS.COM.. Either typethe vaue
in or select it from alig after pressng the Browse... button.

O Setthe user fidd vdueto wsXX, where xx isyour workstation number.  Initidly this fied will
contain the name of the profile you used to sgn onto s400a.

O Set the association type field to source. Y ou can ether use the pull down menu or pressthe
“S’ key until the vaue source appears.

O Click OK. You will return to the identifier's properties page. The SOURCE association will
appear inthelig.

NOTES:

» Theassociation will not be crested until you click OK from the identifier’ s properties page.
* DON'T exit theidentifier's properties page yet. Y ou will create two more associations.
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Createa TARGET association for your identifier for s400a:

O 14. Click Add... inthe“associations’ tab.

O 15. Onthe add association screen do the following:

O

O

NOTES:

Set theregistry fidd vaue to the fully qudified name for s400a. Either typethe valuein or
sdect it from alig after pressng the Browse... button.

Set the user fidd vaueto any onethefollowing vdues AAXXAMY, AAXXDAVE,
AAXXEMILY, or AAXXMIKE, wherexx isyour workstation number.

Note your value:

Set the association type field vdueto target. You can ether use the pull down menu or press
the“t” key until the valuetarget appears.

Click OK. Youwill return to the identifier’ s properties page. The TARGET association will
appear inthelist.

* The asociations will not be created until you click OK from the identifier’ s properties page.
* DON'T exit theidentifier's properties page yet. Y ou will creste one more association.

Createa TARGET association for your identifier for s400b:

O 16. Click Add... inthe“associations’ tab.

O 17. Onthe add association screen do the following:

O

O

Set the registry fidd vaue to the fully qudified name for s400b. Either typethe vaduein or
sect it from aligt after pressing the Browse... botton.

Set the user fidd vaue to any one the fallowing vdues BBxxAMY, BBxxDAVE,
BBXXEMILY, or BBXxxMIKE, where xx isyour workstation number.

Note your value:

Set the association type fidd vaueto target. You can ether use the pull down menu or press
the“t” key until the vduetarget appears.

Click OK. You will return to the identifier’s properties page. The TARGET association will
aopear inthelig.

O 19. Click OK ontheidentifier's properties page. Thiswill creste dl three associations.

Session ELO6
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Exercise 4: Accessing Systems Through iSeries Navigator
Using Kerberos Authentication

In this exercise you will use Kerberos authentication for iSeries Navigator connections to s400a and s400b.
The connections will use the EIM mappings creaated in the last exerscise.

O 1 IniSeriesNavigator, move the cursor over the lab system named s400a. Right dick to bring up the
context menu and select properties.
Note: If you closed iSeries Navigator and reopened it, you may be chalenged for a user id and
password. Click cancel to continue.

O 2 Onthe"“$400a Properties’ screen, select the Connection tab.

O
w

On the * Connection” tab, select the “use kerberos principal name, no prompting” radio button.

O 4. Onthe"“$400a Properties’ screen, click OK.
Note: You will get aconnection informational message that states you must exit i Series Navigator before the

change takes effect. Click OK.

O 5 Movethe cursor over the lab system named s400b. Right dick to bring up the context menu and
select properties.
Note: If you closed iSeries Navigator and reopened it, you may be challenged for auser id and password. Click
cancel to continue.

O 6. Onthe"SA400b Properties’ screen, select the Connection tab.

O
\‘

On the * Connection” tab, select the “use kerberos principal name, no prompting” radio button.

O 8 Onthe"“$400a Properties’ screen, click OK.
Note: You will get aconnection informational message that states you must exit i Series Navigator before the

change takes effect. Click OK.
O 9. CloseiSeries Navigator by sdlecting Close from the File pull down menu or by pressng the X button
in the top right hand corner of the iSeries Navigator window.
Connect using K er ber os authentication and EIM mappings.

O 10 Bring upiSeries Navigator by double clicking on the iSeries Navigator icon on the rgj'
deSktOp' iSeries

Mavigator

O 11. Click onthe + next to s400a. The system should expand without any profile challenge.

O 12. Click on the + next to s400b. The system should expand without
awy pI'OfI le Chdlenge 4B iSeries Navigator

File Edit ‘Wiew Help
O 13. Click Refresh to update the signed on user fidd of the My G| x| GG —
Connections (upper right hand) pand of the iSeries Navigator - —
window. The arrow points to the refresh button.
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CONGRATULATIONS - You used kerberos authentication with EIM to connect to s400a and s400b.
Notice that user profiles associated with the two connections are the OS/400 * USRPRF names you specified in
the target associations you created. The profilesare NOT the prfXX0s400 ID you origindly used.

Session EL06 Page 17 of 35



Exercise 5: Accessing Systems Through QFileSvr.400 and
TELNET

Inthefirg part of this exercise you will use QFileSvr.400 on system s400a to view objects on system s400b.
Using QFileSvr.400 to access data on s400b from s400a:

O 1 IniSeiesNavigator, click onthe + next to the lab system named s400a. This may not be necessary,
s400a may gill be open from the last exercise.

O 2 Click onthe+ next to File Systems
O 3. Click onthe+ next to Integrated File System.
O 4. Rightclick over QFileSur.400 and select New Folder... from the context menu.
O 5 Onthe“new folder - S400a” screen, enter s400b and click OK
O 6. Click onthe+ next to QFileSvr.400. S400B should appear under the QFileSvr.400 directory.
O 7. Click onthe + next to SA00B to view directories on that system.
Note: You have connected to s400b with the user ID you specified in the “target association” for
system s400b.
O Click on the + next to home.
O 9 Right dick over thefolder icon next to the directory %‘ | BEO4Dave foilier Yeon
that has the same name as the “registry user” you i DECHEry
soecified on the “target association” for system 5 Em
s400b. Select Explore from the context menu. E-E Open

Theligt of objectsin thefile will be diolayed.

Note: The authorities on the ‘/homeBBxxnnnn’ directories are set up o that only the associated
BBxxnnnn profile can read the directory. This proves you connected through QFileSvr.400
usng kerberos and EIM.

O 10. Right click over the folder icon next to any BBxxnnnnn directory that isSNOT the same asthe
“registry user” you specified on the “target associaion” for syssem s400b. Select Explore from the
context menu. You will recelve an iSeries Navigator error message stating you are not authorized to
access the object.

Using TELNET to accessan iSeries:
NOTE: To bypassthe sgnon screen and use the EIM mapping, the sysem vdue QRMTSIGN must be
*SAMEPRF or *VERIFY. This has been done on s400a and s400b.

O 11 Rightclick over s400a and select Display Emulator... From the context menu. Without auser 1D
and password chalenge, you will be sgned onto the system. Issue DSPJOB and verify the user ID
of the job the “registry user” you specified on the “target association” for system the system you
picked. DON'T CLOSE THIS SESSION. It will be used in the next exercise.
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Exercise 6: Working with a Kerberos and EIM Enabled
Application:

In this exercise, you will create a Domain user that is able to retrieve EIM magpping information. 'Y ou will then
work with an gpplication that takes three parameters:

1. A Kerberos principle
2. A Kerberos doman name
3. The principa’s password

The gpplication will issue a kinit for the principa. If the kinit is successful, the program will use EIM to
determine what loca * USRPRF to swap to.

Create a dn authorized to do EIM look-ups:

The dn and password will be used in your server gpplication. Parts of this exercise will be done from the
“green screen” and partswill be done from i Series Navigator.

O 1 Thefirg part of thisexerciseis done from a5250 sesson. The user must have some specia
authority. Inthelast exercise you started a device emulation sesson. However, your user does not
have any specid authority. Issue the SIGNOFF command from the device emulation sesson. You
now have a 9gnon screen where you can provide a more powerful user and password.

O 2 Sgnonto the s400a emulation session with the profile prfX X 0s400 and password pdX X, where
XX is replaced with your workstation number.

O 3 Fromthe command entry screen, enter the command wrkink '/home/prfXXos400/crtprf*', and
press enter. (XX is replaced with your workstation number.)

O 4. Sdectoption 2 (edit) next to thefile CrtPrfXXos400DomainUser .Idf and pressenter. Thisfile
contains a shell script that will create the domain controller user.

O 5. Fromthe Edit File Control line enter the command ¢ prfxxos400 prfWWos400 all to change xx
to your workstation number.
Notes:
*  The underlined WW iswere you put your workstation number.
e Thissript fileis being used to creste a DN and password that the server program will use to
connect to the domain controller.
* Thepassword for the ID is secret.
» After the create is done, the dnwill be added to an ACL that will only permit it to do EIM
look-ups.
e Thecomment linein the script file: Idapadd -c -h opsb -D cn=admin -w secr et -f
'lhome/pr fxxos400/cr tprfxxos400domainuser .Idf'  shows the command used to execute
the script. 1t was put there so you could cut and past the command.

O 6. PressF3twiceto save and exit thefile.
O 7. Fromthe command line enter the command gsh and press enter.
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O

8.

From the QSH Command Entry screen enter the command:
Idapadd -c -h opsb -D cn=admin -w secr et -f ‘/home/prfxxos400/cr tprfxxos400domainuser .|df'

Where xx is replaces with your work station number. Thedn prfxxos400lookup has been created.
The next step isto attach it to an ACL tha givesthe dn authority to do EIM look-ups. Don't sign off
the green screen, you' |l be back.

Give thedn authority to do EIM lookup operations:

This function is done through i Series Navigator. However, you need more authority than your AAxxnnnn profile
provides. TheiSeries Navigator connection method will be switch to profile prompting.

O

O

O

O0O00O0O000O0a0O0ga.

6
7
8.
9

. Click on the + next to s400a.

In iSeries Navigator, move the cursor over the lab system named s400a. Right dick to bring up the
context menu and select properties.

On the “S400a Properties’ screen, salect the Connection tab.
On the “ Connection” tab, select the “prompt every time’ radio button.

On the “SA00a Properties’ screen, click OK.
Note: You will get aconnection informational message that states you must exit i Series Navigator before the
change takes effect. Click OK.

Close iSeries Navigator by sdecting Close from the File pull down menu or by pressing the X button
in the top right hand corner of the iSeries Navigator window.

Bring up iSeries Navigator by double clicking on the iSeries Navigator icon on the desktop.

Enter prfXX0s400 and pwdX X for the User 1D and Password. Click OK.

. Click on the + next to Network.

10. Click on the + next to Enterprise |dentity Mapping.

11. Click on the + next to Domain Management.

12. Right click over the EIM domain for DEMOS and select Connect from the context menu.

13. On the “connect to EIM domain controller” screen, enter secret for the password and click OK.

14. Right click over the EIM domain for DEMOS and select Authority... from the context menu.

15. On the edit EIM authority screen:

O
O

O

Set the user type fidd to Distinguished name.

Set the digtinguished namefidd to:
cn=prfXX0s400lookup,cn=user s,dc=opsb,dc=r chland,dc=ibm,dc=com

where xx = workstation number.

Click OK.
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O 16. Onthe new edit EIM authority screen:

O Check the EIM mapping operations box.
O Uncheck dl other EIM authorities.
O Click OK.

Your dn, prfxxos400lookup, isnow authorized to EIM lookup operations. The dnisready for the server
goplication.

Update a Kerberos and EIM enabled application to use thedn you just created.

Y ou have been provided a sample Kerberos and EIM enabled gpplication that takes three input
parameters.

* A principd namefrom aKerberos ream.
* Thename of the Kerberos reddm
* The password associated with the K erberos principa
And:
* Issuesakinit for the principd.
* UseEIM to determine the target ID from the Kerberos source.
* Swaptothetarget profile.
* |ssueacommand that retrieves the active profile and sends a message with it.
*  Swaps back to the the origind profile.

In this exercise you will change the gpplication to use your dn to connect to the EIM controller and remove
the comments around the EIM calls so you understand the steps necessary to use EIM within an gpplication.

This exercise will be done from the * green screen”.
Open the application source:
O 1 Rightdick over s400a and select Display Emulator... From the context menu. Sign onto theiSeries

with the user ID prfXXo0s400 and password of pwdXX.

O 2 Fromthecommand entry screen, enter the command wrkmbrpdm prfXXos400/gcsrc and press
enter.

O 3. Sdectoption 2 (edit) next to member eimXXapp and press enter.

Application update 1: Put your dninto the application. It will be used to connect to theEIM domain
controller:

O 4. Online48, change"cn="; to
" cn=prfxxos400l ookup,cn=users,dc=opsh,dc=rchland,dc=ibm,dc=com’;
NOTE: Don't forget to change xx to your work station ID.

O 5. Onthe SEU command line, type save and press enter.
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Application update 2: Uncomment the EIM calls.
There arefive EIM actions that are required:

1. Retrieve EIM configuration information. (Make sure EIM is available on the machine and get the
locd EIM regigtry name.)

Create an EIM connection handle.

Connect to the EIM domain controller. (Y our dn and password are used in this operation)

Get the locd registry name (* USRPRF name) by cdling the EIM get target from source API.
Destroy the EIM connection handle.

a b owdN

All of these geps are in the getOS400User procedure.

O 6. Findeach of thefive sepslisted above and remove the comments around the function calls. To
quickly find the location for each item, search for the string >>>> x, where x is 1 through 5. Also,
each line that needs to be removed contains the phrase remove thisline. The open and close
comment marksare‘/*’ and ‘*/".

O 7. Afterthelast updateisdone, enter save on the SEU command line and press enter.

Compileand run the application

O 8 Fromtheedit screen, press F21 to bring up acommand line.

O 9. Compilethegpplication. Enter the command:
crtbndc prfXXos400/eimXXapp prfXXos400/qcsrc output(* print)
and press enter. Remember, replace XX with your work station number.

O 10. If there are no compile errors, cal your application. Enter the command
call prfXXos400/eimXXapp (‘wsXX''IBMROCHESTERMN.DEMOS.COM' ‘pwdXX')
Where XX isyour workstation number.

O 11. Youwill get amessage that showsthat your ID swapped the the AAxxnnnn profile you specified in
the “target association” for s400a.

Additional pointsof interest in the application:

Kerberos APIs are used to obtain initid credentids for the principa that is passed to this gpplications. All the
Kerberos actions are in the authenticateKer beros function. The key actions are:

1. Cdl krb5_init_context. This API reads the K erberos configuration file to get defaults.

2. Severd APIsare called to prepare parameters for the cal to the KDC which will obtain the initid
credentials.

3. Cdl KRB5 BUILD_PRINCIPAL_EXT. ThisAP buildsthe service name for the
ticket-granting-server on the KDC.
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4. Cdl krb5_get_in_tkt with_password. Thisisthe kinit
Note: kinit is not typicaly donein the server gpplication.

Session EL06 Page 23 of 35



Conclusion:

Kerberos authentication iswiddly used in the I T industry. The OS/400 implementation of Keberos dlows users
to develop and port applications that require K erberos authentication. Key functions of OS/400 are enabled to
perform authentication usng a K erberos service-tickets instead of the traditiona user ID and password
chdlenge. EIM alows you to manage who to become once network authentication has be done. The OS/400
implementation of Kerberos followed by the use of EIM dlows iSeriesto be akey participant in an Intranet or
Internet environmen.
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Appendix A: Purpose and Overview of EIM

Purpose of EIM

When a system or server uses network authentication (i.e. Kerberos tickets) rather than alocal 1D and
password for user authentication, the system or server must determine what local 1D to use after a successful
authentication. EIM was created to Smply the process of determining who to become after a successful
network authentication.

Overview of EIM

InV5R2, IBM introduced Enterprise Identity Mapping (EIM). Thisisafunction that crosses IBM eServer
platforms. EIM isabuilding block function. EIM doesn't do any authentication or authorization checking.

EIM isaset of APIsand GUI interfaces that alow an administrator to creste and maintain alist of people within
an enterprise and keep track of what 1Ds are associated with the person on various systems in the network.
EIM maps user identities between systems. Applications can use the mappings to decide what locd ID to use
after anetwork authentication. Below is an example of how the EIM directory could be set up for auser.

A company maintains a computer network with 3 machines, al of which participate in aKerberos redm.
Within the network, an employee has an ID on each system, as well as aKerberos principa name.

Employee: Jane Doe

Company's network

iSeries: machinel  zSeries: machine2 pSeries: mc3 Keberos realm: MYCOMPANY.COM

ID: JANEDOE ID: JSDOE ID: JANED Principal: JaneDoe@mycompany.com

In this example, you may want to cregte the following EIM associations for the employee Jane Doe.

List Of EIM Associationsfor Jane Susan Doe
EIM ldentifier | Registry Name Registry User Name Association Type
Jane S. Doe MY COMPANY.COM | JaneDoe@mycompany.com | Source
Jane S. Doe machinel JANEDOE Target
Jane S. Doe machine? JSDOE Target
Jane S. Doe mc3 JANED Target

The following terms are used by EIM:
* EIM Association: An association is an entry that showswhat ID is assgned to a particular person or
server in aregistry. Thereis aso an association type that indicates how the association isto be used.

* EIM ldentifier: Thisisaunique vaue used to identify a particular person or server. Anidentifier can
have any number of associations.
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* Registry Name: A registry name refersto aplace wherealist of valid users or serversis kept. For
example, aregistry name may refer to acomputer system, aKerberos ream, or an LDAP directory.

* Registry User Name: Thisisthelocd user name assgned to a particular person or server for the
registry (place) referenced in the association. For example, aregistry user name may refer to auser
profile, or Kerberos principa name, or an LDAP user.

* Association Type: Thisindicates how the association can be used.

* Source: Havingthevaue of sourceimpliesthat authentication will be done with the registry user
name. It dso impliesthe source regisiry user name will be used to find the target identity for other
regidries (sysems).

e Target: Havingthevdueof target impliesthat authentication was done with a different source
registry user name and that a mapping from the source to the target registry user name exigts.
Generaly, these mappings are used to decide what local user “to become”.

* Sourceand Target: Thisvaue dlows the association to be used for finding other associations
and for deciding what local user “to become’.

Once the adminigtrator has created and populated the EIM directory, applications can use EIM APIsto retrieve
information about Enterprise users. Applications can use the mapping information to determine with which
profile to run afunction, or to develop tools to help manage usersin alarge network.

How EIM Associations Are Used After Kerberos Authenticationsin iSeries Functions

Some i Series functions have to be enabled to accept K erberos service-tickets for authentication. However,
after an authentication, what loca user should be used while running the job? The K erberos-enabled functions
extract the client principa name from the service-ticket. The dient principa name becomes the EIM source
registry user name. The Keberos-enabled function uses the source registry user name to find the target registry
user name on the loca system.

Building on the example from the EIM overview section, assume iSeries Navigator is configured to use
Kerberos authentication. Jane Doe starts i Series navigator from her PC. A Kerberos service-ticket is obtained
and passed to i Series Navigator. The authentication code determines that a vaid service-ticket has been
received from JaneDoe@MYCOMPANY.COM. TheiSeries Navigator code calls the appropriate EIM APIs
to retrieve the target association for the i Series based off of the source association for
JaneDoe@MYCOMPANY.COM. The registry user name from the target association contains the OS/400 user
profile name that will be used for the jobs iSeries Navigator sarts for Jane. EIM did not do the authentication
and it did not change the attributes of any jobs. EIM was used to determine what profile to use after
authentication. Thisis the same method used for al the i Series functions that support K erberos authentication.

For more information on EIM, refer vidit the web Ste:

http://publib.boul der.ibm.com/isaries/vor2/ic2924/index.htm

then fallow the links Networking->Networking Security->Enterprise Identity Mapping (EIM).
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Appendix B: Lab Application Source

#i ncl ude <stdio. h>

#i ncl ude <eim h>

#i ncl ude <gsyget ph. h>
#i ncl ude <qwt setp. h>
#i ncl ude <qgsyrl sph. h>
#i ncl ude <qusec. h>

#i ncl ude <gssapi. h>

/* ____________________________________________________________________ */
/* Purpose: This program was devel oped for the */
/* */
/* | npl enenting Single Sign-on COMMON Lab */
/* */
/* This programtakes three paraneters: */
/* */
/* 1: A Kerberos principal nane. */
/* 2: The nane of the Kerberos realm */
/* 3: The password associated with the principal. */
/* */
/* And does the follow ng: */
/* */
/* 1: Calls the kerberos APlIs necessary to do kinit to get a */
/* ticket-granting-ticket. */
/* 2: Uses EIMto find a target mapping for the Kerberos user */
/* on the local system */
/* 3: Swaps to the target user. */
/* 4: Prints a nmessage proving the swap occurred. */
/* 5: Swaps to the original user. */
/* */
/* The LAB purpose: */
/* */
/* Lab attendees will make the follow ng changes to this program */
/* */
/* 1: Add the appropriate | ookup user that is used to connect to */
/* the domain controller. */
/* 2:  Un-comment the 5 EIM actions being featured in this */
/* application. */
/* */
/* Points of interest to LAB Attendees nmay al so be the Kerberos */
/* APl calls nmade in this program */

/**********************************************************************/

/**********************************************************************/

/*>>>>> LAB ACTI ON REQUI RED: */
/* Update the | ookup user value with the dn */
/* you' ve created. */

/**********************************************************************/
char * | ookupUser =

"en=":
char * | ookupPassword = "secret"

/**********************************************************************/

/* Function: get 0OS400 User */
/* */
/* This routine is called AFTER the Kerberos authentication */
/* has occurred. This routine does all the EIMcalls to */
/* determ ne what | ocal OS/ 400 user is associated with the */
/* Ker beros principal passed into the program */
/* */
/* Input: Ker ber os user */
/* Ker beros registry */
/* */
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Qutput: | ocal 0S400 user
User will be responsible for freeing the space.

get OS400User (char * kerberosUser,
char * kerberosRegistry,
char ** (OS400User)

int rc;
char * msg = NULL;

Ei mHandl e handl eDat a;
Ei mHandl e * handl e;
Ei nTar getl dentity * entry;

char * |ocal Registry = NULL;

/* Reuse space for both EIM configuration as well as |list data
/* retrieved.

char |istData[4000];
Ei mConfig * cfgList = (EimConfig * ) |istData,;
EimList * list = (EinList * ) listData;

char ei merr[100];
Ei nRC *oerr;

menset (ei merr, 0x00, 100);
err = (EimRC *)einerr;
err->menmoryProvi dedByCal | er = 100;

/*****************************************************************

/* >>>>1 LAB ACTI ON REQUI RED:

/* Remove the comments around ei mRetri eveConfiguration.
/*

/* Retrieve the | ocal 0S400 registry name EIMhas for this
/* machi ne.

o e e e e e e e e e e e eeaaaaa

menset (cfglLi st, 0x00, 4000) ;

/* Renove this |ine.

if (0 !=(rc = einRetrieveConfiguration(4000,
cf gLi st,
0,
err)))

msg = einErr2String(err);
printf("%s\n", msQ);
free(nsq);

return -1,

}

Remove this |ine. */

if (0 == cfgList->local Registry.|ength)
{

printf("Local registry not configured.\n");
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return -1;

}

/* ________________________________________________________________ */
/* Extract the registry name. */
/* ________________________________________________________________ */

| ocal Registry = (char *)malloc(cfgList->local Registry.length + 1);
memset (| ocal Regi stry, 0x00, cfgList->local Registry.length + 1);
mencpy(l ocal Regi stry,
(char*)cfglList + cfglList->local Registry.disp,
cfglist->local Registry. |l ength);

/******************************************************************/

/* >>>>2 LAB ACTI ON REQUI RED: */
/* Renpve the comments around ei mCreat eHandl e. */
/* */
/* To connect to an EIM domain controller, you nust have a handle. */
/* The handle is needed on many EIM APIs. */
/* ________________________________________________________________ */

handl e = &handl eDat a;
/* Rermove this line.
if (0 != (rc = einCreateHandl e(handl e,

NULL,
err)))
{
msg = ei mErr2String(err);
printf("%\n", nsg);
free(nmsq);
free(local Registry);
return -1;
}

Renmove this line */

/******************************************************************/

/* >>>>3 LAB ACTI ON REQUI RED: */
I Rermove the coments around ei mConnect. */
/* */
/* Connect to the EIM domain controller. */
/* */

/* EIM needs to connect to Idap with a user that has the authority*/
/* to be able do mapping | ookup operations. The dn you created */
/* will be used for the connect. */

con.type = ElI M_SI MPLE;
con. creds. sinpl eCreds. protect = EI M PROTECT_NG,
con. creds. sinpl eCreds. bi ndDn = | ookupUser;
con. creds. si mpl eCr eds. bi ndPw = | ookupPasswor d;
con.ssl = NULL;
/* Rermove this |ine.
if (0 != (rc = einConnect(handl e,
con,

err)))

msg = ei mErr2String(err);

printf("%\n", nsg);

free(nmsq);

free(local Registry);

ei mDest r oyHandl e( handl e,
NULL) ;

return -1,

}

Rermove this line */

/******************************************************************/

/* >>>>4 LAB ACTI ON REQUI RED: */
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/* Renove the comments around ei mGet Tar get Fr onSour ce. */

/* */
/* Finally, the nonent we've been waiting for. Get the target */
/* registry user (the local *USRPRF) for the Kerberos principal. */
/* ________________________________________________________________ */

menset (Iist, 0x00, 4000);

/* Rermove this |ine.

if (0 != (rc = einGetTargetFronSource(handl e,
ker ber osRegi stry,
ker ber osUser,
| ocal Regi stry,

NULL,
4000,
list,
err)))
{
msg = ei mErr2String(err);
printf("%\n", msg);
free(nsq);
free(local Registry);
ei mDest r oyHandl e( handl e,
NULL) ;
return -1;
}

Rermove this line */

/******************************************************************/

/* >>>>5 LAB ACTI ON REQUI RED: */
/* Renove the comments around ei mDestroyHandl e. */
/* */
/* No nmore EIMcalls will be made in this program Destroy the */
/* EI'M connection handl e. */
/* ________________________________________________________________ */
if (list->entriesReturned > 1)

{

printf("Multiple target users found\n");
free(local Registry);

/* Rermove this |ine.
ei mDest royHandl e( handl e,

NULL) ;
return -1,

Rermove this line */

}
/******************************************************************/
/* >>>> Point of interest: */
/* */
/* Extract the |local *USRPRF nanme fromthe data returned from */
/* ei mGet Tar get Fr onSour ce */
/* ________________________________________________________________ */

*(0S400User = (char *)nmalloc(entry->userName.length + 1);
menmset (*0OS400User, 0x00, entry->userNane.length + 1);
mencpy(*0S400User ,

(char*)entry + entry->user Nane. di sp,

entry->user Nane. | engt h);

free(local Registry);
ei mDest r oyHandl e( handl e,
NULL) ;

return O;
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/**********************************************************************/

/* Function: Authenticate Kerberos. */
/* */
/* This routine issues the kinit for the Kerberos principal */
/* supplied on the programcall. */
/* */
/* Input: Ker ber os user */
/* Ker beros registry */
/* */
/* Output: |ocal 0S400 user */
/* User will be responsible for freeing the space. */
/* */
/* ____________________________________________________________________ */
i nt authenticateKerberos(char * pPrincipal,
char ** pRealm
char * pPassword)
{
kr b5_cont ext krb_context = NULL; /* Kerberos context */
krb5_error_code retval; /* Kerberos APl retval */
krb5_pri nci pal krb5_princ = NULL; /* Kerberos principal */
krb5_creds creds; /* Kerberos credentials */
krb5_ccache mencache; /* Place to store credentials
*/
char *pQualifiedPrincipal; /* Fully qualified
princi pal */
int nQual i fiedPrincipal Len;
/******************************************************************/
[* >>>> Point of interest: */
/* */
/* Reads the Kerberos configuration file to get default val ues. */
/* ________________________________________________________________ */
krb5_init_context (&krb_context);
/* | f real mnot specified, assune the default. */
if (NULL == *pReal m
krb5_get _default _real m krb_context, pRealm;
/******************************************************************/
[* >>>> Point of interest: */
/* */
/* Need to build principal name in acceptable format. */
/* ________________________________________________________________ */
/* Set up the qualified principal nane, ie gjs@ BVMROCHESTERMN. DEMOS. COM
nQual i fi edPrincipal Len = strlen(pPrincipal) + strlen(*pRealm + 2;
pQualifiedPrincipal = (char *)malloc(nQualifiedPrincipalLen);
menmset (pQual i fi edPrincipal, 0x00, nQualifiedPrincipalLen);
strcpy(pQualifiedPrincipal, pPrincipal);
strcat(pQualifiedPrincipal, "@);
strcat(pQualifiedPrincipal, *pRealm;
/* Convert the string to a Kerberos principal. */
kr b5_parse_name(krb_cont ext,
pQualifiedPrincipal,
&kr b5_princ);
/******************************************************************/
[* >>>> Point of interest: */
/* */
/* For this program caching the credential in storage, not a */
/* credentials file. Get storage and initialize. */
Sesson ELO6
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/* Generate a new nenory based credentials cache. */
krb5_cc_generat e_new(krb_context, "MEMORY", &mencache);

/* Initialize the credentails cache created above. */
krb5_cc_initialize(krb_context, mencache, krb5_princ);

/* Initialize the creds structure. */
menset (&creds, 0, sizeof(creds));
creds.client = krb5_princ;

/******************************************************************/

[* >>>> Point of interest: */
/* */
/* Before the kinit, need the nane of the ticket-granting-server */
/* for the KDC. */
/* ________________________________________________________________ */

/* We need to authenticated, so build the principal name for the
Ti cket Granti ngServer on the KDC */
krb5_buil d_princi pal _ext (krb_context,
&creds. server,
strlen(*pReal m,
*pReal m
KRB5_TGS_NAME_SI ZE,
KRB5_TGS_NAME,
strlen(*pReal m,

*pReal m
0);
if (0 !=
/******************************************************************/
[* >>>> Point of interest: */
/* */
/* lssue the kinit. */
/* ________________________________________________________________ */
(retval =
krb5_get _i n_tkt_wi th_password(krb_cont ext,
0, /* nothing fancy,
just a TGT */
NULL, /* addresses to be
put in ticket */
NULL, /* enctype, use
default */
NULL,
pPassword, /* password */
mencache, /* handle to place
TGT */
&cr eds, /* credential
structure */
NULL))) /* ignore the KDC
reply */

{ printf("\nAuthentication error, verify input. Return code = %"
,retval);
krb5_cc_destroy(krb_context, mencache);
krb5_free_cont ext (krb_context);
free(pQualifiedPrincipal);
return -1,

}

krb5_cc_destroy(krb_context, mencache);
krb5_free_context (krb_context);
free(pQualifiedPrincipal);

return O;
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int main (int argc, char *argv[])
{
int rc;
char * | ocal OS400User ; /* Pointer to |ocal profile*/
char profil eHandl e[ 12] ; /* Handl e for profile swap */
char current Handl e[ 12] ; /* Handl e for profile swap */
char *pPrincipal, /* Kerberos principal */
*pReal m /* Kerberos Real m nane*/
*pPasswor d; /* Principal password */
Qus_EC t errorcode;
errorcode. Bytes_Provi ded = 0;
/* ________________________________________________________________ */
/* Start of executable code. */
/* ________________________________________________________________ */
/*
Basi ¢ checki ng on input paraneters. */
if (argc == 3) {
pPrincipal = argv[1];
pPassword = argv[2];
pReal m = NULL; /* Use default real mnane. */
}
else if (argc == 4) { /* Al values specified. */
pPrincipal = argv[1];
pReal m = argv[2];
pPassword = argv[3];
}
el se {
printf(
"\'n\nUsage: Call this programwith: \n");
printf(" parm(' Principal', 'Password') or \n");
printf(" parm(' Principal', 'Realm 'Password' )\n");
return O;
}
/* ________________________________________________________________ */
/* Call routine to issue the kinit. */
O *
if (0 != (rc = authenticateKerberos(pPrincipal,
&pReal m
pPassword)))
{
printf("ERROR: See previous nessages.\n");
return -1,
}
/* ________________________________________________________________ */
/* Call routine that uses EIMto determ ne which |local profile */
/* to use */
O *
if (0 != (rc = get0S400User (pPrinci pal,
pReal m
&l ocal 0OS400User)))
{
printf("ERROR: See previous nessages.\n");
return -1,
}
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/* Swap to the profile EIMsaid to use. */
/* ________________________________________________________________ */
QSYGETPH( " * CURRENT ",

" * NOPWD

current Handl e) ; /* Get current handle. */
QSYGETPH( | ocal 0OS400User ,

" * NOPWD

profil eHandl e); /* Get target profile handle. */

free(l ocal OS400User);

QANTSETP( profi |l eHandl e) ; /* Swap to the target profile. */
system(" CALL SETUPEI MDE/ DSPCURUSR"); /* Print nsg with CURRENT user*/
QWSETP( current Handl e) ; /* Swap back to original user. */
QSYRLSPH( pr of i | eHandl e) ; /* release profile handles. */

QSYRLSPH( cur r ent Handl e) ;

return O;
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