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Disclaimer

IBM ’s statements regarding its plans, directions, and intent are subject to change
or withdrawal without notice at IBM ’s sole discretion.

Information regarding potential future products is intended to outline our general
product direction and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a
commitment, promise, or legal obligation to deliver any material, code or
functionality. Information about potential future products may not be incorporated
into any contract. The development, release, and timing of any future features or
functionality described for our products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM
benchmarks in a controlled environment. The actual throughput or performance
that any user will experience will vary depending upon many factors, including
considerations such as the amount of multiprogramming in the user's job stream,
the I/O configuration, the storage configuration, and the workload processed.
Therefore, no assurance can be given that an individual user will achieve results
similar to those stated here.

No IBM course material may be reproduced in whole or in part without the prior written permission of IBM.
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When you complete this unit, you should be familiar with the following:
— QRadar Security Intelligence value proposition
— QRadar components, form factors and architecture

© 2014 IBM Corporation
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Security and Business Intelligence offer insightful parallels

IBM Security Intelligence

Security Intelligence

——— .
DASCOM “softech  Guardiuny
o Guanfurr [y Security as a Service
METAMERGE

~ INTERNET @ watcHfire cgwpsmu!
access360) > SECURITY

soegvert Joe SYSTEMS” 0 BI MGMI”-'JM)_“( @ Labs
g ATANITLL I © OUNCE |A5S 7) DATAPOWER

Application Security

Database Monitoring

Bl Convergence

SOA Security o GG

Managed Security Services |

Decision Management
Network Intrusion Prevention
_ Simplified Delivery (i.e., Cloud )
Compliance Management
Identity and Access Management Bl Convergence with Collaboration

Mainframe and Text and Social Media Analytics

Server Security - RACE

Market Changes

Predictive Analytics
IBM Business Intelligence
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Performance Management software = OPENPAGES H
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Expertise: Global coverage and security awareness

s 5
Waltham, US »

FN

_ Haifa, IL

oy

| Atlanta, US

Security Operations Centers
. Security Research Centers
[™ security Solution Development Centers

m Institute for Advanced Security Branches

Hortoléndia, BR

BM R H 14B analyzed Web pages & images World Wide Managed
esearc Security Services Coverage
40M spam & phishing attacks _ y 9
AR i 20,000+ devices under contract
. 54K documented vulnerabilities

: 3,700+ MSS clients worldwide
Advanced Security Billions of intrusion attempts daily 13B+ events managed per day

Enabling rity innovation and collaboration

Millions of unique malware samples 1,000+ security patents

133 monitored countries (MSS)
IIW%E
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IBM Security: Delivering intelligence, integration and expertise
across a comprehensive framework

IBM Security Framework

IBM Security Systems

S ity Intelli
= End-to-end coverage of the B
security foundation

= 6K+ security engineers and
consultants

Professional Services

= Award-winning X-Force® research

Cloud and Managed Services

_ .-
One of the largest vulnerability —
databases and Threat Research

Software and Appliances

Intelligence o Integration e Expertise

6 © 2014 IBM Corporation
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A comprehensive portfolio of products and services across all domains

181 Security Framework

Security
Ecosystem

Partner
Programs
(3" party)

Standards

‘A

Products

GRC Platform (OpenPages)

3

IBM Security Portfolio

Security Intelligence, Analytics, and Governance, Risk, and Compliance

QRadar SIEM QRadar Log Manager QRadar Risk Manager

Risk and Compliance Services Privacy and Audit Services Managed and Cloud-based SIEM

Identity and Access
Management Suite

Federated
Identity Manager

Enterprise
Single Sign-On

Authentication and
Deployment Services

Identity Hosting
Services

Services

Guardium
Database Security

InfoSphere Optim
Data Masking

Key Lifecycle
Manager

Encryption and DLP
Deployment Services

Hosted Web and
Email Security

AppScan Enterprise,
Standard and Source

DataPower
Security Gateway

Security
Policy Manager

Dynamic and Static
Application Security
Assessments

Application Security
Mgmt - SaaS

Netwark
Intrusion Prevention

SiteProtector
Management System

QRadar
Anomaly Detection

Managed Firswall,

Intrusion Prevention,
UTM Services

Vulnerability Mgmt

Endpoint

Manager (BigFix)

Virtualization and

Server Security

Mainframe Security

(zSecure, RACF)

Infrastructure Testing

and Incident
Response

Mobile Device
Security Mgmt

Enterprise Governance, Risk and Compliance Management

Risk Analytics (Algorithmics) Investigation Management (i2)

£ 5

Security
Consulting

Managed
and Cloud

Services

X-Force
and IBM
Research

v12-10
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QRadar Next-Generation SIEM: Total Intelligence

A

&=

o BT«
i

Config/
Change Info

Network
Activity

Virtual
Activity

= - Servers

it
-

ol

—— Application F’\.}

& Hosts

Security
Systems

User
Activity

Activity

Suspected
B> Next-Generation SIEM: Behavior and Context Incidents
>
Cateqor Asset _ Attacker T Offensed
gory Discovery Statistical Profile Behavior ) N
. Correlation . @
Credibility Active VA IP Location  [ITARYLH AB"::":::L:" ®
Rules-Based . ®
i C lati Ext | entity
Severity Passive VA orrelation o :er:ti; History QQ O ©
>
- First-Generation SIEM: Rules & Correlation
Threats and Fraud Detected Massive Data Reduction
That Others Miss
User correlation and appli.cation' forensics 2Bn log and event records a day reduced to
enabled frau'd detecthn prior to 25 high priority
exploit completion Chevron
Li2claiborne’ [
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@ Intelligence: Embedded intelligence to find true offenses

Extensive Data Sources
° O
%O Security devices
(©
\7/() Eﬁ@ Servers and mainframes
(o) W e
(o) Network and virtual activity

oy
@ Data activity
Application activity

Configuration information

Vulnerabilities and threats

Users and identities

X4 Global threat intelligence

01n-

...Suspected Incidents

Embedded Intelligence

Automated data collection, True Offenses

asset discovery and profiling

Automated.,realfimea.,
and integrrated analytics Automated
Massive dlata reduction

lentification

Activity baaselining
and anomaly detection

Out-of-the box rules
and templates

© 2014 I1BM Corporation
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Compliance an Management Security

*

Compliance validation and

security response improvement
Complian Forensi Poli 1 1

in the same solution

__fﬁ_ ST T T T T T T _?@_ - + Out of the box content to swiftly
[ Prioritized Offenses )

meet PCI, NERC, SOX, HIPAA,
GLBA, CoCo, ISO 27001 etc.

+ Flexibility to meet new

compliance standards as they
evolve

Applications Routers |DS/IDP Operating Switches Firewalls VA
System

10 © 2014 IBM Corporation
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Delivering multiple security capabilities through
a purpose-built, extensible platform

11

IBM QRadar Security Intelligence Platform

Network
Activity
Monitoring

Security
Management Intelligence

Vulnerability
Management Management Forensics

Northbound APIs

Security

Intelligence
Operating
System

AXIS Configuration NetFlow

Southbound APIs

Real Time Structured Security Data Unstructured Operational / Security Data
h h
T{ ST a ()3
L AN B 3 X
C T T T —— 8
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Optimized appliance and software architecture for high performance
and rapid deployment

IBM QRadar
Security Intelligence Platform

Scalable appliance ™ Shared modular
architecture infrastructure

==

T .= T
 Easy-to-deploy, scalable — [SET=SN EETSN EEDER - Offers automatic
model using stackable T T s failover and

distributed appliances ., disaster recovery

* Does not require
third-party databases
or storage

well suited for cloud

i environments

o  Virtual deployments
@

12 © 2014 I1BM Corporation
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IBM QRadar is the centerpiece of IBM security integration

People IBM Security IBM InfoSphere
Access Manager Guardium

IBM zSecure IBM Security AppScan

IBM Security Network
Protection XGS

IBM Security Privileged
Identity Manager

IBM QRadar
Security Intelligence

IBM Security \ Platform

Identity Manager IBM Endpoint Manager

Advanced Fraud
IBM Trusteer Apex Protection

13 © 2014 1BM Corporation
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IBM QRadar supports hundreds of third-party products

IBM QRadar

Security Intelligence Platform

_JUﬂ”Der palo Microsoft :E:_—Ez , symantec.
' éll 'S. élt;. I Netapp :_'rw éct')) FireEye McAfee
Y enterasys SOURCEf ire (5 vmware @ CheckPoint  @IVIPERWA
G@ ARRACUDA ORACLE Blue®Coat ® Quawrs
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Expandable and scalable QRadar platform solutions

Turn-key log management and reporting

® .
Radar m » SME to Enterprise

Log Manager Upgradeable to enterprise SIEM

* Log, flow, vulnerability & identity correlation
Sophisticated asset profiling

C EEEEEE

SIEM » Offense management and workflow

Radar Radar « Layer 7 application monitoring

QFlow VFlow « Content capture for deep insight & forensics
o e Q » Physical and virtual environments

Radar ; Radar « Network security configuration monitoring

Risk Manager Vulnerability Manager « Vulnerability scanning & prioritization

m  Predictive threat modeling & simulation

e Event Processors for remote site

R
=== « High Availability & Disaster Recovery
e e} e e + Data Node to increase storage & performance

e Reconstructs network sessions from PCAPs
Radar

_ _ m « Data pivoting and visualization tools
Incident Forensics I

» Accelerated clarity around who, what, when

15 © 2014 IBM Corporation
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Integration: A unified architecture delivered in a single console

16
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Management

NextGen Activity Risk Vulnerability
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Differentiated by network flow analytics

= Network traffic doesn't lie.
erase their tracks, but can’t cut off the network (flow data)

« Deep packet inspection for Layer 7 flow data

Attackers can stop logging and

* Pivoting, drill-down and data mining on flow sources for
advanced detection and forensics

= Helps detect anomalies that might otherwise get missed

= Enables visibility into attacker communications

Top 10 Application Results By Source Bytes (Sum)

4]

Zoom: max 2010-0ct-05, 01:03 - 01:5¢
m Remainder m Wisb. SecursiWeb Wab. Imags. GIF m Web. Application. XJAV. ..
m Web:Image JPEG Web Misc m DataTransfer. Windows ... m RemoteAcoess. 55H
mother m P2ZP.BitToment VolP.Skype
22500000
15000000 =N Ax M
E / ¥
=
L] 3
7500000 -~
ADGBCaBon Source IP (Unique Source Network Destination IP Destination Port Heﬁ:::‘?&?" = Source Bytes {Sumj) Destination Bytes
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QRadar components
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QRadar software components and data flow

Network Logs

g Event Collector e Network information

collected from 3rd party
network flows, and from
onboard network card
Interfaces.

Event Processor

 Logs collected from
devices, applications,

databases, or operating
systems.

19 © 2014 IBM Corporation
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QRadar software components

= Central User Console
— Magistrate (manages offense creation and magnitude)
— Global correlation across flow and event processors
— Offense management
— Assets and identity management

= Event Processor
—Rule Processor
— Storage for events, accumulated meta data
— Storage for flows, accumulated meta data

= Event Collector
—Log event collection, coalescing, and normalization

— 3 party Flow collection J-Flow, NetFlow, S-Flow, deduplication, and
recombination

* Flow Collector
— QFlow and Superflow creation, and application detection

20 © 2014 IBM Corporation
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[[in]]

QRadar appliance components and data flow

Network Network

packages flows Logs  Logs

Flow Collector Event collector

Flow Processor Event Processor

Console

21

* Network flows preferably
are processed by a seperate
flow processor appliance

e Event logs preferably are
processed by a seperate
event processor appliance

* A flow collector is required
If layer 7 data analisys is
required.

*An event collector is used
where bandwith between log
sources and log storage-ig
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QRadar appliance types

» Console only. Must be combined with event or flow
processors, and flow collectors.

» Server. For medium and enterprise environments. Combines
a flow processor and event processor in one

» Event Processor . Processes and stores event logs.

* Flow Processor. Processes 3 party network flows, QFlow
and stores flows.

= Flow Collector. Receives 3" party network flows and
packages. Normalizes and forwards them as QFlows.

» Event Collector. Receives log records, normalizes and
forwards them to an event processor. Temporary storage of
normalized log events and payload.

22 © 2014 IBM Corporation
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QRadar supports two deployment models: All-in-One and Distributed

Sample IBM Security QRadar SIEM
all-in-one deployment
(QRadar web console

All-in-One
(31XX)

)

-

Routers

Routers, switches and other
network devices exporting
flow data

—
v s

Switches

-

Firewall

QFlow collection on
passive tap

All-in-One is a single appliance used
to collect both events and flow data
from various security and network
devices, perform data correlation and
rule matching, report alerts/threats,
and provide all admin functions
through a Web browser.

23

Sample IBM Security QRadar SIEM 3124
distributed deployment
QRadar web console

Console
(31XX)

Flow
Processor

(17XX) 3128
Event
1724 Processor
. @529
1202 QFlow
Collector
(12XX/13XX)
I L
T S ———
Servers Routers Switches IDS Firewall ~Laptop

Layer 4 NetFlow for
external flow services

A Distributed deployment consists of multiple appliances for
different purposes:

» Event Processor to collect, process and store log events

* Flow Processor to collect, process and store several kinds of
flow data generated from network device. Optional QFlow
Collector is used to collect layer 7 application data.

» Console to correlate data from managed processors, generate
alerts/reports, and provide all admin functions.

Layer 7 data analysis
through SPAN or tap

Collection of log events from network
and security infrastructure
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Console Services
Ul
Magistrate
Reporting

EventProcessor

Assets

~ @@
%

Flow Collector

Identity

Event Collector

N
|

24

|
| Packet
Interface,
SFLOW and 3™

party

Events from

Log Sources

* Flow and event data is stored
on the Ariel datastorage on the
processors. If accumulation is
required, then accumulated
data will be stored in the
accumulation database

» Offenses, asset, and identity
iInformation is stored in the
master PostgreSQL database
on the console.

« SSH between appliances in a

distributed environment is
supported.

© 2014 IBM Corporation
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Deployment Examples

© 2014 IBM Corporation
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SIEM All-in-One 2100 Appliance

= Positioning

— Single box for centralized deployment in a QhadarWeb Lansple
small/medium enterprise

» Characteristics and Capacity

— 1000 EPS, 50K Flows, 750 Log Sources,
100 network objects

— Onboard 250Mbps QFlow for SPAN or 2100
TAP = l

— Includes QFlow Collector for layer 7
network activity monitoring

Firewall

Network Devices Exporting Flow Data G?//////J <
— 1.5TB of storage for QRadar (NetFlow, JFlow, Packeteer, SPAN) DS

= Upgradability
— No EPS upgrade

— Flows upgradable to 50K

— No deployment upgrade
= HA/ DR available

QFlow Collection on Passive Tap

26 © 2014 IBM Corporation
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SIEM All-in-One 3105 and 3128 Appliances

= Positioning

— QRadar appliance for centralized deployment
in a medium/large enterprise QRadar Web Console

— Contains event & flow processing capabilities

» Characteristics and Capacity

— 1000 EPS, 25K Flows, 750 Log Sources,
1000 network objects

amas
B Firewall
. -

— Requires external QFlow Collectors for layer

7 network activity monitoring l. - 0s

— Dedicated storage for QRadar
» 3105: 6.2TB of storage
» 3128: 40TB of storage

1201

= Upgradability

—3105: EPS upgradable to 5000. Flows
upgradable to 200K.

—3128: EPS upgradable to 15,000. Flows Network Devices Exporting Flow Data QFlow Collection
upgradable to 300K. (NetFlow, JFlow, Packeteer, SPAN) on Passive Tap

— Upgradable to 31XX Console for distributed
deployment with events/flows transferred to
new 16XX, 17XX, or 18XX appliance.

> » HA / DR available © 2014 IBM Corporation
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SIEM Console 3105 and 3128 Appliances

. POSitioning QRadar Web Console

— Console dedicated to management of
distributed deployment in a large enterprise

— Manages distributed event/flow processors

= Characteristics and Capacity

— Focuses on processing and analysis of
offenses, generating views and reports l'

3106/31p8
— Requires 16XX to collect log events or

17XX to collect flows (or 18XX for both)

— Requires external QFlow Collectors for 1703
layer 7 network activity monitoring

— Dedicated storage for QRadar 1201 | 1603
» 3105: 6.2TB of storage

» 3128: 40TB of storage —I
- |
= Upgradability - - -
N de availabl 0 s, ==
R Ruace avalable Routers Switches IDS Firewall
= HA / DR available Routers, Switches and Other Network Security Devices
Devices Exporting Flow Data Exporting Logs

28 © 2014 IBM Corporation
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SIEM Event Processor 1605 and 1628 Appliances

= Positioning

— High capacity and scalable event collection
for distributed deployment in a large
enterprise

= Characteristics and Capacity

— Collect logs from network devices, security
devices, operating systems and applications

— 2500 EPS
— Requires Console 31XX
— Dedicated storage for QRadar
» 1605: 6.2TB of storage
» 1628: 40TB of storage
= Upgradability
— 1605 upgradeable to 20,000 EPS
— 1628 upgradeable to 40,000 EPS

= HA / DR available

Event Processor
1605 /1628

amem =z - [P

SEEms ..
B

555

Collection of log events from network and

security infrastructure

© 2014 IBM Corporation
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SIEM Flow Processor 1705 and 1728 Appliances

= Positioning

1||=
||[||

— High capacity and scalable flow collection for
distributed deployment in a large enterprise

N . Flow Processor
» Characteristics and Capacity 1705 /1728

— Receives flows from external flow sources
(e.g. NetFlow) or QFlow Collectors for layer 7
network activity monitoring

_ Layer 4
— 100K Flows/minute NetFlow

QFlow

— Requires Console 31XX Collector

— Dedicated storage for QRadar
» 1705: 6.2TB of storage
» 1728: 40TB of storage
= Upgradability
— 1705 upgradable to 600K Flows
— 1728 upgradable to 1.2M Flows.

Layer 7 data Analysis
= HA/ DR available through Span or Tap

30 © 2014 I1BM Corporation
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SIEM Combined Event/Flow Processor 1805 and 1828 Appliances
= Positioning

— High capacity and scalable event & flow collection

for distributed deployment in a large enterprise ) e

» Characteristics and Capacity ﬂ .--. 'm - g
— CO||eCt IOgS from netWOt’k deViCGS, SeCUFIty Collection of |og events from network’and
devices, operating systems and applications security infrastructure

— Receives flows from external flow sources (e.g.
NetFlow) or QFlow Collectors for layer 7 network

. . Event/Flow
activity monitoring Processor
— 1000 EPS, 25K Flows/minute 180571828
— Requires Console 31XX
Layer 4 QFlow
— Dedicated storage for QRadar NetFlow Collector

» 1805: 6.2TB of storage -
» 1828: 40TB of storage
= Upgradability

— 1805: EPS upgradable to 5000. Flows upgradable
to 200K.

— 1828: EPS upgradable to 15,000. Flows
upgradable to 300K.

Layer 7 data Analysis
through Span or Tap

m HA/ DR available © 2014 IBM Corporation
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Event Collector 1501 Appliance

= Positioning Data Center

— Intended for customers with remote sites

Event Processor 16XX

that have unreliable connectivity or _
constrained bandwidth, but still require a
reliable event collection, such as retail
store/office, cruise ships, Naval vessels

— Collects and parses events on a remote

site, stores events temporarily, and forwards Policy based
events (based on a policy) to an upstream event forwarding Event
Event Processor 16XX or All-in-1 31XX for Event
. ) Collector Collector
analysis, correlation, and storage.
= Characteristics and Capacity _‘f T
: AN
— EC appliance based on 1201 hardware ™ e ~N
onfiguration :
— Supports up to 2500 EPS but no license ﬂ - ﬂ RS e .
. : I-I - — e i
associated. EPS enforced by the license at + - e -
the upstream Event Processor. Collects events from Collects events from
various log sources various log sources

= Upgradability

— No upgrade available Remote Site Remote Site

32 © 2014 IBM Corporation
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= Positioning

— High capacity and scalable layer 7
application data collection for distributed
deployment in a large/medium enterprise

QFlow Collector can send collected layer 7 application
data to a Flow Processor or a Console directly.

= Characteristics and Capacity

Console 31XX

Flow Processor 17XX

— Collect QFlow data through Span or Tap

— Requires Flow Processor 17XX or

Console 31XX

— Performance depends on models: OFlow QFlow
« 1201 — 1 Gbps Collector Collector
* 1202 — 3 Gpbs — 4 e 4

* 1301 — 3 Gpbs
* 1310 SR/LR — 3 Gpbs

= Upgradability ::J

— No upgrade available

= |H\‘\ I8 ,;V

33

Layer 7 data Analysis
through Span or Tap

Layer 7 data Analysis
through Span or Tap

© 2014 I1BM Corporation
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QRadar Risk Manager (QRM) Appliance

[Jon]|
o]
)

|||IH||

= Positioning

— QRM expands the QRadar SIEM solution to
proactive security management by providing multi-
vendor network configuration monitoring and audit,
risk and policy compliance assessment, and
predictive threat modeling and simulation.

= Characteristics and Capacity

— Based on QRadar Core Appliance xx05

— Requires QRadar Console for configuration, policy,
and risk management and simulation tasks

— Licensed based on Configuration Sources

 Standard configuration sources (firewalls,
routers, IDS/IPS devices)

* Remote/branch configuration sources (1U/2U
security devices located at remote locations)

— Includes support for 50 standard configuration
sources

o T
= Upgradability SEas = .
— More configuration sources can be added as Supports various network and security devices
needed

© 2014 IBM Corporation
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QRadar Vulnerability Manager (QVM) Appliance

= Positioning

— QVM a new QRadar offering that provides
seamlessly integrated network vulnerability scanning
and reporting with network context aware
vulnerability management workflow that is fully
integrated with QRadar SIEM.

» Characteristics and Capacity

— Based on QRadar Core Appliance xx05 i

QRadar Console
— Works with QRadar Console for a “remote

deployment” where there is a QRadar installation

— Can also exist by itself for a “standalone

deployment” where there is no QRadar installation QVM

— Licensed based on scanning assets

Scanning (QVM
Scanner can on

. any QRadar
= Upgradability managed host)

— More scanning objects can be added as needed. ﬁ E 1 E 1

© 2014 IBM Corporation

— Includes support for 255 scanning objects
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= Positioning

— Packet Capture appliance is to collect and — -
store raw network packets. Incident Forensics ‘
appliance is used to reconstruct raw network = -
packets to original format and quickly pinpoint
the root cause of security incidents.

-

- isti ' . 31XX
Characteristics and Capacity a o
— Based on the same hardware used for
QRadar Core Appliance xx28 (but having
different Core Appliance part numbers)

— No additional capacity license. a Incident Forensics

— Only one Incident Forensics instance can

be used in a QRadar deployment (All-in-1 or ﬂ

S | m— ——

— Multiple Packet Capture appliances can be Packet Capt

used with a single Incident Forensics acket Lapture Packet Capture Packet Capture

instance. Recommended maximum ratio is ¥ 15 ®

5:1 but a higher ratio is possible. S 3 "S 3 ¥
‘pget ‘pget ‘paet

= Upgradability
— No upgrade available
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High Availability and Disaster Recovery

= High Availability

— HA appliance shares EPS/Flows
licenses with Primary (so no additional
EPS/Flow increase purchase is needed).

— Data and configuration replicated from

» Disaster Recovery

— DR appliance provides redundant
parallel system

— The same amount of EPS and Flows as

Primary needs to be purchased for DR.
Primary appliance to HA appliance near — Event and Flow Data from Primary to
real time. DR, but configuration is not copied over.
— Failover to HA whenever Primary

becomes unavailable.

Primary appliance Event/Flow data

a forwarded to DR
Heartbeat & =
Heartbeat Data/configuration

synchronization DR appliance
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HA appliance ; ;
Production Site

Log events and
network flows
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