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» Websphere-shorten-handshake

* SetEnvif Request_URI "\.jsp$" websphere-
serveriotimeout=10

* SetEnvif Request_URI "\.jsp$" websphere-
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* SetEnvif Request_URI "\.jsp$" websphere-
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<VirtualHost *:443>
SSLEnable
Keyfile keyfile.kdb

## SSLv3 128 bit Ciphers
SSLCipherSpec SSL_RSA_WITH_RC4_128_MD5
SSLCipherSpec SSL_RSA WITH_RC4_128 SHA

## FIPS approved SSLV3 and TLSv1 128 bit AES Cipher
SSLCipherSpec TLS_RSA_WITH_AES_128 CBC_SHA

## FIPS approved SSLV3 and TLSv1 256 bit AES Cipher
SSLCipherSpec TLS_RSA WITH_AES_256_CBC_SHA

## Triple DES 168 bit Ciphers

## These can still be used, but only if the client does

## not support any of the ciphers listed above.
SSLCipherSpec SSL_RSA_WITH_3DES_EDE_CBC_SHA

## The following block enables SSLv2. Excluding it in the presence of
## the SSLv3 configuration above disables SSLv2 support.

## Uncomment to enable SSLv2 (with 128 bit Ciphers)
#SSLCipherSpec SSL_RC4 128 WITH_MD5

#SSLCipherSpec SSL_RC4 128 WITH_SHA

#SSLCipherSpec SSL_DES_192_EDE3_CBC_WITH_MD5

</VirtualHost>
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TLSV12 BRI\ : TLS RSA WITH_AES 128 GCM_SHA256

TLS RSA_WITH_AES 256 _GCM_SHA384

TLS _RSA_WITH_AES 128 CBC_SHA256

TLS_RSA_WITH_AES 256_CBC_SHA256 TLS_RSA WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES 256 _CBC_SHA TLS_RSA WITH_3DES_EDE_CBC_SHA

SSLv3, TLSv10, TLSv11 BRi\%5fd : TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES 256 _CBC_SHA TLS_RSA WITH_RC4_128 SHA
TLS_RSA_WITH_RC4 128 MD5 TLS_RSA_WITH_3DES_EDE_CBC_SHA
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SSL-LogFormat

= LogFormat f5% :
LogFormat "%h %Il %u %t \"%r\" %>s %b \"SSL=%{HTTPS}e\" \"%

{HTTPS_CIPHER}e\" \"%{HTTPS_KEYSIZE}e\" \"%
{HTTPS_SECRETKEYSIZE}e\" \"%{SSL_PROTOCOL_VERSION}e\"" ssl-var

CustomLog logs/ssl_cipher.log ssl var
= ssl_cipher.log:

127.0.0.1 - - [16/0ct/2014:14:57:29 -0400] "GET / HTTP/1.1" 200 3598
"SSL=ON" "TLS_RSA_WITH_AES_ 128 CBC_SHA256" "128" "128" "TLSV1.2"
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= HostnamelLookups On

= |dentityCheck On (7.0 B 5 & iR ASAS SZ b $84 )
" mod_mime_magic

= ContentDigest On

= fi & MaxRequessPerChild 2|4~ & 2 1)l

= htaccess /4
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= ANA Options FollowSymLinks

) . |
A = .

WebSphere® Support Technical Exchange



| IBM Software Group

AR HE 250 7 THN 25 FE

= YR - $ v TCP 0tz i X B BRI KD

ReceiveBufferSize

\|

= FEEE RS - http://www-
01.ibm.com/support/knowledgecenter/SSEQTP_8.5.5/com.ibm.websphere.b
ase.doc/ae/tprf_tuneopsys.html?lang=en

= AIXJEZNE, BRI 218 . SCH] IPVvE Ak
NSORDER=local4,bind4
export NSORDER
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= CVE-2014-3566 (POODLE) i1
http://www-01.ibm.com/support/docview.wss?uid=swg21687172
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Learn about upcoming WebSphere Support Technical Exchange webcasts, and access
previously recorded presentations at:
http://www.ibm.com/software/websphere/support/supp_tech.html

Discover the latest trends in WebSphere Technology and implementation, participate in
technically-focused briefings, webcasts and podcasts at:
http://www.ibm.com/developerworks/websphere/community/

Join the Global WebSphere Community:
http://www.websphereusergroup.org

Access key product show-me demos and tutorials by visiting IBM Education Assistant:
http://www.ibm.com/software/info/education/assistant

View a webcast replay with step-by-step instructions for using the Service Request (SR)
tool for submitting problems electronically:
http://www.ibm.com/software/websphere/support/d2w.html

Sign up to receive weekly technical My Notifications emails:
http://www.ibm.com/software/support/einfo.html
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