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2.4 AppScan JERSAR 5 &

2.4.1 AppScan VR TG K&

IBM Security AppScan R et 7 —4H Bl SeEl “ 2wt ” g, X—EE
W22 A AR AR F B BN B AT R 10 A= i i I ——— A ARHE 381 Bl ot —— R AT R 22 e ARES i 75 1)
T.H. AppScan JEHS KR T $#24t AppScan VAR KIZHAESN, EHRAL T IR HrIhfe.

HEHAR, WMFESSIER. TR T La# LR NP MR, R KR
(IR 22 U, SR IR ARE F K3 S U BT, 3 170 A 5 W REAT AR 1) 22 A B

A AT A58 g e ) B A5 20 BT 7 15U Taint Flow Analysis. X R AR 1 3 22 R B AE N
FIERG W — AN AAS AR A B8 5 (tainted data) AOAEEERERE . &8 Sebnic i 5E A 1SR
Jiik CREHFR N “Source™) , Helniifeid—A~ HTTP SHJ7i%, SREIRESX AN SHUR GIE
JSFJEARAE s I B B AR A B IS, 1B FIX KRR — B RN AT BEEE bl A A
AT CEEHFRASINK”) o WURIEIX —HEKHA T, WAL S HWA S 5 mT7 GG vE, whnl
PR FR IR AT 7R ) 22 4 K iR

[FIREAEH SQL EE AT 2841, FATIRE — T AR HORI LAF R 2.

i 3 s, £E Web S DU _F 7R 2R P 4IPS 745 B “username” Ml “password”, 18
It request.getParameter() /A i ELEEMRAE 45 F &7 # Str_username A1 Str_password, 1% 75k /2
Source. ARLIREFX PN FRFER, EATNHEREA R E SQL EilEA). BT AEWIESFR
RSB, BB ERFR RN R BN . &5, B EREE, KINEREA
VERNTFFF BB EER S — NPT EWIE R 718 stmt.executeQuery(), 1% 7252 Sink, {EIX
AN ERERE R, AR F IR X LA R IR B G SR, TR, AR R
Sink i, LR RE BEA T RENEH CRPER RIS ENZ 7%, BATAR RIX & —ANEBTE
(IR o

K 3 &P BOR AR JR 2
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Source — a method
returning tainted string
Il \

String Str username = request.getParameter("username") ;
String Str password = request.getParameter("password") ;

/...
String query = "SELECT * from tUsers where " +
"userid='" + Str usern
"AND password='" + Str passw

LI | S

User can change
executed SQL
commands

/1 ...
ResultSet rs = stmt.executefuery (query) ;

Sink - a potentially
dangerous method

BFAYEEsZ NIV ZE

> AR R U B AR R, AR R A AR BRI 5
> SRS, ORIE T R BRI A A R R e A A R
> BT, R DUR BRI AL E N ST,

2.4.2 1BM Security Web M H# S HEZERNB R TR

Security AppScan Source H &AM THXRFZFIES, % Java. JSP. C. C++,
C#. VB.NET. ASP.NET. Classic ASP. VB6 PHP. IXz/= i RedE® e, (i CIC++E
BIEE T WA, (FHIZET Eclipse FHT v e BUM R 3L A, FE BT Z AT T
FREVERERI 5 M, R 45 G HE T RIAZ QR R 5, W LLIE BN E AT ARG
.

Security AppScan Source /7 antl & T — RYITIREREIE,  FH k477 00 1 3N FHACAS 2 e
AT IR BJRIRIE S RS RE . X

® AppScan Enterprise Server, %O RFGBImEM . T FEEAE T M AN 45
248 ARG AT R, RSS2 M Core i S ZMINR AR, 24 A b e 3 R 0003647
TE NG, XEesh PR 7 g CoreH AR 1. J8%, CorelfFELFEMFEE:

IR AHIE S78: L DDA VAR INTIRERSY
2. ANV EREIAST R R RS B
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3. MR AN LS

4. F e s S 2

5. Fra N ARSI N IS B S G- KA AER A, " LLLA
HTMLE#PDFEE LA &)

® AppScan Source for Security, %07 sl AE. AEMAMG 2 —. BEER /N EE 2
HA PSP BRI AR, A7 ORI GG E SR R, e )
BEAT A ABk e . A RIS S RE R, EE R AN R RS ITR AN AR RE
. et FENEEED, WP EE, QRSB S S TR iz sl

® AppScan Source for Developer, FF&RAR$EM, HF#AMZ—. LIS K Eclipse.
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1) IDCHH: 2007~20114E 1375 — 44 /& AppScan

IDC #207658 :Worldwide Security and Vulnerability Management Software 2007-

2011 Forecast and Analysis ——The Nol is IBM Security AppScan

2) IDCIE B4 it Ft i vhit: .. AppScanft T4 [H]— B2 T8 S = i, ..

...... from nearly a decade, AppScan has been at the forefront of the market with

technologically advanced solutions, and as the market's leading product.

———=Charles Kolodgy, Research Director, Secure Content and Threat Management

Products, IDC 2008

3) Information week web2.0% 4 MRS . ... 5B FUHE T web2 OIAR E 22 4 1 A W 5K

AppScan......

AppScan was a no-brainer for the Editor’s Choice award. Not only was it the only

entry to fulfill the original purpose of the review—Ajax scanning—it met or exceeded the
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best features of all the other products without any of the accompanying problems. We

recommend it for any company concerned about Web 2.0 security.
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