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Overview-Recent Traveler Releases

= Traveler 8.5.3 on Oct 4, 2011
* Fixpack :

 8.5.2.4 Oct 2011

« 8.5.3.1 Nov 15,2011

= Enhancement/Fix List:

http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes Traveler A
PAR _listing


http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
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Server Requirements

Operatlng System
Windows Server 2003 Standard/Enterprise/R2 (32 and 64 bit)

= Windows Server 2008 Standard/Enterprise (32 and 64 bit)
= Windows Server 2008 Standard/Enterprise R2 (64 bit)
= Red Hat Enterprise Linux?(RHEL) 5 and 6 Server (32 and 64 bit)
= SUSE Linux Enterprise Server (SLES) 10.2 (32 and 64 bit)
= SUSE Linux Enterprise Server (SLES) 11 (32 and 64 bit)
Requires Domino Enterprise or Messaging server

- Runs in 32-bit or 64-bit mode on Domino server

Remote mail server

- Domino 7.0.2 servers or above

Mail file templates

- Standard and iNotes version 6.5 and above



Client Requirements

= Apple Devices and Operating Systems:
- iPhone 3G, iPhone 3GS, iPhone 4,iPhone 4S

- iPad and iPad2

- iPod Touch

- Apple OS 3.x, i0S 4.x, i0S 5.x

= Android Devices
- Android OS 2.0.1 and above(including tablets and OS 3.x)

= Nokia Devices

- Nokia Series 60 3rd edition(including feature pack 1 and 2)
- Nokia Series 60 5th edition

- Nokia Symbian”3 edition NEW

= Windows Mobile Devices
- Windows Mobile 6.0, Standard,Professional and Classic versions

- Windows Mobile 6.1, Standard,Professional and Classic versions
- Windows Mobile 6.5, Standard,Professional versions
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Android — improved installation

Single application (no separate Lotus Installer from
previous releases)

Features from Lotus Installer such as automatic
client update now integrated into Lotus Traveler
application

If installing via built in Android browser, installation
panels now pre-fill server name and user id

Works with most browsers that use Android
browser history features

Migrating from 8.5.2

- Old Lotus Installer will be removed as part of
install process

-Old Lotus Traveler is also removed, so data is
refreshed on the device

Lotus Traveler

Lotus Traveler

Server:

‘h ttps://traveler myco.com/servietitraveler

User ID:

tamado@renovations.com

Password:

Cancel




Android — improved installation (2)

= Lotus Traveler application now includes new options in
the tools menu :
- Check for updated software | “

Report Problem

- Uninstall application

Connected to server. Device is Replace Data

= Always uninstall using the currently up-to-date.
. View L
menu option here vs. SR
Android system uninstaller View Security

> ) Check for update

Sy r_Now Settings
F Eal 1 Uninstall application

Tools About

. Lotus Traveler Security [

Your Domino Administrator requires that this de...
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Android — Calendar: Chair side meeting support

e

= Now supports chair side
meeting actions

= Meeting owners can now take
following actions from device

- Create meetings with attendees
- Reschedule meetings

- Modify meetings

- Cancel meetings

Calendar

Create Event

Event type:

Meeting i

Subject:

Board Lunch

Location:
Phillipe's Cafe

e [

Calendar
Starts:
Mon,Jun 6, 2011 RequUired.

_AB_ = il & 8:07

Ends: saman

Won Tur

Search Results (1)

Samantha Daryn
SDaryn@renovations.com

sdman Saman SAMAN
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Android — Calendar: Tap to dial

= Phone numbers included in a calendar entry
are now hot spots that when clicked will dial
the number. Number can be included in fields:
- Subject
- Location
- Description

= Supports conference dialing:
- P and “,” (comma) characters interpreted as

a pause

- '#' to enter the conference code
- Y or 'X' to prompt user before sending codes

Calendar

Acme project brainstorm
Wed, Jun 8, 2011 5:00 PM - 6:00 PM
ocation: Conf call: j
1-919-555-1243,894857624#

Chair: Ted Amado
Availability: Busy
Alarm: Mone

Required: Betty Zechman, Simone Dray

(888)555-1234p123456%
1-888-555-1234pl23456%

(888)555-1234,123456%
1-888-555-1234,123456%
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Android — Calendar: Miscellaneous improvements

Week view now displays text (as
much as display will allow) —
Performance improvements ==
when navigating (swiping)
between days

Performance improvements
when scrolling large calendars
Revised menu experience for
Android 3.x tablets
= Shortcut icon for unprocessed
notices from your calendar
application.
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Android — Mail: Auto download filters

= Split the old auto download mail option -
into 2 new setting "Applications
= When enabled, if image or attachment is
smaller than the filter setting, it is Truncate mail to
automatically retrieved from the server
without requiring user action Auto download inline im ()
= Auto download inline images o -
- Off by default Auto download attachme
- Options for 5K, 25K, 100K, 500K o
= Auto download attachments Use signature

25k, 100k, 500k, 2M, or 10M

Signature

Sent from Lotus Traveler

Preferences
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Android — Type-ahead Lookup

= Server lookup done automatically when
composing a new mail or searching for a
contact using the Lotus Lookup application

= Lookup results now display contact photo if smwun FClermmonserenovations com
available in local contacts

= Results display person, group or mail-in
database silhouette if results contain
different types

To: paul|

: Search Results (4)
Subject: :

Paul Zhou
PZhou@renovations.com

Paula Starky
PStarky@renovations.com

o]

Paullette's Direct Reports
Pagillette's Direct Reports

E T | & 8:25

Search Results (3)

' paul

Paul Clemmons
Intern

Paula Starky

Cheif Council Compliance

Paul Zhou

Attorney International Law
- 14



Android — Mail and Calendar Widgets
= Add widgets to one or more
Android home screen Danhsr Taines AN —
. ardner Raynes & 30FPM
n Comes in |arge (3X3) and Dan M.is.'av.fa_  4:30PM Shhh! Il'saaL?'r;ﬁrlae!
MMust Read: Action Required Dan Misawa 4:30PM
Sma||(4X1 ) fOI’matS Gail Chao 230PM Must Read. Action Reguired W
n OS 3 tablet Wldget |nC|UdeS Preparations for next weeks .
] Gail Chao 1:30PM
smooth scrolling feature New request for all plan
= Click mail or calendar icon L
to launch the respective . |
. . p In?clrmalu?: for those r:; :c:u f .1 : :Eﬂgﬁi‘flijﬂf’iﬁ{r
application v iy Dok s
. . . . 2:00PM - 3:00PM
= Open individual mail or Finance Meeting
calendar items by clicking 3:00PM - £30PM
the item _ol 10:00AM - 11:00AM I.I ) -“.W“w
= Create new message or e il Piapei ko s 5
tb licki ! bol Ei.l?giiﬂ r-,;eii?wgpm v Thu, Mar 19 9:00AM
even y C IC Ing Sym O Blocked for work time
Thu, Mar 19 1:00PM
Cluarterly All Hands Cal
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Apple iOS — Data only wipe

= Two remote wipe options are now available for Apple devices(Since
8.5.2.3):
- Hard Reset Device
- Lotus Traveler Application and Data

Deny Acces: Wipe Device Clear Wipe Fdllow dccesz Change Approval  Llpdate SkMS Address

Device Mame = Uzer = Approval = Security Policy & |Access & Wipe Options % [Wipe Status
¥ Samantha DarynfHenovations
Apple-iPhone2c Samantha Mot Bequired Mo policy Al e Mone
DarniBenovations
- — N
Eteve.WllllamsIHenu?atluns e e x|
Apple-iPhone2Cl Steve

WilliamsRenovatl]l  Select one or mare ophiong for thiz reguest. | 0k I
Hard reset device

Laotus Traveler application and data
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Apple iOS — Data only wipe (2)

" [ ] : Cl
Lotus Traveler Application and Data: (BN OReS Nata Trat. . A

~ Security action Wipe Application was...
@ Your device data has been wiped by a

N Data |S removed from deVICG, but security action. You should _reml:we your _
profile or account settings oA e ZBPM_ S I%S
remain. Inbox 1 of 1 A'Y

= As with all wipe operations, From: ( IBM Lotus Notes Trav... ) Details
device cannot Conr?eCt back to Security action Wipe Application was
Traveler server until the requested at Sunday, June 5, 2011

. . 2:38:39 PM EDT by Administrator.
administrator clears the wipe June 5 2011 238 P
order Your device data has been wiped

= Device user receives mail by a security action. You should
message on device indicating " g remove your account under

: 1 Settings - General - Profiles or
that wipe order was Completed Settings - General - Mail, Contacts,

Calendars to preserve battery life.




Nokia — Symbian®3 Support

Symbian”3 devices now supported
New SIS installation package created for S3 devices
Device support includes (but not limited to)

- Nokia E7
- Nokia C7 , -
. gt £ = (onflguration Wizard
- NOkIa C6-O 1 Welcome to IBM Lotus Notes Traveler.
- NOkla N 8 < You must complete the following configuration steps
e < before using Lotus Traveler.
- Nokia Astound

Some menu options rearranged to
conform to Nokia style guidelines
(applies to all Nokia platforms)

Cancel
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Nokia — Symbian®*3 HTML Mail

= Symbian”3 devices will receive HTML formatted mail allowing a
richer mail viewing experience

= Tables, fonts, colors now visible using the Lotus Notes Traveler mail

client.

= Lotus Traveler Mail

Simone Dray

Quarterly projections
Wed 17 ALug 2011 14:16

Quarterly Reports.doc

Hi Frank,

Attaching the latest sales report figures for this summer. Jim was pretty excited and
said " Trend is looking fantastic! Even though the social media campaign is only
partially implemented, it appears to be paying dividends."

| Geo || Q1 | Q2 | @3 | Q4 |
5 25 | 23 [ 31 |[ - |

Options ‘Tase 809:19
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Nokia — Encrypted device policy

= Server policy can be defined to require that only encrypted Nokia
devices are allowed to connect:
- Prohibit unencrypted devices
= Only supported for Nokia Symbian”3 devices
= Requires Nokia Symbian “Anna” level OS release
= Device user must encrypt

phone memory and mass
storage using Nokia supplied

Lotus Traveler Device Settings : Default

Basics | FPreferences I .f-\ssignmentl

Svnc | Filter Settings | Device Settings | Security Settings | Device Access

Windows Mobile | Nokia | apple | android |

W Require device pazsword
rinimum password length:
hlaximurm times character repeats:
[T Mo adjacent numbers
I Require alphanumeric
™ Upper and lower case
Inactivity imeout
{maximum):
Passward expiration period:
Pasguword history count:

W “Wrong passwords before wiping device

| ¥ Prohibit unencrypted devices I
[ Storane card encryption

¥ Prohibit devices incapable of zecurity enablement

" Enfarce =]

rHepor‘u;l

Enfarce
20
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Server — Mail Routing and Lookup

= Where the Lotus Notes Traveler server is not running on the same
Domino server as mail services, Mail routing configuration is no
longer required.

= The Lotus Notes Traveler server now uses the user's mail server's
mail.box for all outgoing messages.

= Meeting notices no longer appear to be “sent by” the Lotus Notes
Traveler server
= Corporate lookup (aka Name Lookup) requests are executed against
the user's mail server's directory
- Will be more consistent with a Notes client's “lookup” results
- Change back to the old behavior by setting by:
NTS TRAVELER AS LOOKUP_SERVER=true in notes.ini on
Traveler server

21
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Server — Mail Routing and Lookup (2)

= Lookup results now include Group names and Mail-in databases

= Lookup results now include Middle initial in search results for iOS
devices

Customizing corporate look up:

http://www-
10.lotus.com/Idd/dominowiki.nsf/dx/Corporate lookup settings LNT853

Map Corporate lookup result to device:

- Mapping for Android, Windows™ Mobile and Nokia devices is done by
customizing the file namelLookup-VCARD.xslt

http://www-
10.lotus.com/ldd/dominowiki.nsf/dx/Customizing the VCARD_XSLT file
_LNT853

- http://www-
10.lotus.com/ldd/dominowiki.nsf/dx/Customizing _the ActiveSync XSLT _
file_ LNT853
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Server — Device Approval Policy

= If policy is enabled, administrator must explicitly approve end user
device before it can access the Lotus Traveler service

= Set “number of devices to allow before approval” to zero if all devices

must be pre-approved
= Optional address list can be used to notify administrator by mail when

device approval is pending

Lotus Traveler Device Settings : Default

Basics l Preferences l Assignment ]

Synec l Filter Settings l Dievice Settings l Security Settings l Dievice Access

v Require approval for device access

P

Mumber of devices to allow per user before approval is required: 1,

Optional: Addresses to notify when approval action is pending: " John AdmiﬂiStFEtDrJ.ACMElJLI

23



Server — Device Approval Policy (2)

= Lotus Traveler administration database keeps track of approval status

= Administrator uses Change Approval action to approve or deny Sort
by Approval column

= User receives email notification once device is approved (or denied)
= For migration case, all existing devices from 8.5.2 or earlier are
considered approved

m Méll Llser.s . Derny Access  Wipe Device  ClearWipe §Allow Access Change Approval  Update SkiS Address
& Drion Mailbox [mail box)
@ Shared b ail Device Marme & Lger o Approval O Security Policy & |Access © W
b Ma?l Huut?ng Status ¥ Samantha DarynfRenovations
:.ﬂ Ma?l Huut?ng Events Apple-iFhone2C Samantha Fending Mo paolicy All o M
] T'-l"|aI|HDUtIﬂEI Topolagy Darvn/Benovations
E:é-' By Connections ¥ Steve Williams/Renovations
5 By Mamed Metworks Apple-iPhone2C1 Steve Appraoved Ma policy Al o &
» [l Reports for Orion/Renavations Williams/Renovations
. E%chg;?j?:lts Select approval action? X
T By Scheduls Select the approval action to take for the zelected device.
T By Type
T By User _
# = Scheduled Reparts pery
T 1. Daily
T 2 weekly
T 3 Monthly
» (I IBM Latus Nates Traveler
T Device Security % |
1 Device Seltinos 24
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Best Practices — Capacity Planning

Updated capacity planning and machine guidance information

- Operating System selection and Domino Server application type (32-bit vs.
64-bit)

- CPU speed and capacity

- Disk storage configuration

- Physical RAM requirements

- Back-end network speed

= http://www.lotus.com/Idd/dominowiki.nsf/dx/Capacity planning_guidelines_for
_Lotus Notes Traveler LNT853

Install Lotus Notes Traveler on a 64-bit operating system

= Access to > 2GB virtual memory is critical in larger mobile user populations
(> 300)

= Review java memory usage and consider setting maximum java memory to
1024 MB or higher for Lotus Traveler task to handle spikes

26



Best Practices — Capacity Planning(2)

= Co-locating Lotus Notes Traveler with other applications

Avoid running multiple applications on the Lotus Notes Traveler server,
unless the deployment of users on the server is very small, typically
less than 100 users.

= Monitoring resource usage
- memory utilization:

tell traveler mem
- HTTP thread usage:

show stat http.*

Bazicz I Securit}fl Fortz... I Server Tazks.. Iélnternet Pratocals. | kT

H'I'I'F'I Domino Web Engine | DIOP | LDAP |

Host nameiz):

Bind to host narme: Cizabled
DS lookup: Dizabled
OME lookup cache: Enabled

DS lookup cache size: 256

DS lookup cache found 120 seconds
timeout:

DS lookup cache not 240 seconds

found tirnengt:

(_Numherac’civethreads: 'II:IEI]

27



Best Practices — HTTP

= Verify HTTP thread allocation matches expected number of active
devices
- Set HTTP Active Threads to 1.2 times active devices

= Domino HTTP threads are allocated at startup, so do not allocate
more threads than needed
- Extremely critical for 32-bit systems which have limited memory

thresholds
= |f using a proxy, validate it has enough HTTP threads to handle
device client push
- Similar to Domino HTTP server, proxy must be able to handle long-

poll push transactions from devices

28
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Best Practices — Database defragmentation

= Internal database's files are stored under the data\traveler\ntsdb
directory. Not recommended to delete the ntsdb folder on the system.

A command to defragment Lotus Notes Traveler's internal database
to compact and optimize the database for performance.

The defrag feature can only be run at startup. Recommended to run
once a month.

How to run defrag:
- 8.5.2.4, 8.5.3.1 and later releases:
Add NTS DEFRAG _ INTERVAL_ DAYS to the notes.ini

-8.5.2.2,8.5.2.3 and 8.5.3.0 releases :

load traveler -defrag
http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus Traveler Database
_Defrag
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Best Practices — Server Performance

Performance Benchmark report(8.5.2)
http://www.ibm.com/developerworks/lotus/library/notes852-trav-perf/index.html

8.5.3 benchmark testing was slightly better than 8.5.2, but not enough
to warrant a new report

Review Lotus Traveler tuning recommendations

http://www.lotus.com/Idd/dominowiki.nsf/dx/Tuning_performance_of the server
LNT853
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Best Practices —Control Server Access

= Restrict access to the Lotus Traveler service
- Access server: Users or groups
- Device types (ALLOWED _USER_AGENT_REGEX in NTSConfig.xml)

http://www-
10.lotus.com/Idd/dominowiki.nsf/dx/Restricting_access by device cate
gory LNT853

May need to update as new devices are released

= Traveler user web page can be configured to add/remove options
NTS ENABLE_* notes.ini parameters (http://www-

10.lotus.com/ldd/dominowiki.nsf/dx/Notes.ini_settings LNT853)
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Roadmap ltems — iOS5 and HA Support

= Apple iOS 5 support
- Lotus Notes Traveler supports the same mail, calendar and contacts
features that are supported in iOS 4.
- New capabilities such as Reminders, device side mail folder
management and mail follow-up flag support are being considered
but are not yet available.

= High Availability support Currently under development. Targeting for a
future release.
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References: tell traveler <command>

=»Reset <device> <user> - Force a synchronization reset for a user's device.
=»Delete <device> <user> - Delete Lotus Traveler data for a user's device.

=>Dump <user> - Dump the information for a user to a file.

=>Mem Show - Displays current memory usage.

=»Show <user> - Display all the information for a user and the user's devices.
=» ShowActive - Display the users who are currently syncing.

=»ShowUsers - Display all registered users.

=» Shutdown - Stop accepting new work requests, allow current work to

complete, and then Quit.

=» SystemDump <options> - Save the current Lotus Traveler system state.
- Use 'Help' for more options.

=>»Version - Display the version of the Lotus Traveler Server.
=>http://www-10.lotus.com/Idd/dominowiki.nsf/dx/Console_commands_LNT853

=>http://www-
10.lotus.com/ldd/dominowiki.nsf/dx/Tell_command_considerations _and _examples LNT853
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References

= Lotus Notes Traveler Product Page
http://www.ibm.com/lotus/lotusnotestraveler

Latest Recommended Maintenance
http://www.ibm.com/support/docview.wss?uid=swg24019529

Domino Wiki with Lotus Notes Traveler Information
http://www.lotus.com/ldd/dominowiki.nsf

Lotus Traveler Support FAQ
http://www.ibm.com/support/docview.wss?uid=swg21450615

Traveler Companion FAQ
http://www.lotus.com/ldd/dominowiki.nsf/dx/Traveler Companion_ FAQ

Lotus Traveler APAR Listing by Release
http://www.lotus.com/Idd/dominowiki.nsf/dx/Lotus _Notes Traveler APA
R_listing
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References

= Lotus Notes Traveler capacity planning guidelines
http://www.lotus.com/ldd/dominowiki.nsf/dx/Capacity planning_gui
delines _for Lotus Notes Traveler LNT853

= Lotus Greenhouse

http://greenhouse.lotus.com

= Lotus Traveler security enablement library (distributed by Nokia)
http://www.nokia.com/lotustraveler

= Lotus Traveler 8.5.3 system requirements
http://www.ibm.com/support/docview.wss?uid=swg27022506
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Q&A
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