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BUSINESS INNOVATION POWERED BY TECHNOLOGY

5 ¥IRBEBTE
Massive lnsider Breach at § ViR EEE

February 15, 2007 — A research chemist Carnegie Mellon CERT Comments:

who worked for DuPont for 10 years § “75% of ... confidential information
befor e accepting a job with a competitor thefts studied ... were committed by
downloaded 22,000 sensitive documents current employees

and viewed 16,706 more... § “45% had already accepted a job
offer with another company”

“The best way to guard against insider ey A

breaches is for companies to monitor § ST A E W TR
database and network access for unusual

activity and set thresholds that represent § NS reE

acceptable use for different users.” § P EEEME T

Source: InformationWe
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Tivoll Identity Manager
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4 1% Tivoli Access Manager
— FR4 Windows & 3R AT S
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Home > Chanpge Password
# Change Password
Wou have submited & request. Bedotwr is the information svvallable to youw ot this time.

L]
awi P azamord
* Mt Pazomsord (oonfiem)
o waild 2 Wakid P asseord
- Wi e Jecounts aMecte thiz passesrd change™

Select  Ancount Mam Aceount 10 Senes Dascriplion |

0 Peaanal Password Jhall intranet Password

[1  LobasNotes  |hall HNotes Email Account
o Test Server jhall Tkl Tast Saner
Submit 1l Cancel |

Log On 1o Windows

identity Manager
__Reetpmnd_|

ok | | Cancel | E_Q_j:lors))}




IBMIR % &= 5% 2 ik
Tivoli Identity Manager : 2 /5 224 PRI M 1

—H % (Reconciliation) |
WEA DT A 2 S IO LRI f - ™ HE ) 22
R

EHIAIE (Recertification)

PR 2 AR T BRI S R A 1 B
BV M

N

5 (Reporting)

J

T N G RS WEAT AT IR IR SR P 2, B RARAT T2
BRARTSRAG V7 1) ASCBR )




i@, | = IBMEE % 2538 2 i

SO E BN PR 22 Ay in) FIAUE AL

& T TR )

o WSS — B E PR
© TP, A BURSAU T ] 2
o SRV IR BCR A BLACR
243458 (Single domain) \ « il 2 B UH IR EEK )
« i A PR ERL i
ry, N

_< ijoli Access Manager
,_*- Tivoli Iqentity Manager
P aFear

*Directory

-LDAP @




IBMBR 5 B3R #5822 Ik

Tivoli Access Manager for e-Business (TAMeB) : ZEH 1Y
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Flexible Authentication
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Digital Identity Services I

+ Layered authentication
* Enforce user entitlements
* Enterprise Single Sign-On

et

* IBM Directory Server

* Sun ONE Directory

* Novell eDirectory

* Active Directory

* Lotus Domino Server
« Tivoli Identity Manager

Portal, CRM, ERP Web Solutions .

WebSphere. plumtree

BroadVision, mySAP, and more . . .

siEseL TV PeopleSoft.

Web Application Servers
'.-‘“} Any other via J2EE,
Zhea  aas, andior aznaAPI
- ’
Desktop SSO
Active Directory integration
Linux, UNIX, RACF Systems

Latus | Domino, iNotes, Sametime, Team Workplace

WebSphere.

Messaging WebSphere MQ

K Enterprise Single Sign-On
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Tivoli Compliance Insight Manager (TCIM) © — V& 11
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Dashboard Summary Reporls  Policies  Groups Selhngs Regulations
L= Dazhboard = Reportz » Eventz by Rule
Events by Rule e &= Y
=« W7 Group selection
Who What When Where from Where to
Administrators s | _ANY_ [se] [_Any_ s [_anv_ |

System

I |Management

| Client Maintenance
FinAdmin Managern

Reset

| GMT-05:00 New_York, Mipigon, Pangnirtung

[v]

Where

Fri Mov 25, 2005

15:38:26 GMT -5

Read : Acces=/ Success

Finance Server

ROOT

Finance Server

FILE : DataSmartinvest inadmin / *

! y # | What Who from Where |on What Where to
! Elﬂgdarr?lgesstigurce: 5 15:34:18 GMT -5 1|Start : Process / Success Finance Server |Adminiztrator Finance Server |PROCESS : ./ Notepad exe Finance Server
Isamr}; Administratic] |2 153418 GMT -5 1| Clear : Auditiog / Success Finance Server |ROOT Finance Server |AUDIMLOG:./[- Finance Server
-"!"Udimr? 5 15:34:21 GMT-5 |1 |Complete : Process / Succezs  |Finance Server [ROOT Finance Server |PROCESS : ./ Notepad.exe Finance Server
: lr]'l—nicillrglﬂser 5 15:.34:28 GMT -5 1|Start : Process / Success Mainframe FIN | Administrator Mainframe FIN |PROCESS : . / Notepad.exe Mainframe FIN
IT B 5 15:35:02 GMT -5 1|Complete : Process | Succeze  |HR Server ROOT HR Server PROCESS : . / Process2212024768 HR Server
{Database Admin 5 15:35:02 GMT-5 |2 |Read : File / Success Finance Server |Administrator | Finance Server |FILE : DataSmartinvest / * Finance Server
: Eir:_grl_:lcseer 5 15:35:24 GMT -5 1|Start : Process [ Success Mainframe FIN  |lames Patterson |Mainframe FIN  |PROCESS : ./ Runemacs.exe Mainframe FiN
Finance Admin 5 153524 GMT -5 1|Start : Process / Success Mainframe FIN | Administrator Mainframe FIN  |[PROCESS : . / Emacs.exe Mainframe FIN
IFinance Manageme |5 153524 GMT5 |4 Complete : Process / Success  |Mainframe FIN - | Administrator Mainframe FIN  |PROCESS : . ! Runemacs.exe Mainframe FIN
: :;Ipdesk 5 15:37:34 GMT -5 1|5tart : Process / Success Web Server ROOT Web Server PROCESS : . / Eventvwr.exe Web Server
JHR Admin 5 153735 GMT -5 1|Grant : Privilege / Success Web Server Tirn Doberty Web Server OBJECT : . / Handle0 Web Server
{HR Management 5 15:37:41 GMT-5 |1 |Grant : Privilege / Success Web Server | Administrator  |Web Server  |OBJECT : ./ Handled Web Server
E mzpkaegtiirgs 5 15:37.48 GMT -5 1|Grant : Privilege /| Success Web Server Marcus Jacobs |Web Server OBJECT : . / Handle0 Web Server
1Metwork Admin 5 15:38:21 GMT -5 1| Grant : Priviege / Succesz Web Server Ro== Hikking=s Web Server OBJECT : . /Handlel Web Server
E Gperat?UHE "~ B 153828 GMT-5  |1|Grant : Privilege / Success Finance Server |Marcy Hoover Finance Server |OBJECT : ./ Handled Finance Server
E ggleer:tmns ikags 5 15:38:28 GMT -5 1|Read : Access / Success Finance Server |ROOT Finance Server |FILE : DataSmartinvest / Default.cfg Finance Server
1Sales Admin [V]E 15:38:28 GNT -5 2|Read : File / Success Finance Server |Administrator Finance Server |FILE : DataSmartinvest / * Finance Server
¥

Finance Server

J¢ €123456780101112 % @

|
@ Done

¢ My Computer
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Log Continuity Report
» Graph

Fublic Website

location

RRYEFL

History Report

| * Trend Chart

00

Web Sencer Public

Intemet Banking Fublic

| GRMOZ

Private Banking Sarvar

| Private Banking Website —
CRMO1G—

HR Data Senrer
GRS == ——ir ir =

FTP sanver Padners
CRMOZE
Parner Wabgarver

T

15 Fartner Site e ]
CRIZe————
EMEZ mail ===

0:00

& List of Logfiles

yit

| II

Depot Investigation Tool

_| ~ Query builder

Step 1. Time period
manth day e T
from: [ oorober | [2 ] [2008 ]| =

Step 2. Event Source
In3ight senwer
serverfamel

Eeoint of presence

DCSRV
FILESHARE SEW
FILESRW
INSIGHTSRNW

RCCERWOI
SOLAREEST
| SALERY

| £

Step 3. Select Fieldnames ©

33kb |June 25, 2005  (10:00 £ Refreah Fiskinsms Sat

] ; Select Al Fiekds

121 kb [J 2005|1100

une 25, gramed arguments
1.3 Mb|June 25, 2005 12:00 c_ip categony
L - . S i =] computer
= .

_5 kb |June 25, 2005 .IMD R cafllser. Agent)

213 kb|June 25,2005 |14:00 1 es_nost S
il B . ! 1 cs_uri_stem ] ca_usermams

94 kb |June 25, 2005 [15:00 [l dnts [~1 ebname

Step 4. Content Search

MESALSRV S

Audited machine name

CISCO-PD-SMMP
CISCO-PR-SYSLOG
CIECO-SHIAP
CISCO-SYSLOG
DCSRW
FILESHARESRW
FILESRW
INSIGHTSRW

[+] authenticator
[=] casntip
ca{Cockis)
cs_bytes
cs_uri query
c3_wersion
[+] descrintion

Cisco PR SHNMP recei
Cisce P sysleg recs
Cisco Router SHMP re
Cisco Rouler syslhogn
Mmgnt SErver Lot ms
InSight WVWeb Apalicatic
Internet information S«
Microsafl Actve Dirsc

Micresoft Windows ™

Event source name

Cizce PP SHMP recei

|Cizco P syslog recs

Cisco Router SHMP re

|| Cisco Router sysiog r
|Cigce WPN syskhg rec

Grouping ActhveDirecd
Grouping YWindows

| InSight Saerver Actieity

nSight Web Applicate
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Compliance Dashboard

Enterprise Overview Settings

Trend graphic

Settings

Eventz by lop event count by "What" and "Who" for Oct 1, 2005 till Nov. 28, 2005,
o |
AccessControl » —J— 39— J 99
I

AuditLogActions b» —g——— )7
Rastarts » : { |,.|r . 1 1 =
Retrieve Sys.info p — { o -
System Actions § 4 2 J #
SystemUpdates » — % o -

Usaridiions b —— @ 9 9 J

il

Percentage of Policy Exceptionz for Oct 1, 2005 till Nov 28,

2005

IIII?I'

B0+

B0

» Database Overview

Cantent

AggrDb S0X  Finance Baszelll HR

Bankng Test

AggrDb
Loaded & Selected

—— e — — Name:
| | _J I Status
S . B ' - ; Leading Dale: Nov 29, 2005

Aggregation of all collected material for the last 30 days.
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Dashboard Summary Heporis Policy Groups  Seftings Regulations Porial
L+ Portal » Dashboard = Reportz = Databaze Top 10 Reportz = Direct Databaze Access
Direct Database Access Report
» Time period setup
Manth Day Year Hour Min.
Startfime |September [w| (3 [v| 2006 v |1 |v| 0 |+
Endtime | September |v| 7 'vl 2006 |v| 16 'vl 0 vl
Execute Reset
Time zone |Eventtime Zone [v]
» Event List
Severity - When oo | | What 57| Where .5 |Who ...%F from Where...%7 |on What .5 Whereto. . 5f
2 Sun Sep 03 2006 09:00:02 GMT-05:00 (1 Logon : User / Success MS SGL Server lloe Security  [MS SOL Server DATABASE : -/ Unavailable WS SOL Server
-Sun Sep 03 2006 09:00:03 GMT-05:00 |1 Access : Dbobject / Success | Oracle Finance |ike Bonfire  |Oracle Finance DBOBJECT : Financeffn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2008 09:00:03 GMT-05:00 (1 |Acces= : Dbobject/ Succesg | Oracle Finance [lim Hofferman | Oracle Finance ODBOBJECT : Financedfn_pr! Fn_pr |Oracle Finance
2 sun Sep 03 2006 09:00:06 GMT-05:00 |1 Access : Dbobject / Success | Oracle Finance ||lim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance

L_ﬂn Sep 03 2006 09:00:06 GMT-05:00 |1 |Access - Dbobject / Suc ax Doane | Oracle Finance DBOBJECT : Financelfn pri/Fn pr |[Orack Finance
2 sun Sep 03 2006 09:00:06 GMT-05:00 |1 Logon ; User / Success Oracle Finance |[dax Doane  |Oracle Finance DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Logon : User / Success M5 S0L Server(Max Doane  [MS SOL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 Access : Dbobject / Success | Oracle Finance |Max Doane  |Oracle Finance DBOBJECT : Financeffn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2008 09:20:00 GMT-05:00 (1 |Acces= : Dbobject/ Succesg | Oracle Finance (Max Doane  |Oracle Finance DBOBJECT : Financedfn_pr{ Fn_pr |Oracle Finance

|5un Sep 03 2006 09:20:00 GMT-05:00 |1 Logon ; User / Success 0B2 Server lim Hofferman |DBZ Server DATABASE : -/ Unavailable DB2 Server

Sun Sep 03 2006 09:20:01 GMT-05:00 |1 |Access : Dbobject / Success [DB2 Server im Hofferman |0B2 Server DBOBJECT : Financedfn_op / Fn_op |DB2 Server

Sun Sep 03 2006 09:20:01 GMT-05:00 |1 Access  Dbobject / Success |MS S0L Server {lloe Security (M3 SGL Server DATABASE : -/ Unavailable DB2 Server

Sun Sep 03 2006 09:40:00 GMT-05:00 1 Logoff : Uzer / Success D82 Server Wike Bonfire |DB2 Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:40:00 GMT-05:00 |1 Access  Dbobject / Success |MS S0L Server|Mike Bonfire (M3 SQL Server DBOBJECT : Financeffn_lg/ Fn_lg |Oracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 1 Logoff : Uzer / Success MS SOL Server lloe Security  (MS SOL Server DATABASE : -/ Unavailable Oracle Finance
| |5un Sep 03 2006 09:40:00 GMT-05:00 |1 Logoff ; User / Success Oracle Finance |[Max Doane | Oracle Finance DATABASE : -/ Unavailable Oracle Finance
-Sun Sep 03 2006 09:40:00 GMT-05:00 (1 |Access : Dbobject/ Succe=g3 | Oracle Finance |Mike Bonfire  |Oracle Finance DBOBJECT : Financeffn_pr{ Fn_pr |Oracle Finance

e« 1234557 @
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Dashboard Summary Reports Policy Groups  Seftings Regulzstions

l- Dazhboard = Regulations = Sarbanes Oxley Regulation Reportz = Operational Change Control

> Time period setup

Operational Change Control of Finance database

&Pl &)

Month Day Year Hour Min.
Starttime |October  |w| |1 [v]| 2006 |w| [0 [v| 40 |v|
Endtime |Movember [w| |1 |w||2008 |v| |0 || 40 [v|
Execute Reset

Time zone | GMT-05:00 Mew_York, Mipigon, Fangnirtung

[l

Usage Help :

The system update report shows
changes to key system components.
Thiz report when u=ed with the incident
tracking report allows changes to be
manitored and recorded and tracked via
an external incident tracking sy=stem.

Regulation a

Paragraph &.1.2

« Summary report Data Selection ]
Who 5 . - This report is based on the following
group ... 57 (What group ... 57 |OnWhat group ... %f Where to group ... %7 |#Events -+ | #Pol.Excp. - | #5pec.Att ~ - | #Fail, ~ -~ ey
Administrators System Administration |General Data Finance Server 1256 15 145 12 .
Adminiztrators Syatem Operationz Senzitive Data Finance Server 1352 i) 156 0 What DBA Actions,
Adminiztrators System Updates Financial Data Finance Server 1543 154 456 45 - System Actions,
- Sy=tem Adminiztration,
FinAdmin Staff System Updates Sensitive Data Finance Server 3644 16 165 1] - System Operations,
m System Actionz Financial Data Finance Server C4EE 125 14 0 - System Updates
I System Operations Sensitive Data Mainframe FIN 8836 91 4 0 e
Contact us =
m System Updates General Data Mainframe FIN 4875 chaa, oo, 2 T
- T - i - i i > ‘n o e In the US:
T Admin Authorization Objectz  [Financial Data Finance Server o “'EB: _ &2 2 T.Ei‘ &g 23 contactzales@consul.com
IT Admin System Operations Senzitive Data Mainframe FIN 546 189 16 1] Direct Line: +1 703 675 2022
T Admin System Updates General Data Mainframe FIN 5185 48 54 0 TUREEEE LS OO R0 SO R
Salez Syatem Actionz Financial Data Finance Server 7o Fi:) 76 0 EMEA and Asia Pac:
System System Actions Financial Data Finance Server 15654 6 15 0 contactzales@consul.com
System System Administration |Sensitive Data Finance Server s46 15 45 0 B e e

Koo
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Dashboard Summary  Reports

o

& @ W % A

Policy

Groups  Seftings Regulzstions

Portal

L Portal » Dazhboard = Regulations = Sarbanes Oxley = Operational Change Report = Eventlist » Event-detail

Event Detail

z = Help H
» Event information R 3
Field GTDI.I]J In the US:
Severity 2 (1x) = contactzalesi@conzul.com
= — - Direct Line: +1 703 675 2022
When Fri Oct 31, 2006 08:05:01 GMT +02:00 Office Hours (10} 10 Toll Free (US only): 800 258 5077
VWhat Grant : Priviiege ! Success Security Changes 50
Adminiztration 40 EMEA and Asia Pac:
Where SRV_DC_034 (Windows) Finance Server 50 contactzales@consul.com
Who Jim Hofferman Administrators 30 s Lie: 2o Bheat i
Databaze Admin 30 ——
Finance Admin 20
From Where KPWKSTO3 (Windows) Workstation 10
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