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InformationWeek PNTE e

BUSINESS INNOVATION POWERED BY TECHNOLOGY
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Massive lnsider Breach at § ViR EEE

February 15, 2007 — A research chemist Carnegie Mellon CERT Comments:

who worked for DuPont for 10 years § “75% of ... confidential information
befor e accepting ajob with a competitor thefts studied ... were committed by

downloaded 22,000 sensitive documents current employees”

and viewed 16,706 more... § “45% had already accepted a job
offer with another company”

“The best way to guard against insider ey A

breaches is for companies to monitor § ST A E W TR
database and network access for unusual

activity and set thresholds that represent § NS reE

acceptable use for different users.” § EPURIRIEME I
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" MANY IDENTITIES “ MANY USERS il'W%NY APPLICATIONS
- Employees - Financial
- Customer - Production
- OA
- Service

- LDAP
- RDBMS
- Partners
- ERP
- CRM

- NOS

- ERP
- Mainframe
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\\ |dentity Access Federated ID |

Manager Manager Manager
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\\< Directory Integrator ﬁf&%
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s e

Directory Server ]/
ZEEMH AT AT
Security Operation Compliance Insight
Manager Manager
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A1 (Multi-domain) —_—" _
e A X oli Federated Identity Manager
S Bt < Yy Manag

F mEFi{iﬁ%ﬁg?%E@D?&ﬂ: <Tivo|i Compliance Insight Manager

e Z42W5% (Single domain)
- A LA B 7 58 A
s Pk J< Tivoli Access Manager

« HPwE Mg \ \ \

HFEREE < Tivoli Identity Manager
*Meta-directory ) / /
F P A

-Directory < Tivoli Directory Integrator

QLY

B Tivoli Directory Server
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Tivoli Identity Manager
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Directory
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Provisioning
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Reconciliation

Application

AP 8 RIS

User Account
Reconciliation

Access Requests

* Approvals
* Status
Password Management
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Z4Wk (Single domain) N P H IR R /
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==k =Rz G,{ Tivoli Access Manager
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Tivoli Access Manager for e-Business (TAMeB)

o R RS. N B AE BT A

o« PROLELT RIRH B

° i?%%‘#ﬁ%%ﬂ: Web E{J@)EH FléﬁlbleAuthentication Portal, CRM, ERP Web Solutions .

o 2 L ) ] ! '“ﬁli%ﬂ"“ Daon B my n more”f”"m"’EE'
ﬁ*ﬁ%ﬁélﬂg&ﬁﬁﬁﬁf%ﬂﬁﬁ ﬁ — {C} SiEBELTTY PeopleSoft.

Web Application Servers

ﬂ Thluli EIET I] "% Any other via J2EE,
Access Zhea JAAS, and/or aznAPI
‘ i =

| Desktop SSO
< Active Directory integration
User
Digital Identity Services I Linux, UNIX, RACF Systems
* Layered authentication
* Enforce user entitlements Lotus. | Domino, iNotes, Sametime, Team Workplace

* Enterprise Single Sign-On

« IBM Directory Server

* Sun ONE Directory .
« Novell eDirectory Messag|ng WebSphere MQ

* Active Directory

* Lotus Domino Server K Enterprise Single Sign-On
* Tivoli Identity Manager
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Home | Work Career and life

U 2 5 #E S BI9ME
What's new | Edit | = |2 u g =B %%Bjﬂﬁ 3
Portlets Top stories Past7 days >

Currently, there are no new items
available for this section.

U ZETINE
=R, A
LU R AR

Creating a I

business PB hefore the April 15 deadline. )
C [Profiled for GCG] O 18M news articles

.................................................................... renaissance € thiercom Tateivet

Software
Currently, there are no new items
available for this section.

Essential links
Xtreme Leverage

XL is the single sales portal for
Software Group product information
and expertise.

Add link
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. (Gartner)

(Insider Threat)

it 20%. (Deloitte)

e T TS

« 1E 87% WITHULF, EE
M4 . (U.S. Secret Service and Carnegie Mellon)

o HIRKCRBR R, A 50% (94T
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& Retreive

Compllance Dasnboard
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Log Continuity Report
» Graph

Fublic Website

location

RRNEEL

History Report

| * Trend Chart

00

Web Sencer Public

Intemet Banking Fublic

| GRMOZ

Private Banking Sarvar

| Private Banking Website —
CRMO1G—

HR Data Senrer
GRS == ——ir ir =

FTP sanver Padners
CRMOZE
Parner Wabgarver

T

15 Fartner Site e ]
CRIZe————
EMEZ mail ===

0:00

& List of Logfiles

yit
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Depot Investigation Tool

_| ~ Query builder

Step 1. Time period
manth day e T
from: [ oorober | [2 ] [2008 ]| =

Step 2. Event Source
In3ight senwer
serverfamel

Eeoint of presence

DCSRV
FILESHARE SEW
FILESRW
INSIGHTSRNW

RCCERWOI
SOLAREEST
| SALERY

| £

Step 3. Select Fieldnames ©

33kb |June 25, 2005  (10:00 £ Refreah Fiskinsms Sat

] ; Select Al Fiekds

121 kb [J 2005|1100

une 25, gramed arguments
1.3 Mb|June 25, 2005 12:00 c_ip categony
L - . S i =] computer
= .

_5 kb |June 25, 2005 .IMD R cafllser. Agent)

213 kb|June 25,2005 |14:00 1 es_nost S
il B . ! 1 cs_uri_stem ] ca_usermams

94 kb |June 25, 2005 [15:00 [l dnts [~1 ebname

Step 4. Content Search

MESALSRV S

Audited machine name

CISCO-PD-SMMP
CISCO-PR-SYSLOG
CIECO-SHIAP
CISCO-SYSLOG
DCSRW
FILESHARESRW
FILESRW
INSIGHTSRW

[+] authenticator
[=] casntip
ca{Cockis)
cs_bytes
cs_uri query
c3_wersion
[+] descrintion

Cisco PR SHNMP recei
Cisce P sysleg recs
Cisco Router SHMP re
Cisco Rouler syslhogn
Mmgnt SErver Lot ms
InSight WVWeb Apalicatic
Internet information S«
Microsafl Actve Dirsc

Micresoft Windows ™

Event source name

Cizce PP SHMP recei

|Cizco P syslog recs

Cisco Router SHMP re

|| Cisco Router sysiog r
|Cigce WPN syskhg rec

Grouping ActhveDirecd
Grouping YWindows

| InSight Saerver Actieity

nSight Web Applicate
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Compliance Dashboard

Enterprise Overview Settings Trend graphic ey
Eventz by lop event count by "What" and "Who" for Oct 1, 2005 till Nov. 28, 2005, Percentage of Policy Exceptionz for Oct 1, 2005 till Nov 28,
2005
What . o
AccessControl b — 00— 9 g .- 100
I
Audit LogActions b —g——— )7 80-
|
Restans : { | !
k s— & B0-
Retrieve Sys.info p — 4 { ¥ o+
40 -
System Actions § 4 2 J #
A
SystemUpdates p ——————— 33— ——»—
1 F BT 7T Tr 7T T T T
UsarActions b —— @ @ & 9 SRR A AT
\:‘u o Dt, G:_. Uu ‘f} ..._‘.Q-"* QF- ‘\I{‘:\F

il

» Database Overview

——— —— —— — — | Name: AggrDb
l | | | I Status Loaded & Selected
2 B E kL NE Leading Dale: Nov 29, 2005

e Caontent £ 1 i b
Acab SOX Finance Basail HR Banking  Test Cante Aggregation of all collected material for the last 30 days.
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Database Monitoring and Audit

Dashboard Summary Heporis Policy

Groups

Settings Regulations

Portal

[ Portal = Dashboard - Repeorts - Database Top 10 Reports * Direct Databaze Access

. ¥
Direct Database Access Report S s[AE L 5
+ Time period setup
Meznth Day Year Hour Idin.
starttime | September [w| (2 [sv| (2006 [w| 1 [v| [0 [+]
Endtime |September [w| |7 |w|[2006 [w]| |16 [v| 0 [v]
Execute Reset
Time zone |Eventtime Zone |v]
= Event List
2 —_—
Severity+ { When ) it #'r(a What > - k| | WWRETE ).\ |WhO ),, from Vﬂ'ber@‘. on What 3 - ,,g Where to D‘{‘f
2 SunTep 02 2006 09:00:02 GMT-05:00 [1 | Logon - User / Success W==OL Server Po= Tecurity |1 Teer | E-_/Unavaiable S =TT Server
_Sun Sep 03 2006 09:00:03 GNMT-05:00 |1 Access  Dbobject / Success | Oracle Finance |Mike Bonfire |Oracle Finance DBOBJECT : Financeffn_pr/ Fn_pr |Oracke Finance
2 Sun Sep 03 2006 09:00:03 GMT-05:00 (1 Access : Dbobject / Success | Oracle Finance |{lim Hofferman |Drau:le Finance DBEOBJECT : Financeffn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2008 09:00:08 GMT-05:00 [1 Access  Dbobject / Success | Oracle Finance |llim Hofferman | Oracle Finance DBOBJECT : Financeffn _pr/Fn pr [Oracle Finance
_Sun Sep 03 2006 09:00:06 GMT-05:00 |1 Access  Dbobject / Suc ax Doane Oracle Finance DBOBJECT : Financedfn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2006 09:00:08 GMT-05:00 (1 Logon : User / Success QOracle Finance |Max Deane Oracle Finance DATABASE : -/ Unavailable Oracle Finance
2 Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Logeon : User / Success MS S0L Server (Max Doane M5 SQL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Access : Dbobject / Success | Oracle Finance |Max Doans Cracle Finance DBOBJECT : Financeffn_pr/ Fn_pr |Oraclke Finance
Sun Sep 03 2008 09:20:00 GMT-05:.00 (1 Access . Dbobject / Success | Oracle Finance |Max Deoane Oracle Finance DBOBJECT : Financedfn_pr/ Fn_pr |Oracle Finance
|5un Sep 03 2006 09:20:00 GNMT-05:00 |1 Logon : User / Success DB2Z Server lim Hofferman |DB2 Server DATABASE : -/ Unavailable DBZ Server
Sun Sep 03 2006 09:20:01 GMT-05:00 |1 Access - Dbobject / Succesg |DB2 Server im Hofferman !DE|2 Server DBOBJECT : Financeffn_op /Fn_op |[DB2Z Server
Sun Sep 03 2006 09:20:01 GMT-05:00 (1 Access  Dbobject / Success |MS SOL Server [{loe Security |I'|'IS S0l Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:40-00 GMT-05:00 |1 |Logoff - User / Success DB2 Server  |Mike Bonfire |DB2 Server DATABASE - - / Unavailable DB2 Server
Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Access : Dbobject / Success |MS S0L Server |Mike Bonfire  |MS S0L Server DBOBJECT : Financeffn_lg/ Fn_lg |Oracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Logoff : User J Success M5 S0L Server |[lloe Security  |MS SOL Server DATABASE : -/ Unavailable Oracle Finance
|Sun Sep 03 2006 09:40:00 GMT-05:00 |1 Logoff . User/ Success Oracle Finance |Max Doane Oracle Finance DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Access : Dbobject / Success | Oracle Finance |Mike Bonfire  |Oracle Finance DBEOBJECT : Financeffn_pr/ Fn_pr iDracle Finance
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