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BUSINESS
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Test and Change Management
Requirements Test Change
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Test Automation

Developer Test Functional Test
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Rational Test Rational Rational
RealTime Functional Tester| Manual Tester
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Project Dashboards Detailed Test Results Quality Reports
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Info Security Products Guide: Hot Security
Company 2006

Watchfirem 3£ Info Security Product Guide ¥F-FHI“2006FE N 1L ARAF"
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We Have Firewalls
In Place

We Audit It Once a
Quarter with Testers

We Use SSL

We Use Network
Vulnerability Scanners
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Web Application Security Consortium (WASC)
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OWASP

Open Web Application Security Project
H bR R B 5 AR AN ] FER R 3R
B 7 WS oo owasp org

The OWASP Top Ten project
http.//www.owasp.org/index.php/OWASP_Top_Ten_Project
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AltoroMutual » E@

Sign In | Contact Us | Feedback | Search||asdf |[ Go ]

m ONLINE BANKING LOGIN

PERSOMAL SMALL BUSINESS INSIDE ALTORD MUTUAL

PERSONAL

Deposit Product
Checking

Loan Products
Cards
Investments &
Insurance

Cther Services

SMALL BUSTMESS

Deposit Products

Lending Services
Cards

Insurance
Fetirement

Cther Services

INSIDE ALTORO MUTLIAL

About Us
Contact Us

Locations

Investor Relations

Press Room

Careers

Search Results

Mo results were found for the query:

HTML code:

<p>HNo results were found for the query:<br /><br />
<span id="_ctlCl_ctlCI_CDntent_Hain_l]::lSearc'ﬂ"fspan:H

Privacy Policy | Security Statement |

= 2007 Altore Mutual, Inc.

&3 Find:
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Sign Im | Contact Us | Feedback | Eean:h| |[ GO ]

AltoroMutual » g@‘

m ONLINE BANKING LOGIN PERSOMAL SMALL BUSINESS INSIDE ALTORO MUTUAL

PERSCNAL

+ Deposit Product Sea rCh R'ESLI ItS

+ Checking
+ Loan Products Mo results were found for the query:
s« Cards

¢ Investments &

The page at http://www.testfire.net says:

Insurance

* Other Services ASP.NET_Sessionld=trohgq450cpiSr45er2pl 1fg; amSessionld=1324418181

AN

SMALL BUSIMNESS

+ Deposit Products

+ Lending Services
+ Cards

* Insurance

+ Retirement HTML COde:

+ Other Services

<p>Ho results were found for the querv:<br /><br />

INSIDE ALTORG ML < Span i-d="_ctlCl_ctlCI_Cc:ntEnt_I-Iain_lblSEarch”Hscriptbm (document .cookie)</socript></span

¢ About Us
* Contact Us

¢ Locations

* Investor Relations

¢ Press Room

s Careers

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

i Find:

| £
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Cross Site Scripting (ki S HIARFAT)
o R A RIHTMLSCRBIRE MR Rk %% email

= Altoro Mutual Customer Notification - Message, (HTML)

Edit Wiew Insert Format Tools Actions Help

Fram:
Tos
Co
Subject:  Altoro Mubual Customer Motification

John Smith

WA B RARL L, XAHTMLUE H A f B2 &% JavaScriptf UL

s

Sent:  Mon 2/26/2007 3:08 PM

AltoroMutual »

Dear Mr John Smith,

their Altoro Checking and Savings account. Altoro Mutual strongly advises all
against un-authorized transactions.

Please use the following url to check your
http:/fwww.altorofinancial.com/

S
m

Joe Johnson
VP of Customer Relations
Altoro Financial

It has recently been brought to our notice that a number of customer accounts have had un-authorized transactions being performed on both

ount balances at Altoro Financial:

customers to diligently monitor their banking accounts for the

] AEIX HTMLUFIA S X FE: <a href=
script>http://altorofinancial.com</a>

http://altorofinancial.com?searchText=
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Exploiting XSS (cont.) (¥ ik SUHAHAT)

%) Altoro Mutual: Search Results - Mozilla Firefox

Fle Edit View Hstory Bookmarks Tools

Hel

Embedded JavaScript from e-mail message

R

FEX

E-:

E|'|Google

AltoroMutua

m OHLINE BANKING LOGIMN

PERSOMNAL

SMALL BUSINESS

| INSIDE ALTORDO MUTUAL

PER.SOMAL

Ceposit Product
Checking
Loan Producks

Cards
Investrnents & Insurance

Dther Services

SMALL BLISIMESS

Deposit Producs
Lending Services
Cards
Insurance
Retirerment

Other Services

IMSIDE ALTORC MUTLIAL

About Us

Contack Us
Locations
Investor Relations
Press Room

Careers

Online Banking with FREE Online Bill
Pay

Ma stamps, envelopes, or checks to
write give you rmore tirme to spend on
the things you anjoy,

Real Estate Financing

Fast. Simple. Profeszional, Whether
vou are preparing to buy, build,
purchase land, or construct new
space, let Alkaro Mutual's premier real
estate lenders help with financing, As
a regional leader, we know the
rnarket, we understand the business,

Business Credit Cards

rou're always looking for ways to
irmprove vour company's bottarm line.
“ou want to be informed, improve
efficiency and control expenses. Mow,
wou can do it all - with 2 business

cradit card account from Altoro Mutual,

Retirement Solutions
Retaining good employees is a tough
tazk, See how Altaro Mutual can assist

vou in accormplishing this feat thraugh

Privacy and Security

Altoro Mutual is dedicated to
protecting your privacy and zecurity,
we pledge to provide you with the
information and resources that vou
need to help secure your information
and keep it confidential,

Win an 2GB iPod Nano
Cornpleting this short survey will enter
wou in a draw for 1 of 50 iPod Nanos,

wWe look forward to hearing from vou,

| /73N sunecrine s

Corne
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5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

2) User sends script embedded as data .

3) Script/data returned, executed by browser
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= anR Ik aE A riz 1T I A JavaScript, AT EE. ..
» B PR IEAE I 52 X 3 cookie
b SEARAE AR IX AN X8 _E VR BEE WL R4 AT 02 1 1) N 25
> BRER ML T AR VR AE DN Yaa b B A i) AR A
» FEARIFIVS A 2B € [7] 2] Phishing site
» FHH S 28 I SS Rk B R ILAS
> ...

= XSS &4 R B G K 122 4 XU
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AN e

= A RTE NGRS ?
y I Bs A D dn 2 1) AOR G AR REREFP . SQLE ISR

= HALLERILE A ?
» SQL VEAN — B MEkaE U ) 25k 22 i 25
» SSIVEAN — fEServer AT i & 5 U in) iU s
» LDAP VN — G4 EGIE
> ...
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SQL VA

= H P HESQLAT Al A B IE 5 I A F s b
y WL IDIRAG = s B

» Select * from products where id="+myid+’;
» B2 send param id with value * or “="

» 1IN S 5 AT I SQLIE ) A] RE4 AR ik

Select * from products where id=" or “="

y BRI PAT R ANR T
» A HIDACK VLA E AR, Al LS B AR P SQLIE A i) &
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Sign In | Contact Us | Feedback | Searchl |[ Go ]
m ONLINE BANKING LOGIN PERSOMAL SMALL BUSINESS INSIDE ALTORD MUTUWAL
PERSCNAL - = =
S e Online Banking Login
s Checking

# Loan Products

s Cards Username: 'l' |
¢ Investments &

Insurance Password: |**** |

* Other Services
-

SMALL BUSTMESS

+ Deposit Products

+ Lending Services
* Cards

¢ Insurance
+ Retirement

* Other Services

INSIDE ALTORO MUTLIAL

* About Us
* Contact Us

* Locations

+ Investor Relations

* Press REocom

* Careers

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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AltoroMutual »

An Error Has Occurred

it

Summary:

(SVntax error (missing operator) in guery expression 'username = "' AND password = 'asdf". ]

Error Message:

System.Data.OleDb.OleDbException: Syntax error (missing operator]) in gquery expression 'username = """ AND password =
'asdf'. at System.Data.OleDb.CleDbCommand.ExecuteCommandTextForSingleResult{tagDEPARAMS dbParams, Objecti
executeResult) at System.Data.CleDb.CleDbCommand.ExecuteCommandText{ Objectk executeResult] at
System.Data.OleDb.CleDbCommand.ExecuteCommand({CommandBehavior behavior, Objectk executeResult) at
System.Data.OleDb.CleDbCommand.ExecuteReaderInternal{CommandBehavior behavior, String method) at

- + | o P O 1 (Y T ] P

BRERRIUEH P &M SQLE A 2
select * from customer where username='xx’ and password=xx’

System.Data.Commeon.DbDataAdapter.Fill{DataSet dataSet, Int22 startRecord, Int22 maxRecords, String srcTable,
IDbECommand command, CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, String

srcTable) at Altoro.Authentication.ValidateUser(String uName, String pWord) in
d:hdownloads\AltoroMutual_vSywebsite\bankilogin.aspx.cs:line 68 at Altoro.Authentication.Page_Load({Object sender, Eventirgs
e] in d:\downloadshAltoroMutual_v3iwebsite\bankhlogin.aspx.cs:line 32 at
System.Web.Util.CalliHelper.Event&rgFunctionCaller(IntPtr fp, Object o, Object t, EventArgs =) at
System.Web.Util.CalliEventHandlerDelegateProxy.Callback({ Object sender, Eventargs ) at
System.Web.UI.Control.OnLoad(EventArgs &) at System.Web.UI.Control.LoadRecursive() at
System.Web.UI.Page.ProcessRequestMain(Boclean includeStagesBeforefsyncPoint, Boolean includeStagesAfterfsyncPoint)
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m ONLINE BANKING LOGIN PERSOMAL

SMALL BUSINESS INSIDE ALTORO MUTUAL

PERSCNAL

Ceposit Product
Checking

Loan Products
Cards
Investments &
Insurance

Other Services

SMALL BUSIMNESS

Deposit Products

Lending Services
Cards

I

Online Banking Login

Password:

Usarnamea! ' | or 1=1--
r
(Login ]

e B RIEA HSQLIE A ARE R KISQLER] A

select * from customer where username="" or 1=1- - and password="

INSIDE ALTORO MUTLIAL

About Us
Contact Us
Locations

Investor Relations

Press Room

Careers

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

' The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
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AltoroMutual E@

m MY ACCOUNT PERSONAL SMALL BUSINESS INSIDE ALTORO MUTUAL

IWANTTO ...

. vienrceaune | Hello, John Smith

Summary
* View Recent Welcome to Altoro Mutuzl Online.

Transactions

¢« Transfer View Account Details: ‘|n|:|-|:|-1‘|ﬁ-|:|-‘|.q.n|:|n|f:hec|{ing L

Funds

+ Secarch News

Articles Congratulations!

* Customize

Slis =liilzss You have been pre-approved for an Altoro Gold Visa with 2 credit limit of 100001

Click Here to apply.

Erivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products
in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party

products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied.

http:/ /v watchfire.com/statements/terms.aspx.

E Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to
E Copyright © 2007, Watchfire Corporation, All rights reserved.
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AppScan @ watcrfre

= A4
» Web W H %414
= BAVA A TFEE?
» FATTRERS J7 {3 Hb Ay . FE R Web Y H 122 4% ) 7
= AppScan/gafi?
» FIdweb N H B2 4 i) BT FoR A AT R i i SR
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© Quaws
| G
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ngircle SecurrTy | > Web Application eb Services

P 28434 »

Web Server

Database Operating System
APPLICATION
f f
"z 1, NEXT GENERATION| EINDWE;E\

SECURITY SOFTWARE
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g bs.scan - Watchfire AppScan

Wiew 5Scan Tools Help

=& x|

AR EE RERE Q

iew

o
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Remediation Tasks

|

Ll

Application Data

ty Application [3]
Elg http:4411.1.60.81:5982/ [3)
@/ m
=0 perbank (2]

. | PBE stablishSession
PBTrans

FH) public (2]

Yisited URLs 9/38 | Completed Tests 10280,/ 10512

| 'A) Scan s Incomplete

Mare Information 3 |

Arranged By: Sewverity I Highest on top I

E 3 Security [ssues [22 variants] for "My Application’

A Advisory I

= @ CroszSite Scrlptmg 1]

A3 netType
W TRACE and TRACK HTTP Methods Enabled [1]
< Application Emcr [1)

Fix Recommendation I &4 Request/Response I

Cross-Site Scripting
Application-level test

WASC Threat Classification
Client-side Attacks: Cross-site Scripting

CVE Reference(s)
MNIA

Security Risk
e |tis possible to steal or manipulate customer session and cookies, which may be used to

impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Possible Causes
& Sanitation of hazardous characters was not performed correctly on user input

| H 3 Security lssuss | 01 W1 @1 {a

| P— T i i i
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- Watchfire AppScan

File Edit Wew Scan Tools Help Debug

w MO O & ¥ O [ Reo

Wigw

Remediation

—

&

Application Data

2] My Application [71)
= M http:/fbem [71]
[ /18]

F Ll Admin (4]
H L admin [5)
= 3 bank [26)

[/
account.azpy [5)
apply. aspx (1]
comment. azpx
confirmcard. aspx (1]
contact asps
=] content.aspx (1)
default.aspy (1]
login.azp= [12]
logout. azps
zearch.aspy (1]
transfer.azpx (1)
welcome, azp

® [ images [2)
H L include [2)
# Ll login (4]
H L transfer [24)

Arranged By: Severty | Highest an top

ﬁl 26 lzzues for 'bank' [67 variants]

# ¥ Blind SOL Injection [2]
= ¥ Cross-Site Scripting [4)
=] http:/fbendbankfaccount azpe [1]
= hitp://berndbank.dogin. azspx (2]
“ passw
“ uid
[+ @ http:/ fberndbank./search. aspx [1]
[+ ﬂ Login Page SCL Injection (1]
[+ ﬂ Poizon Mull Byte Files Retrieval [1]
[ ¥ SOL Inection (3
[+ \y Farceful Browszing (1]

) t) T NN [=1 | SR [= PERPS
£

elead

[

| 4_) Advisony || @ Fix Recommendation | ¥ Request/Response l

Vadant < 1of5 @ Test O Driginal

Show in Browser Hide Properties

GET fbank/login. aspx7uid=>"><script>alel |
Accept: ®/F

Accept-Language: en-us |
User-Agernt: Mozilla 4.0 (compatible; M:
Host: bern
Referer:

http:/ bern/bank/ Togin. aspx

HTTP/1.1 500 Internal Serwver Error
Set-Cookie: ASP.NET_SessionId=2wapjp<Se
Content-Length: 2425

' Properties B Comments

1D: 1833 ||

Difference:

Following changes applied to
ariginal request:

* |njected 'uid' into parameter
' r<socnptralert('C55%
20attack®%20may®% —
20be%20used”)

5 : Mi FE-II5/5.0 B

nE::‘? Iﬁl_u.:..rl-l EE? SEI " 7|"|ﬂ'l':r N7 «20=4AMN CMT ZI {IS c"pt} s \falue V|

] 2 e
& 4044 [/ 443044464 4 T
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@ bs.scan - Watchfire AppScan
File Edit ‘iew Scan Tools Help

=18 ]

IP2HL00MX L. O/a &

2

Wiew
(]
||

Remediation Tazks

Application Data

igited URL: 9438 | Completed Tests 10280410512

Mp Application [3)
Eg hittp:A11.1.60.81:5332/¢ (3]

4]
=3 perbank (2]

/
accountLogon.jsp
PEE stablishS ession

i) Scanis Incomplete

More Infomation  [E3 |

Arranged By Severity | Highest on top

& 3 Secunty |zzues [22 vanantz] for My Application'

= @ Cross-Site Scripting (1]

= http:£/11.1.60.81:5982 /perbank /public/account/ account_detail jzp (1)

A netType

W TRACE and TRACK HTTP Methods Enabled (1)

<> Application Erar (1)

'\i) Ldvizom Fi:-:?%.bommendation 3‘ HequestJHesponsel

[£] Field data type

Inweb applications, input parameters are poorly typed. For example, all HTTP request parameters or cookie valug
responsible for verifying that the input is of the correct data type. Use the Java primitive wrapper classes to check i

desired primitive data type.

Example of how to validate a numeric field (type int):

J/ Java example to validate that a field is an int number

public Class validator {

public static boolean validateInt{String value) {
boolean isFieldvalid = false;

try {

Integer.parseInt{valuea);
isFieldvalid = true;

} catch (Exception &) {
isFieldvalid = false;

I P—— = i i . I

| {4 3 Secuiity Issues | (' | Vi1 O @ao
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AppScan DE--Web W F] JT & ffi {1

&0 AppScan Projectl - AppScan Project [design] - main.aspx.cs ;'ilﬁl

File Edit Wiew Project Build Debug Tools  wWindow  Help
vhv@mﬁl%é|n‘m"| » Debug v|W53rverHeader '|E%E'v
M % G & | =2 6% % %.

| Toolbox 2 x| ckarkpage | Farmi.cs [Desion]*  main.aspy.cs | 4=
Clipboard Ring | Al I%AcmeHackme._deFault LI I@‘ Footerl LI
Poink S — ' B
| k ainker D using System: — Q Solution Web.\!\p?llcatlonl (Z projects)
using System.Collections; I— EI E el i e
using System.ComponentModel : @ Mew Run With This Configuration
using System.Data; L .
wsing System.Draving: Add Existing Session...
u=zing Systcem.Ueh; n Save AppScan Configl . asconfig
using Systewm.Web.SessionState;
j x Femove
using Svystem.Web.UI: ' -
using System.Webh.UI.WebControls; i 153 Solutio Rename
using System.Web.UI.HtmlContraols: —— Properties
=] o
L FProperties
£ namespace  AomeHackme I AppScan Configl  AppScan Configuration LI
{
LJ—] A4 <sunmar v
J44 Bummary description for _default. B Explore =
o SO0 < summar v Explore: Application URL hitp:/ flocalhost fscripl
= public class _default : System.Web.UI.Page Explare: Crawling Mode Automatic -
i Explore: Limit Depth 10
protected AcweHackme.Footer Footeril: Explore: Limit Path 5
Explore: Limit visited Link Unlimited
= private woid Page_ Load(cbject sender, System.Eventlrgs e) e Explare: Other Allowed <
i Explore: Parse Javascrip True
Feszpon=se.Cache.3etCachesbility (HotpCacheshility.NoCache) Explare: Use Business Pr
E Form Filler
string myTRI = Request.Url.Scheme + "://7; Form Filler Defaulk Yalue Default AppScan —
wyURI += Reguest.Url.Host: Form Filler Login jsmith
myTRI += FEeguest.Url. ibhsolutePath; Forrm Filler Password denol234
El HTTP Authentication
o | _’|;I HTTP awuth. Login
Genersl | vl HTTP fiuth. Password
Task List - 1 Build Error task shown (Filkered) a3 x|[B Misc -
! | vl | Description Explore: Crawling Mode
a| _ | » | | Explore Mode
Task List | B output | % Index Results For Timer class (System. Threading) | @ Search Results |

| Ready ” ”
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Create Report

Report Type La_l.n:uutl

Select Report Type:

Security Industry
Repaort Standard

R

Feqgulatary
Compliance

Template: | Developer

[] Executive Summary
lzsues
Inciude Uzer Comments
Include Requests
Include Advizory and Fix Recommendations
General
et
JZEE

[C] Minimum Severity Filker: Infarmatianal

Remediation
Application Data
[ Wisited URLs

& Q Ji

Security Report  Induskry Standard Regulatu:ur_';-' Compliance | Delka Anakysis

x|

Report Type I Layaut I

—Scans for Analyziz

Baze Scan

" Curent Scan
¥ Saved Scan: E:vACwMProjectshBankofshanghai_Testi  Browse... |

Target Scan

¥ Curent Scan

" Saved Scan: Browze, . |

—Repart Content

Compare the following elements: [%
v &pplication URLs
¥ Securty lssues

Help Presview I Save Report. . Cloze

[ Preview J[ Save Repaort... ] [ LCancel J
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Create Report Ed|QCreate Report
= fr=

8 R Ll 8 R B

Security Report | Induskry andard Regulatory Compliance  Delka Analysis Security Report  Industry Standard Regulatur_';.f Campliance Deltamal';xsis

Report Type | La_l,lu:uutl Report Type | La_l.n:uutl

% |ndustry Standard Report Template ¥ Fiegulatory Compliance Feport Template
wAASP Top 10 [US]DCID 643 Confidentiality Regs Protection Level 2 ;l
SAMS Top 20W5 [US] DCID 643 Confidentiality Reqgs Protection Level 3
SAMS Top 20VE [US] DCID 643 Confidentiality Reqs Protection Level 4
WiASE Threat Clazsification [US] DCID 643 Confidentiality Regs Protection Level 5
The Payment Card Industry D'ata Security Standard [PCH) [US]DCID 643 Integrity B asic

International Standard - 150 17733 [US]DCID 643 Integrity High
International Standard - 150 27001 [US] DCID 643 Integrity Medium
[US] DCID 643 Secunng Advanced Technaology 1S
[US] Electronic Funds and Transfer Act [EFTA)
[US] Federal Information Security Mgmt. Act [FISkA]
[US] Financial Services [GLEBA]
% [U5] Healthcare Services [HIP&A) %
[US]HERC CIFC Electricity Sector Security Guidelines

[US] Privacy Act of 1374
I15] Safe Harbor

Ol

[US] The Securities Act
[US] Title 21 Code of Federal Regulations

MasterCard SDP =
Yiza CISP =
™ User Defined ™ User Defined

I Browse. .. | I Browse. .. |
Help | Prewiew I Save Report... | Close | Help | Previgw I Save Repoart... | Close |
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AppScan QA---MR Bt £ ik

Mercury Quality Center ;

LoGouT

iy Execution Grid | Execution Flow Test Set Properties |

'-L&/ I= Root :_'I_L Select Tests = Run + i Run Test Set | b4 ‘? E 5 | [ ﬁ P
. - P Unattached
Requirements E__“ defaut 0 [ | |Plan; Test Name Plan: Type Status Planned HosfResponzsible |Exec Date  [Time P
ol AppScant
E(.,. Bk AppScan? .
= | - ) TestSett _P ‘ [1AppScanTest | APPSCAN-TEST X Failed ¥ (230802005 150534531
Buziness —
Components —

= 4 3
ﬁ, [ |

Last Run Result

= ok gy | show B Xi2s 0 O 0502 Rk Jal = © @ wacniine

<

Test Plan

L

# Step Mame Status | Link Difference -
Test Lab L : :

2| @ |Crozs site scripting (Standard vari x Failed | hitpcibernbank/zearch.aspx parameter. searchterms=DefaL—

o _3 B | Crozs site scripting (Standard vari x Failed | hitpibernbank/zearch.aspx parameter. searchterms=Defal

@ _4 0 [Crozs site scripting (Standard vari x Failed hitp: fbernbankfizearch.aspx parameter: zearchterms=Defal

_5 B | Crozs site scripting (Standard vari x Failed hittp: ibernibankizearch.aspx parameter: zearchterms=Defal

Defects _E 0 | Crozs site scripting (Standard vari x Failed | hitp:ibernbankizearch aspx parameter: searchterms=Defa.
E 0 | Crozs site scripting (Standard vari x Failed | hitp:ibernibankizearch.aspx parameter: searchterms=Defal
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= OWASP
» http://www.owasp.org
» Top 10
» Web N H I & 24

= Web Application Security Consortium
» http://www.webappsec.org

» Web W 22 4555 555395
» WebXti S 7
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