SECURED"

Tl [7] XML PISC/B KB = it ) RSA 5L iliTE e

IJE1EiT: 2004 4E9 H 29 H

1. BEKAEER

EERIRVSE RN IBM

[Epri http://www.ibm.com/software/cn/websphere/datapower/

77 i 44 R DataPower XS40 XML Security Gateway ™

WA & V6 3.1.2

77 b DataPower XS40 XML Security Gateway ™ j&-—2 & il 1 U #l

IR PR BERS, BT A XML 222 Thhe4E4, 55 XML
2 XML/SOAP BJj kB%id g, XML 72544 . XML ZEA4564F
SSL. XML v )4zl .

RS Web Jiik55

7{) DATAPOWER

2. BRAGER

WERRA SRR
2ol FEMG

L HBAH johnlee@cn.ibm.com cuipeng@cn.ibm.com

HLiT (86-10)63618826 (86-10)63612176

35 http://www.ibm.com/software/cn/websph | http://www.ibm.com/software/cn/websph
ere/datapower/ ere/datapower/
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3. RRITRWME

KR VA Bk

THI ] XML IS/ K355 8 AR P 2

#H SAML ¥ H RSA FIM

XML P4 S</B5 K B8 7= e LA p s

# SAML BrE i InBIILA SOAP 5 B

PP F= i R SRR 1.1

SAML BRA

3 HFI Web SSO 344 BAP
4. BEWR

DataPower XS40 Security Gateway i P 5 XS T SAML 55 RSA Federated Identity Manager (FIM)
) B E A

%, DataPower XS40 Gateway fié% i) RSA FIM & H! SAML @A), LAZRAT O 56 UE 5 45 i) Jg v
. XLEMEEA “Admin” B “Title = Manager” iXHEIER . FETIXLeEPE, XS40 e ile o
BEUF IR S 3 T SR UE VT [ IRLE URL.

i, R B i) “ListAddress” URL. —24 A HR bk 11 4571 03 I B4 1) SOAP
R AE 4475 1) ListAddress. X RT3, [FIRE A RSA FIM F1 DataPower, GE8 4147 FE Hi 448
I AT YA I XML Web RS 16117 1]

H: 7k, DataPower XS40 1 i} SAML Browser/Artifact Profile, foir P {EASHE Web 35 5 (11 2D %
BN IR SRR S RIS I AT Web 3l 55 (ltsk A& 1Rk EE Web b SIS N RS « X Hh
AT Web BLAUE S (SSO) ARG, PRI FH P G20 PRk B 52 28 2 Web 3l i 500F . XS40 fEfE H T4+
PIZFE Web 3l 25, M RSA FIM 3873 SAML 5 3 5631F 15 Ko

7£ SAML Browser/Artifact Profile ', J /7 i JGE A Web ¥5 SUI6AIE . AR5 2 A S e Web i 5 i 22
N, RSA FIM B e M2 XS40, FHAL SRR CI0UE S0 I iEes T1F. 2RJ5 XS40 fgfg i RSA
FIM & Aii SAML 3K, RS CRIES 41 SAML Wi . 4R)5 XS40 ek SAML i 5 kit
T2 Web 3 5/ X E cookie.
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5. PR AR

{EIERITRN

HAFLZFR:
DataPower Firmware Release 3.1.2 (E{HEHA)

CRYPTO
':g AcCELERATOR [N =
K L KL Hubd Lavel oo
Crogroony [t
| High S :

’ -
i
@ Pl

=
- -

SYSLOG SNMP,SMTP  LIBERTY & SAML RADIUS & LDAP
© Click here for details

XKMS, LDAP
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6. P A E

DataPower XS40 [ kK5 AEWHELE A &% SAML jBPE#r i), =siifid SAML Browser/Artifact
Profile M\ RSA Federated Identity Manager (FIM)H#:28 SAML W5 . IRATTE4E 6.2 F1 6.3 {5k
3 3 AT i ] 1 R R ) SAML 32 HF

7ERC S DataPower XS40 Z HT, SN ZHINE Y RSA FIM JR55 454 e & o v AR 3 A5 A 56 1) £ 477
B E#, M RSA ClearTrust " Zi&E M@ . #ORICEZ (R, 1§26 (RSA Federated Identity
Manager 2.5 HLIFIZF15H ) -

6.1 HTTP Basic Authentication BB ki
EIXPAME] 7, 5 RSA Federated Identity Manager (FIM)JIR 2% 24 ()3 15 24138 i HTTP BASIC
Authentication 5¢1 . SEIIX—H I, AT ST E 2R 3RPUE S8 (H P AT
JEA1#E HTTP BASIC Authentication i Sk B F-Bi kBl . #ERE R SSL 55 RSA FIM JilR% 4
WAE . Bk T2 O Ty S TERE, 28 T ilibs 8l J4 4] RSA Federated Identity Manager
(FIM)#) SSL A5 5,

fEpilmm b, B New XML Firewall, 4R )5 5. Advanced, i Next.

FER 7R (A5 KA F i b AN Bl K AR . i R 55 4 W 1% BB RSA Federated Identity
Manager (FIM) [ 55 s 1) 1P Uk AL 1o i i 55 AT LLAE AT ER DA ik iy 11 o ac A3 14 45 A

fERER AT

| backena  fomena |
server duldress device gddress
I?O.‘i.181.7ﬁ.141 * IO 0.0.0 *
server port device port
I 7001 * l 11001 =*
SSL client to profile SSL server crypto protile
(none) 'IJ_I (none) 'lj_l

onsa request

soap hd soap v
response attachments request attachments
sIrip 'I strip 'I

b T8 KBS SR, A A VS ECEE U LLVCEC BT URL,  JF48 A ks in HTTP BASIC Authentication
ko BERBUREE BT XML BCE S0, 15K % DataPower.

LRAE By KK
KT RN KESTE L5 E, 1529 XS40 XML Security Gateway WebGUI A /7.

6.2 SAML B EE BT Ki%
fEGIE FiR HTTP Basic Authentication B T k552 J5, BATRES IR — DTS MK AIE. #%
Bl HE CAAA) B k%, LB k%4 X RSA Federated Identity Manager (FIM) I 45 2% (1)
SAML AR AT AL
1. 7ERfmb b, #idi New XML Firewall, #RJ58 4 AAA, 78 Next.
2. MM w4, #ih Next.
3. #%F¢ Static-backend Jf i Next.
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4. ENREELRY I JE ik 55 A BOAHOGAE L, il Nexto

5. fnr g BRIAHBEE 0.0.0.0 1 4 IR S5 2 bk, I Bl K B 88 S AN TFE5 A AL () i
o, 5 Nexts
6. MRS T —ANIHE AAA EISIIFIER . fh+ L) 5T 5w
7. EHUAER G AAA SIS T4 .
8. ARIEREIIH U7 SRS IS A TN E (1) T 2
9. HFRAULEY, %4 Method. Generate a SAML attribute query . SR 5 G0 21— Mt

PR T BYIR .

=L CE S GO I http://127.0.0.1:11001/samlassertingparty/servi *

SAML Name Qualifier lsubjec:namespac

lype  ~ XPath expression
@ Must match at least cne
¢~ Must match all

SAML Attributas |

10. 5 SAML Server URL #ij A http://127.0.0.1: <8 T k455 [1>/< RSA FIM SAML
R B URL I 4338 5>

(filtur, http://1 27.0.0.1:11 001/samlassertingparty/services/SamIRequest?username=relying_party&password=password)
11, BG4 SAML ZFRBRERT, TG IR A B A 73 I8 AL 4= ¥ S 1 #R M UG o
12. i SAML Attributes, Hii A\ G0 JE M

Namespace URL Local Name
attnbutenzmespace Department

=
=
s

attributenzmesspace

ﬂl Durie

TFAERIH ¥ XSA0 Reff K X 28 Ja P2 A7 AR . A A 28 J PR IR RS 75 DL M POUIEL, 18
AL B e SCRCE S Al XS40 DataPower P SCRERAEE WA SRIUER X 6 H bR
FE AL

13. Hiidi Next, #RJ5 % Commit.

14, PUERIBITF0, VAR B FHE 2o T RIRIGTEE ) AAA S 44 FK .

15. #.:; Next, X5 Commit.
JEEC: AR SSL, iEBkRE 6.1 7, IR XS40 B kb ¥y SSL S5 S
Bro W5 RIESE XS40 Y. 0 10/, BN iZ H M RSA FIM RS20 1P i
fk, Ak 127.0.0.1,

6.2.1 EHEHRFHE

NI AZ A I RN AL RG], BUEAAAERT AL XML B B R 1 Je ik o5 s . T T
oI F) 3 1 B IR DB 9 A I -
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C:\TEMP>curl -u uid=dpl:pass1234 -d @message.xml http://10.10.35.53:2048/

<?xml version="1.0" encoding="UTF-8"?>

<message xsi:schemaLocation="http://www.example.com message.xml™ xmlns:="http:/
WW.example.com” xmlhs:xsi="http://www. w3, 0rg/2001/XHMLSchema-instance™>  <to>A
ced/to>  (from>Bob</from> <{subject>Important</subject> <body>This is an i
ortant message</body></message’>

USR] A R R AN IER, NZ SR AN (ORISR L) -
C:ATEWP>curl -u uid=dpl:pass1233 -d Gmessage.xml http://10.10.35.53:2048/
<?xml version="1.8" encoding="UTF-8"%>

<{message xsi:schemalocation="http://www.example.com message.xml” xmlns="http:/
WW.example.com” xmlns:xsi="http://wuw.w3. 0rg/2001/XMLSchema-instance™>  <{to>A
cal{/to> {From>Bob{/from> <subject>Important</subject> <body>This is an i
ortant message</body></message>HTTP/1.1 588 Internal Server Error

Connection: close

Content-Type: text/xml

<?xml version="1.0" 2>

<enuv:Envelope xmlns:enu="http://schemas.xmlsoap.org/soap/envelope/’ >
<env:Body>

<enu:Fault>

<faultcoderenu:Client</faultcode>

<faultstring>Rejected by policy. (from client)</faultstring>
</enu:Fault>

</enu: Body>

</enuv:Envelope>

R AE XS40 HEMAR F B, Bon T —IRIh SAML @Y. EARGH, MRS,
205.181.76.141 L) RSA FIM MR #2115 3K, B Fp KsbriZi s, SR80 =05 K iZ5m
W, B RATEERL (Authorizing with "saml-attr") -

aaa debug XMLFirewallService (INPUT): Policy(test-SAML-attribute-
query): Authorizing with "saml-attr"
xmlparse debug Parsing document

"http: //127.0.0.1: 11001/samlassertingparty/services/Sam
IRequest? username=relying_partyé&password=password”
XmIfirewall debug ...
multistep info xmIfirewall (add-basic-auth) : response add-basic-
auth Rule _0 #1 xform: "Transforming INPUT with
local :///add-basic-auth.xsl results stored in OUTPUT"
completed ok.

xslt debug ...
xslt debug ...
multistep debug ...
xmlparse debug Parsing document
“http: /7205 .181.76.141: 7001/samlassertingparty/services
/SamlRequest? username=relying_party&password=password”
schema debug ..

xmiFirewall debug xmlfirewall (add-basic-auth) : HTTP response code sent
to client: 200 OK (url
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http: //205.181.76.141: 7001/samlassertingparty/services/
SamlRequest? username=relying_party&password=password)
schema debug ..

6.3 SAML Browser Artifact Profile B k3%

T 32 ¥ SAML Browser/Artifact Profile (BAP) , DataPower XS40 744718 £ Web 3 i 5 1 78 24
T Artifact Consumer fi %, 41 FEFTR, FEH AE% SAML VL .1 (¥ OASIS HEAR M 5T .
RSA Federated Identity Manager (FIM) ] i ok sifi o 1] 4% 4 R B 72 137 B 45 JE AT OR3 A b Web 3
i)

A, WA T Rk s R AL R e N R R IR 45 IERRICE T RSA FIM . JEHE XS40 ViR Z A5 A1)
Wi . 2552 %F (RSA Federated Identity Manager 2.0 #4255 151) .

RIGRA PG AE XSA0 2250 kbl , sz b b B#7 (0 T4, {61 SAML ik 448 i, LLit
ATB N IRALE, RN IRHO RN, FERAT D IR#10 BT E 7).

Remote Web Site Local Web Site
SAML Resp
Artifict | [ o] Responder
(i G Service

SAML Regquest

Inter site
Remote Application Transfer Portal
Service

Yo /] ] o
W

Redireck to Destination vt ecd
i with
cg Amfacr
Browser

Figure 9: Browser/Artifact Profile - Detailed Processing

WAL © OASIS Open 2004. 145757 4 #F .

SR S RS R N, TR E (R w”ﬂi*uﬁ $I) AT LG BRI A o A SO T B A A, R
G I, AR EIR RS BRI A BE 0 006, S AR B ASFIRT A A b o AR, AN SR VR A SO B HEATAR A SRR 5, B0 B B OB 5 BY
oot OASIS 1151 H,  BRelEH T 7E34% OASIS Intellectual Property Rights SCR T SRR P IR L N 9 S OASIS BEHII H T,
T Kb TR LR S AN T R T
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LAEH HTTP Basic Authentication, #/GHfAM M Hik 6.1 7504 HTTP B4 I iEG & 7 B F
Bii ke SRIGBATRALE T L RS EROIEE AAA B KK

1. FIFEIEA, i New XML Firewall, /584 AAA, TR Next.

2. AHAr4 IRl Next,

3. % Static-backend . Next.

4. B ONRELLRA G i IR 54 AR OCAE B, idi Next

5

fEu DA BRA AL 0.0.0.0 1E R iRSs 2sthhil, 4 By Kok v B G AR 18] Sh LA TR A
e Nexto

AT RIS T — A AAA HElE R FIR . ki + DL 220 SR
EFHAE S AAA RIS A 44 .

150y 7 ik P SAML Artifact .

TEPE A S RS SR 5 2, SRS A s DA P BRI

10. G0y KAIE 7% $ Retrieve SAML assertions corresponding to a SAML browser
artifact, Jf#i A\ SAML Artifact Responder URL:

http://127.0.0.1: <) B kK3 H1>/< RSA FIM SAML % 3K (1) URL (36 43 15 43>

© © N o

(i, http://1 27.0.0.1:11 001/samlassertingparty/services/SamIRequest?username=relying_party&password=password)
& Retrive SAML assertions correspending to a SAML browser

artifact
¢ Pass identty token to the authorize step

¢ Validate a Kerberos ticket for the correct server prindpal

¢ Custom temp etz

SAML Artifact Responder URL htcp://127.0.0.1:

11, R, %P URL sent by client il Custom LUK &S LS 4 HAx URL. BER
DataPower PLRIUE BEF T BL AR G & SCF . AR5 i Next.

12, fEFRAUL BT, %4% Allow any authenticated client .
13. Hiidi Next, AJ5Hidi Commit.

14, PAERIR) 500, N IAeE SININIGIE ) AAA g 24K
15. Hiifi Next, S5 #.ifi Commit.

MFEE: AT SSL 5 RSA FIM RS 2518 15, 151 H 3 XS40 B k& 1 SSL IR 55 2% % SC 4
FB. EE2ERIESHE 6.3.3 TR XS40 Y,

AAA T KERC AN T, HIRATHEAHAT LB, IHAEMT SAML J S8 a% TAF & . &2k,
FATREAS s K SR o

16. fEfiflifigR I, Hili Edit XML Firewall, 85 B MG 1 B ki 4 7o

17. X} Firewall Policy ‘7B, #di ... Elhr,
18. 7EFHKEY, E#% Client to Server HLik#i4.

10wtz Fol@leks, 1197 Aaa pmE R,
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20.

21.

22.

23.
24,

25.
26.
27.

[5]| Configure AAA Action

Help
Basic Advanced

Tnput - [NULL [(auto) =]
... optens
B aaa
AAA Policy  [browser-artifact jﬂ_l [up] *
. ouwpe
Output |NULL |(aut0] ;|

pelere | Done|  cancel |

XFF Input 1 Output 7B, FFEHISCH NULL, 2R )5 #.i Done.
st anss b R E bR, $79F Transform A& 3200, T Delete.

s EisaEm A e T Suall
SRJE il Apply SHIEEN, #ili Close S T3 HIHE
PIAEIRI S = 4R, 7€ Front End Request Type FiE#¢ XML 1 A2 ERIA SOAP 267,
Fuili Next, 5l Next , Fifij % Commit.

K, IRATTTEEBEAT S A R g -

£ Objects i #1, #iil; Processing Policy, JFiffs CLaIE IR K354 5K o

SR G ¥l Policy Maps kr%%, 1557 Edit.

FEHHAE kBN, R L BIRR, %A BIR 3
ﬁ Configure Processing Rule

Apply | cancel | oeicie | Help
Admin State @ enabled C disabled

Comments l

Rule Direction Irequest-rule VI *

Non-XML Processing @& on C off

browser-artifact_Rule_0_Action_0

Rule Action

e PO

[up]
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28. 7 Non-XML Processing 1, #E#: On, 2RJ5 5. Apply, i Close XKHSEHL,

5 K BEELAE CIERIE, B S SAML Browser/Artifact Profile

6.3.1 MR THER
IAE % 3)52 RSA FIM (R HA M Web 34 5, ZEARHBBEATIOUE, PR BEREFE 29 XS40 MR [ fE

Web 3 s L f¢ 5T

(SAML R 28 TR B #1-5) . RSA FIM 35 52 ) Ve g8 4 241

1) XS40 Bk hi%. SRJ5 XS40 ¥4 H) RSA FIM 24l SAML ik, LSRG IGIEw =, JHK&E
SE 1) s FE Web 3 &b i .

R VA A

HEPHER AN, L0 E R IR 53, RO S5 IO N

TAFZH, 7r 205.181.76.141 % RSA FIM k4548 A2 ik, 7 127.0.0.1:11001 FAFH BT
Bl Kl e WCE] SAML Vi [0 FRZ2 A7 ) 1) B 03 5«

aaa debug 8775 ...

aaa debug 8775 XMLFirewallService (NULL): Policy(browser-artifact):

xnlpa r s debug
e

xmlF ire
wall

debug

wall

xmlf ire debug
wall

network debug

xmlf ire debug
wall

network debug

Cached AU entry

xmlfirewall (add-basic-auth) : HTTP response code sent to
client: 200 OK (url

http: //205.181.76.141: 7001/samlassertingparty/services/S
amlRequest? username=relying_party&password=password)

xmlfirewall (add-basic-auth) : Server side connection
made for POST

http: /7205 .181.76.141: 7001/samlassertingparty/services/S
amlRequest? username=relying_party&password=password to
205.181.76.141:7001. Obtaining Response.

xmlfirewall (add-basic-auth) : New transaction (conn
use=1) : POST

http: //127 .0.0.1: 11001/samlassertingparty/services/SamiR
equest? username=relying_party&password=password from
127.0.0.1

aaa debug 8775 XMLFirewallService (NULL): Policy(browser-artifact):

Authenticating with "saml-artifact"

aaa debug 8775 XMLFirewallService (NULL): Policy(browser-artifact) : AU

cache check with key=""policyname<?xml version="1.0"
encoding=""UTF-8"?> <identity><entry type="saml -
artifact' ><artifact>AAGWSESSHTIIThtmIZSYT6 rRWStH1RAMWLFQK
SXQXjXM+cNZcomMVHTCc</artifact></entry></identity><? xml
version="1 .0" encoding=""UTF-8"?> <au-ancillary-

info/> saml-artifact”

aaa debug 8775 ...
aaa debug 8775 XMLFirewallService (NULL): Policy(browser-artifact):

xmlT ire debug

wall

xmlf ire debug
wall

SAML artifact:
AAGWSESSHTIThtmIZSYT6rRWSTHIRAMWLFQKSXQXJ XM+cNZcomMVHTCc

xmlfirewall (browser-artifact): New transaction (conn
use=1) : GET
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http://burnin.datapower.com:7001/SAMLArtifact?SAMLart=AA
GWSESSHTIIhtmIZSYT6rRWStH1RAMWLFQKSXQXJ XM%2BCcNZcomMVHTCc
&TARGET=http%3A%2F%2Fburnin . datapower. com%3A9000%2Ftarge
t from 10.10.1.178

6.3.2 M3k B RSA Federated Identity Manager (FIM) ) 254 M 3

%13k 1 RSA Federated Identity Manager (FIM)[¥] SAML Wi S HE T2 4, 3O AR W [ 2L 82 AR AT
o SR [ RSA FIM () T84 WY, i 8

o 1t RSA FIM — 1l j5 2 44 Wi v,
0 M XS40 F¥) RSA FIM ‘3% X.509 254 uF 13,
o W TP KB LLISAE RSA FIM FFR 8] {1 (145 44 .

RIS — T X, B4, 76 RSA FIM Administrative Ul S 2544 . 255 52 (54T (R85
Ber Bk, IR N 254

Messzages Your Domain Sends

[i] Response Signature Keystore: * IpeHl_signing |

[i] Assertions: I Sign assertions sent to this brusted relying party
[i] Assertion Signature Keystore: * |__ Choose Cre - 7]

[i] key information: | The weriFying certificate » | will be included with your signed information

[i] Responses: 4 Sign responses sent to this trusted relving party {IFf BPP, then SAML

Blo g AR SCHRNT S 15
1. %I+ Responses, “4jik Sign responses sent to this trusted relying party -
2. %I Response Signature Keystore, 1E#%E&E M4,
3. XIF Key information 7B, %+ The verifying certificate.
4. i Save,

RAERE 10 ma B EAT 25 44 1) X.509 F- 15 5 i 2 XS40. 24 [ 3% B 1) XS40 XML Security
Gateway WebGUI A /7, PAIRAFHE 2 ¢TI b A a5 50 Uk Fe o S 15 B

5. WA X509 1P A0 A S
6. ARG FH DN E X B G 0 4 S S )
WA gmE HTTP Basic Authentication BI- 15 k5%, LAZS ISk H RSA FIM R 4545 10 & 155884 IR

A o

7. WFElmEk bk Edit XML Firewall, 5B T 57 kRS 445K
8. 1£ Firewall Policy T, i ...
9. 7EBLHAET, %T Rule Actions, .ifi New, #RJ5#id OK.

10, Rk ALk b PEEE, M * P& ISR URL HIRI.,
11 Gz ANs g 1, .

12, e HER, XFT Validation Credential, iG3#7r 518 6 o A1 8 KN 2545 2 R a0 4
SR J5 ¥l Done.

13. PR E44] Server to Client, SRJ5 il Apply.
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14. A Hit; Close K HIHfHHE

DHEFDFHEAT IR, HEAAH Web 3l fif F i Rt i . R NAZAE H B A BI04 56 1E
ZH, W PR,

aaa debug 9802 XMLFirewallService (NULL): Policy(browser-artifact) : Cached AU
entry

multistep info 9803 ...

crypto info 9803 xmlfirewall (add-basic-auth) : Signature verification done

xmlFilter warn 9803 xmlfirewall (add-basic-auth) : Accept set

xmlFilter warn 9803 xmlfirewall (add-basic-auth) : Accept set

schema debug -

xmlfirewall debug xmlfirewall (add-basic-auth) : HTTP response code sent to client:
200 OK (url
http: //2%5 .181.76.141: 7001/samlassertingparty/services/SamlReque
st? username=relying_party&password=password)

xmlFfirewall info —

PR, A ILAE % 3] RSA FIM Admin Ul JE2C AN 2544, B4 24 il e Web it s 5542
i, %A S “Rejected by policy ” ik,

6.3.3 J2 Xt RSA Federated Identity Manager (FIM) i SSL #15
M REHELENE, ETREA )R A SSL Sk T XS40 5 RSA FIM Z R E S . Nl H
B, #FEESETE XS40 F223E SSLAFY .
1. E5EMH RSA FIM 1] X.509 i A& 230k 15k % o
2. AR A N R G B 8 AT U S
3. AT A RCEE T S A ISR ECE SOk . 4R E HTTP Basic Authentication B) TR
K3 SSL.

4. BT ik EE Edit XML Firewall, TR BT B kb 4 75

% T- Backend, THRZ4L0 M, A RSA FIM 5 SSL 3 M. #lami s 1 7001 ik
7002,

6. [AFEXTT Backend, ¥ SSL %/ WL S5 HC S SCAIE Ay 8 A0 2D B8 3 v it ) 2 i T A
7. Hiil Next, P Next, %RJ5 5 Commit.

%ﬁlﬂﬁé B 1) XS40 XML Security Gateway WebGUI N[, LPASREUE £ 56T G X L)
ZHIE R

BRI REHISATINR, NI%E 2] XS40 HAEHAEX SSL 4 H .

xmlfirewall debug xmlfirewall (add-basic-auth) : HTTP server side response code: 200
OK (url
http://205.181.76.141: 7002/samlassertingparty/services/SamlRequest?
username=relying_party&pas sword=pas sword)

ssl info SSL: certificate for "/C=US/0=RSA/0U=PE -LAB/CN=peldl.pe-
lab.com/emai lAddress=pel41@pel34.pe-lab.com® is valid

xmlfirewall debug xmlfirewall (add-basic-auth) : Server side connection made for POST
http://205.181.76.141: 7002/samlassertingparty/services/SamlRequest?
username=relying_party&password=password to 205.181.76.141:7002.
Obtaining Response.
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7. XML P R/BT (KB 7= i AT B
WX HHH: 200448 H 27 H

T SR A
RSA Federated Identity Manager (FIM) 2.5
RSA ClearTrust 55.2
DataPower XS40 XML Security Gateway Firmware Release 3.1.2
WA iR
VER: FAIE P E RSA Federated Identity Manager (FIM) #4240 & B =77
(AP), Il & 1ELKLE 7 it BB B R (RP)
SAML #3877 (RP) SAML SAML
10 11
RSA FIM AR AT 30 B UEIRT T, LA RS AR AR il IR RS 6 B U N/A
Arif]
BAEAKAE SARTE X FIM (AT 2805 50 E B 20K, AT 205 A 50 I 5 N/A
RSA FIM A BATBUBMEWT T, LAAT 00 A AR i 0 s 723 i P
BAEAKCEE P SRR FIM AT SR S R 2K, A RUE TS P
RSA FIM A sl R, LA RO N A /A F 7 i ¥ Assertion IDReference 112K, N/A
GAEIKAERE TARYE XS FIM ) Assertion IDReference i 3k f5 K, N/A
AEF AT
Web i %i#% SSO Al &S
Browser/Artifact Profile (BAP)
AT R8T 5 DALY AssertionArtifact 3K | [P |
5 HTTP & HTTP BASIC Authentication i /& 3% A AH S FRIAT 25t
ik P
P4 SSL P
Mutual Auth SSL N/A
PP JGZBF O N e st R A Y PR P I S i P
RIEBGAEAKFE i (RP) FF8 1 B0 1IE IR 25 2 44 i Y. P
RIEBGAEAKAE™ 0 (RP) L BIERA S O A S N/A
K A AEAREER= 5 (RP) Y L4544 37 K 1 sh sk N/A
Web SSO W &t & 1 78 11 1) B Dy 46 N/A
Browser/POST Profile (BPP)
LA HTTP POST il 31 (4 20 i 25 N/A
FEAR HTTP POST Hh R (47 R 75 N/A
FH P TEARE O S N SE 3 gt e AR S F R T SR N/A
RIERGAEKAE i (RP) L IIER A OB A S N/A
Web SSO Wi &t & 1 78 11 1) B Dy B N/A
JEC *P= Cad s 7 FRIB NIA=AETH] D fE
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e 212 HR: XS40 JfHE Web WAL, Fik A SR &R E S KF cookie LN . 4R, JET HAER
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