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Sampling of 2013 security incidents by attack type, time and impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Attack types SQL injection Spear phishing DDoS Physical access Malware XSS Watering hole Undisclosed

Size of circle estimates relative impact of incident in terms of cost to business.

IBM X-Force Threat Intelligence Quarterly Q1 2014
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Zabezpeceni dat

Je treba? Jiz nyni? V pohodé, mame firewal...
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IT vyuzivaji : .._ . [ Sofistikovangjsi
netechnisti lidé utoky
\
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Od perimetru k ochrane zevnitr

Posun od tradi¢ni perimetrové ...k cilenému zabezpeceni tam, kde je
bezpecnosti... é potreba.
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Data jsou nejvétSim cilem utoéniku

Table 10. Compromised assets by percent of breaches and percent of records*

% of Records Breached (2010) Type Catepory AllOrgs | Larger Ovgs
POS server siorecoroclh SETVErS S0% | 1% | 2™ | <1%

Laptops POS terminal User devices | 35% | <1% | 2% | <1%

& backup Desktop/Workstation User devices | 18% | 34% | 12% | 26%

tapes Auromated Teller Machina g | User devices | 8% | <18 | 13% | «<1%

o
Database , <1% Web/application sarver Servers 6% | BO% | 33% | B2%
servers Database servar Servers B% | 06% | 33% | o8%
o
92% Regular employesfend-user | People 3% 1% 5% | «<1%
Mail server Servers 3% 2% | 10% | 2%
Payment card joedn, dobir, o Offlina data 3% | <19 | 0% <] %
Desktop Cashier/Tellar/Waiter People 2% | <1% | 2% | <1%
Pay at the Pump terminal User devices | 2% | <1% | 0% | «<1%
sources <1%
7% File sarver SErvErS 1% | «1% | 5% <1 3%
Laptop/Methaak User devices | 1% | <19 | 5% <] %
Remote access servar SErvers 1% | <19 | 73 <] %
Call Camtar Sraff People 1% | «<1% | 7% <] %

2012 and 2013 Data Breach Report from Verizon Business RISK Team

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
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Application Servers

Databaze
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Zabezpeceni databazi v praxi

Ales Tumpach, IT Security Specialist
Raiffeisenbank
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Pomoc pfri forenzni analyze IT incidentu

...snimani otisku, ultrafialova lampa, analyza DNA...
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Problemy pri zavadeni forenzni analyzy

S anpete,
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DalSi nastroj bez pokrocilé
integrace
WQ Nedostatek detailnich dat, nejistota kde zacit
Storting Powt

Casova naro&nost
prohledavani v mnoha
ruznych zdrojich
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)ecurity devices

pplication activity

iervers and mainframes
slobal threat intelligence
letwork and virtual activity
ulnerabilities and threats
sonfiguration information
Isers and identities

Jata activity

Data Sources
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Massive Data
Reduction

Automated data
collection,

asset discovery and
profiling

Automated, real-
time,
and integrated

analytics . - /

Massive data
reduction

Activity baselining
and anomaly
detection

Offensesﬂ
Identified
by QRadar

Distillation Identification

Incident Evidence &

Forensics

 Full PCAP
Forensics

Detailed Incident
Meta-Data
Evidence

Reconstruction of
content and
incident activity
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Nova generace sitového forenzniho nastroje

BusinessConnect 2014

Novy modul IBM QRadar Forensics

* Integrovany s IBM Qradar SIEM
* \lyuziva interni search technologii nad metadaty
* Béhem vtefin zobrazuje vysledky

* PIny PCAP pro detailni historii
* Taxonomizace
* Chronologické zobrazeni udalosti

* Moznost vizudlnich vystupQ, zobrazujicich vztahy a
entity
* Spojovani entit dle atribut(
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Typické pouziti forenzni analyzy

ab) B

o . o .,
011108 n:* Network security Identifikujte podezielé transakce

010"

Odhalte kolaboranty, identifikujte podvodniky
a dotcené systémy

Insider analysis

Detekce fraudu Odhalte komplikovany podvod

Shromazdéni

X ) Zkompletujte evidenci o ¢innosti malware
dudkazu
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Jeden systém pro validni vystupy

Poskytuje vyhledavani nad vysoce

indexovanym, taxonomickym ulozistém:
» Sitova data
* Soubory Intelligence
* |dentity

Zpracovava, convertuje
 PCAP
« XML
* Dokumenty (béZné formaty)
e Archivy

Navraci detailni vysledky béhem vterin
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Jako parametr daného incidentu nebo
ad-hoc dotazy

QRadar Dashboard

* PIné integrované do Qradar
konzole T e T T T R
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 Jednotné zobrazeni detailnich

[ QRadar Incident Forensics
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Vizualizace a analyza

* Spojeni entit na rizna ID, data na kterd bylo =
pristoupeno, URL atd. : . -

* Vizudlni rekonstrukce s kym kdo komunikoval
a jak

* Out-of-the-box pravidla pro detekci citlivého

obsahu
* Vyuziti X-Force IP reputation databaze pro
detekci podezrelého v PCAP P -
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* Kategorizace web dat (media, vzdélani, xxx, e g Nealple
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