Enterprise content management solutions
Better decisions, faster
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Automating daily document decisions with IBM Classification Module.
Best practices for deploying automatic classification in your organization and optimizing results

Filing documents is rarely the best use of a knowledge worker’s time. It’s costly, tedious
and burdensome. Who has time to stop productive work for every document created or

every e-mail received or sent? \Who can take the time to determine where documents
should be stored—or when they should be trashed? @

But interrupted work and lost productivity are only the begin-
ning. Manual filing can lead to consequences that are even
more costly to the business. Slow access to information can
delay business decisions, from daily details to major initia-
tives. And inconsistent execution of disposition policies or

an inability to locate and produce content in a timely manner

once it's requested can lead to legal or regulatory challenges.

Using technology to relieve workers of the
classification burden

As more companies discover that manual filing techniques
developed in a paper-based world are not viable in electronic
environments, an increasing number are turning to technology
for help.

Software solutions such as IBM Classification Module
organize documents automatically using a combination of
natural-language processing and statistical analysis. IBM
Classification Module examines and analyzes the full text of
electronic documents and e-mails to generate suggested
categorizations. Not only does the system train itself with
actual examples from your organization, it can learn from
user feedback and incorporate that feedback into the sys-
tem’s understanding in realtime. The result is a system that
can consistently determine the proper categorization for
content based on the full context of the document.

But the software can’t do its job alone. Deploying an automated
classification system requires the company to implement it
using best practices and business processes if the solution
is to achieve its intended result.



What’s driving automatic
classification?

Multiple factors are driving the need for
automatic classification. Part of the chal-
lenge is the difficulty and cost of enforcing
manual policies and procedures in the
face of growing content volumes. For
example, employees are often wary of
following manual records-classification
procedures. Many users consider the
additional processes burdensome and
refuse to participate. And companies
sometimes find that the requirements of
their compliance initiatives limit participa-
tion by workers.

Though humans are still the most accurate
decision makers when motivated to do
the job, factors such as these make them
the least-reliable solution for widespread
content classification in your organization.
When potentially low levels of participation
are considered, humans provide the least
reliable classification results.

Compliance efforts only add to the chal-
lenge because employees have to answer
more questions about everything they
produce. Is this a record? Does it have
business value? What is the retention
policy for this type of file? How should

| file this? Moreover, the monetary cost of
daily participation from workers is high.

A knowledge worker earning US$75,000
per year who takes 10 seconds to manu-
ally classify information can incur as much
as 17 cents per document'—an expense
that adds up fast when you're talking
about thousands or millions of files.

And with unstructured content being
generated in the enterprise at higher rates
every year, today’s mounting productivity
costs can only grow. With every e-malil,
instant message and piece of business
content representing a potential clas-
sification decision, even modestly sized
organizations can calculate significant
increases in cost by forcing end users to
make compliance decisions on content.

By contrast, an automated classifica-
tion system such as IBM Classification
Module can enhance and simplify content-
centric solutions by helping ensure that
documents are filed in appropriate and
predictable locations—without burden-
ing your organization’s workers. An
automated filing system also can be a
key building block in creating decision-
making processes that are themselves
automated—where the availability of
information can trigger steps in a busi-
ness process without the need for
human intervention.

Overcoming objections to a
software solution

Despite compelling reasons for adopting
automatic classification, many compa-
nies are reluctant to adopt the solution.
Many fear consequences from an inac-

curate suggestion.

This worry affects all potential uses—
whether in day-to-day access and
decision making, records management
for regulatory compliance, or records
retention to guard against legal action.
Many companies fear that they may
have to defend their technologies in
court or before a government agency—
and they are unsure whether automatic

classification can hold up to scrutiny.

The answer is that technology and the
law can, in fact, be compatible. Courts
typically are not concerned with technol-
ogy alone. Rather, they are interested
in how companies use the technology,
the effectiveness of the technology
and—most important—the results
that it produces. A key step for users,
therefore, is to have good reasons for
applying technology and to select a
solid and proven technology—such as
IBM Classification Module—that helps
produce consistent, high-quality and
accurate results.



Best practices for getting started

A company that deploys a content clas-
sification solution can directly affect how
well the solution functions and how well
it meets compliance and legal needs.
Here are some of the best practices you
should follow as you begin working with
automatic classification.

Optimizing investments

The laws of civil procedure do not require
companies to file or organize their content
in a certain way, but your approach can
have a significant impact on long-term
costs and success. Up-front “training” of
the system, using a rich set of example
documents for specified categories, is
essential to successful use of learning-
based classification approaches. Most
organizations find that the extra invest-
ment in gathering and applying training
content early on can pay off significantly
over time with high accuracy—especially

compared to the cost of manual oversight.

Balancing business needs
versus risks

To balance the tradeoff between accu-
racy and automation, it's important to
perform a thorough risk analysis. From
a high level, companies have a choice
to implement highly automated pro-
cesses, acknowledging a tolerance for

potential mistakes. Or they can limit the
amount of automation to specific areas
and more closely monitor processes.
The risk analysis will need to incorpo-
rate the reality that humans are unlikely
to consistently participate across the
enterprise in your program. Where you
draw the line along the automation con-
tinuum should depend on your tolerance
for risk given your specific business
scenario and the associated cost of
alternative methods.

Keeping it simple

With many compliance initiatives, it is
neither practical nor smart to start “big.”
IBM clients and Forrester? point out
that it's best to start with a high-level
approach to creating your automated
records management file plan or tax-
onomy. Once your initiative has gained
control over your content with a coarse
organization of content, you can begin
to add granularity over time—starting
with high-priority areas—in an iterative
fashion that enables you to more easily
phase in your solution and limit risk.

Establishing processes

With any automated solution, it's a good
idea to conduct a pilot with a small group
of users to better ensure the effective-
ness of new processes. Classification
is no different. Because an element of

uncertainty is introduced —classification

responses come with a variety of confi-
dence levels—a pilot is a recommended
best practice. Although it’s impractical
to review a large percentage of deci-
sions once a solution is deployed to the
enterprise, looking at the classifications
for a select pilot group is manageable—
and provides the opportunity you need
to fine-tune the training of the system.
What's more, over time, batching together
adjustments and changes and piloting
them with select users before a general
rollout can help you find the right bal-
ance when it comes to choosing your
automation level.

Best practices for ongoing
operations

Content classification—as is the case
with any automated solution—requires
ongoing oversight to establish that your
classification results are consistently
good. Here are some best practices you
should follow as you continue using your
classification solution.

Routine consistency

One key to effective management of
electronic records and documents is
consistency. And to ensure consistency,
a critical practice is to make your opera-
tions as routine as possible.



If you are consistent with the way you apply technologies such as classification, your
document filing is more likely to be accurate and to constitute a form of complete
disclosure that is necessary to make your practices less vulnerable to challenge. The
goal is to achieve what is known as “routine good faith operations”—a consistent
and honest attempt to file and protect what is necessary. Such practices may grant
you protection from legal action even if documents are inadvertently destroyed or
not retained. And automated classification, with its repeatable algorithms, is consis-
tent—especially when applied in a routine, scheduled manner and especially when
compared to the unpredictable behavior of the average knowledge worker.

Audit and review

To help ensure the continued effectiveness of your content classification solution,
you need to conduct regular audits of its operation. Keep an eye on the accuracy
of results by monitoring not only the documents saved but also the documents
rejected. Randomly sample results to ensure that they meet your business standards
and the standards of your compliance initiative. This auditing process also gives
IBM Classification Module an opportunity to learn in realtime—the feedback
provided as part of an auditing process can become the basis for a practice of

continuously improving the system’s understanding.

Beyond executing ongoing auditing of your results, you also should document your
auditing processes themselves, the results of audits and any actions you have
taken to remedy issues or improve accuracy. By documenting your processes,
you can demonstrate that your automated classification solution is being properly
overseen, and provides accurate results as part of routine and effective operations.

For more information
For more information about IBM Classification Module, please contact your IBM

sales representative or IBM Business Partner, or visit:

ibm.com/software/ecm/classification
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