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Executive Summary

No company wants to end up in the media with unwanted publicity about any event that
can affect company integrity, resulting in the loss of stockholder or customer confidence.
One way this can be avoided is through a better understanding of corporate data auditing
procedures, as well as the associated fraud exposures and auditing costs.

Auditing is important, not only because it is the law, but because the integrity of your
company is important. Auditing helps ensure the integrity of company data. Auditing does
not generate revenue, so companies want to audit with the least expense possible while
remaining in compliance. The problems with using traditional methods of auditing are
many: Lack of segregation of duties between the auditors and those they may need to
monitor, no centralization of the audit data from the many systems and sources a company
may have; and no (or little) automation of auditing processes. These problems can result in
fraud exposure and unnecessary costs.

Auditors lose their independence because they need to go to other, highly technical people
to get the data they require — those they may need to audit — in order to acquire the
necessary information. An auditor’s reliance on others not only increases costs by using
these highly paid people, but also increases fraud exposure. Without a segregation of
duties in this area, there is a greater possibility that the data may be manipulated before
reaching the auditor.

The auditing process can be complicated by the sheer size of the data center, causing
critical exposures to be overlooked. When audit data is collected from many systems and
sources, the data must be combined, correlated and displayed in a clear format, providing
auditors with factual and easy-to-read material.

Little or no automation results in great amounts of time spent on the auditing process,
which becomes error-prone, and costly. Programs can be written to automate the collection
and correlation of the audited data, but those programs need to be maintained on a regular
basis. Additionally, those types of programs are specific to accessing data required at that
point in time, and often conflict with the required segregation of duties between auditors
and database administrators, or DB2 programmers in the case where programs are written
by the same people the auditors will monitor.

Without segregation of duties, fraud is always a possibility. Without centralization and
automation, a more comprehensive audit results in a higher labor cost, and a less
comprehensive audit runs the risk of a company being out of compliance. The right
software can greatly improve the likelihood of a successful audit and give auditors the
necessary insight to answer questions about accessed data: who, what, when, where and
how.

IBM’s DB2 Audit Management Expert for z/OS pulls together disparate data sources from
different systems into a central repository (as shown below) with a simple-to-use interface,
giving auditors a complete view of the business activity collected without reliance on the
technical personnel they need to monitor. Collecting data with an auditing software product
enables the product repository to also be audited to provide integrity and prevent audit data
tampering.
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DB2 Audit Management Expert for z/OS is a comprehensive auditing solution that provides
the three keys to auditing success: segregation of duties to ensure integrity; centralization
of the data to be audited in order to eliminate the complexities of collecting data from many
systems; and automation, to achieve more thorough audits, reduce the cost of auditing and
reduce the risk of being out of compliance.

Auditors

Auditors now have an automated, simple method to gain the information required to
determine compliance. The easy-to-use interface gives them the tools they need to audit
the data they want from one central location, filter it based on their requirements, and
display data of interest using standard or custom reports.

Auditing Today

Several challenges affect auditing today. It is important to accurately collect and correlate
data into useful report representations that auditors can easily use. The data must adhere
to regulatory compliance regardless of the size of a company’s IT department. Also, many
auditors depend on developers or database administrators (DBAS) to set up or gather the
information they require, despite the fact that these personnel may also need to be
monitored.

These challenges raise several significant questions. How do auditors ensure that the
person providing the information has not updated sensitive data or excluded it from the
reports? How can auditors do a thorough job without being dependent on database
personnel when there are a large number of systems to monitor? How can a company
ensure the external auditor has precise, accurate information to determine if they meet all
applicable regulatory compliance?

This white paper focuses specifically on data auditing, which is just one aspect of
regulatory compliance. There are three levels of data auditing: ensuring business controls
are in place, internal audits, and external audits. This white paper is targeted to the first two
levels.
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Why Audit

Your data is valuable. It has always been a good practice to perform audits as a method of
maintaining checks and balances. Not only does this include auditing the quality of the
data, but more importantly, who has access to the data. This was thought to ensure that no
one person has the ability to maintain and manipulate information that could be considered
highly sensitive and negatively impact the company’s bottom line.

In recent years, there have been many publicized incidents where fraud has occurred, and
in most cases, these incidents have had major financial ramifications. With the possibility of
such occurrences, the government has had to intervene in an attempt to prevent repeated
incidents by establishing several regulations that permeate many industries throughout
corporate America. Not only is auditing a good practice, but now, in most industries, it's the
law. Many countries have similar regulations, such as those regulations shown in the table
below.

Some penalty examples include:

= Up to $1 million in fines and up to ten years imprisonment for a CEO or CFO who
submits a wrong certification.

= Up to $5 million in fines and up to twenty years imprisonment for willful submission
of a wrong certification.

= Removal from the exchange and lack of investor confidence

Table 1:  Government regulations that require auditing

Regulation

Threat

Sarbanes-Oxley Act of
2002

Act passed to prevent corporate and accounting scandals
CEO and CFO certifications of annual and quarterly SEC
reports

Evaluates the effectiveness of internal controls

Requires rapid disclosure of material changes in financial
conditions or operations

Set up automatic controls repository to identify deficiencies
Public Company Accounting Oversight Board is an agency that
regulates auditors in public companies

Gramme-Leach-
Bliley Act

Act passed to legalize mergers between banking and insurance
companies

Financial institutions are required to have a policy to protect
information from security threats and protect data integrity
Financial Privacy Rule: requires a privacy notice from financial
institutions to their customers every year

Safeguards Rule: financial institutions should have a security
plan to protect their consumer’s non-public personal information
Pretexting Protection: financial institutions have to protect their
consumer’s non-public information by preventing someone
without authority from accessing the information

Health Insurance
Portability and
Accountability Act
(HIPAA)

Act passed to restrict access to patient treatment and payment
information to approved personnel
Protect people when they lose their jobs or change occupation

Basel Il (primarily
banking)

Capital requirement should be more risk-sensitive
Market discipline: people who deposit money into banks can
influence the way bank managers are involved in risky activities




Help financial system in the bank become more stable

Solvency Il (insurance)

Help protect policyholders against the risk of a company failing
Used in insurance industry to ensure a more efficient capital
allocation

Provide financial stability

Japanese Financial
Instruments and
Exchange Law (FIEL)

Intended to protect investors

Criminal penalties increased to the maximum for market frauds
Disclosure rules applies to any investment fund that invests in
securities

Corporate reorganization will require securities to be registered
Companies required to have a quarterly report

Statements in annual and quarterly report are required to be
certified

Japanese Protecting
personal freedom act

Act passed to protect personal information, or any information
that can identify an individual (name, date of birth)

A person’s consent is needed before someone can access
his/her personal information

Financial Services and
Markets Act (FISMA)

Act passed is intended to reduce financial crime
Ensures consumers are protected

Insurance, banking, or investment business need to be
authorized before they can conduct regulated activities

Payment Card Industry
(PCI)

Regulation passed to protect someone in the event their credit
card is stolen

Protect against unauthorized charges on a stolen credit card
Protects cardholder's information

Access to cardholder's information will be restricted on a
business need-to-know

All access to cardholder's information and network resources
will be tracked and monitored

Required to maintain information security

Patriot Act

Act passed mandating publicly and privately held companies to
assist law enforcement agencies in surveilling terror suspects
Provide private information on-demand, such as email and
telephone communications, financial or medical records

Act passed after the USA World Trade Center attacks of 9/11/01

Various anti-money
laundering (AML)

Requires financial institutions to monitor, investigate and report
any suspicious transactions related to money laundering or
currency crimes

Within each company there are several views of auditing: the corporate view, the auditor
view, and the DBA view. The essential issue, however, is how companies can achieve
compliance and maintain stockholder and customer confidence in the corporation, while
simultaneously ensuring that as data grows, auditing costs (which do not generate
revenue) are managed appropriately, and that the auditing method ensures accurate data.

1.3 Company Perspective

Such government regulations are pressuring companies to audit the viewing and updating
of data. Since auditing does not generate revenue, this is now considered part of the cost

of doing business. Companies try to accomplish this with as little funding and resources as
possible while remaining in compliance. This adds another layer of complexity to the

overall business model.
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Auditing is a key component of the overall security, compliance and risk management of
any company. Audit policies needs to complement the plans and policies of other business
areas to reduce the risk of problems, as well as to ensure that any errors are caught as
soon as possible.

A company needs to assess its organization and decide how to approach and implement
the audit process. This can be done by bringing in an outside company or organizing an

internal audit department to oversee the process. They will maintain control of the - who,
what, where, when, and how of the audit controls.

The audit team needs to know who is involved in the processing of data and at what point
a breakdown can occur. Most companies have these tasks covered, as specific employees
are granted access to sensitive data in order to perform their job duties. The challenge
arises when privileged users are involved (usually those who ultimately control the data:
the systems teams, or system administrators with a high level of authority to access data)
or when access controls are not well-monitored.

The data or process that will be audited will vary depending on the industry and the
regulations to which it is subject. Overall, it is standard practice to have audits on any data
considered personal or sensitive.

The auditing process raises many questions from a company perspective:
e What data will be audited?

e Atwhat point in the process must checks be established?

¢ When will they audit? (How often is too much or too little? How much will this cost to
accomplish?)

e How will they audit? Will it be done manually or in some type of automated fashion?
Are there tools to help with the audit? (This is another difficult subject to address. Part
of the answer lies in the industry and the regulations that pertain to that industry.)

As you can see, there is a lot to consider when it comes to auditing, an area that is
sometimes overlooked since it does not generate revenue. It is nonetheless a crucial area,
since thorough audits can help to prevent fraud.

Auditor’s Perspective

Auditors want to know who, what, when, where and how. It can be difficult pulling together
all the information required in an audit due to an auditor’'s dependence on developers or
database administrators (DBAs). This dependency has drawbacks:

e Collection: Existing developer and DBA tools are not audit-oriented, nor are they
designed to collect all the relevant audit information from the source.

¢ Reporting: Existing developer and DBA tools are not audit-oriented, nor are they
designed to present information in a useful way for an audit.

¢ Integrity: DBAs are part of the audited population, and should therefore not be relied
upon to provide key audit information. Furthermore, DBA user identifications (user IDs)
have more system-level privileges than typical business users, giving them more
opportunity to circumvent normal business controls.




Alternatively, auditors could collect and correlate the information themselves, but this direct
approach has drawbacks:

e Privileges: Auditors generally are not granted the system privileges needed to collect
the required information themselves.

o |.T. Skills: Even if auditors were given these privileges, they need substantial
knowledge of information technology to collect and correlate data at an application
level. Developing such skill is costly, time-consuming, and tangential to the auditor's
primary role.

¢ Complexity: Because data can be proliferated across the enterprise, it is increasingly
difficult to pull information together from "all" systems.

e Cost: A more comprehensive audit results in a higher labor cost.

e Repercussion: A less comprehensive audit runs the risk of missing important events
and could allow a company to operate out of compliance.
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1.6

The DBA Perspective

It is important to know the business process as well as the audit process. When audits are
performed, it is also important to have the right people involved. When any audit process
discusses data, there will ultimately be a discussion about the database administrators
(DBAS).

The amount of DBA involvement in the auditing process varies widely. Because different
industries are held to different security standards, some audit requirements can result in a
substantially greater workload for both the DBA and the audit team. The workload can also
be affected by the auditing process itself. For obvious reasons, the less work that is
required by the DBA for the auditing process, the better for both the DBA and the auditor.
However, while assisting the auditor, the DBA is aware that they too are within the scope of
the audit.

Most employees in a company have pre-defined data access privileges associated with
their job role. Prior to the enhanced auditing regulations, it was an accepted practice to
allow DBAs and system administrator’s access privileges to all data. Today, access to
sensitive data is split among the DBA and system administrators. While each still has
access to sensitive data, they do not have access to data that isn't within their business
scope. That is, their access to sensitive data is mostly compartmentalized and each only
has the appropriate access to perform their job duties. Despite how a DBA’s access to
sensitive data has changed with the implementation of each regulation, a DBA’s role in the
audit process is still required and important.

Traditional Auditing

Using traditional auditing methods, auditors require a multitude of resources: a system user
ID for each system they need to collect data from; database access on each of these
systems; tools to collect the data; tools to put the pieces of data together in a meaningful
way, help from database administrators and DB2 system programmers, and so on. The
larger the environment, the more difficult it is to coordinate these resources.

From a high-level perspective, the response is usually surprise and dismay at the cost of
obtaining data during an audit, which in turn creates the motivation to reduce the cost. A
company may wonder if it is necessary to spend money in order to train auditors to be
nearly as experienced as database administrators when the auditor will still require the
DBAs help to get the data. It all boils down to a conflict of duties between the auditor and
the database administrator.

Certain concerns arise from the company’s perspective. Not only are the efforts mostly
manual, but how thorough can the audit be using these methods? Was something critical
missed? If so, you could end up in reactive mode. The audit data is gathered after the
event and could be difficult to find or unavailable.

It is understood that applications to audit data are sometimes written in-house, but that can
create an exposure. It raises additional questions: Who wrote the code? Is the code
maintained or even secured? Using that program, can someone manipulate audit data, and
would anyone know?
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2.1

2.2

Since auditing doesn’t bring in revenue, companies will try to accomplish it with as little
funding and resources as possible to adhere to regulations. The question is whether
companies are really saving as much as they can while ensuring the integrity of the audit.

Achieving Integrity through Segregation of Duties

The key to gathering data with integrity, meaningful representations of the data, and
maintaining a separation of the roles of auditor and DBA, is to automate the process with
auditing software. Auditing software gives the auditors independence so they can
adhere to published industry standards without relying on personnel who are also being
monitored. The right software can help organizations audit more successfully, and less
expensively, by providing an easy-to-use tool to access the required data.

DB2 Audit Management Expert for z/OS

DB2 Audit Management Expert for z/OS is a comprehensive auditing solution that
centralizes auditing information, greatly simplifies access for auditors, and provides data
integrity through segregation of duties on DB2, z/OS so auditors can easily find out who,
what, where, when, and how. The key advantages DB2 Audit Management Expert for z/OS
provides are described in the following sections.

Expertise

Auditors often must consult multiple sources because no one person has the security
authorizations to access, nor knowledge about, all of the necessary data. DB2 Audit
Management Expert for z/OS pulls together data from all of the disparate sources and
collects it into a central repository with a simple-to-use graphical user interface, so auditors
can analyze the data without relying on a DB2 systems programmer, DBA, or developer.
From the auditor’s perspective, it is like working with an expert DBA or a combination of a
systems programmer and a DBA. If an auditor wants activity for a specific table from
specific plans or users, DB2 Audit Management Expert for z/OS collects what is needed.

Centralization

DB2 Audit Management Expert for z/OS tracks, correlates, and analyzes DB2 activities
using several methods and deposits audit information into a single repository to produce a
complete view of this business activity for auditors.

A centralized repository creates consistency of views; a single source for reporting which is
available both online and in batch; institutional controls, summarization of the data; high
level trending of audit anomalies, drill-down capability -- a layer at a time; a robust level of
reporting events with minimal overhead -- controlled by the auditor without DBA
involvement.

As data proliferates across the enterprise, centralization is integral to reducing auditing
costs and increasing productivity, creating easier and more thorough audits, thereby
reducing the risk of being out of compliance.
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2.4

2.5

Simplification

DB2 Audit Management Expert for z/OS reduces manual auditing and empowers non-
technical users to easily audit the data without requiring logins to each system.

In a traditional environment, auditors require logins to all the systems and require
authorization to access each of the DB2 subsystems. In large sites, setting up and keeping
track of all of these logins can be an administrative nightmare.

Auditors using DB2 Audit Management Expert for z/OS do not need to go to a large
number of sources to access data and they do not need user IDs for DB2 or the operating
system. They log into one place, DB2 Audit Management Expert for z/OS, to gain complete
visibility of all auditable objects. An auditor can display collected data for all DB2
subsystems, or just the images and DB2 subsystems of interest, all from the central
repository. The administration user interface, usually managed by the lead auditor,
provides the ability to assign auditor’'s access to the tool which in turn allows them access
to the repository data. For these reasons, DB2 Audit Management Expert for z/OS makes
auditing data much more manageable.

Segregation of Duties

Segregation of duties has always been a challenge to the auditing process. In general,
auditors usually depend on developers or database administrators (DBAS) to collect and
report information. As described in the Auditors Perspective section, the most critical
drawback with this approach pertains to the integrity of the data provided to the auditor.

DB2 Audit Management Expert for z/OS maintains the segregation of duties, resulting in
assurance of data integrity, which results in more accurate reports. This frees up DBAs to
perform their own duties and allows auditors to run audit reports independently of the
DBAs, resulting in easier, more accurate audits. Auditors now have the ability to adhere to
published industry standards and external auditing without relying on the personnel being
monitored.

The DB2 Audit Management Expert for z/OS administrator can specify how much visibility
each auditor has to the auditable objects.

Internal Security

DB2 Audit Management Expert for z/OS is well-suited to enforce controls that govern
DBAs, as well as to report on their activity. DBAs are trusted with sensitive data in order to
do their jobs. They need to be able to maintain, copy, and recover sensitive data, as well
as load and reorganize it, to name a few of their responsibilities. The continuous,
automated auditing provided by DB2 Audit Management Expert for z/OS removes the
opportunity to alter or even omit important data from the audit reports. Thus, an
independent audit mechanism in place of personnel involvement provides assurance that
reported data has not been modified. Consequently, the accuracy of data and reports is
more reliable.
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3.1

Best Practices

DB2 Audit Management Expert for z/OS 2.1 is a comprehensive auditing solution. Audit
Management Expert enables companies to easily segregate duties while providing
essential centralization of data and automation of the auditing processes in order to reduce
fraud exposures as well as the costs associated with manual auditing methods.

The following sections focus on best practices for ease of use and utmost value.

Planning for Installation

The installation process will proceed quickly and smoothly if you have all the necessary
information at hand before you begin.

3.1.1 Architecture

The audit server is a started task or batch job and the central control point for a DB2 Audit
Management Expert for z/OS network. A single audit server can support data collection
from multiple agents on multiple z/OS systems.

The agent is a started task or batch job and is responsible for communications in a DB2
Audit Management Expert for z/OS environment. It acts as a container to run the various
collectors. One agent is required for every DB2 subsystem you wish to audit.

The Audit SQL collector (ASC) collector is a started task that is started and stopped by the
agent. The ASC collector is used for collecting all reads and changes of audited objects.

Audit Management Expert provides two user interfaces:
= The administration user interface: used to set up administration items such as
userid’s, authorizations, agent settings, repository information, collection

specifications and more.

= The reporting user interface: used to display the audit data that was captured.
Batch jobs are also available.

The audit repository is a DB2 database and is used to store the audit data collected by
Audit Management Expert in DB2.

3.1.2 Port and Host Information

Three ports are required:
1. A port for the server to listen for the agent
2. A port for the server to listen to the clients
3. A port for the DB2 subsystem where the Audit Management Expert repository will
reside

Check with your TCP/IP Administrator to help you determine which ports are available.

10



Table 2 can be used as a worksheet for gathering the information you will need.

Table 2:  Information required during installation
Iltem Purpose Default My Value
For Server
agent-listener-port in | Same as server- | 52521
member ADHCFGS | port in member
ADHCFGA
client-listener-port in | Same as Admin 52522
member ADHCFGS | Client’s Settings:
Server port
For Agent
Server-address in Server host name | none
member ADHCFGA | or IP Address
server-port in Same as agent- 52521
member ADHCFGA | listener-port in
member
ADHCFGS
For Reporting
User
Interface
Settings: Server Same as server- | none
host host in member
ADHCFGA
Settings: Server port | Same as client- 52522
listener-port in
member
ADHCFGS
For Admin
User
Interface
Settings: Server Same as server- | none
host host in member
ADHCFGA
Settings: Server port | Same as client- 52522
listener-port in
member
ADHCFGS
Repository tab: Host | Network address | IPADDR in
Name of repository’s DISPLAY
DB2 subsystem DDF
Repository tab: Location of Run
Location repository’s DB2 | ADHDDLL
subsystem
Repository tab: Port | DB2 port for TCPPORT
reporting-to- in
repository DISPLAY
communication DDF
via JDBC

11



3.1.3 SMP/E

There are two FMIDs to install into the same zone:
= H35A210 DB2 Audit Management Expert for z/OS
= H25F132 FEC (acronym for IBM common code)

3.1.4 APF Library Authorization

DB2 Audit Management Expert for z/OS requires that the product LOAD and FEC LOAD
Library is APF authorized and every data set is allocated to the STEPLIB.

=  SADHLOAD - product LOAD library

= SFECLOAD — FEC LOAD library

3.1.5 Started Tasks
The following started tasks need to be configured:

The server is the central control point for a DB2 Audit Management Expert for z/OS
network. A single audit server can support data collection from multiple agents on multiple
z/0OS systems.

The agent is responsible for communications in a DB2 Audit Management Expert for z/OS
environment. The recommended name includes the DB2 subsystem ID (ssid). DB2 Audit
Management Expert for the z/OS requires one agent per DB2 subsystem to audit.

The ASC Collector is used to collect all reads and changes and is started and stopped by
the agent.

= The naming standard is ADHCssid, where ssid is the identifier of the DB2
subsystem to be monitored. The ssid also corresponds to the agent-monitor
parameter of the agent configuration file.

= The ASC started task must contain ADHPARMS DD that points to the DB2 Audit
Management Expert ASC configuration file.

= Can also be stopped by issuing the following command:
/P ADHCssid
where ssid is the identifier of the DB2 subsystem being monitored.

= ADHMSTR (the Master Address Space)

e  Starts during the initial start-up of the ASC Collector

* Runsfrom IPL to IPL

e Can be shut down for maintenance via the ADHMSTR shutdown
procedure

3.1.6 User IDs

Configuration of the user IDs and authorities follow:
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= The person installing the product requires SYSADM authority.

= The Server user ID requires:

o0 Unix System Services access by the product User Administrator
Procedures (UAP) which can be used to either create or reset the product
password

o OMVS segment in its RACF profile

0 SELECT/INSERT/UPDATE access to the repository tables

0 SYSCTRL as the primary auth ID with remote login privilege

= The Agent user ID can be the same as the Server user ID
0 Unix System Services access required by the UAP
o OMVS segment in its RACF profile
0 BPX.SERVER access (the BPX.SERVER FACILITY class profile is not
always defined)
SYSCTRL as the primary auth ID with remote login privilege
Package and plan access
Authority to use the dynamic LPA facility CSVDYLPA
Authority to submit batch jobs and run DB2 utilities
Authority to create DB2 Audit Management Expert for z/OS data sets and
user data sets

(el elNelNeolNe]

= Reporting/JDBC user ID
0 Requires authority to SELECT, UPDATE, INSERT and DELETE

= Log Analysis
0 The user must have authority to view a table (SELECT * access) for the
targeted tables
0 Authority to submit batch jobs
0 The Job card can be used in two ways:
= Use job card specified in the agent (optional)
=  Prompt for the TSO user ID
0 The user must have one of the following authorizations to produce a Log
Analysis report:
= RECOVERDB privilege for the database
= DBADM or DBCTRL authority for the database
» SYSCTRL or SYSADM authority

3.1.7 Repository Database

Create the DB2 Audit Management Expert for z/OS repository database
= The DDL to create the Audit Management Expert DB2 objects is shipped to install
into the IBM DB2 Tools SYSTOOLS database. An object creator schema name of
SYSTOOLS is used. This is the default but can be changed.
o If changed, the new name must be specified in the Agent and Server XML
configuration file

Create objects

= Tablespace, tables, indexes and, primary key
=  The default buffer pool is BPO with no compression

Views
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= The install of the repository creates views on most of the repository objects and
some on the DB2 Catalog objects

ALIAS

= Create DB2 Audit Management Expert for z/OS repository ALIASes for each
authid that runs the Agent, Server, or is used for the Reporting User Interface

JDBC.

= Have at hand the DB2 Audit Management Expert for z/OS repository database

name.

= Have at hand any USERID that submits the Agent or Server.

Run RUNSTATS after some data is collected

3.1.8 Product Data Sets

Several data sets are created for DB2 Audit Management Expert for z/OS as follows:
= The control file: a VSAM data set

o

IBM DB2 Audit Management Expert configuration information is stored in a
VSAM data set referred to as the product control file. This control file is
created using sample JCL shipped with Audit Management Expert.

If you have a single DB2 subsystem, both the agent and server can use
the same control file.

If you have two DB2 subsystems, both subsystems can be defined in the
same control file and both the server and agent can use the same control
file. Alternatively, they can use separate control files (depending on
whether or not you want to manage your subsystems from one control file,
or have separate control files for each subsystem).

If the agent is located in an LPAR that does not have access to the control
file that the server uses, then you must create a control file on the
subsystem where the agent resides.

Important: If the IBM DB2 Log Analysis Tool is in use at your installation,
you must use a separate VSAM control file for IBM DB2 Audit
Management Expert for z/OS. (The product control file created for use by
DB2 Audit Management Expert for z/OS cannot be shared by the Log
Analysis Tool.)

= ASC collection — VSAM data sets

(o]

The Audit SQL Collector (ASC) collector writes data to VSAM backstore
data sets that are tied together with a unique timestamp. New interval
VSAM data sets are allocated on an interval basis. The interval is defined
in the Administration UI.

= The VSAM data sets are created and deleted by the ASC collector
Each subsystem requires the creation of its own unique set of supporting
data sets

= DB2 Load Datasets — Physical Sequential data sets

(o]

The DB2 Audit Management Expert for z/OS Agent reads the VSAM
backstore data sets created by the ASC collector, and creates physical
sequential data sets that are used by the DB2 Load utility to load the audit
data into the product repository.
The DB2 load data sets are created, used and deleted by Agent
The DB2 load data sets are defined and named via the Administration Ul,
Agents tab.

= The DB2 subsystem ID (SSID) is appended to the high level

qualifier automatically

14



3.2

3.3

Repository

The repository should be located in a production DB2 subsystem. Ideally, it should be
separate from the monitored production subsystems and connected by fast network links.
For recommendations, see section 3.7, Securing and Monitoring the Audit Data.

The repository table spaces should have regular runstats, reorgs, and backups run like any
production data.

The default DDL to create the repository puts tables and indexes in Buffer Pool O (BPO)
and should be reviewed for what is best in your environment.

Repository data can grow quickly, especially if extraneous data is captured. For this
reason, it is important to establish a plan for archiving the data to be kept in order to satisfy
regulatory compliance rules.

The fast-growing tables are ADHEVENT, ADHEVENT_HOSTVS and
ADH_SUMMARYUPDATE. Consider using compression on these tables.

Availability of Audit Data

In general, audit data does not need to be available in real time. DB2 Audit Management
Expert for z/OS populates the repository in ‘near real-time’ as the actions occur and are
being captured. It is not possible to capture the data and populate the repository during an
off-peak shift. Depending on how often you want to view the audit data, DB2 Audit
Management Expert for z/OS parameters can be used to define how often to update the
DB2 Audit Management Expert for z/OS repository.

The raw DB2 audit data is loaded into data sets and memory where events will accumulate
before being loaded into the DB2 Audit Management Expert for z/OS repository. These
events are periodically loaded into the normalized audit data repository tables using DB2
LOAD. The frequency with which the events are loaded into the audit repository is
controlled by Agent settings shown below. The following agent settings can be found in the
Administration User Interface; Agents Tab under General Settings.

o Event Count — available in the ‘Memory’ section. Represents the number of audit
events that will be accumulated before they are loaded into the repository tables.
The value of the Event count can vary from 10 seconds to 10000 seconds (166.7
minutes) with a default value of 2507 (42 minutes). Values of 20 seconds or lower
should only be used for diagnostic purposes. Recommended setting for use during
product evaluations are shown in the Agent Configuration Tips section of this white
paper.

0 ASC Data Manager Interval — available in the ‘Time’ section. Represents the time
between reads of the ASC data files, when newly accumulated events are loaded
into the agent. The value can vary from 300 seconds (5 minutes) to a maximum
value of 1800 seconds (30 minutes) with a default value of 675 seconds (11.25
minutes). Recommended setting for use during product evaluations are shown in
the Agent Configuration Tips section of this white paper.

o0 Static SQL collection interval — available in the ‘Time’ section. Represents the time
(in seconds) between collections of static SQL from the DB2 catalog. The ASC
collector returns the package and section number, used by the agent to retrieve
the static SQL text from the DB2 catalog. Audit events will be loaded into the Audit
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3.4

Data Repository. The static SQL text will be loaded by the next run of the Static
SQL collector, which can vary from 600 seconds (10 minutes) to a maximum value
of 1800 seconds (30 minutes) with a default value of 900 seconds (15 minutes).

o Event Timeout - The maximum amount of time (in seconds) that an event is
expected to take being processed by the agent. The total time from an event taking
place in the monitored database until it appears in the audit repository is slightly
greater than the sum of the ASC Data manager Interval and the Event Timeout.
This time can vary from 60 seconds (1 minute) to a maximum value of 3600
seconds (60 minutes) with a default value of 945 seconds (15.75 minutes).

For more information, see the (Configuring the Agent section of the DB2 Audit
Management Expert for z/OS user’s guide.)

At periodic intervals, the server configuration parameter, summarizer-refresh-interval, is
used by the server to read selected audit data from the repository. It condenses the audit
data into a summary table, which is stored in the audit repository. This enables the
reporting user interface to display high-level statistics without having to read the entire set
of audit data. Some metrics are commonly reported, so putting those metrics into the
summary table makes them available without the user having to explicitly request them.

The summary table includes Access Attempts, Reads, Changes, Create, Alter and Drop,
Explicit Grant and Revoke, and Assignment or change of authorization 1D, IBM utility
access, DB2 commands, and other authorization failures.

This data is grouped by hour, day, week, month, successes, failures, AUTHIDSs, or plans.
For product evaluations, summary data may need to be available sooner. Recommended
settings for product evaluations are shown in “Server Configuration Tips”, section 3.4 of
this white paper.

Server Configuration Tips

This section contains recommendations for the server configuration settings. These
settings primarily define the z/OS DB2 subsystem, TCPIP ports, and how often data is
summarized. These thresholds can be set much lower during product evaluations to allow
the data to propagate to the reporting user interface much faster.

3.4.1 Local Environment Settings

The server configuration file needs to be updated to reflect the machine’s environment.
The agent- and client-listener ports may need to be changed to use available TCPIP port
numbers. The repository location is the DB2 subsystem.

<client-listener-port>52522</client-1listener-port>
<agent -l i stener-port>52521</agent-1|istener-port>
<server-repository>@1J</server-repository>
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3.5

3.4.2 Server Collection Settings

By default, the summary table will be populated every 30 minutes (1800 seconds). If you
are evaluating the product and want to see the data sooner, the time interval for refreshing
the summary table should be decreased to 300 seconds (5 minutes) to allow data to
display in the reporting user interface much faster.

<sumari zer-refresh-int erval >300</ sumari zer-refresh-int erval >

Agent Configuration Tips

This section contains recommendations for the Agent configuration settings. These
settings primarily apply to how often data is written to the repository. If you are evaluating
the product and want to see the data sooner, these settings need to be set much lower to
allow the data to propagate to the reporting user interface faster.

3.5.1 Local Environment Settings
The agent configuration file needs to be updated to reflect the machine’s environment.

e The server-port in the agent configuration file needs to match the port number
specified by the parameter ‘agent-listener-port’ in the server configuration file, as
shown below. The parameter ‘server-address’ is the system name or IP address
for the machine where the server is located.

The server configuration file:
<client-listener-port>52522</client-Ilistener-port>
<agent -l i stener-port>52521</agent-|istener-port>
<server-repository>@1J</server-repository>

The agent configuration file:

<server-address>rs25. conpanynane. conx/ server - addr ess>
<server-port>52521</ server-port>

<agent - noni t or >@1J</ agent - noni t or >
<server-repository>Q@1J</server-repository>

e The parameter ‘agent-monitor’ specifies the name of the monitored subsystem.

3.5.2 Agent Collection Settings

The default settings for the agent and server assume a "real" workload, and it may take
over 30 minutes for collected data to show up in the repository. If you are evaluating the
product and want the data to show up sooner, the agent Event Count, ASC Data Manager
Interval, and Static SQL collection interval should be decreased to a low number to allow
data to display in the reporting user interface much faster.

Decrease the Event Count to 20, ASC Data Manager Interval to 300 (seconds), and the
Static SQL collection interval to 600 (seconds) during the evaluation to decrease the
latency before the audit data displays.
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3.6

3.7

3.8

Stand-Alone Utilities

The DB2 audit trace does not provide detailed information on utilities. In general, utilities
just show the type of utility and who ran it, not what it was against. Utilities should be
restricted and subject to well-defined controls.

To track vendor utilities, add the vendor utility table to the list of tables being audited.

Securing and Monitoring the Audit Data

The auditor must have confidence that the audit data in the repository accurately reflects
the audited subsystems and has not been tampered with.

Ideally, the DB2 subsystem containing the repository should only contain the AME
repository to tightly control access by privileged users. This method helps ensure that the
AME repository that holds the collected audit data has not been tampered with and
provides segregation of duties. The installer should have initial access to set up AME and
that authority should be revoked thereafter and only granted when access is needed.

In addition, the DB2 Audit Management Expert repository should be audited to ensure no
one with authority has manipulated any audit data. Create a collection profile that monitors
repository table activity by any user ID other than server and agent. Caution: monitoring
sever and agent User IDs is recursive and will cause the repository to grow without limit.

The server, agents, and JDBC need different authorities. Use a separate user ID for each.
Give as little authority as possible to each necessary user ID.

o0 Server: See SAMPLIB members ADHGRTS (repository tables), ADHGRTPS
(packages) and ADHGRTQS (plans)

0 Agents: See SAMPLIB members ADHGRTA (repository tables) and ADHGRTQA
(plans)

0 Reporting user interface (JDBC): See SAMPLIB member ADHGRTR (repository
tables)

Do not give these user IDs additional authorities.

Data Collection Considerations

3.8.1 How Audit Data is Collected

DB2 Audit Management Expert for z/OS collects audit data using a proprietary SQL
collector, the DB2 Instrumental Facility Interface (IFl), and a log analysis facility.

0 The proprietary Audit SQL collector (ASC) captures all SELECTS (reads) and all
changes (UPDATE, INSERT, DELETE), dynamic and static SQL text and host
variables for each statement, and row count that SQL affects for DB2 tables.

o0 The IFI collector captures DDL: CREATE, ALTER(DB2 V9), DROP (audit flag is
required), authorization failures, grants and revokes, AUTHID changes, as well as
command and utility executions in DB2 systems for DB2 tables.

0 The log analysis facility captures before and after images for updates, after images
for inserts, and before images for deletes to rows in an audited table (on demand).
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The proprietary Audit SQL collector uses a collector developed in IBM’s DB2 Query
Monitor for z/OS. It is not necessary to have Query Monitor, but if you do, Query Monitor
and the ASC component of DB2 Audit Management Expert for z/OS will use a shared
master address space (shared collector) so that when both are running, the data is only
collected once. If Query Monitor is not running, the DB2 Audit Management Expert ASC
component starts the master address space. If the DB2 Audit Management Expert ASC
component finds the master address space, it uses the master address space started by
Query Monitor instead. If using both products, the overhead is significantly reduced by
using the shared address space.

3.8.2 What Data to Collect

A DB2 subsystem can process a huge amount of data. If DB2 Audit Management Expert
for z/OS were configured to capture all of that activity, it would incur unnecessary
overhead, require a huge repository, and most likely, not all of the captured activity would
be useful.

It is essential to audit only data of interest, such as any data that is sensitive in nature and
requires auditing. These are the activities that are truly useful to an auditor.

Audit data collection enables you to audit table access for everything listed below.
(Flexibility options allow you to collect all, or focus on one area, such as change of
authorization or updates.)

All SELECTS (reads)

All changes (UPDATE, INSERT, DELETE)

CREATE, ALTER, DRORP (first in UOW)

Explicit GRANT and REVOKE operations

IBM utility access

Vendor utilities when the utility table is added to the list of tables being audited

DB2 commands entered

Before and After images of changes (UPDATE), after images of INSERT, and before

images of DELETE) to tables

= Dynamic and Static SQL text for each statement and row count that SQL statement
affects

= Host variable value for each statement and row count that SQL statement affects

= Assignment or modification of an authorization 1D

= Authorization failures

Audit Management Expert gives auditors a centralized repository with the information they
require about who performed what activity, as well as where, when, and how it was
performed. Auditors can find out who read sensitive databases, who updated sensitive
databases, and even see the before and after images so they know what was changed.

3.8.3 Controlling Data Collection

Filtering capability is available on both the collection side (before the data has been written
to the repository), and on the reporting side (after the data has been collected and stored in
the repository). It is wise to filter on the collection side instead of the reporting side to
ensure that unnecessary data is not written to the repository.
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3.9

Collection filters to reduce the audit data to a useful subset

The DB2 Audit Management Expert for z/OS administrator controls the amount of data
collected and stored in its audit repository using a collection profile. With this collection
profile you can collect a subset of the audit activity by filtering for any of the following:

= Time

= General Audits — All failed authorizations, successful and failed authid changes, grants
and revokes, IBM DB2 utilities, DB2 commands

Reads

Changes

AUTHIDs

Tables

Plans

WorkstationName

WorkstationTrans

Use of Includes and/or Excludes

A major performance advantage of DB2 Audit Management Expert for z/OS is its ability to
include and exclude data in a collection profile. For example, if we are sure that package A
accesses table B securely, we may want to exclude that plan from the collection profile.
The input/output (I/O) to the repository will be correspondingly reduced, and the overall
performance of DB2 AME for z/OS improved. Consider when there are a million accesses
and a large number of includes and/or excludes — in this case, saving the 1/O to the
repository is highly beneficial.

Including and excluding will increase CPU usage slightly, but from initial performance tests,
the CPU usage of the DB2 AME agent was a small percentage of the total processing.
Ultimately, it is more efficient to use CPU filtering to exclude an unwanted event instead of
inserting it into the repository.

DB2 Load Facility

DB2 Audit Management Expert for z/OS reads the VSAM backstore data sets created by
the ASC collector, and creates physical sequential data sets that are used by the DB2
Load utility to load the audit data into the product repository. The DB2 load data sets are
created, used, and deleted by the Agent. In the event of a DB2 Load failure, the agent
attempts to resubmit the job up to the retry count. If the retry count is reached and the job
has still not completed, the agent terminates and operator intervention is required.

To reduce DB2 Load failures:

= Double check the DB2 Load job card found in the Administration User Interface
within the Agent Editor, JCL panel for accuracy.

= Ensure the repository has enough space available to load the audit data

= Ensure the DB2 system is configured correctly

The DB2 Load facility can be set by using the Agent Editor within the Administration User
Interface. The Agent Editor provides the ability to set several parameters for the DB2 Load
facility, such as:
= LSretention count — set the number of generations of files from the DB2LOAD
process to keep on disk
= Dataset HLQ - set the DB2LOAD data set high-level qualifier(HLQ).Note: It is
recommended that the installation’s security software product (i.e. RACF or
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equivalent) be configured so that all data sets created using this HLQ are
protected against unauthorized access.

= Space allocation parameters and SMS class settings — ensure these are set
correctly.

= Job Retry Count - set the maximum number of times to submit a DB2LOAD job
that has failed.

= Job Retry Wait—set the amount of time to wait (in seconds) before retrying a
DB2LOAD job that has failed.

= DB2LOAD JCL JOB Card - specify the JOB Card for the DB2LOAD submitted
jobs.

3.10 Reporting

3.10.1 Filtering in the Reporting User Interface

Data that has been collected and stored in the repository can be filtered using the
Reporting User Interface. The auditor can view a subset of the collected data by filtering on
any of the following:

Time
Authid
PLANS
Objects: Table/tablespace
Event type (Authorizations/AuthidChanges/Grants/Revokes/Utilities/DB2 Commands)
Object (reads/changes)
Subsystem
Connections
o Type: Batch, TSO, DB2, Server, Utility, etc.
o Network IP
0 Requester location
=  WorkstationName
=  WorkstationTrans

3.10.2 Batch Reports

There are six batch reports that can be used to display data of interest. Reports can be run
for a specific day or date range. This enables a report to be produced weekly, for example,
by either running the batch report manually, or automating the process through the system
scheduler. The following reports are available:

TABLES - Objects Referenced by User

UTILITIES - Utilities Used By User

TABUTILS - Utilities and Objects Referenced By User
AUTHATTEMPT - Authorization / Changes By User
AUTHFAIL - Authorization Failures By User

0 AUTHALL - All Authorization Attempts By User

O O0OOo0OOo0Oo

This white paper will show the example of monitoring two SYSADM users, CSKELL and
CSREGG and their activity against sensitive tables, CREDIT_AUTH_SYS.CSCART and
PRDAO01.CSAUDL. For this specific batch report, the auditor is attempting to find out what
actions the user “CSKELL" is taking against sensitive table “PRDA01.CSAUD1".
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The batch report produced is 134 bytes wide.

// RUN EXEC PGVEADH@REP,
/1 PARME' QQ1J'
[/ STEPLI B DD DI SP=SHR, DSN=RSQA. ADH210. | BMIAPE. SADHLQAD
/1 DD DI SP=SHR, DSN=DSN. V910. SDSNLCAD
/| ADHPARMS DD DI SP=SHR, DSN=RSQA. ADH210. RS25Q01J. CONTROL
/I ADHREPRT DD  SYSOUT=*
// ADHPRI NT DD  SYSOUT=*
[/ SYSUDUMP DD  SYSOUT=*
[/ ADHCFG DD *
STARTDATE " 2008-05-01"
ENDDATE " 2008- 05- 01"
REPORT TABLES
USERI D CSKELL
OMNERNAMVE PRDAO1
OBJECTNAME CSAUDL

Only a partial report is shown below. This report shows that an update was made by
SYSADM user CSKELL for schema/table PRDA01.CSAUD1, and updated in batch. To find
out more information, run the log analysis feature of DB2 Audit Management Expert for
z/OS to find out what specifically was changed. This will allow you to view before and after
images of the table. An example of a log analysis report is provided in section 5.2.4 of this
white paper, under the Reporting user interface.

DB2 Audit Management Expert
Objects Referenced By User

Event Type Context Type Event Timestamp Correlation Id

00143 TABLE UPDATE 2008-05-01 -13.45.00.539091 0

User Id Original Op Id End User Id End User Trans Name End User Workstation Name
CSKELL CSKELL N/A N/A N/A

Container Schema Name Object Name Object Type Database Id

CSAUD1## PRDAO1 CSAUD1 TABLE/VIEW CSKELLD

Source Database Application Id Application Nm Subsystem Connection Correlationld Server Name

N/A N/A N/A Q91J BATCH CSKELLUP N/A N/A CSKELL
Schema Name Plan
PDBATE DSN@EP2L DSNTEP9
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4 Administration User Interface

There are many tasks that can be accomplished with the DB2 Audit Management Expert
Administration for z/OS User Interface. This section walks you through a scenario that
monitors the activities of two SYSADM users, CSREGG, and CSKELL, against sensitive
tables, PRDA01.CSAUD1 and CREDIT_AUTH_SYS.CSCART.

4.1 Logging in to the Administration User Interface

#|1BM DB2 Audit Management Expert Administration v2.1 ] - |g|11

. Select the Server
to connect to or

. Define Servers

. Enter Userid and
Password

. Click the Login
button to log in
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4.2

4.3

Add Users and Groups

DB2 Audit Management Expert for z/OS Administration user interface provides the ability
to create users, assign permissions to users, edit users, clone (copy) users, and delete
users. Users and groups are created in and used by DB2 Audit Management Expert for
z/OS and are different from TSO user IDs (e.g. CSREGG and CSKELL). The process of
adding Users and Groups is not demonstrated in this white paper; see the DB2 Audit
Management Expert for z/OS User’'s Guide for more information.

Agents

The Agents tab is critical to the collection and success of DB2 Audit Management Expert
for z/OS. On the left hand side of the screen, it contains tabs for agent Status, as well as
the following tab options:

The General settings tab controls both memory (how much memory is used by the agent)
and latency (how often data is written to the AME repository). See sections 3.3 Availability
of Audit Data, and 3.5 Agent Collection Settings for more information.

The DB2LOAD tab allows the high level qualifier of the DB2 Load files to be entered, and
contains the space allocation parameters and SMS class settings, as well as other setting
options. See section 3.9 DB2 Load Facility for more information.

The JCL tab allows job cards to be entered, for use with Log Analysis (optional), and DB2
Load (required).

DBZLOAD The agent collects audit date about the monitored DB2. The log level determines the amount of information about
execution of the agent that is generated while the agent runs. The log level does not affect the audit

Agent B Rrs25:031)

05 2105

Datsbass  DB2

Stalus  Collesting

Colector  IFl ASC

ensbled [ v

LogLevel [INFD =

Finish Cancel
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4.3.1 Check Agent Status

Check the agent status by selecting the ‘Agents’ tab. If the agent status is not in the
collecting state, make sure that the agent configuration file is properly set up and that the
agent has been started. Also, check the agent log file to make sure that no errors have
occurred after startup. For more information on properly configuring the agent configuration
file and diagnosing the agent log file, please refer to the DB2 Audit Management Expert for
z/OS User’s Guide.

#(1BM DB2 Audit Management Expert Administration v2.1 adhadmin@ADH-Q913
File Edt Settings Help
Usetsl Em@éwﬂh@hﬂection Pmﬂas] Collectimsl Mhorizationsl Fie;mitoryl

Type | Agent | State | Log Level | IFI ASC |
FH  |RS25.091 | Collecting INFO | ~ _ ~ |

Click on the Agents
Tab and make sure
the agent is active

and collecting data.

Edit I Refresh I
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Create a Collection Profile

The collection profile in this example monitors the activities of two SYSADM users,
CSREGG and CSKELL, against sensitive tables PRDA01.CSAUD1 and
CREDIT_AUTH_SYS.CSCART. In the Administration Ul, click on the ‘Collection Profiles’
tab (captured below) and click, Add.

#1BM DB2 Audit Management Expert Administration ¥2.1 adhadmin@ADH-0913 I | Dlé]
File Edt Seftings Help
Users| Groups | Callecticin ions | Authorizations | Repositary |
Profile Name Desciiplieg Last Modiied Rules | Active Cob
DE2Stess1000 fior strezs testing \ 2008-04-18 07.46:22 1 0 -
GafnTest \/2008-04-21 02:45:04 1 0
ProfZTest01 0418 03:00:33 1 0
ProfZTest02 -18 03:01:13 1 0
Prof2Test03 2008-04-T8,02:01:53 1 0
ProfZTest04 20080418 03Q2.36 1 0
ProfZTest05 2008041803038 |2 0
ProfZTest06 20080418 03:04:25 N\ |2 0
ProfZTest0? 20080418 030558 0
ProfZTest08 2008-04-18 02:08:42 2N\ 0
ProfZTest03 20080418 0311:25 2 N\ o
ProfZTest10 20080418 031235 1 N 1. Add a collection
ProfZTest11 20080418 031433 2 . B
FroiZTesti2 20080418031632 |2 profile by selecting
ProiZTest13 2008-04-18 031807 1 the Collection
ProfZTest14 2008-04-18 03:20:58 2 Profiles tab
ProiZTest15 20080418 03:2255 1 .
ProiZTest6 0080418032547 |2 A 2. Click the Add

ProfiZTest17 20080418 03:27-46 i/ button
IEmrzrems 20080418 03:30.14 2/ T
ProfZTest19 2008-04-18 03:31:27 w 0
(391J_Profile test BKE431S 20080417 17.05:38 2 0

SLShess1 fior stress testing 2008-04- 5 1 0 ﬂ
- - it e — -

k add | ) Edt | dore | D || Retesh |

_—




Specify a profile name and add a meaningful description, as shown below. In this example,

a profile name of “Track SYSADM" has been specified. The ‘Next>" button takes you

through each screen.

@ Collection Profile Wizard

v Rule 1
Schedule
General
Targets iption for this collection profile. The name must be unique to this
Events profile. Later steps provide the \gpportunity to specify what is to be audited by this collection
Ideniity profile.
Flans

Summaty

Desciipbon [Speciic Users

New Rule Delete Hile Mest > Finish Cancel

®|Collection Profile Wizard
Track SY5.

Souce [f Rs25081
¥ Rue
Schedule
General
Taigets
Events
—Ideniiy
- Plans
Summary

The source will serve ab.a template for the profile. Quantities from the source will be used to
populate choices for fields“within the profile. These quantities can alsoc be entered directly and are
not limited to the presented chdices.

Select the system and

DB2 subsystem pair as

the source for the collection
profile so that the appropriate
objects will subsequently

be displayed for you to select
from.

NewRue | | DeeizFlile | Heit » Frish |
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4.4.1 Adding Rules to the Collection Profile

The rules determine how DB2 Audit Management Expert for z/OS performs auditing. Rules
are simply criteria on which the DB2 data will be collected. One or more rules comprise a
collection profile. Only one collection profile can be active at a time, so you may have one
collection profile with many rules.

The sub-classifications under Rulel (in the tree view on the left hand side of the screen
capture below) represent subsequent panels containing parameters that need to be
defined. The ‘Next>' button takes you through each screen. Adding another rule is
described in section 4.4.8. Enter a rule name, provide a description, and then click next.

® Collection Profile Wizard

Track 5Y5.
Source
-
Schedule
General
- Tagets
Events
Identity
Plans
Summary

—loix]

Rule Name [Rule 1

ption | Track CSREGG and CSKELL - 2 SYSADM users /

New Rule Delete Rule < Back Neat > Finish Cancel
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4.4.2 Determine the Collection Profile Schedule

A schedule within a collection profile is a time-frame within which audit data should be
collected for the monitored DB2 activity. Determine the collection profile schedule and click
Next.

@ Collection Profile Wizard

—iolxl

ITrack 5Y5...
Source

New Fule Delsts R <Back | Frish Cancel
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4.4.3 General Audits

The General Audits screen contains items that can potentially be audited, for example, you
may want to collect data for all users across the entire subsystem for actions such as
Authorization Failures, Connect Failures, etc. When you select an item in General Audits, it

will be collected for all users.

This example shows collection of data for users CSREGG and CSKELL. If the General
Audits items are not selected, they will not be collected for users CSREGG and CSKELL
either. Further ahead on the Identity screen (see section 4.4.6), we will be given the
opportunity to refine the current audit rule to filter audited events based on selected users,
in our case CSREGG and CSKELL.. After filling out the General Audits panel, click ‘Next>'.

# Collection Profile Wizard - o
[Track 5Y5.
S General Audils
- Rus?
Schedule ¥ Al failed authorizations
S ¥ Successful authid changes
Targels
Everts ¢ Failed authid changes
Identity
Plans [V Grants and revokes
Summary
[ 18M DB2 utiities
¥ DB2 commands
News Rule Delets Rule < Back l TN — —
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4.4.4 Select Targets

DB2 Audit Management Expert for z/OS allows you to select audited targets from a list of
available tables within the source DB2 subsystem. Targets are simply the individual tables
within the databases in the specified subsystem you wish to audit. Targets from multiple
schemas can be added to a rule by selecting a table(s), adding the table(s) to the list of
Audited Targets, and repeating the process for another schema.

In the example below, a partial schema name of CRED% is entered followed by the % to
indicate a mask. Click ‘Refresh’ to display the matching schemas. The ‘Name’ field (below
the ‘Schema’ name) represents a table name. To monitor all tables for a particular schema,
leave the 'Name' field blank. Highlight the row with the desired schema / table name and
click the ‘Add’ button in the middle of the screen. It is grayed out in this example because
the line with the schema / table name has not yet been selected.

(ol
Track 5Y5.. Tables |
Souice
v Aue1 Taget Fiter Audted targels
Schedule = | N
Bieidl Schema [CREDX ype o lame
Everts
Ideniity
Plans
Summary Known targets dd
e .. N L. s e |
< 2] CREDIT_AUTH... CSCART %)
T —— .
Other targets
Type  Schema MName
== |
New Rule Deletefide | <Back | Net> Frish Cancel
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The selected table within the specified schema has been added to the Audited Targets list.
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If you have another target that you want to add to this rule, type in the schema or table
name and click ‘Refresh’. Then highlight the desired row within the 'Known Targets' list,

and click the ‘Add’ button.
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445 Events

Below you will see that both sensitive tables described earlier have been added. To track
reads and changes for the specified SYSADM users, check both boxes. Reads and
Changes are captured using the ASC Collector. If these boxes are checked, and the audit
trace (IFI) has been enabled, then CREATE, ALTER, and DROPS are also captured if the
ALTER AUDIT ALL has been issued for the audited tables (one exception, ALTERS are
only collected for DB2 V9). If Reads and Changes are captured through the ASC Collector,
they will not be collected by the IFI. If reads and changes are not checked, CREATE,
ALTER, and DROPS are not captured either.

=i0lxl
k575 Tae | —

< :”Zcf Type | Schema | Mame | _~—_ Reats [ Changes |
L Schedds BE  CREDIT_ALTH_5YS |CSCART [ [ | 3
PRDADT CSAUDT ~ 2

General
Taigels
Events
Idenity
Flans
Summary

New Rule Delete Rule %

Next > Finish Cancel

4.4.6 Include or Exclude by Identity

A collection profile can be set up to include (monitor) or exclude events for specific user
(AuthIDs), by a specific workstation user ID (WSNAME), or those associated with a specific
workstation transaction (WSTran).

If you do not select any events to be included or excluded, the default is to collect for all
AuthlDs, workstations, and workstation transactions. However, it should be noted that if, for
example, you include one specific AuthlD, then only data for that AuthID is collected and
any others are implicitly excluded.

Warning: If you audit the repository tables, you should not monitor transactions for the user
IDs running the agent and server. Monitoring sever and agent User IDs is recursive and
will cause the repository to grow without limit.

The data used to populate the lists of AuthIDs is retrieved from the
SYSIBM.SYSUSERAUTH table and includes all users. The data used to populate the lists
of workstations, and workstation transactions comes from audit data already collected by
DB2 Audit Management Expert for z/OS. The first time you create a collection profile there
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will be no data in the repository, so these lists will be empty. If you wish to include or
exclude a specific name, type it in the ‘other’ text field at the bottom of the screen and click
‘Add Other'.

The following screen shot shows all known Authid’s for DB2 subsystem Q19. This example
demonstrates a request to audit privileged (SYSADM) users, CSKELL and CSREGG. To
audit these specific users, highlight the user and click ‘Add’ shown in the middle column of
the screen to the right of the highlighted CSKELL.

@ Collection Profile Wizpfd

|Track 575...
Source

¥ Rue1 Known authids Inchuded authids

- Schedule
enerd CSHOWA 2| & Included

CSHOW A4

Targets ¢ Excluded
L Evenis CSIVAN

CSIVANA
o 4

Plars CSJENNA

Summary
< USTA T

CSKOND
CSKONDA
CSKRAY
CSKRAYA
CSKUAN Excluded authids
CSKUANA Aemove

CSKUMA
CSKUMAA
CSKURA
CSKUR&&
CSLIMO
CSLIVI
CSLIVIA
CSLOBA

Shame | WSTran|

CSLOBAA
CS1INE

Other suthids

New Ruls Delete Rule < Back Next > Finish Cancel

These users are now shown in the ‘Included authids’ list. Click ‘Finish’.

® Collection Profile Wizafd =10l x|

Track 5v5 W Name | WSTran|
Source
¥ Rue1 Known authids Included authids

[ gd‘ed“'e CSHIKDA =] & Inchudsd CSKELL

eneial

Tagets CSOLGA CSREGG
[ pvanss gg;g:g € Excluded

CSPARRA
o corene 4

CSPEREA.

copEsT s
CSPESTA [
CSPITT
csPiTTa
CopLvA
CSPLYAA
CSPOTA
CSREGGA Fuckirled suttids
CSROAR
CSROARA
CsRvzH
CSRYZHA
CSSELN
CssELNA
Cs5HAG
CSSHEM
CSSHEMA
CSSMIR
CSSMIRA.

Othes suthids

New Rule Delete Rule < Back I Mext » Finish Cancel
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4.4.7 Include or Exclude by Plan

The Plans page of the collection profile enables you to include or exclude specific plans from
the rule.

4.4.8 Collection Profile Summary

The final page of the collection profile enables you to view a summary of the collection profile.

® Collection Profile Wizard
ITrack 55,
o . B
¥ Rule 1
Schedule Track CSREGG and CSKELL - 2 SYSADM users
~General
Targels Schedule
Events
Identity
-—Plans
Summary|

Always active.

A failed authorizations
# Successful authid changes

# Failed authid changes

# Successful grants and revokes
# [BM DB2 utilities

# DB2 commands

Audited Tables
Schema Name |Audit reads | Audit changes
CREDIT_AUTH_SYS |CSCART |true true
PRDAD! CSAUDI [true we /[
Included AuthiDs
# CSKELL
CSREGG
Ry ———

T Wewhus || = DeleleRue <Back Finish Cancel




Now that the collection profile has been created, go to the ‘Collections’ tab and click ‘Add’

to add a new active collection with the newly created collection profile.

# 1BM DB2 Audit Management Expert Administration v2.1 adhadmin@ADH-091] =18] x|
Fie Edt Sefings Help P
Users | Groups| Agents| Cuuec&Pmﬁn \E-D‘GQMKEDAuhoﬁmml Repostary | 7 N\
ProfleName == Apples to yA| \ Status Since
[DB25tress1000 R525091) [Inactive 20080418 132815
SLSuessT 'RS25.0910 [Inactive ZQOS-M‘IBI&QQT
SLStess1 23 |H\RSE5.091] [Inact 20080421 01:3713
TestCaselznew |l Re25a91 [ 04
TestCase3new s GECSPEIN [Inactive 0421 :
GalnTest i As2h91) [Inactive 20080421 032138
TestCase_new i RS2 Inactive 2008-04-21 07.36:07
add | Edt || Cene || Deele | Refesh |

Select the profile name from the drop down list, as shown below, and press ‘OK’.

®|Collection Editor =10l x|

Collections associate collection profiles with specific systems. The profile name
specifies the collection profile. The status indicates whether the association is
active or inactive. The applies to field specifies the system to which the named

collection profile is to he applied. Making & collection active trigogers auditing.

Frafile Mame ||l

Status IActive LI

&pplies o |E@ RS25.91J -]

oK | Cancel |
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ASC Collector is used

A

In the following screen shot, note that the collection profile, “Track SYSADM”, is now
active, and audit data is being collected for that collection profile

anagement Expert Administration v2.1 adhadmin@ADH-Q91)

e RS25091
RS25Q91
R525:091
RS25.Q91
RS25.091
RS525:091J
RS25091
RS25.091

o Yo N B Yo N Bomr | Y




4.5

4.6

Authorizations Tab

Authorizations describe which audit data, once collected, can be viewed by associated
users or groups. From the administration interface ‘Authorizations’ tab, administrators can
create authorizations, edit authorizations, clone authorizations, delete authorizations, and
view which users have active (or inactive) authorizations for a particular database.

For each authorization, the ‘Authorizations’ tab displays the user (or group) that has
authorization, the database to which the authorization is applied, whether or not the
authorization is active, and the date of the last status change.

Note: Click ‘Refresh’ from the ‘Authorizations’ tab to update the data display prior to
adding, editing, cloning, or deleting authorizations. Clicking ‘Refresh’ clears the current
data and queries the server for updates to enable you to view the latest data.

File Edd Settings Helo

Usets| Gloupsl Agerlx] Callection Pmliesl Collect U"MI 3 osl‘huly[
Uzer or Group I Apples lov Status ] Since I
lirnited | RAS25:0591) Inactive |2008-04-18 03:43:08
adhlimited |l RS25:091 |Active |2008-04-18 03:36:29
rir =l RS25:.091) Active 2008-04-18 03:36:56
adrmin i 3 [Active |2008-0418 03:33.57

adhadmin 525:0591) Active 20080418

Add Edit Clone Delete Refresh

Repository Tab

The Repository screen needs to be filled out so that DB2 Audit Management Expert for
z/OS can use the supplied connection information to access the collected data from within
the reporting Ul and display reports.

Under the Repository Tab, set the User ID that will be used by the Reporting client to
access audit data in the AME repository.

This User ID must be the Reporting/JDBC User ID established when the server was
installed, or a user granted the same privileges. This User ID must also be the target of the
‘CREATE ALIASES’ install step.
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This User ID can also be used to run Log Analysis if the Log Analysis jobcard was supplied
in the Agents tab: Agent Editor; JCL panel. In this case, this User ID needs authority on the

objects being checked in the DB2 log.

If the TSO password is an expiring password, the Administration User Interface Repository
tab needs to be updated with the new password when changed. If the Administrator forgets

to update the password in the repository tab, the next person who tries to Login to the
Report User Interface will get an error message that mentions the likely cause. Simply
update the password and the next person that tries to Login to the Reporting User Interface
will be able to Login successfully. DB2 Audit Management Expert for z/OS stores the

HASH of the password.

The Port number and location are of the DB2 SSID the repository is on and not the ports
defined in server/agent config. Port number and location can be found by looking at the

DB2 SSID’s Master and search for port or location.

#®|1BM DB2 Audit Management Expert Administration v2.1 adhadmin Q911 = Elﬂ
File Edt Settings Help

Users | Groups | Agents| Collection Profiles | Callections | Authoriati

This information is used by the reporting client to access audit data in the
repository. The UserID must be the Reporting/JDBEC user ID established when the
server was installed, or a user granted the same privileges. The Host Name is the
name of the server where the server is installed. The location is the DBZ location
of the Audit Management Expert repository. The Port is the JDBC port for the audit
data repository. For additional information see the Granting Audit Management
Expert privileges and the Editing JDBC connection information sections of the
users guide.

UsellD CSLIVIA

Password ™
Host Mame R525
Location RS525Q91J
Poit 3660

Edit | Refiesh I
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5.1

5.2

Reporting User Interface

Logging in to the Reporting User Interface

To log in to the Reporting User Interface, select the ‘Settings’ tab and select a host, or
select, ‘Define Servers’ and fill in the fields. ‘Server host’ is the name of the system running
the server’, and ‘Server port’ is the port on which the server is listening for connections.
Enter a User Name and password and click the ‘Login’.

®/|DB2 Audit Management Expert Reporter v2.1 S -|a]x

Fie | Saltings  Hep

log  ADH-B4A
ADH.CT1A
ADH-DB1A

Uses Name [adhaduint

Password I xxxxxxx

en| s

DB2 Systems Level 1 - Overview

The example below shows the overview display. To get to the overview display, select the,
‘>Overview’ tab under DB2 SYSTEMS. The overview is considered a level 1 report and is
displayed in the lower left hand corner of the screen. From here you can view all of the
subsystems currently being monitored, based on summarized audit data placed in
summary tables. The ‘Subsystem’ tab is considered a Level 2 report which drills down
further.

Level 1 and level 2 reports are created by using the summarization tables. These reports
are summarized by AUTHID and PLANS and are the only filters available on these levels.
The '‘OJBECTS' tab, Level 3, contains the object details. Level 3 has extensive filtering
capability as the reports are run against the underlying audit records, and not the summary
tables.

In the following example, data is shown for one DB2 subsystem, Q91J. If multiple DB2
subsystems were monitored and there was data collected for them, a box would be
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displayed for each DB2 subsystem. The checkmarks within the box display threshold
criteria that you can set. Each checkmark has a corresponding letter, which is shown in the
legend at the top of the screen. The default threshold for each activity is 500. This example
shows the monitoring of specific users and the desire to audit all activities performed by the
specific users against a couple of sensitive tables, so we are not watching or modifying
thresholds.

To review data for a specific day or date range, click on the calendar tab on the left to
change the date. You can also change the ‘From’ or ‘To’ dates, or both. Clicking on the
‘>Available Dates’ link at the bottom of the subsystem box will pre-fill the date range with
the displayed values. Note: the ‘Refresh’ button on the bottom left is now outlined in red.
Click it to refresh the data for the selected date range.

B DB2 Audit Management Expert Reporter v2.1 =8| x

File Reports Seftings Help
Login Repottn | Log |

|@haaq

DB2 SYSTEMS OBJECTS Veelcome adhadmin

> Overview  Subsystem

Report Opti 3. Accass Altempts b. Read of Audited Object . Change of Audied Object

Critical  Warning  Normal

& Range:
o Ec' x|

Thu, tha
4] weam

CREATE, ALTER and DROP &, Expliit GRANT and REVOKE F. Assignrnent or change of suthorization 10 X N |
J

9. 1eMNity Access h, DB2 Commands i, Other Authorization F aiures.

psystem: RS25:Q91J

Thu, 11a 2 3 . V'J b. V’ e ¢
141 152 133 174 IE5 1% }g
srazzzx| <V -V
aE— i a \/ h \/J W \/_ |

‘ = Awailable Dates: 2008-4-17 to 2008-5-1
T

Activity Type:
Al -

Sat time period to check for Threshold:
Lo} -

|Connected to ADH-031J Reoorting
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By right clicking anywhere on the screen, a pop-up menu appears that will let you navigate
to any report. Note the Copy and Print options on the right. By selecting ‘Copy’ the entire
screen is captured and can be pasted anywhere. By selecting ‘Print’ the entire screen is
sent to the specified printer.

B DB2 Audit Management Expert Reporter v2.1 =181
File Reports Seftings Help

DB2 SYSTEMS 0 \UDIT MANAGEME (REF =]

> Overview  Subsystem

Report Options: a. Access Attempts b. Read of Audited Object €. Change of Audited Object Critical  Warning  Normal
Date Renger d.CREATE, ALTER s0d DROP o, Explct GRANT and REVOKE . Assignment or change of authorization ID x A v
From: [Calendae _— 9 T8M ity Access h. DB2 Commands i Other Authorization Failure:

Thu, May 1. 2008 m

Subsystem: RS25:Q91J
Tot ‘Cimdlrbj

Hour: o 16 e Y,

The may 12008 [5E] A |

[ Last Summary Table Update: 05-24-2008 1446 ‘ 4 V o« b k V
[ el

‘ a \/ LI S P

> Avalable Dates:

<<

ysten Overview

o417 to zooars—r; Level2. Subsystem Summary B2 Copy
Level3: Subsystem Detall- Access Attempts N
Level3: Subsystem Detail- Read of Audted Object

Activity Type: Level3: Subsystem Detail- Change of Aucdted Object

]'F—j Leveld Subsystem Detall- Creats, Alter and Drop

Level3: Subsystem Detail- Explicit Grart and Revoke.

Level3: Subsystem Detail- Assignmert or change of auth. ID

Level3: Subsystem Delail- IBM Uiy Access

Level3: Subsystem Detail- DB2 Commands

Level3: Subsystem Detail- Other Authorizetion Faiures

Level3: Subsystem Detail- Objects

¥

Set time period to check for Threshold:
C e ur

Leveld: Subsystem Detail- Al “silures
Filter Options... Refresh Collection History
Edit Thresholds... Collection History &
| Leveli_Overview | & o]
a9 [08s [0z

[Connected o ADH-031) Reporing
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This example focuses on SYSADM users CSREGG and CSKELL, so a filter is added to
focus only on those two users. To report on all SYSADM users, a user ID mask can be

used. Level 1 and level 2 reports can be skipped and you can go directly to the detailed
information in the Level 3 reports and create a Level 3 filter for those users if so desired.

By default, this filter will apply across reports of all levels, level 1 ‘Overview’, level 2
‘Subsystem’, and level 3 ‘Detail reports’. If you create an AUTHID level 1 filter, it will be
used on level 2 and level 3 reports, unless the checkbox ‘Use This Filter on All reports’ is
unchecked (see screen shot below). Filters that only apply to level 3 such as the addition of
table names, as one example, are used across all level 3 reports in the same fashion.

¥ Report Filter for Subsystem: Levell: All Subsystems x|
B ReportFiter Connector: AUTHID Fiter:
B  &nd O Selected AUTHID
. Avaiable AUTHID 4 CsKELL @ Includs
———— CSREGG
Othes ADHSPSRY A} " Exclude
BT Plans (AND) ;i
Filter Summary Hemaye
FRemove All
Other AUTHID Dptions:
POWEATH
Filter Available AUTHID
Operator:
s  IsNot
[statting with 4| & And oo
Refn - Dperator
Other Options: &l € lsNot
[ Populate Available List At Load Time
[starting with =]
5 3 o Not Use This Filter
™ Hide Unused And Disabled Fiters < I Add
I~ Ory Display Universal Fiters [V Use This Fiter On All Repoits (Universal Filtes) f |

Fol | Cexr | Cancel | 0K | Heb |
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5.2.1 Add a Level 1 Filter

To add a filter, click the ‘Filter Options’, button in the lower left hand corner.

/|DB2 Audit Management Expert Reporter v2.1 =181

Fla Baneds SaMis Lok
Fis Reports Ssltings Heip

Login Repoting | Log Anaksie|

[@xjaaa

DB2 SYSTEMS AUDIT MANA: { CE -]
> Overview  Subsystem
Report Options: 2. Access Attempts b. Read of Audited Object ¢. Change of Audited Object Critical | Warning  Normal
Date Range: d. CREATE, ALTER and DROP . Explicit GRANT and REVOKE F, Assignmant or change of authorization 1D x & ﬁ
From: | Calendar > | » g, 1M Uity Access h. D2 Cornmands i. Other Authorization F aiures
Thu, May 1, 2008 e
Subsystem: RS25:Q91J
I
L T |y | e |
Tho sy 1,200 [FEE] v v "V
[ st Sumenary Table Updat & \/ . V R /
| | !
e V b V z
s =l | ]
plied ‘ » Avalable Datess 2008417 o 2008523 e e e T s B3 copy

Level3: Subsystem Detai- Access Attempts Ehprint

Level3: Subsystem Detai- Read of Audted Object
Activity Type: Level3: Subsystem Detai- Change of Audted Object
All - Level3: Subsystem Detail- Create, Alter and Drop

Level3: Subsystem Detai- Explicit Grant and Revoke
Set time period to check for Threshold:
0 Every Hour Leveld: Subsystem Detail- Assigrment or change of auth, ID
& Every Day Level3: Subsystem Detai- IEM Utiy Access
€ Every Vieek LLevel3: Subsystem Detail- DE2 Commands:
 Every Month Level3: Detail- Other ization Failur

Level3: Subsystem Detai- Objects

Levels: Detai- Al Failres "
Filter Opti Refresh Collection History.
Edit Thresholds... Collection History &

Levell_Overview | K|

|Connected to ADH-091J Reporting|

Click on ‘AUTHID’, as shown in the slide below.

Report Filter
 Avaiable Fitets And

[ Fitter Summany (3 Filters.
[ Fitter Summany

™ Hide Unused And Disabled Filters.
™ Onlp Display Universal Fiters

Fort | Cean | Concel | ok | Heb |




A list of users is displayed. This example has selected and added user CSKELL, followed
by selecting and adding user CSREGG'. Note that both users are now in the upper right
hand box called, ‘Selected AUTHID’. Click ‘OK’ to return to the ‘Overview’ screen.

B Report Filter for Subsystem: Level1: all Subsystems

x|

i~ Connector: ~AUTHID Fiker:
Report Filter
& And oo m
B mcuied SREEATHD aneos C
- Other ADHSPSRY W EEED
- T Plans (AND) CSBAFN N
] Fitter Summary CSHAVE Remove
CSKELL
CELIVI Remove Al
CsLIvIA
CSLIVIB
CSPOTA 1+ Other AUTHID Dptions:
ey Hemoye
POWEATH Femave Al
Filter Available AUTHID
- Operator:
s " lsNot ‘
-Connector.
[starting with = [{r And Coo
Refresh I | - Operator:
- Other Options: |(? Is " lsNot
[+ Populate Avadable List At Load Time |
. [Stearting Wi |
™ Hide Unused And Disabled Fiers L Dehe sl tie | A
I~ Ory Display Uriversal Fiters [¥ Use This Fiter On All Reports (Universal Filter)

o | _gen | o[ ok | )i |

Note the ‘Refresh’ button on the screen below is now outlined in red. Click the button to
refresh the data for the newly added filter.

B DB2 Audit Management Expert Reporter v2.1 =18 x|
fle Fepots Selings Help
Login Repating | Log Analsie|
DB2 SYSTEMS =
> Overview  Subsystem
Report Options: a. Access Attampts b, Read of Audied Objact . Change of Audted Object Critical  Warniag Norseal
Date Range: & CREATE, ATER sdOROP. o Exh GRANT and REVOKE. . sgmast o chnge of aabrcain 0 50 /. v
From: | Calendar= | i q. IBM Uiilty Access h. DB2 Commands i, ther Authorization Faires Zm=
our
Thu tay1.2008  [a0 5]
Subsystem: RS25:Q91J
. [Calendar = |
o [CEEEE Houri - \/ b V’ W \/
Thu, May 1, 2008 Iz, .I J a2y
[ Last Suanmnary Table Update: 05-29-2008 146 | d. V . V £ V
e B ] J
WV
S S|
> Avalable Dales: 2008-4-17 to 2008-6-29
Activity Type:
Al -
Set time period to check for Threshold:
€ Every Hour
@ Every Day
€ Every Week
€ Every Month
..
Edit Thresholds... Callection History &
[ Levell_Dverview [ [ o
005 232 [100%

|Connected to ADH-Q91J | Repotting.
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As shown on the left hand side of the screen in red, the filter has been applied.

Next, click on the ‘Subsystem’ tab under DB2 SYSTEMS. If there were multiple
subsystems displayed, click on the subsystem of interest to view the level 2 reports.

® DB2 Audit Management Expert Reporter v2,1 =lelx|

[Ele_Reports  Setings Help
Login Aeporting | Lag Analysiz|
g klaqa

DB2 SYSTEMS

> Overlew

Subsystem

Report Options: Attempts b. Read of Audited Object c. Change of Audited Object

Critical  Warning  Normal
Date Range: 4. CREATE, ALTER and DROP & Explicit GRANT and REVOKE F. Assignment or change of suthorization 10 x &. J
From: | Caltndar » » g, 18M Lrilty Access h. D82 Commands i, Other Autherization Fakres

"
The, May1.2008 [0 %
Hour: m = T
J A . 23 “l & — A PR~
sat Summary Table Lipdte: 05-01-2008 1708 | o . e /7
Y Y WY 4 -

> Availsble Dates: 2008-4-17 to 2008-5-1

Note: Filters currently applied, see
‘Filter Options..."

Adtivity Type:
All v

et time period to check for Threshold:

Filter Options... Refresh

i =
Levell_Dverview | [ 7]

|4.87 174 100%

[Connected to ADH-291J | Repoting Gusries Aunring: 1

5.2.2 DB2 Systems Level 2 — Subsystem

You are now in the level 2 subsystem reports as shown in the lower left hand corner of the
screen shot below. Level 2 drills down deeper than the level 1 reports in ‘Overview’. Note
the filters still apply. If they had not been created while in Level 1, they can be created in
Level 2.

Overview of the graphs:

The ‘Absolute Count of Activity’ chart, shown in the upper left corner, displays the activity
count for the selected time period. In this case, it displays counts for one day. If the date
range was greater than one day, the absolute count increases and reflects the totals for the
days selected.

‘Threshold Summary by Days’ compares the count of each activity (by days), against the
threshold criteria.

The ‘Absolute Count of Activity by [Hour, Day, Week, Month] graph at the bottom of the
window shows an absolute activity count for the time period specified by the Date Range
option (the date range you specify appears at the bottom of the graph).

47



At the bottom of the upper left graph, a row of letters (a — i) is shown. Each one, and its
related bar, corresponds to the legend at the bottom of the screen. If you click on any bar,
you automatically drill down to a level 3 report. Because this example is currently at Level
2, the only applicable filters are AUTHID or PLANS.

Next, click on the ‘OBJECTS' tab at the top of the screen to go to Level 3 — detailed data,

or right click anywhere on the page to get the list of reports and go directly there, or click
on one of the bar options.

® DB2 Audit Management Expert Reporter v2.1 =18 x|
Fie Reports Sefings Help
Login [AEAG] Log anase|
Report Dptions: Summary Report for Subsystem: R525:0911
Date Range: 5 Absolute Count of Activity: [ Successhl [ Faied Threshold Summary by Day:  [JCriical [Jwaming [Inormal
12
o, [ F
The tay1.2008  [o 5] 0 1w 036
Toi | Calendars i sf LES
Thu, May 1, 2008 3 .I
o wh REIRIRIELELRL L E L B
> Avalable Datas: 2003-4-17 to 2008-5-1
Last Summary Table Updater 05-01-2008 17:08 sE v2af-
Subsystem: ‘ 2
[
RS25:0914 - 0 °
[ s b oo d e E g ho L
Chart Options... - Absolute Count of Activity By Day: [l g ¥ =
Note: Filters currently appl-led see r
‘Filter Options... 44
Adtivity Result: 108

All hat
Set time period to check for Threshold: “F T
C Every Hour r 8

® Every 36 ?
C Every Week r

€ Every Month

18:00:00

51172008

Export... Refresh
— § [F 3. Access Auempts M [7 <. Change of Audited Chject [7 4. CREATE, ALTER and DROP
— N [7 & GRANT and REvorE ) F. Assignn ) [ g 18M Uiy Accerz [ [7 . Other Authorization F alures %
L Level2 Subsystem [ ) D
—_—_—

—

0.8 100%

[Connected to ADH-51J [ Repotting
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The slide below indicates that we are now in Level 3 as shown in the lower left hand
corner. By default, the graph displays the top 5 objects and top 5 users as you see just
above each graph. This can be changed by modifying the ‘show top number’ drop down
menu on the left side of the screen.

The OBJECTS display shows any activity against an audited table - which Update, Delete,
Insert, Select, Create, Alter, Drop.

¥ DB2 Audit Management Expert Reporter v2.1 =18] x|
Fle Reports Seftings Help

Login Repotng | Log naes|

gklaaq

DB2 SYSTEMS ]

> summary of Objects

Report Options: Note: Filters currently applied, see ‘Filter Options..."
e Summary of Objects in subsystem: RS25:0911 D success DT e

% 5 Type of Activily (For Succass andT3

Date Range:
Calendar >

Hours  Minule:
Thutiayd. 2008 [0 =]fo =
Tor [N Hours  Minute
The, may 1, 2008 [23 |58 =
: l
» Avalabla Dates: 2003-4-17 to 2008-5-29
TABLE UPDATE TABLE READ
Subsystem:
RS25:Q81J v @ Unesr O Log HE E
Activity Resull:
Show Top Number:
FE—— 4
3
Dr ot
& dat =
C Re CSKELL CSREGG
Count of (Success and Failure activity) by day & e O tog -
Time 7
O ar E
C L]
& E
e
s
Refresh
0T T T e T T
Filter Options... Display Colorsu. 00:00:00 |05:W:00 12:00:00 18:00:00 100:00:00 106:00:00 12:00:00 18:00:00
072008 512008 =|
((tevedObects] ) I |
S —— [518 076 [100%

[Connected to ADH-G31 | Repotting | Queries Aunning: 1]

5.2.3 Add a Level 3 Filter

As noted previously, filters created during level 1 or level 2 still apply to level 3. Level 3
filters allow you to filter on specific tables, and much more. For the following example, we
will ignore the fact that a level 1 filter has already been created, in order to demonstrate
how to create a level 3 filter that includes both AUTHIDs and tables.

To create a level 3 filter, click the ‘Filter Options’ button as shown in the previous slide
(lower left).

The next several screen shots will demonstrate how to create a level 3 filter to exclude all
data except for SYSADM users CSREGG and CSKELL, and sensitive tables
PRDAO01.CSAUD1 and CREDIT_AUTH_SYS.CSCART.
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Select the AUTHID field shown below.

Zip original AUTHID (4HD)
Plans (AND)
8? Result (AND]
O Rows Affected (AND)
-3 Connections
=1 Objects
#-171 Report Specific Filters
#-13 SQL And Host Variables
-7 Subsystem ID
Filter Summary

)
2]
)
=
=
=

™ Hide Unused And Disabled Fiters.
I~ Only Display Universal Fiters

ubsystem Detail- Change of Audited Dbject

C

{ﬁ And C 0
[ Available AUTHID

ADHSPSRY Add
CSGAFN

CSHAVE

CSKELL

csLivl

CSLIvIA

CSLIVIE

CSPOTA

CSREGG

PDBATE

POWEATH

Filter Available AUTHID
[ Operator: ‘

“ s " IsNot

| [statting with

/|
[ Reieh |

===

 Other Options:
¥ Populate Avaiable List At Load Time
I™ Do Not Use This Fiter
[+ Use This Fiter On All Reports (Universal Filter)

AUTHID Filter.

Selected AUTHID

1

Remove

Femaove &1

- Other AUTHID Options:

Flemmove.

[l L

Remove A5

Connector:

[6‘ And (i}

- Operatar: -

@ s " lsNot
[starting with

i

Fori | Clea | Cancel | 0K | Hebp |

Select the user you want to add as shown below, and click ‘Add’. Select the next user and

click ‘Add’.

port Filter for Subsystem

Report Filter
157 Filtars
=23

T Criginal AUTHID (4HD)

- &5 Plans (AND)

23 ? Result (AND]

¥ 2 Rews Affected (AND)

) Connections

#-1 Objects

#-13 Report Specific Filters
-3 SQL And Host Variables
-7 Subsystem 1D

{2 Fitter Summany

I™ Hide Unused And Disabled Fiters
™ Only Display Universal Fiters

ubsystem Detail- Change of Audited Dbject

~Cx

lﬁ'And O

AUTHID Fier.

Selected AUTHID

-Available AUTHID

ADHSPSRY Add I

CSGAFN

CEHAVE

CSLIvIA
CSLIVIE
CSPOTA
CSREGG
PDBATE
PDWEATH

Filter Available AUTHID
- Operator: ‘

& ls " ls Mot

| [Statting with

=]
| I

1 Other Dptions:
¥ Populate Available List At Load Time
I~ Do Mot Use This Fiter
[¥ Use This Fiter Dn All Reports (Universal Fiter)

{

Remove:

Remove Al

Other AUTHID Options:
Remove:

Hemove A

L)L

Connector:
"to‘And [alli]}

~Operator:
@ s " IsNot

|5l=rlinpwih
| Add

il Kl

Fort | Clean | Cancel | 0K | Heb |
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After the users have been added, they show up in the right hand screen under, ‘Selected

AUTHID’, as shown below.

;{:» Original AUTHID (AHD)

[Q Plans (AND)
[’ Result (AND)
O Rows Affacted (AND)

1 Connections

=) Objects

I Report Specific Filters
#-1 SQL And Host Variables
#1 Subsystem ID

{2 Filter Summany

FEEEEEE

I™ Hide Unused And Disabled Fiters
I Only Display Universal Filters

[ Connector: AUTHID Filter:
&+ And (o1} | Selected AUTHID
Available AUTHID CSKELL & Include
s
ADHSPSRY peRese € Exclude
CSGAFN
CSHAVE Femove
CSKELL
csLiv Remave Al
CsLIvIA
CsLIVIE
CSPOTA 1 Other AUTHID Dptions:
rosate e
POWEATH Femove Al
Filter Available AUTHID
~Operator
(IS " IsNot |
| Connector:
[starting with =l & And c o
Refresh I Operatar:
Othes Options: Lol I3 " IsNot
[¥ Populate Avadable List At Load Time |
| [starting with

I™ Do Not Use This Fiter
[# Use This Fiter On &ll Reports (Universal Filter)

i

Fori | Clea | Cancel | 0K | Heb |

Next, click on ‘Objects’, and then click on ‘Tables (AND)’, which is underneath ‘Objects’ for

a list of available tables. Select the table you want to find data for and click ‘Add’. Select

the next table, and click ‘Add’.

~C 3 ~Tables Fiter:
& And 01 ‘ Selected Tables
-2 AUTHID (AND) - o
T choded Available Tables & Include
Other " Exclude
-2 Original AUTHID (AND) CSGAFN.ALL
-2 Plans (AND) CSGAFN.DEL Femove
[C] 3? Result (AND) CSGAFNINS
¥ 2 Rews Affected (AND) CSGAEN UPD Femave A
B Connections CSLIVI.ARTACT4 5
=7 Objects CSLIVI.ART_ACTA = 1+ Other Tables Opti
ER . o) TR :
~-Other [ Operator: Flemaye Al
> Tablespace (AND) ils  IsNot
#-I1 Report Specific Filters
#-1 SQL And Host Variables Schema:
# Subsystem ID " -
[ Fitter Summary ISI"'“"QW'“' LI "Cm
I & And (i}
. Operator: - Dperator:
& s " IsNot & le 1z Not
Name:
Schema:
Starting With -
l 9 —I |Elarlinn With LI
Refresh I I
~OthesOptions: :Nm
[ Populate Avadable List At Load Time :|5larlinnwih E‘
I Hidel And D Fiters ™ Do Not Use This Fiter | A
I~ Oriy Di Ui [¥ Use This Fiter On &Il Reports (Universal Filter)
Fort | Clea Cancel | OK Hep |

51



Notice that the two tables are now listed in the upper right hand corner under, ‘Selected
Tables'. Click ‘OK’ to save the filter.

¥ Report Filter for Subsystem: R$25:Q911], Level3: Subsystem Detail- Change of Audited Dbject i 5[
Connector: Tables Filter:
3 reportFitter
=2 Filters @ And C O Selected Tables
o P, —
- ‘iT‘:::::: ol Available T ables CREDIT_AUTH_SYS.CSCART & Include
Other CSPOTATABLESS? Bl FROROT-ESAUDY " Exclde
) rén;:» Original AUTHID (AHD) CSPOTATABLE338 -
E- I Plans (AND) CSPOTA TABLESSS Te—
& SL\; Result (AND) PROAD .CSAUDT :
(8- Rows Affacted (AND) SURFORT.CREDIT_AUTH_INFO
# |1 Connections SUPPORT PREMITTED_COLS
=] SYSIBM.LOCATIONS z' Other Tables Options:
B-Included Fiter Available Tables Femaove
Other Operator:
I Tablespace (AND) s  lsMat
#-_ Report Specific Filters
#- SQL And Host Variables Schema:
-7 Subsystem ID ——
{3 Fitter Summary [ statting With =] - Connector:
I = And (i1}
Operator: - Dperator
s € IsNot | e  lsNot
Mame:
Schema:
IStaltlng With lJ |S!ar!mg — ﬂ
Refresh |
Other Options: N
ame:
[¥ Populate Avadable List At Load Time IS! i J
i atting -
™ Hide Urused And Disabled Fiters T BehaseThis e | 3
I Oy Display Universal Fiters [# Use This Fiter On &l Reports (Universal Filter)

Fort | Clea | Concel | 0K | Heb |

After clicking ok, you are brought back to the menu you went into the filter from. The
refresh button is now outlined in red, which indicates a change. Click the ‘Refresh’ button
to apply the newly created filters.

A message in red at the top of the screen indicates that the filters have been applied. The
filter will allow us to display AUTHIDs, CSREGG and CSKELL and enable us to identify
what activities they have made against sensitive tables, PRDA01.CSAUD1 and
CREDIT_AUTH_SYS.CSCART.
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Double-click on the cylinder, shown below in the ‘“Top 5 Objects for Change’ for table,
PRDAO01.CSAUDL1 to drill down to the details.

/|DB2 Audit Management Expert Reporter v2.1

=lalx]

£
Overview  Subsystem > Detail
Report Options: Note: Filters currently applied, see ‘Filter Options..." -
Change of Audited Object for Subsystem: R525:0911 O success [ Fotre
Dats Ranghs Top 5 Objects for Change of Audited Object: (For Successful and Failed activity) & lnaar € Log £ ©
[ Galendar: a
From: e i Hour: Mirvate: 2
3
Thu, May 1. 2008 0 hl | [ v 3k
£ 2
2F
LR T — £
Tha ey 1. 2000 [3 ][5 ] iE:
» Avalable Dates: 2009-417 to 2006-5-1 0
PROAD1.CSAUDY CREDIT_AUTH_S'YS.CSCART
Subsystem:
RS25:Q91J v Top 5 Users for Change of Audited Object: (For Successful and Failed activity) @ linear € Log ¥ [ E
4
Activity Result: [ 7
All - H
Show Top Number: 4 E H
5 | E
Drill Down Options: 1
L
CSKELL CSREGG
; Count of Change of Audited Object (For Successful and Failed activity) by day & Unear C log FE &
sk -
35
s =
Log Analysis Refresh (+]
L P L L LA B O B B B B L L FORLJL AL B DR S LI R
Filter Options... Display Colors... 00:00:00 |06:00:00 12:00:00 18:00:00 [00:00:00 ‘n‘:w:m Fnz:ea:oa 18:00:00
/30,2008 S1/Z008 |
[ Cevera_Change | [ O
[612 184 [100%

|Connected to ADH-031J | Repotting|

The level 3 detailed data is shown below. Additional data can be seen by scrolling to the
right. In the next several slides, you can see the data was collected using the ASC
Collector. You can see the schema, the table name, the user ID, the plan, the DB2
subsystem, and the changes that were made — an update, delete, and insert.

# Audit Management Expert Data for level2_change - |EI|5|
Ciption
Record Count: 3
ROw TIME RESLLT RETURMED |RECORD_5...| SCHEMA MNAME IFICODE
1|20080501 1 ... 0|SUCCESS ASC DATA PROAOT CsaUD 00143 |
2|2008-0501 1 ... 0|SUCCESS ASC DATA FROAOT CcEaUD 00143
2(2008-0501 1 ... 0|SUCCESS ASC DATA PROAOY CcEaUD 00143
K] [
Copy | Euport | Zoor | Search Cancel

Scroll to the right.




¥ Audit Management Expert Data for level3_change ;|g|5|

Ciption

Record Count: 3

CORRELAT...| COMTEXT_...| COMTAINER TYFE MEW SGLID | AUTHORIZ... | ORIGIMAL ... | ACCOUMT_...
O|TAELE UPD... |CSaUDis TABLEMAIEW Mg CSKELL CSKELL MR :I
Q|TAELE UFD... |CSAUDT## TRELESIEWS  [Nrh CSKELL CSKELL MrA
Q|TAELE UFD... |CSAUDT## TRELESIEWS  [Nrh CSKELL CSKELL MrA

Kl - |

Copy | Export | Zoom | Search | Cancel

Scroll to the right.

¥ Audit Management Expert Data for level3_change =10l =l
Ciption

Record Count: 3

EMD_USER...| END_USR_...| END_USH_... PLAM HOATABASE APP_ID APP_MAME | DBZ2_SUBS...

Nyt NiA N, DSNTEPS1  |Ni& Nt Nt qa1d |
Nyt NiA Nt DSNTEF®1  |NiA Nt Nt qatd

Nit, NiA NIt DSNTEP@1  |NiA Nt NIt qatd

Copy | Export | Zoom | Search | Cancel |

Kl 1

Scroll to the right.

# Audit Management Expert Data for level3_change =10l =|
Ciption
Record Count: 3

LOCATION | NETWORE...| LUNAME CORF_ID | COMMECTI... | SY'STEM_C... | REQUESTO...| REQUESTO. .
M8 FROCKMNETY Qa1.JDEZ CSKELLUR BATCH 1|RE2E6031.) Mg d
N8 ROCKHNETY o91.J0BZ CSKELLDE BATCH 1 |RE25091.) Mg
Mt ROCKHETA Q91JDEZ CSKELLIMN EATCH 1|RE25021.) MR

Kl

Copy | Expart | Z£00m | Search | Canice] |

|

Cloze | Help |

=n

Continue scrolling to the right.
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¥ Audit Management Expert Data for level3_change

g [l

Ciption

Record Count: 3

REQUESTO..| MEMBER_.. | GROUP_MA | CURREMT__|STATEMEM.. | HOSTVALUE | ROWS_AFF. | ACCESS_A.

Lo @31.) Nit CSKELL UFPDATE PR... |H/& L :I

Nis, @31.) Hi& CSKELL DELETE FR... |N/& 1|MSE

Nis, @31.) Hi& CSKELL INSERT INT... |N/& 1|MSE

K1 —I_>l_I
Copy | Export | Zoom | Search | Cance] | Cloze | Help

At any point, you can click on any field and click on the ‘Zoom’ button to get more details.
The following example takes a look at what has been updated.

¥ DB2 Audit Management Expert Reporter v2.1

Fie Repods Setings Hep

Login. Regering | Log nass|

=
klaqa|
DB2 SYSTEMS ]
Overview  Subsystem > Datail
Report Options: Note: Filters currently applied, see ‘Filter Options..."
D v Change of Audited Object for Subsystem: R525:0911 D success D Fotre
Pate Ruaght Top 5 Dbjects for Change of Audited Object: (For Successful and Failed activity) @ e © Loy 7 E
A
From: [Cndinin] :
- WSl B Audit Management Expert Data for level3_change B =[01x|
Thu, May 1, 2008 ,.u_‘ E
’: Record Count: 3
Tor (S Houn| | BRI e e e e e e
“frus
» Avalable Dates: 2008-4-17 to 208 {1 Cell Vel T
Subsystem:
UPDATE PROADT.CSAUDY SET AUD1_USER = 'TSOUSRA' WHERE AUD1_USER ='C5LIM
lez @914 O g ¥ =
Activily Resull: 4 | &
IAI[ .
Show Top Numberi
5 -
I™ Enable Line Wrep Locate Copy Font Close Help
rill Down Optionst I |_| I = |
@ Retrieve d.
C Retrie
Expott | Zoom | Seaich | Cancel I Close Hep || T o ] &
k T
sk
35
175 b=
Log Analysis Refresh E (#]
L s UL PP L B L T T T T [T T TrJrrrrr T T 1T
Filter Options... Display Colors... 00:00:00 |06:00:00 12:00:00 19:00:00 |oa:na:ao ‘m:m;m Iu:nu:oa |1a:nn:m
4302008 S/1/2008 B
| Level3_Change | K| o]
[516 (058 [100%
|Connected to ADH-Q91J | Repating|
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The following example takes a look at what has been inserted. In order to see the whole
text, click ‘Enable line wrap'.

B DB2 Audit Managem pert Reporter v2.1 =181

Pl B o ok
e ROROIs  SSlings LW

Looin Repcting | Log nahsi]

[@hlaqa

DB2 SYSTEMS . LEXBERT N
Overview  Subsystem > Datail
ions: Note: Filters currently applied, see ‘Filter Options..."
Regort Dotione Change of Audited Object for Subsystem: R525:091] O success [ Faiers
Date Rasga Top 5 Objects for Change of Audited Dbject: (For Successful and Failed activity) @ oawr O Log FIE E
From: [l -

LEEl & audit Mo ent Expert Data for level3_change =100

Thu, May 1, 2008 In

—
o [l
The. Way 1. 2008 [35

» Available Dates: 2008-4-17 to 200¢

A |

Subsystem:
i— INSERT INTO PROAOT.CSAUDY (AUDT_USER AUD1_PERMIT .AUD1_CREATOR : =
Rizngmy LAUD1_TABLE AUDY_NOT_ALLOWED 1 AUDM_NOT_ALLOWED 2 ) WALUES ( O log E €]
Activity Results 'CSMAXSS 'L, 'PROAID' , 'CSAUDI®. "NOTHING TO SAY 1, 'NOTHING TO 54Y 2' )
All -

Show Top Number:
5 -

¥ Enable [ine Wisp Locate | Copy | Fou | Cose | e |

Drill Dowen Options:
(@ Retrieve data for el

€ Ratrieve all currenth

Tinte Chart Options: Copy | Expott I Zoon I Search I Lared | Close I Heb || € s H L] ©

€ Group Activity By Minutes T AT
€ Group Activity By Hours 525
@ Group Activity B 3
35:
sk -~
Log Analysis Refresh F 0
Filler Options... Display Colors.. ovosios | Jocooa | [wzonon | Jiso0s | g Ins'lao'mo' i |sa\w‘m’ i |n:on'mv' i
4{30/2008 =|
[ Cevel3_Change | [T 2]
468 183 [100%
[Comected to ADH-031J Repoting

To save this data, click the ‘Export Range’ to export the data to a csv file.

B DB2 Audit Management Expert Reporter v2.1 1 =lelx|
Fie Reports Sefings Help
Login Reporing | Log Anslyss |

@hlaqa

DB2 SYSTEMS TSk 3 =l
Overvi Subsystem Detail
Report Options: Note: Filters currently applied, see 'Filter Options..."
ik Change of Aucited Object for Subsystem: RS25:091) O succes D e
Datk Risgll Top 5 Objects for Change of Audited Object: (For Successful and Failed activity) & e O 10g FE E
From: [Colndu: r—— 3 -
T wn il B
Option
[ HECRICT
T8} Hour:
REQUESTO...| MEMBER_.. [GROUP_NA..CURRENT_... [STATEMEN...| HOSTVALUE [ ROWS_AFF...| ACCESS_A..
Thu, May 1. 2008 23
g [T 7 A i) £
= Avalable Dates: 2008-4-17 to 2008 WA |@s1d NiA A 1N
Subsystem: | a1y ha CSKELL s 1A
[Rszs:6my ] | C g + £ ©

Activity Result:
All 7]

Show Top Number:
|5 -

Drill Down Options:
® Retrieve dats for selected iterm or =]
€ Retrieve all currently diplayed ¢ K| 3

O tog FE |
Time Chart Options: Copy Expoit ‘oom Seach Cancel Close elp
€ Group Activiy By Minutes w | oot | 2 | s - = -

€ Group Activity By Hours S5
& Group Aclivily By Days £
E
175 f—
Log Analysis Refresh £ Q
O T T T T T T T T T T T T L
Filter Options... Display Colors... 00:00:00 |06:00:00 12100100 1810000 |nn=nn=an 106:00:00 12100100
4/30/2008 35} hd
Level3 Change i) o]

[176 [-1.09 [100%

[Connected 1o ADH-G310 | Reporting




The csv file is shown below.

B Microsoft Excel - CSKELL update activity for May 1.csv =18] x|

Dol 2
S e gk row pau

ook
NEFHRO S B B9 -8z -}
At W s @ E | e
nxlal
Al v # ROW

Z [ As [ A8 [ AC T AD [ AE [ AF [ AG | AH [ A [ A J AR T a T3
NETWORFLUNAME CORR_ID CONNECTSYSTEM_REQUESTREQUESTREQUESTMEMBER GROUP_NCURRENT STATEMENT_TXT
ROCKNET G91J0B2 CSKELLUIBATCH 1 RS25Q91JN/A IN/A Qa1 VA CSKELL |UPDATE PRDA1.CSAUDT SET AN/A

ROCKNET Q91JDB2 CSKELLDIBATCH 1 RE26091JN/A N/A Qa1 N/A CSKELL DELETE FROM PRDAD1.CSAUDTN/A
ROCKNET Q91JDBE2 CSKELLINBATCH 1 RE25Q91JN/A /A Qarl /A CSKELL |INSERT INTO PRDAO1.CSAUDT { N/A

-0 -B I U EEEES FEE-9-A- F

eleleaN s R EER e o] leb

11l — LIJj

04 ¥ H\CSKELL update ac
cady

To see additional level 3 detail, right-click anywhere on the panel to view additional reports
as shown below, or select one of the cylinders for the category you are interested in. In the
example below, click on the Grant and Revoke report.

® DB2 Audit Management Expert Reporter v2.1 =18] x|
_Fie Reports  Settings  Help
Login Pieporing | Lag Analyse|

[
& keaaq
OBJECTS nl
Report Options: Note: Filters currently applied, see ‘Filter Options..."
i g Summary of Objects in subsystem: RS25:Q911 Dsuccess D ratre
DalsRamgei: Top 5 Type of Activity (For Success and Failure) @ tnew C log T [C E
From: [Caindars How:  Minuler 3
The, sy, 2000 [GLE][oE] .
3f
To:  [Caindars Hour:  Minute: E
The may 1. 2008 T[] 1sF
> Avalable Dates: 2008-4-17 to 2006-5-23 oL
v TABLE UPDATE THELE READ
[rszs:asny | Levelt: Subsystem Overview Guuw Oty HLIE
- — Level2: Subsystem Surmary
| Level3: Subsystem Detail- Access Attempts.
ow Top Number: .
- = Level3: Subsystem Detail- Read of Audted Object
Level3: Subsystem Detail- Change of Audited Object 3
Drill Down Option: lis Level3; Subsystem Detal- Create, Alter and Drop
@ Retrieve data for
€ Retrieve all current) L oAl Suks) e Dalal A sairhent of s o MR CSREGG
Time Chart Options: 722 | aveld: Subsystem Detall- BM Utity Access B e O g H ] &
L2 3 £ Levels: Subsystem Detal- DB2 Commands.
L Leveld: Subsystem Detail- Other Faiures
s=b eLeyeid Slibsyster Detal- Ohjects | |
£ Level3: Subsystem Detai- Al Authorization Falures
LsE = :
Refresh £ Sioiiiliciinl
o
o ——— T T T T T [ T T T [T T T T T T [T T T [T T T T T ;I
[ Cevei3_Objects | [ o]
[-245 (094 [100%

[Connected to ADH-Q91 | Repoting.
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Click on the cylinder in the top graph.

B DB2 Audit Management Expert Reporter v2.1 =18] x|
Fiz Reods Seltnce Hak
T Bepols Selings fop

Looin Repotng | Log nses|

[a]lr[aqa

DB2 SYSTEMS 2 - LANAGE I 3 |
Overview  Subsystem > Detail
Report Options: Note: Filters currently applied, see ‘Filter Options..." 5‘;‘;‘ Fu oI
[ Prr— Explicit GRANT and REVOKE in subsystem: R$25:0911 h‘“ ok k:oke
il Hour:  Minutei Top 5 Objects for Explicit GRANT and REVOKE activity @ toaw O log ¥ ©
Thu Mayi. 2008 [0 =0 = -
Calarh E E 2
To  [CHONE L e ek
Themay1. 2008 [EEE][FE] 7B l 6 -
» Available Dates: 2009-4-17 to 2008-5-23 ik
SE 2
Subsystem: [
us:a a8ty - ok E £ El
TABLEMVIEW
Activity Result
!A”*:l' Top 5 Users for Explicit GRANT and REVOKE activity & Linesr € Log HE E
10
Activity Type: E
[ - 75k 2
Show Top Number: A I
5 5
5 7 £
Drill Down Options: 28 ; | : e
‘ E i E | E 1 ]
CSREGG CSKELL
o Count of Explicit GRANT and REVOKE activily by day = G oo O 1oy AE
C ar vity By Minutes E
€ Gre By Houre a5
& are vity By Daye E
3F
£ ) ||
1sf .
Refresh
L L e B S B S S B B S VL PRV L UL T T T T T
Filter Options... Display Colorsu: 00:00:00 j06:00:00 12100100 16100100 [00:00:00 ‘m:m:w [nz:on:oo 18:00:00 |
4202008 SALL008
[ Leveld_Grant_Revoke | K| |
|617 -085 [100%

[Connected to ADH-091 | Repaiting|

A pop-up is displayed, as shown below. In the following example, we are only interested in

successful actions and only grants, so we click on the RETURNED field to sort by

SUCCESS.
¥ Audit Management Expert Data for level3_grant_revoke =10l =l
Ciption
Fecord Count: 12
RO TIME RESULT RETUR... = |RECORD_5..| SCHEMA MAME IFICODE
5[2008-05401 1 . 0|SUCCESS  |IFIDATA Nt N, 00144 |
&[2008-05401 1 o|sucCESS  |IFIDATA Nt Nt 001441
11200805401 1 olsuccESs  |IFIDATA Nt NIt 001441
12[2008-05401 1 olsuccESs  |IFIDATA Nt NIt 001441
120080501 1., 551 |FRILURE IFI DAT A MNiA Hib 001 41
Z|200505401 1. -551 |FRILURE IFI DAT & HiA M8 00141
3[2008-05401 1 556|FAILURE IFI DATE Nt Nt 00141
4[2008-05401 1 562|FAILURE IFI DATE Nt Nt 001441
7|z008-05401 1 551 [FAILURE IFI DATE Nt Nt 001441
2[2008-05401 1 551 |FAILURE IFI DATE Nt NIt 001441
q|200205401 1., -S5E|FRILURE IFI DAT A MNiA Hib 001 41
10(2008-0501 1 ... S62|FRILURE IFI DAT & HiA M8 00141 -
4 0000 | L|J

Copy | Export | Zoor | Search | Cancel |

At this point, research can determine who did the grant and what they granted. The report

can be saved to a CSV file. This process can be continued for any other category of

interest.

58



B|Zoom: STATEMENT_TXT 3

Cell % alu

GRAMNT ALTEFR ON CREDIT_AUTH_SYS.CSCART TO SUPFORT

[ Enable Line 'wrap Lacate | Copy | Font | Cloze | Help |

The filters and the criteria for the reports (date range) can be saved at the server and later
recalled. This ensures that work is not lost when the client is shut down, and allows it to be
used by other users.

5.2.4 LOG ANALYSIS

The Log Analysis feature of DB2 Audit Management Expert for z/OS captures before and
after images for updates, after images for inserts, and before images for deletes to rows in
an audited table (on demand).

To use the Log Analysis feature, click on the ‘Log Analysis’ button shown on the upper left-
hand side of the screen below. When defining users, authority to use log analysis must be
granted in the Administration User Interface in order to use this feature.

B DB2 Audit Management Expert Reporter v2.1 ISEIES)
File i
DB2 SYSTEMS =l
> Overview  Subsystem
Report Options: 2. Access Allempls b. Read of Audited Object . Change of Audited Object Critical  Warning  Normal
Date Range: 4.CREATE ALTER snd DROP . Explt GRANT and REVOKE . Aot orchange o auboriaton 10 38 A |
From: | Calendar > " g. 18M Uity Access h. DB2 Commands i, Other Autherization Falures :
o
Thu, May 1, 2008 [0~
Subsystem: RS25:0911
Calend:
i "z Hour 2 V b. ¢ @ /
Thu, May 1. 2008 23 vl | J |
[ oot Summary Table Update 05-30-2008 13:28 | ol « oA h o
e A
Vi~V
Note: Filters currently applied, see | [ | by
'Filter Options..." > Available Datas: 2008-4-17 to 2008-5-29
Adtivity Type:
Al ~
Filter Options... Refresh
Edit Thresholds.. Collestion History ~|
Levell_Overview | [ o)
(518 113 [100%

[Comnested to ADH-51J] Reporting
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Click ‘Next’ in the lower right hand corner as shown below.

Select a subsystem, as shown below, and click ‘Next'.
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Add a ‘User Filter'. The ‘User Filter:’ must be in upper case. Then click the ‘Refresh’ button.

If you leave it empty and click ‘Refresh’, you will get all available users from which to select
from. The example below looks for users that start with CS because we are monitoring
SYSADM Users CSKELL and CSREGG.
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Select a user as shown below and click ‘Add’. Then click ‘Next>'.

[ comawe |
X
T

Optionally select another user and click ‘Add’. Then click ‘Next>'. The two selected users
are now in the ‘Selected Users’ list in the upper right hand corner as shown below.

77 CoBAFN.
') CSHAVE
& CSKELL
[Besum
A csLivia
& csuvie
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Next select the schema and put a % in ‘Name’ to find all tables matching that schema. |
have selected schema, PRDAO1 as shown below. After entering it, click the ‘Refresh’
button to refresh the list. Click ‘Next>'.

If you leave it empty and click ‘Refresh’, you will get all available schemas and tables from
which to select.
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Highlight the table, as shown below, and click ‘Add’.
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Repeat this process for any other tables for which you want to run log analysis.

‘Next>".
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Click on the ‘Generate JCL' button, as shown below, and then click ‘Yes' to the pop-up.
Then click ‘Next>'.

=18]x]

File Log Analysis Settings Help

Login| Reporting  Log Analysis |

Walcome Sul Log Analysis:
— Generate JCL ever
; ——— -
Aund [ -

Table
Fiter

Run
Oulput

Save.

Generate JCL x|

V?j (ADHRADO21) Are you sure you wart to generate JCL?

)

To save the report template, click the ‘Save’ tab on the middle-left and give the report a
name.

When you load a saved template, it will pull back all the settings you made in the wizard.
Loading the template will not submit the JCL. (Depending where you were in the wizard
when you saved, JCL may or may not have been even generated.) Dates can then be
modified before generating the new JCL.

Click ‘Run’ on the lower right as shown below.

The jobcard used for Log Analysis can be set up by the Administrator in the Administration
User Interface under the ‘Agents’ tab using the Agent Editor. On the left hand side of the
screen, select *JCL’ and add a job card that auditors will have the authority to use. Add the
job card in the box to the right of ‘Log Analysis JCL Job Card'. In this example, the Log
Analysis jobcard was set up in agent.

If no Log Analysis Job card is defined in the Agents tab, the Log Analysis job is built using
a default jobcard. Click the ‘Run’ button in the lower right hand corner and respond ‘Yes’ to
the pop up that asks you ‘Are you sure you want to submit the JCL?". You will then be
prompted with a pop up that asks you for your TSO User ID and password.
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Audit Management Expert Report =181 x|

|
Buthid /fADHLQS1J JOB ,CSLIVI,CLASS=A,MSGCLASS=X NOTIFY=CSKELL, =]
— |/ REGION=0M
= 1
Filter I
=——||/s* B2 Audit HManagement Expert for z/035
Aun I |
Jutput //* Generated by ADHSPSRV 2008-05-01 17:07
1

#/% 35ID: 0917

Save I s
I

>

I

47+ STEP 1: CLEAN UP PREVIOUS DATASETS, IF ANY *

/!

//STEPL  EXEC PGH=IEFERL4,COND=(4,LT)

J/EXTFILE DD  DSN=CSLIVI.AK64653A.EXTFILE.RO000000,

// SPACE=(CYL, (15,10),RLSE) ,DCB= (LRECL=32752,BLKSIZE=32760,RECFM=VE) ,

/#/ UNIT=5YSDA,DISP=(HOD, CATLG,DELETE)

"

/

#/% STEP 2: READ THE DBZ LOG TO GENERATE THE GENERAL REPORT *

I

//STEP2  EXEC PGM=ADHGENL,REGION=O0M,COND=(4,LT)

//STEPLIB DD DISP=SHR,DSH=RSQA.ADHZ10. IBNTAPE . SADHLOAD

H DD DISP=SHR,DSH-Q917. SDSHEXTT

" DD DISP=SHR,DSH=DSN. V310, SDSNLOAD

//DBZPARNS DD DISP=SHR,DSH=RSQA. ADHZ10. R$250917 . CONTROL

#/MODEFILE DD DSH=CSLIVI.AK64653A. MODE.RO000000,

77 DISP=ALD <

ed10 ADH.031) Log Anslyss Rum|

After you click ‘Run’, the following pop-up appears, as shown below, verifying you really
want to run it. Click ‘OK’.

B DB2 Audit Management Expert Reporter v2. =18 x

Fle_Log Analysis Sellngs _Help
Login| Repaiting Lo Analysis |

W |Submit JCL for Log Analysis:
ate JCL Revert
Subsystem —I _I-
Authid //ADHLQ9LY JOB ,CSLIVI,CLASS=A,MSGCLASS=X,NOTIFY=CSKELL, =
" REGION=0M
Table e
Filter 1
//* DBZ Audit Management Expert for z/0%
Bun 7t
Dutput I //* Generated by ADHSPSRV 2008-05-01 17:07
(—| Y
7/% 55ID: 0917
Save I

F
s [

/7% STEP 2: READ THE DB2 LOG TO GENERATE THE GENERAL REPORT *
/7
//STEPZ  EXEC PGH=ADHGENL,REGION=0M,COND=(4,LT)
J/STEPLIE DD DISP=SHR,DSN=RSOA.ADH210. TBUTAPE. SADHLOAD
77 DD DISP=5HR,DSH=0917. SDSNEXIT

" DD DISP=SHR,DSH=DSN. V910. SDSHLOAD

//DBZPARMS DD DISP=SHR,DSH-RSQA. ADH210.R5250914. CONTROL
//MODEFILE DD DSN=CSLIVI.AK64653A.MODE.R0000000,

77 DTSP=ALD

Connected 1o ADH-G311] Log Analysis Fun




Go to the ‘Output’ button on the left hand side of the screen, as shown below. Then click
‘Refresh’ in the middle of the screen to refresh the data. If nothing is there, the job is still
running. Allow the job time to finish, and then click ‘Refresh’ again.

¥ DB2 Audit Management Expert Reporter v2.1 =181 x|
file Lo Analysis Seftings Help
Login| Repatting Log Anslyss |

b Loy eI,
| ekone | Nare Reporly.| Saws | JobID | MAXCC | StaTme | I

Last Updated
Subspstem

£

Table

Fiter
Fleleve Job Paramelers View Flepatt Deefiepot || Canceliss | | Rehmsn

Bun
~—

] Output Report Dutput:

Connected to ADH-091) | Log Anakysis| Oulpdt]
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Highlight the log analysis run you are interested in, as shown below, and click on the ‘View
Report’ tab.

Note: if the list contains previous runs, this does not necessarily mean the data is still
available. A table in the repository contains information about each run, but the sysout may
have been deleted. This is site specific.

® DB2 Audit Management Expert Reporter v2.1 =18 x|
File Log Analysis _Seffings Help

Login| Reporting Log Analyss |

Welcome
Si istem ADHLG1) Detail Completed ) 0 ay

hotig TPCHLQS_ Delsl Faied 0534709 8 May 1, 2008 1:10PM_May 1, 2008110PM _[achadmin g

[ADHLO31) ey JQ40830 i B2 08 T Ahi Aper2000 SRR, 525031
Table ADHLGAN Detal  Completed 0532504 0 Apil 30, 2008 625 PM_|apil 30, 2008 5,25 PM_[achednin | A525.0310 |
T | Detsl  (Completed 0531760 0 [Api 30, 2008 324 PM |Bpri 30, 2008 325 PM |schsdmin RS25:091) A4
; Retieve Job Parameters |  ViewRepot |  DeleteReport |  Corcellot Refiesh
un

| DOutput Report Output:

|Connected to ADH-Q91J | Log Analysis| Output|

Select either the Summary Report or Detail Report shown below.

Il
file Log Analysis Seffings Help
Login| Repoiting Lo Anaiysis |
Wakona ubmitted Log Analysis Jobs:
|l Name Repoit Ty..|  Status JobID Max CC Start Time: Last Updated User Subsystem
Subsystem ——— =
DHLAS Detail Failed J0534709 8 May1,2008 1:10PM  |May 1.2008 1110PM  |adhadmin  |[RS25:091J
—_— HLGS1 Detail Completed | J0452690 0 April 21, 2008 3:37 AM |April 21, 2008 3:38 AM | adhadmin |RS25:091
Table HDHLASN [Detal  Completed | J0532504 0 (Ao 30. 2008 625 PM_|fpr 30, 20086.26PM _|adhadmin 525,091 LI
ﬂ— HLBS1 Detsil Completed J0531760 0 \Apil 30, 2008 3124 PM |April 30, 2008 325 PM |adhadmin  |[RS25:091J ¥
er
A Retrieve Job Paramaters View Report Delete Repoit Canpe! Job Refesh
un

| Dutput Report Dutput:

Resot x|

\‘.:) (ADHR4028() Which type of report do you want to refrieve?

— o

Connected to ADH-091J  Log Analsis| Output]
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Summary report

 DB2 Audit Management Expert Reporter v2.1 =& x|
Fie Log Analysis Settings Help

Login| eparing  Log nssi |

o | [Submitted Log Analysis Jabs:
| IEekome | Name Repott Ty..|  Stalus JobID. MAK CC Stal Time Last Updaled User
Subsystern ADHLGY1 Completed J 0 May 1 0 May1 510PM d g
T g | [AoHEEY Detal [Falled  |J0534709 8 |May 1, 2008 110PM Moy 1. 2008 110PM _[achadmin _|R525:0310 ]
1 JADHLO91) Detail Completed 0432690 0 April 21, 2008 337 AM |Aprl 21, 2008 338 AM |adhadmin  |RS25:091)
Table ADHLG31) Detail Completed JUEESE! 0 |April 30, 2008 6:25 PM |April 30, 2008 6:26PM [adhadmin  |[RS25:Q91J
T hm | JFOHWE Detal  Completed 0531760 0 Al 30. 2008 324 P Lbpid 30, 2008 325 PM |achadnin  |RS25.031 1=l
;m Relrieve Job Parameters | [1 Delete Report Cancel Uoh Refiesh
| ouga Report Dutput
DBZ LOG ANALYSIS- SUMMARY REPORT: Q917 o
Save
ILOG RANGE
ISTART DATE 1 2008/05/01
START TIME : 06:20:45
[END DATE : Z008/05/01
END TIME 1 14:20:46
FILTERS
SHOW UPDATES i Y
SHOW INSERTS k4
SHOW DELETES - 4
SHOW ROLLBACKS : N
CATALOG DATA Y
INCLUDE-TABLE...... PRDAD1.CSAUDL
INCLUDE-TABLE...... CREDIT_AUTH_SY3.CSCART
INCLUDE-AUTHID..... CSKELL
INCLUDE-AUTHID. CSREGG
=l
Save Repart Clear Report
<Back Hext I
Detail report
S

Fle Log Analysis Sstings Help
Login| Reparting Log Anabsis |

v ‘ ubmited Log Anals:
Subsgstem Completed 0 0
T (|[ADHLGIN Detsl  [Failed  |J0534703 8
_fuhd|aSriasy Delsl  |Completed |J0432590 0 achadmin _|RS250910
Table [ADHLG31) Delal  |Completed |J0532504 0 adhadmin|AS25.0510 l
| AL Detsl  [Completed 0531760 0 adhadiin  |R525.G31J -
;m Retieve Job Parameters | ViewRepont | DewteRepot | oo Refissh
| Ouput Report Dutput:
DB2 LOG AMALYSIS - DETAILS REPORT: Q917 -
Save
ACTION DATE TIME TABLE OWNER TABLE NAME URID
DELETE 2008-05-01 13,37,59 CREDIT_AUTH_ CSCART 00005A388BC9

8YS

[DATABASE TABLESPACE DBID PSID OBID AUTHID  PLAN CONNTYPE LRSN

CSKELLDB CSCART## 00274 00007 00008 CSREGG ~ DSNTEPS1 BATCH C253F0ZBAAOF

MEMID CORRID CONNID  LUW=NETID/LUNAME/UNIQUE/COMMIT PAGE/RID

00000 CSREGGDE BATCH ROCKNET1/Q91JDBZ /C253F02B33FB/0001 00000012/07

ROV STATUS CART_SSN CART_CARDNUM CART_EXPDT CART_STATUS

CURFENT - - - -
POST-CHANGE - - - -

|
SaveRepot | Clarfieport|
| <Back | o> 7|

[Comnected to ADH-51J] Log Anahsis Output

To save the report output to a text file, click the ‘Save Report’ tab in the lower right hand
corner Save Reports, displays a windows explorer like interface where you save the text
report to your local PC.




An example of a report produced by the log analysis feature is shown below.

Example of Log Analysis Output

ACTI ON DATE TI ME TABLE OANER TABLE NAME URI D
UPDATE 2008-05-01 13.45.01 PRDAO1 CSAUDL 00005A489000
DATABASE TABLESPACE DBID PSID OBID AUTHID PLAN CONNTYPE LRSN

CSKELLDB CSAUD1## 00274 00002 00014 CSKELL DSNTEP91 BATCH C253F1BDCICB

MEM D CORRI D CONNI D LUWENETI D/ LUNAME/ UNI QUE/ COWM T PAGE/ Rl D

00000 CSKELLUP BATCH ROCKNET1/ 91JDB2 / C253F1BD24CC/ 0001 00000002/ 04

ROW STATUS AUD1_USER# AUD1_PERM T AUD1_CREATOR AUD1_TABLE

CURRENT TSOUSR1 R SUPPORT CSAUD1
POST- CHANGE TSOUSR1 R SUPPORT CSAUD1

PRE- CHANGE CSLI MO R SUPPORT CSAUD1
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