IBM NETCooL OMNIBUS

Install and test in less than 1 hour!

NetCool Omnibus is a key component in IBM’s event management solution and
service management infrastructure. Although there are several NetCool products
required to build a small test environment, it can be built in less than an hour by
following a few simple steps. This article will walk you through the steps required to
set up a simple management server and one or two probes for testing. The information
required to install Omnibus and the WebTop browser based interface are available with
the products but some of the key information is spread across several documents. This
paper is a quickstart guide on how to install and test Omnibus and WebTop in a short
period of time for testing purposes.

Hilon Potter, IBM Executive IT Specialist
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IBM NETCooL OMNIBUS

Install and test in less than 1 hour!

Within any IT Infrastructure there are multiple devices, from 100°s to 1,000’s, depending on the size of the enterprise. These
devices include everything from the facilities, power and cooling components, to storage, servers, and networking equipment. In
addition, there are operating systems, middleware and applications executing thousands of transactions a second. During the
execution of these transactions all of these components generate “events”, some by writing to logs, others by generating messages
to supporting servers. In order to easily manage and monitor all of these events you need a solution that consolidates all of your
enterprise events into a fewer manageable repositories, and an easy to use graphical interface. NetCool Omnibus is an example of
one of those solutions. The events gathered can be error conditions, alerts, or simply the device is starting or stopping.

The three main components are the repository and server that manages it (NetCool Omnibus ObjectServer), a graphical interface
(NetCool WebTop), and the individual probes (NetCool Omnibus

Probes) on each of the components being monitored. This is the = @
simplest configuration. In reality, you would design a more o T e SO
hierarchical solution. There can be lower level ObjectServers that P S -
collect and handle events for specific types of components, i.e. 8 Vo eH G , Q
networking, servers, and applications. These would then surface GhlsciServer i e
critical events to a higher level server that would integrate them in a ﬁ ~ Nt b
single interface. For more information on NetCool Omnibus please Probe @_. [j
refer to the online product information and guides at S ROBMS
http://www.ibm.com/software/tivoli/products/netcool-omnibus/ g; Hoy-companere

for basic test environment
Setting up a simple test environment is neither difficult nor 1. Graphical Interface

2. Repository

ObjectServer
3. One or more probes

complicated. As the title implies, you can set up a small test NCOMS. B

environment in roughly an hour by following some simple steps. The
following sections will help lead you through the installation process and configuration.

Probe

Figure 1

eInstall and Configure Omnibus base server (ObjectServer) h
e|nstall Base fetures
*|nialize database
*Setup ObjectServer to run as a service .
+«Install NetCool Security Manager )
sSetup Security server to run as a service
v
«|Install and Configure WebTop )
e Install Code
*Setup GIU Foundation Server and WebTop to run as services
v
*Install one or two probes to report events to the ObjectServer )
s Install Omnubus base code
«|nstall probe as a patch
*Setup probe to run as service _J
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OVERVIEW

There were actually two base server environments that were used for testing. They included both a Windows 2003 Server and a
Windows XP environment. Although the base server is supported on multiple hardware and operating systems, Windows was
chosen because it could be set up on a desktop configuration for quick testing. The actual production environment would be
chosen based on several functional and non-functional requirements. The base management server has three software packages
that need to be installed. The NetCool Omnibus ObjectServer and base components, the NetCool Security Manager, and the
NetCool WebTop graphical interface. The versions used in this test were as follows:

NetCool Omnibus Server version 7.2.1
NetCool Security Manger 1.3

NetCool WebTop 2.1

NetCool Omnibus syslogd probe for Windows

It is assumed that you have the install packages for the above four products for Windows 2003/XP. The base configuration you
will be setting up is shown in Figure 1. It’s also assumed that you will be installing the first three components on the same server
for this initial test. There are other probe’s that will work and can be easily added to this test environment, but Windows syslogd is
an easy one to set up for an initial test.

STEP 1- INSTALL THE BASE SERVER

Insert the NetCool Omnibus for Windows Install CD or you can copy the install packages to the target server. You have a choice
to install the base code using a GUI interface or a silent install. Until you have gone thru the install process several times and
understand all the options and the features you will need to install on the various platforms, | suggest you use the GUI interface.

To start the install of the base server just execute the Setup.exe

& IBM Tivoli Netcool Installer

file in the install package. You will be prompted to accept the Feire Saiection g i
license (select yes) and the target directory for the install. You Select the features you wish to instal =
can use the defaults at this time. You will be prompted for the R S T e i v S

features you want to install. The popup dialog box should look W/ Deskiop o | - Descrintion

like the one in Figure 2. The minimum you will need to install gsf::e:;m Aucelerated Event Notification Client
for a simple base server is the Desktop, Servers, Confpack, WPServers

Administrator, and Local Help System. When the dialog box gi;:iﬁ;';mr

opens up all features will be checked to be installed. You can |7 AEN Client

simply use the mouse and right click on the features you do not Vikecl Help System

want to install and select remove. You can re-run the setup
program and add or remove features at a later time. Once you
have selected the features listed at the right, just hit next.

This will install the base code using all the defaults settings. [ «Back | [ mext» |[ cancel |

You will need to manually reboot the server after the base install. The other installs of the security
manager and WebTop will not require a reboot. The base install just completed included defining a base
ObjectServer and creating an administrator userid. These will be sufficient for your initial testing. The
key pieces of information that you will need for the following steps are:

Figure 2

o DNS name of the server
¢ ObjectServer name and listening port: NCOMS at port 4100
e Default admin userid is root with no password

The next thing you need to do is initialize the NCOMS repository. Bring up a Windows command prompt and navigate to the base
install directory (i.e. C:\Program Files\IBM\tivoli\Netcool\omnibus\bin”). If you identified a different location, then navigate to
the bin directory in the base omnibus install location you have chosen. Then issue the command nco_dbinit. This command is
driven by a base properties file and any properties you pass to it. All the defaults are defined to work with the NCOMS repository.
You should see several messages as the database is initialized. The next step is to set up the ObjectServer as a Windows Service.
In the same directory as the command to initialize the repository is a command to register the ObjectServer as a service. Just issue
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the command nco_objserv /install. You should see a set of messages that the service is being installed and receive a final
message:

The Netcool/OMNIbus Object Server service was successfully installed

You’re almost done with the base install. You just need to start the service and verify the install. Navigate to the Services
interface by selecting the Windows Start bar -> Control Panel -> Administrative Tools -> Services. The services window should
open. Scroll down till you find the
NetCool/OMNIbus Object Server and select it
using a right mouse click. It should look like the
picture in Figure 3. Highlight Start and hit the left
mouse button. This will start the service. If you
want to set it up to automatically start when
windows starts, right mouse click and select
properties. Then change the Manual start option

Sy et Logon Supports p... Manual L
Met. Tcp Port Sharing Service Provides a... Dizabled

Metcool fOMNIbus Object Server
%r—let‘ﬂeeﬁng Remote Desktop Sharin P L. Manual

%r—lemurk Access Protection Agent . Manual L
%r-leh'-.'ork Configuration Service . Started Automatic L
%r-let‘;-:ark Connections L. Started Manual L
B Network DDE . Disabled L
%r-leh'-.'u:urk DDE DSOM All Tasks LM Disabled L

. L Metwork Location Awar (LAY .. Started  Manual L
to Automatic. Now that the service is started, all SBaiecior OCeton ANArEnEss URA) b efresh e FnE
i A A %r-leh'-:u:urk Provisioning Service b Manual L
you have to do is test it. Select the Windows Start #84NT LM Security Support Provider p ez | Manual L
button, then All Programs. There should be a new 8y Office Source Engine i Manual L
Help

program entry titled NetCool Suite. Select that #aPerformance Logs and Alerts Manual g

entry and the Administrative program.

Figure 3

The administrative interface will start and you will see a standard Windows program GUI. You should see two child windows in
the work area. Select the ObjectServers window by simply selecting the title bar. There should be one entry for NCOMS. Just
double left click on the name and a logon popup should appear. Enter the userid root with no password and hit the Ok button.
You will be logged in and a new window will appear with the NCOMS server details. If you get an error message that the server
is not running go back and verify that the service is actually started, using the Windows service interface you used in the previous
step. Assuming that you were able to log on, this verifies that the server is running. If it has failed, please consult the Omnibus
Installation guide you received with the install packages, before proceeding to the next step, for assistance with debugging the
install. Once verified, you can close the administrator application.

STEP 2 — INSTALL THE SECURITY MANAGER

The security manager is required to authenticate users and
define the user entitlement when using the WebTop
browser front end. The install process on Windows is
started by running the Setup.exe program from the

i IBM Tivoli Netcool Installer _ O] x|

Security Manager Server

Pleaze enter Security Mansger Server information

Security Manager install media or directory. You will see S s [dex13
the standard welcome screen. You will need to accept the SRR (REiE [1275
license and the default install directory and then you will St FTT Fes e
see a popup window for the Security Manager Server server DBPart: — [5gnp

configuration (see popup in Figure 4). You can accept the
defaults but write them down, then hit the Next button.
You will need the hostname and the Server port (8077). «Back || NMNext» {  Cancel

Both pieces of information will be needed when you

. . Figure 4
install the WebTop GUI interface.
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The next popup is the location of the ObjectServer you installed in step 1. The host name should be the same as you wrote down

in the step above, if not, change it to the name you wrote
down. Assuming you haven’t changed the port or
useid/password, it’s the default of 4100 and root with no
password. Then just hit the Next button. The next popup
will ask you what registry to use for the authentication
server. Just select the radio button for the NetCool
Omnibus Server if it is not already selected, and hit Next
(sample not shown).

The next popup you will see is the one to the right. Since
you are not using an external registry, DO NOT check the
Use Application Registry checkbox. If you do it will cause
the security server to fail. Just leave it unchecked, or if it is
checked, uncheck it and hit Next. Just continue with the
install till it is complete. It will install all the components
necessary and setup the Security Server as a Windows
service. You just need to follow the same instructions as in
the previous step to start the service.

Navigate to the Services interface by selecting the
Windows Start bar -> Control Panel -> Administrative
Tools -> Services. The services window should open.
Scroll down till you find the NetCool Security Server and
select it using a right mouse click and Start. Highlight
Start and hit the left mouse button. Once complete the
installed and started, the server will be running with the

i IBM Tivoli Netcool Installer =]
ObjectServer = =
Please erter ObjectServer information = £
Haosk: I dcx13
Pork: I 4100
Usernarnme: |r-:-ot
Password: I
« Back Cancel |
Figure 5
il & 1BM Tivoli Netcool Installer H=] E3

Application Registry
Please enter Application Regiztry information

Security Manager Regiskry Mame: |NCSM-1

Reqiskry Hosk: I|Dcalh05t
Reqistry Pork: |BDBD
Reqistry Location: I.I'reqistry,l'services

Reqgistry Username: |admin

Renqistry Password: I*******

« Back

Mext =

Cancel

default settings including the default Security Manager userid/pw of admin/netcool.

STEP 3 — INSTALLING THE WEBTOP GUI INTERFACE

NetCool WebTop is actually made up of two components, the NetCool GUI Foundation and the actual WebTop application. The
WebTop install process will actually install all the components in a single process. Insert the install media or navigate to the

WebTop install directory and run Setup.exe. You should see a welcome
screen (with WebTop in the title). Just select the next button, accepting the
license agreement and the default target install directory. You will then get
the features selection popup (see the image to the right). The only feature
you neeed to install is NetCool/WebTop. You can right click on the Migrator
and WAAPI and select remove, you only need those when migrating from a

previous version. Then hit Next.

& |BM Tivoli Netcool Installer
Feature Selection

Select the features you wish to install

Please select the features vou wish to install
#Netcoal Webtop
Inetcool Webtop Migrator

Description

WAAPI dlient for IBM Tivoli

Netcool\Webtop. Wil be installed in

NCHOME fwebtop,waapi.

Figure 6

«Back | [ mext-

] [ Cancel ]

Figure 7
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i 1BM Tivoli Netcool Installer _ ol x|
IBM Tivoli HetcoolAWebtop

You will then get to a series of popups, where you will input all the defaults O G
settings from the previous installs. First the ObjectServer, the default server
name is NCOMS, hostname is the same server dns name, a port of 4100, and

Specify the details of the ObjectServer you want IBM Tivoli Metcoalfwebtap ko
connect ko,

a username of root with no password. All these defaults should be already Mame:  fucoms
entered in the popup, if not just enter the data and hit Next. Hostname: - [deci3
Fart: W

Specify the username and password of an ObjectServer user with administrative
pEFmiSSIons.

Username: Iroot
Password: I

po— | e — |

Figure 8

The next popup will ask you for the location and port for the
Security Manager and then the userid and password. In the R o elon
previous step you should have accepted the defaults. That means
the host is the same dns name as the other servers and the port is Configure Security Manager used by this inskance of the Metcool GLT
8077. The userid and password is admin and netcool. Hit Next Foundation:

in each popup as you enter the information in the popups.

Security Manager Client..

Security Manager Hosk: ||:ch13

Security Manager Pork: |30}'?

« Back | Next » Cancel

Figure 9

The last pop you will need to enter data into is the actual ports that the GUI Foundation will listen on for HTTP requests. The
defaults should be the ones listed in the example on the right. If they are not, just change them to match and hit Next. Then at the
summary window just hit the Install button.

All you need to do is start the GUI Foundation service and all s dartion

the installs on the management server are complete. Just el

navigate to the Services interface by selecting the Windows Please enter the default web server port number, or click Mext to accept the
Start bar -> Control Panel -> Administrative Tools -> Services. defaults:

The services window should open. Scroll down till you find e [0

the NetCool GUI Foundation Server and select it using a right S —-— [0

mouse click and Start. I — =

Figure 10
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All the servers should now be running. To test them and setup a monitoring id, bring up a browser on the same machine or another
machine connected to the same network. Put in the URL of the server and the port i.e. http:/dcx13.pok.ibm.com:8080 and hit
enter. The DNS name is the complete server name you used during the install complete with the network suffix added. If your
server does not register it’s name in the DNS server you can use
the ip address instead. The port is the port you used above when

. . Technical 5 rt Contact U
you did the WebTop install. echnical Support | Contact Us

You should get the NetCool WebTop logon screen =>

r ™
. . Please enter your Netcool username and
Enter the userid admin password
And password of netcool (depending on how it was typed in, it Username: | |
may be NetCool).
Password: | |

And hit the Login button -

p ot

Figure 11
Once logged on you will get the default admin homepage. On the right there will be a pulldown with the default of

Desktop. Use the pulldown and select Administration.

) ) strator | iDesktop % Logout
What you want to do, is create a userid that you can use to browse Pages -

the events that are being captured by the server. Administration
Select the Security Tab and then the add user button. There will be
three tabs in the input area. User Details, User Roles, and User
Groups. In the User Details tab section make up a userid i.e. testerl Figure 12

and a password for this user. The Last name and password fields

may be filled in because of the way the browser saves and caches data. Just clear them out and enter the date you need. Then
select the User Roles tab. In this section select the WebTop User in the left list and hit the Add button. Then just hit the save
button. You should see the new user in the list of userids. Now just logout (upper right of screen). You should now be able to
logon using the new userid and password you just created. Once logged on the pulldown on the right should have WebTop
Desktop as an option. Just select it and you should see the default desktop. Select the Events list and you should see something
like Figure 13 (The browser will have to be Java enabled).

My Pages

You now have a fully working NetCool Omnibus server ready to have probes start reporting events to.

Tivoli. > logged in as: Netcool Administrator | Webtop Desktop v Logout
[ Samples |  Eventlists ¢ % Maps \ Charts '\ Support \ 7
» Active Event List :Iidcxﬁ. him.ihost.com:8080/webtop/AllEvents/
File Edit View Alerts Tools Help
W ] ™ [ = T | B =
Lightweight Event List @L? a8 'LE’» B §l| |v| B| !'I @
Table View Node Summary Last Occurrence Co
dex13 Atternpt to login as allan from host dex? 3 failed 91 7/08 12:39:53 PM
dex13 Aftempt to login as ahoeft@us.ibm.com from host dex!3 £ M TIOE 12:31:52 PM
dexl 3 Atternpt to login as sherd from host dex1 3 failed 8/26/08 12:20:19 PM
A process running on has connected as root 91 7108 12:30:59 PM
dexl 3 Afternptto login as mickey from hostdex3failed | /23008 2:02:35AM
dexl 3 'AWEBTOP process running on dexi 3 has connected as .. 9/16/08 7:09:16 AM
dexd 3 A OBJSERVAUTH p running on dex3 has connect..  9/20/08 10:07:28 PM
doxt3 AWEBTOP process running on dcxi3 has connected as . 917108 20534 AW

Figure 13
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STEP 4 — INSTALLING A PROBE

In this step you will setup a simple syslogd probe on a windows client or server. The process is similar to step 1, in the sense that

you will have to install a base server (with fewer features) before installing the probe. & 1BM Tiveli Netcool Installer
The actual probe is installed like a patch to a base server. You start with the same install Feature Selection
package as you did in step 1. Follow the same instructions but when you get to the S

. . .. Please select the features you wish to install
Feature selection, remove everything but Administrator and Confpack. When you use Roeekion & - Descrpton
the GUI install on a Windows server, it installs the probe base code under the covers. If §§I_ﬁo‘j;j‘;m
you do a silent install on on another server you will have to select installing the base Hservers
probe support. Keep hitting the Next button till you get the final Install and complete $§§L‘nfiiilm.
the install. The next step is to install the sysd probe as a patch. There is no install e e
program or interface for the probe. All you do is unpack it and copy the directory —
structure to the default probe location for a win32 platform 2

[ <Back | [ mext» |[ cancel |

i.e. C:\Program Files\IBM\tivoli\Netcool\omnibus\probes\win32. Figure 14

All you have to do now is configure the probe and start it as a service. To configure the probe you need to edit the sgl.ini file in
the install directory for NetCool. Navigate to C:\Program Files\IBM\tivoli\Netcool\ini and select the sqgl.ini file to edit using
Wordpad. Change the NCOMS entry to the dns name of ip address of where you setup the NetCool and Omnibus server and the
port number. The one to the right uses the default port of =i
4100 and the dns name of the server | installed the E
ObjectServer on. Then just save and close the file. You now Q- ) F POsewtr [ rokers | [F)
need to import the changes into the configuration. Select the
Windows Start button, then All Programs. There should bea |
new program entry titled NetCool Suite. Select that entry Sqi -
and the Administrative program. The administrative TNCOMS]

interface will start and you will see a standard Windows I S
program GUI. It may ask you to import the settings, if it

does just select the NCOMS entry at the server name you just
modified and move it to the right table to be imported and
finish the import. You can then close the Admin interface.

If it didn’t prompt you to import the changes, then select the
File->Import function from the action bar and complete the
install. Don’t forget the default user/pw is root with no

Address |\ C:\Program Files\IBM \tivaliiNetcoolni

uery=NLWNSCK, MERLINOFC, 4100

NCO_PA]

master=NLWNSCK, MERLINOFC, 4200
uery=NLWNSCK, MERLINOFC, 4200

?NCO_GATE]

master=NLWNSCK, MERLINOFC, 4300

uery=NLWNSCK, MERLINOFC, 4300

NCO_PROXY]

master=NLWN5SCK, MERLINOFC, 4400

query=NLWNSCK, MERL INOFC, 4400

password. Once imported all you have to do is register and start the server. Navigate to the probe directory Figure 15
and issue the command nco_p_syslogd.exe —install. This assumes you are installing the syslogd probe on a

Windows machine. You will find a Readme file in the probes directory with more complete details on registering the probe. Now
just go to the Windows Control panel and services like the steps above and you should find a NetCool syslogd probe that you can
right click and start. Once started you should be able to log onto the WebTop server (end of step 3 above) and see an entry in the
events list for the probe you just started.

CONCLUSION

This test is simply the tip of the iceberg. You can install probes on many different devices, servers, operating systems and
middleware products. Once installed you can configure filters, assign owners to events and create a very optimized and robust
event processing solution. This is only a part of a more complete Service Management environment. An Onmibus management
server can be enhanced with NetCool Impact to provide autonomic processing of events and The Tivoli Integrated Portal and be
configured to include the events processed by Omnibus. There are multiple user and Administration guides online, for additional
information on setup and configuration please consult the online documentation at
http://www.ibm.com/software/tivoli/products/netcool-omnibus/.

70



http://www.ibm.com/software/tivoli/products/netcool-omnibus/

