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Our Program Goal

Help you identify opportunities to leverage your skills and investments on high-cost,
high-risk information governance challenges your organization faces with sessions on:

Logal & IT Risk

Information Governance — =
Benchmark Report B o »
in Global 1000 Companies Logal & IT Costs ==

" mm!

LEGAL & RIM msPﬂsE
Mitigate Risk

Executive Executive Points of View ECM Building Blocks
Challenges & on the Challenges v’ Value Roadmap
v ClO v Product Roadmap

Recent Findings
v' General Counsel

v Risk & Compliance
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Leadership Opportunities for ECM Practitioners

» “Working with other content and collaboration
professionals at BCBST, Andy Jacobs,
the company’s lead enterprise content
management (ECM) architect, sought to
address [the challenges of surging volumes
of content ... including mounting legal expenses
when relying on high-cost, third-party services
organizations for identification, collection,
and downstream eDiscovery efforts]”

» “His key steps included:

March 18,2011
by Brian W. HIll
; > with Stephen Powers and Joseph Dang

I addition to regulatory requirements, health plans often face significant litigation burdens. In seeking
0 address eDiscovery objectives, many organizations struggle with the intersection of rapidly rising
volumcsohnmmw ntent, immature policies, nddxs;omledsuwo ting technology. Enterprises
with | eDiscovery progr tackle these ch with strong cross-functional alignment,

dedicated initiatives to l.nrn uungnnmmqmi content, and technology infrastructure to support a
broad range of ng, content and eDiscovery needs.

Creating a strong cross-functional team.... Jacobs collaborated with the
company’s records manager, associate general counsel, and other

stakeholders to understand requirements, identify areas of highest legal risk, and
capture sufficient detail to scope and justify the program.”

Puttmg Content to Work
ECM UserNet

© 2011 IBM Corporation


http://www.forrester.com/rb/Research/case_study_bluecross_blueshield_of_tennessee_tackles/q/id/58702/t/2
http://www.forrester.com/rb/Research/case_study_bluecross_blueshield_of_tennessee_tackles/q/id/58702/t/2
http://www.forrester.com/rb/Research/case_study_bluecross_blueshield_of_tennessee_tackles/q/id/58702/t/2

Topics

The GC’s pain points
Addressing the problem
Developing the business case for change

Building on your expertise and ECM investments

a ~ W D=

Resources to learn more
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Legal Duties for Information or “eDiscovery”

Duty to Preserve Duty to Produce

» |Legal hold on all potentially relevant » Obligation to respond to a specific
information must be instituted when request for documents or motion to
specific litigation is reasonably compel
anticipated

»= Do not have to produce without being asked

» Adversary does not have to request the hold Often can avoid producing what was asked:

» Obligation to update and monitor scope always attempt to avoid

» Data in custody or control of company » Reviewed by counsel for relevance and
privilege first -- difficult to argue irrelevance

100% of matters 10-20% of matters
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Lack of institutional process memory, reliance on
“people glue” create gaps and exacerbate risk
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Average Case Lasts 3 Years ... Only 1% Ever Go to Trial

TRIGGER

REVIEW

Don’t know Don’t know You know No one else You forget
what you what you something knows what what you
don’t know do know important you know know

Process Memory and Transparency Are Critical Factors in Risk & Cost
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Process is Source of High Risk

Highest Risk

Likelinood to Occur )

. Loww risk Does not require constant manitoring and is ezsy to
prevent, detect, correct, defend. Less than 10% like=likood.

Potential |

Moderate rck Reguires frequent monftoring to prevent and
detect; costly to cormect or mitigate.  Between 10-50%
likedihood.

High risk Requires constant menitoring and rewes,

. imimediate escalation on failure or impending failure.
50% chance of soourring.

Putting Content to Work
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Typical Preservation Risk Scenarios

Sources of Failure Risk in Manual Process

Legal scopes the wrong employees, those eamployees
terminate or transfer mid-matter and data subject to haold
is lost

Legal fails to identify sources of data managed by IT staff
and data subject to hold is destroyed.

IT migrates, retires or modifies data subject to hold.

Legal fails to identify or fallow through on information
gleanad in thousands of interviews.

Data isn't collected because of a missing data source,
departing employee, incomplete prior collection inventory,
and communication and tracking errors.

Unable to assemble, understand or defend the audit trail
of discovery activities.

Retention schedules are not followed andfor the validity of
the current schedula is hard to defend.

IT =awes all data bacausa they fear disposing of the wrong
data, increasing discoverable mass and confusion.

IT disposes of data subject to legal obligation.

Internzl compliance audit failures on records and legal
holds expose the company in discovery or unable to re-
spond to regulators.

© 2011 IBM Corporation



Volume of Enterprise Information is Source of High Cost

“Electronic discovery requires litigants to scour disparate data storage mediums and formats

for relevant documents.” Harkabi v. SanDisk, Inc. (2011)

» Unable to find data subject to legal hold

» Over 1,200 terabytes of data -- estimated 19 billion pages -- were restored and reviewed by
outside counsel

= Over 7 million pages produced to adversary
= Cost far in excess of original $4 million damages sought in wrongful termination case

At Bayer: “200 tons of documents produced for single lawsuit and product line”

» Unanticipated earnings hit from expense
= 40 million pages already produced from 130 sources
» Adversary requesting 30 million more pages now
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More Data Does Not Reduce Risk
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= Currently storing in perpetuity with 80% growth per year

= Benchmark 3 year retention requirement

» IT spend benchmark is 6.5% of revenues, 7.4% of opex

Sanctions cases rising with data volume according to 2010

Duke study.

1981 1983 1985 1987 1989 1991 1993 1995 1997 1999 2001 2003 2005

2007 2009

= 35% of current information eligible for disposal and a source of financially material unnecessary cost and risk

= Excess IT cost and excess exposure to eDiscovery cost grow at the same rate as information volume ... not self

resolving
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Conundrum

» |f you know what you
need to preserve for
litigation and regulation

» And you know what
you need to keep for its
business value
(and for how long)

» Then you can throw
everything else away

Putting Content to Work
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Everything
Else

)

Subjectto
Legal Hold j

Has Business
Utility

Regulatory
Record
Keeping

If you can’t determine
specific value and legal
duty, you must:

1. Manage everything as if
of value

2. Guess if you're in
compliance

3. Spend too much to
manage unnecessary
data

4. Spend too much to
preserve and produce
it unnecessarily

© 2011 IBM Corporation



The GC and CIO Share the Pain and Problem

35% |(¢3M |[98%

Percentage of revenues Average cost to collect, Companies that cite
spent on information cull and review

defensible disposal as key

management (6.5% in information per legal result of governance
Financial Services) case? programs*

L @ @
Projected information Portion of information

Companies that can
growth, 2009-2020! / unnecessarily retained? / defensibly dispose today4/

1 IDC Digital Universe Study, May 2010

2 Litigation Cost Survey of Major Companies, 4 CGOC Benchmark Report on Information
2010 (from Conference on Civil Litigation, Governance, October 2010

Duke Law School, May 2010)

3 Industry estimates

Putting Content to Work
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http://gigaom.files.wordpress.com/2010/05/2010-digital-universe-iview_5-4-10.pdf
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/$defaultview/33A2682A2D4EF700852577190060E4B5/$File/Litigation Cost Survey of Major Companies.pdf?OpenElement
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/$defaultview/33A2682A2D4EF700852577190060E4B5/$File/Litigation Cost Survey of Major Companies.pdf?OpenElement
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_RoomHome/4df38292d748069d0525670800167212/?OpenDocument
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_RoomHome/4df38292d748069d0525670800167212/?OpenDocument
http://www.cgoc.com/register/benchmark-survey-information-governance-fortune-1000-companies
http://www.cgoc.com/register/benchmark-survey-information-governance-fortune-1000-companies

Questions for Litigation Executives

*Qur current process is fine” requires MORE process questions

Process AGC iz focused on how RELIABLE the discovery process is
Element In contrast, a Director of Legal Ops is focused on how painful the process is

Scope of
Custodians

Scope of
Data

Legal Hold

Interviews

Evidence
Collection

Review

Early Cost

Assessment

Monitoring

How accurate do you think the HR directory you're scoping from is? How easy is it to really keep track of who gets added

and removed from scope over time and why? Are you sure everyone identified in the spreadsheet receives a notice and
that is documented?

Do you just identify and notify custodians? How does IT know how to manage those custodians’ data in the background
during the hold? How do they know they shouldn't migrate server data, recycle departing employee laptops? Are data
sources tracked through spreadsheets or lists? How would IT handle overdapping holds on server data and tapes?

Are you confident everyone receives and responds to notices? How do you ensure everyone receives a reminder and how
do you track that? Do you have a standardized escalation process? How does Legal communicate the descriptions of
records or information subject to hold =0 RIM and IT staff can comply and how much second guessing do these stewards

need to do?  How do you know people on hold have left the company and how is preservation of their data ensured? How
much time do these activities really take and is your team covering all the bases given their workioad?

Do you use outzide counsel to inferview custedians and find out about their data? Or do you attach forms fo notices that
custodians must download and fill out? If 20, how does your legal team reassemble the facts and follow up on all them?

How many spreadsheets are really used between legal and IT in the collection process for a single matter? For all matters?
How many T hands touch collection for a single custodian? For a single matter? How do make sure legal doesn't have
potentially relevant information in the pile of evidence already collected? Are there multiple copies of collected data for
every hand that participated in the process?

Whiat portion of data collected is really relevant im any given matter? Do you over spend on processing charges and review
for imelevant and duplicate information only to find out that the asmall amount of actual evidence should have informed your
strategy much earlier?

How often are you or your internal clients surprised by the cost of discovery after the game plan has long been in place?
How confident are you that you provide these clients with imely, reliable insight on cost to make better decisions about case
strategy? Do you find out how much discovery will cost after discovery?

How do you ensure that your holds process is consistent, non-responders are identified and addressed, custodians and
collection facts are lost in spreadsheet translations, and the fact pattern will be good under scrutiny ?

Putting Content to Work
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Topics

The GC’s pain points
Addressing the problem
Developing the business case for change

Building on your expertise and ECM investments

a ~ W=

Resources to learn more
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A Billion Information Choices,
None of Them Actionable

2,000 departments
30,000 people

6500 laws

Law or
Regulation

Department

642 codes

Retention
Schedule

How do business people get How does IT efficiently determine which of
what they need when they 7,500 legal obligations apply to which

need it? Without undermining departments, employees and information
legal or compliance? assets? How does legal?

15 © 2011 I1BM Corporation



The Path from Ad Hoc to Shared Responsibility

Lower Risk & Cost, Higher Value

Data with no business g
value or legal duty

I
50% growth every
year s |

|

Putting Content to Work
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" Subjectto
Legal Hold

Has Business

Utility

UMIFIED GOVERN 4 Ncg

Create, Use

DUTY ASSET
Hold, J | Retain | | Store,
Discover Archive Secure
Dispose IT
Efficiency
c
ROGEss pansor®
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Everybody’s doing their job, but ...risk and cost are too high!

|Isolated Stakeholders & Processes

Silos of activity

Legal . RIM . IT . Business
Risk I Risk I Efficiency I Profit
| | |
. . . Manual,
| | | semi-structured
. . processes

No systematic

Holds . linkage of holds,
Custodians I Schedules & Data Storage & i an schedules or
Collections . Laws Systems business utility to

I information assets
i | |
Structured Unstructured
Collected Data . T e i
I Significant

10000 matters $¢ 10000regs $¢ 10000systems $¢ 4000 processes complexity

Putting Content to Work
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Close the Gaps to Reduce Risk & Cost

Assistant . Case Strategy, Managing Legal Risk &
. F ting Di Cost
Genera || orecasting Liscovery Losts Evidence Assessment
Counse & Analytics
Attorneys & !
Director of : Monitoring the Legal Holds &
Discovery ! Discovery Process
Culling
Paralegals Scoping & Track.ing.& Directing &
Issuing Holds Interviewing Coordinating

Custodians Collections
Discovery & Disposing of Data & Doing & Delegating Holding &
Data Retiring Assets Data Collection Collecting
Managers . Evidence

Putting Content to Work
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IBM Software Addresses Virtually All Litigation Risks

Putting Content to Work
19 ECM UserNet ©

Typical Preservation Risk Scenarios

Sources of Failure Risk in Manual Process » Risk Mitigation Achieved with Software

Legal scopes the wrong employees, those amployees
terminate or transfer mid-matter and data subject to hold
is lost

Liegal fails to identify sources of data managed by IT staff
and data subject to hold is destroyed.

IT migrates, retires or modifies data subject to hald.

Legal fails to identify or follow through on information
gleanad in thousands of intenviews.

Data isn't collected because of a missing data source,
departing emplayee, incomplete prior collection inventory,
and communication and tracking errors.

Unable to assamble, understand or dafend the audit trail
of discovery activities.

Retention schadules are not followed and/or the validity of
tha current scheduls is hard to dafend.

IT sawas all data bacausa they fear disposing of the wrong
data, increasing discoverable mass and confusion.

IT disposes of data subject to legal obligation.

Internal compliance audit failures on records and lagal
holds expose the company in discovery or unable ta re-
spond to regulators.

Legal can reliably scope custedians by current and histori-
cal organization hierarchy and automatically detect terms
and transfers.

Legal can reliably and accurately scope data and informa-
tion managed by IT and RIM staff source

Legal holds can be automated on datain place and IT and
RIM staff are systematically alertad; they have continuous
wisibility to holds on systems and records.

Interviews are conductad online, results automatically
compiled and follow up action items trigger alerts and
axceptions

Information imventory workflow and tracking link legal with
RIM, business and IT information owners for transparendcy,
automated collections and tracking.

Hold and collection audit trails are generated automatically
to eliminate double record keaping, errors and risk.

Business specific schadules can be easily and sustainably
managed and automated.

IT saves only data of value or thatwhich is subject to legal
obligation, and performs routine, defensible disposal.

IT saves and manages data commensurate with its valua

Predictable audit compliance and highly dafensible lagal
holds and disposition.

© 2011 IBM Corporation




IBM eDiscovery Management Solution Set

Process
Needs

Capabilities Required

Products that
can help

eDiscovery = Issuing Holds = Atlas Discovery
Process = Custodian Interviews and tracking for Legal*
Management | « Scoping people, data sources & = Atlas Discovery
records
o ) for IT*
= Coordinating and conducting _
collections = Atlas Discovery
= Enterprise map for rapid for Employees *
discovery
= Monitoring and reporting on the
eDiscovery process
= Defensible disposition of collected
data
= Enforcing and releasing holds
= Compliance coordination for IT,
employees and records managers
Case = Evidence assessment and = Atlas Discovery
analytics
Assessment Cost
& Analytics = Case cost assessment Forecasting*
L] C'ross—portfohf) cost forecasting = eDiscovery Mgr
= First pass review ]
= Cross-portfolio custodian, case eDlsicovery
and evidence pattern analysis Analyzer
= |IBM CM8 or
FileNet P8
= |BM Content
Collector

Putting Content to Work
ECM UserNet

BUSINESS
Maximize Profit

101010
010101

resodstQ |

DISPOSE 1T
e 00 . Increase Efficiency

LEGAL & RIM
Mitigate Risk

* - New ILG portfolio elements
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IBM Provides Essential Memory, Good Facts, Lower Risk
for Matter & Portfolio

Search matters \My matters

| [vaiter Aamet

» Detailed search

£ Full-Text Search

Search

|} MNew

Reset

Sort hy: [Matter Mame

v| wiew: [Matter Status

Matter Name
Matter ID

Carpenter Inc, vs, Bonneville
2004-0002

Martin & Latman vs Bonneville
2002-0001

Cardali Inc. vs Bonneville
2007-0004

Fructose Inc. ws, Bonneville
2010-0003

Mentira Oceans vs. Bonneville
2004-0002

Surlong Design Inc, vs Bonneville
2002-0004

Transalta Rubber Inc. vs. Bonnevyille

2010-0001

Qrange vs Bonneville
2010-0002

Plum vs. Bonneville
2004-0002

Berry Inc. vs Bonneville
2010-0004

Total of 10 Matters

Showing 1-10 of 10

Attorney
Legal Assistant

Matteson, Eric
Duval, Daniella

Karmananadicha, Nazrul
Duval, Daniella

Ssmith, Robert Ir,
Duval, Daniella

Branlebuc, David
Duval, Daniella

Branlebuc, David
Duval, Daniella

Matteson, Eric
Duval, Daniella

Espinletta, Ravier
Duval, Daniella

Matteson, Eric
Duval, Daniella

Miederwiese, Peter
Duval, Daniella

Fowler, Martin
Duval, Daniella

Exceptions
Critical - all

15

51

Past Due
Oldest Due Date

Due in 7 Days
Earliest Due Date

Expanded follow-u
Key Players Interv

Collections

Collect from Email

p ESI Interview

iew - Accelrys

Collection Request, Zantaz Records

Archive System

Preservation obligation notice regarding Surlong Design Inc. You {5

Preservation obligation notice reminder regarding Martin & Latma

Collection of files for Accelrys SEC Investigation

Collect Archived Information from Off-site Storage

Enterprise
Optimization

Today
- _|H
1 -
C
Detail - Requests - Holds - Tnterviews - Collections - Master List - Documents - Search
Plans - Logs - Results
Plan: [ Custodn Interview = Organization: [

Interview Sent:

Putting Content to Work

21 ECM UserNet

Question

Recipient

Adams, Stacey

Bellson, Louis

Gatto, Julia

Mattingly, Ken

Page, Nicholas

Recipient Name:

: [12n 22, 2011

=

: [Do you know other people that should be in x|

Interview Sent

Jan 22, 2011

Jan 22, 2011

Jan 22, 2011

Jan 22, 2011

Jan 22, 2011

Interview

Custodian Interview

Custodian Interview

Custodian Interview

Custodian Interview

Custodian Interview

Status: |All =
Action Required: [Al ~

Answer: | Yes

Question

Do you know other
people that should be
included in the matter?

Do you know other
people that should be
included in the matter?

Do you know other
people that should be
included in the matter?

Do you know other
people that should be
included in the matter?

Do you know other
people that should be
included in the matter?

Answer

Yes

=l Search
Detailed Response Notes
Trish Daniels Eg
Paul Donnis Eg
Doug Greene =g
Steve Gross F
Noah Wise Eg

Actions



IBM Evidence Analytics Integrated with Process
Provides Better Insight, Lower Risk

Enterprise
eDiscovery Analyzer Opfisaization
Search } Current Case: --Ferc Pipeling Investigation_Letter received from FERC_revised archive hold (Change Case’
ol Time Line =% Emall Diagram | &4 Category Graph -1
l Primary Category |People - Secondary Category | Phrases v
2
[
o
s
= draft sempra contract
2 tree dowenload of msn explorer
first credit worksheet Primary Category Walues +
. E \rvtercnnne.mnn aresment e e e
email address national enerdy araup
enron apal smith strefat : california utilty
lenal specialist enron building pacific cas kim ward
9 texaco board members ariginal messane
- original message utilities commission
diligence effart customers of pacific gas
bricieling holdinos e e
] mark castiglione address infarmation
@ aceltional information = RS @
universal compression
steatn purchase SIS
st I
2 i i =am SRRl pacific nas
aas arm-ftd
) final version bridaeline oty
ensr phaze _draft [ Search } Current Case: --Ferc Pipeline Investigation_Letter received from FERC _revised archive hold (Change Case
2 first form af execution process - — a = -
] bridgeline holdings i ca checl earch 7 = = k : - :
¢ oriinal messane oo cheek e g 5 (53 | Fiter by Flags: Nona {add fiter)
2 ) draft of credit manacgr Keywords: - - 5
] bridgeline holdings fll;ST ; ) ) i [ | { ﬁ_naug,ali dglete folder lotus note westlaw item mal\box_ h\erarc_hy Jjournal expense favorite outbox Update Results
2 fEfud finl version iy ines: - synchronization add offine log form view task inbox earnings lexis update ) ANY 19
= tEXE‘;’:D smith street ferc.. Gt e SRR Sender: s
B R Group A e . nsp-mn smith street [ =]
£ nacific nas ] re
Z 5 [Sillepeciaist ,@P‘E”E—‘ - 0 Time Line | o8 Email Diagrarn &3 Category Graph A7
2001.04.04 2004-03-01 2001.05.01 2001.07-01
Subject: | B Actual Count  [] Expected Count [ Overlap
= 2
o0 TimeLine | =% Email Diagram &4 Categary Graph n? Dates between:
[ | 59: 1
alale ) S (N[ il 1l
_— o Suggested Terms ? ] [%
Domains e \ N Select terms to add to your search, . zoot-10- 2001-11- 2001-12-
acompany com | alex | ‘ : v folder
beilt. com ‘,.’ Ji \
ot org " ol Otrochure O fiyer =
Iotusspacs, com lauren O folders O footer Actians Find Similar Utilities 7
iy addison——— @somecompany.com \ ; (O Folded ([ Farmer 21 results (0 selected) ; 1 - 21 P3N T
somecompany. com - g (O Fawler (O Faster [~ Select 4l - == & 1
someplace.com T [ Founder more...
A » delete | | Simnilarity | Flags | Date | File Types | Senders or Authors | Recipients
emma + financials M == o 10/24/01 10:06 AM Ermail Ella <Ela@sormecompary.com>  Ella <Ela@somecompany.com:
- urnmar
A » task ’—2.5':3 Synchronizing Favorites 9:06:23 Synchronizing Folder 'Tnbox',9:06:24 4 itemis) added to offiine folder 9 ... 24 Synchronizing ‘
E Actions Find Simiar Utlities L » sarnings
I~ Selert 3l P = E S LReaiisieat 2 Me&=| o 1/2/02 7:36 PM Email Ella <Elamsomecompany.com=  Ela <Ellafsomecompany.coms
12340 > view —
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IBM Continuous Cost Assessment Leverages Facts to Improve & Accelerate
Matter & Portfolio Decisions

Quick Mavigation
ooooe My Atlas LawL\brawSEhedu\es Matters Reports Cost 5 (& & Map My Holds Admin Enterprise

Optimization
Cuick Navigation
ooooe My Atlas LawLibraryScheduIes Matters Reports Cost 3 & &

Detail - Requests - Holds - Collections - Master List - Documents - Search - - .
Matters » Ze

Cost Forecasting

Matters » Ze

Cost Forecasting

Actual Typical (?) Forecast
Detail - Requests -Holds - Collections - Master List - Documents - Search -
$986 $2,238,452 $2,238,452 a
Cost Probability and Budgeting
Forecast Parameters Actual Typical User Forecast Total Projected Cost - R
$2.5M Probability Weighted Forecasted Cost
~ Custodians $600K
i 24 $2M
Custodians in Scape 19 24 2 24 $500K
Custodians in Collections 10 15 15 15 $1.5M
£400K
Volume per Custodian (GB) 11.32 GB 10.091 GB 1 10.091 GB $1M
Pages per Custodian 571,069 485,355 485,355 $300K
$500K
Collection Cost per Custodian $10.00 $10.00 $200K
~ Data Sources 50
Actual  Typical Fore: $100K
Data Sources In Scope & ] a ]
. - g0 0 N
Data Sources in Collections 2 5 5 5 FY09-3 FY09-4 EY10-1 EY10-2 FY10-3
Volume per Data Source (GB) 21.163 GB 17.827 GB 17.827 GB Quick Navigation
Pages per Data Source 1,007,502 880,363 880,363 ooooe
Forecast Parame] My Atlas  Law Library Schedules Matters Reports  Cost @ (& & Map My Halds  Admin
Collection Cost per Datasource $20.00 $20.00
Likelihood of Revi
* Collections
Porti f Data for Revi (%) NA 14.35% 14.35% Probable Review
ortion of Data for Review (% 8 g
Probability-Weighl] [ o
Collected Data Volume (Atlas) 155.525 GB 232.301 GB 232.301 GB During: Current Fiscal Quarter ~
LCC Data for Review (GB) 0GB 30.637 GB 30.637 GB [“Exclude from hi Matter Incurred Period Total
- &
gé’lg:)m‘j Data Volume: (Non 13.631 GB 13.657 GB 13.657 13.657 GB Zephora v. Netestate, LLC $90.8K  $50.4K  §90.8K
Zephora v. Verza Domain Depot BV $35.3K $42.8K $59.6K
Non-LCC Data for Review (GB) < EZ2aCE LIZEEE
oGe Zephora v. AfterGen, Inc. dba JumpingDot 30 $33.3K $2.21M
Callection Cast per GB BET HBEL Zephora v. Universo Online S/A (UOL) $23.9K  $28.3K  $35.3K
~ Processing and Review Zephora v. GoDaddy.com, Inc. $12.8K $17.4K $35.4K
Cull/Reduction Rate NA 30% 30(r 30% Zephora v. AirMames.com Inc. %0 $13.7K $1.09M
Page Count after Culling 0 1,103,696 NA 1,103,696 —-Age Discrimination Matter - Greg Sol $0 $13.1K $397K
Review Cost per Page NA $2.00 2 $2.00 Additional costs include: --Supressa Product Investigation 30 $12.6K $604K
Processing Cost per GB $50.00 $50.00 ji Zylos v. A Rite Tern, LLC $13.6K $12.0K $18.3K
Hosting Cost per GB-Months $18.00 $18.00 Showing 10 - 18 of 817 S e s e deaed T
Hosting Period (Months) 48 48
» Total Cost $986 $2,238,452 $2,238,452
» Matter lifecycle key indicators © 2011 IBM Corporatlon

*Extrapolated export volume



Manage Risks & Costs for the Portfolio

Data Governance Metrics

Catalog + Catalog Management + Data Governance Metrics

Category | All v | Search Clear

Information Class | Al v Steward ‘ I-F'_|
I;‘ sub-orgs I;‘ sub-orgs

Organizatmn| Steward's Organizatiun‘

»  Advanced Search

View: [ Overview v

Legal Duties RIM

1000

]

Top Data Sources Top Data Sources

@ EV Email Archive North America @ sharePoint HR

SharePoint HR @ sharePaoint Finance
Centera Clinical Tests B Iron Mountain west

Iron Mountain West

200 CQuick Mavigation -
SharePoint RED #4 ooooe
File Share General Finance HQ My Atlas  Law Library Schedules Matters Reports Cost @ & & Map My Holds Admin

HONE  LowW MED HigH  iew Full Repark

Most Expensive Matters
500

Top Data Sources . )
During: Current Fiscal Quarter =

@ Iron Mountain Mortheast

® M5 Content Managsmsnt (West) Matter Incurred Period Total
200 280 ® Open Text eDocs Finance 200 Zephora v. Netestate, LLC $90.8K $50.4K $90.8K
110 © 1B Filehet RM Tech & Serv Zephora v. Verza Domain Depot BV $35.3K  $42.8K  $59.6K
@ Oracle Stellant HR {MW) i
® ron Mountain west 0 Zephora v. AfterGen, Inc. dba JumpingDot 30 $33.3K $2.21M
Zephora v. Universo Online S/A (UOL) $23.9K $28.3K $35.3K
Wiew Full Report
Zephora v. GoDaddy.com, Inc. $12.8K $17.4K $35.4K
Zephora v. AirNames.com Inc. 30 $13.7K £1.09M
--Age Discrimination Matter - Greg Sol 30 $12.1K £397K
--Supressa Product Investigation 30 $12.6K $604K
Zylos v. A Rite Tern, LLC $132.6K $12.0K $18.3K
Showing 10 - 18 of 817 ElPage: 12345..91 El
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Form and Process Mismatch

HIGH RISK
NO DEFENSIELE DISPOSITION
HIGH ENTERPRISE COST OF COMPLIANCE

Legal holds Schedules
defined by LE:AL . - documented
employees | éi o by record
involved, =K class.
notices sent to IT unable to
them. @ apply the

IT and o schedule.

Records left
out of process.

Putting Content to Work
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Systematic Linkage of Stakeholders and Processes

RIGOROUS COMPLIANCE
DEFENSIELE DISPOSITION
LOWEST RISK, LOWEST COST

LEGAL BUSIMESS RIM

b Maters J b:pqrfnyw‘ﬁ A x ﬁ%ﬂt{;m-;aﬁ_?,-

\\ )’/
'-._\" . /
r K/

o ——— O L -'.q
g Rateion ™
"\.__ :".’r"m"n':f ._zi'.f.__ s‘w -i‘:—* --""--".“-- &*Muf'g /
- — . e s -

g Systants ) A

T

-

Il

LR ! .-"I
*i Mﬂl'ﬂ#m‘r'ﬂ:..;l"

S, e
g 3 2
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IBM Provides Governance Capabilities for Legal, RIM, IT & Business Stakeholders

PROCESS TRANSPARENCY CREATE, USE
Unified Governance Optimal accessibility
v'Natively integrated workflows UNIFED GOVERVANC, v Determine what is of value

v'Common data model,
enterprise map and governance
hub

v'Automatic linkage of duties,
value to information assets and
business processes

v'Ensure trusted content availability

v'Search smaller corpus faster for better
business productivity

v'"Meet SLAs for structured and unstructed
information access

Create, Use

HOLD, DISCOVER
Rigorous Discovery - Hold, STORE, SECURE

v Robust, automated legal i Efficient Storage
holds for people + data v'Standardization and consolidation

v Efficient discovery process, IT v'Virtualization and deduplication
including data collection Eficency v Rationalization
V' Early case assessment v'Policy and governance
v" Legal cost and risk analytics
RETAIN, ARCHIVE DISPOSE
Value-Based Retention Defensible Disposal
v'Regulatory requirements master v'Catalog of obligations and duty by asset
v'Index of information’s business utility v'Legacy data clean up, application
v'Reliable retention schedules with automated retirement
classification and execution v'Procedures for disposal by source
v'Cohesive archiving across data types v'Risk and cost dashboard for information
v'Program cost and risk analytics portfolio

27 © 2011 IBM Corporation



Breakthrough Solution

2 3
Link Information Value Defensibly Dispose of Optimize eDiscovery &
& Legal Obligations to Data, Consolidate Retention Processes
Information Assets Applications

Align IT investments Dramatically lower IT Improve compliance,
with information value and legal costs reduce compliance cost
::::T::l: ) 60 . ==mmUnconstrained Growth essmRoutine D A
40 //
g5 E_
w0 / :
£
’ 2010 ‘ 2011 2012 2013 ‘ 2015 ‘ Likelihoed te Occur @-
Putting Content to Work
17 © 2011 IBM Corporation

28 ECM UserNet /‘ N




Topics

The GC’s pain points
Addressing the problem
Developing the business case for change

Building on your expertise and ECM investments

a A D RE

Resources to learn more

Putting Content to Work
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We Have Tools to Help You Assess Processes, Quantify R
and Chart the Course Forward to Lower Cost an

‘Continuous update of custodian roies,
responsibiities, automatic emplayes
wransition aler; systematically use existing
custodian fists for similar matters,

Automatically scope people, systems and

tapes, information and records inhoids;

SR e E e
data/tapes where appicabls.

Publish to system, propazate hold,
automate hokd enforcement. 1T staff have
continuous visiblty to current discovery
duties, holds during routine data
ntactivities; automaticaly fiag
recordsinappropriate systems

Individus| respanzes propagated to

collections, collections
instructions, imerview results shared with
‘outside counse! to interview by exception.
From their browsers, Attorney’s collect
directly from custodians or any system.

Quantiy of data mmemmmn'gmy

scoping

scoping.
e e e )
instructions 10 IT.

Consistently arguments
tolimit scope of collection and review;
earfest/optimized matter resoiution;
manage costat portfoiio level

Apprapriate visibity scrass T, Legal nd

VIA ORIV
OC, MANU mez umum. Level 3: SEMI-AUTOMATED WITHINSILO
spreadshest. mmmwnadi”rmﬁm inal
halds including. mukiple holds pe
e T
employees in real time.
from data by tapes and data sources
ot sourees, custosian-based organization; understand bsck  toorganizations, and open
B rather thaninformation up procedures. hoids/collections
Information  based; spreadshest
tracking/lists
EEE Gentraiize repiy email box for  Systematically send noticss and reminders,
Process well atily 12
Pubiah
o ofrecord allhoids on u
wmfmmmnsub,m whokd  imranet. their holds at any time. Communicstions
requires interpretation ang tailoredi 10 recipient rok (1T, RIM,

manuz| effort to comply. employes).

Adrhocmanual interviews and  Questionnsire maied to Online/auto interviews with system falw-
imenir | TO10W P eustosiars, w, nd ned
o manuzlyfor collection and responses, autonon-response escalations,

counse folow up alertsor specfic answers, export for 0/C.
Detailed and duplcate Centralized, version controlled 1T can efficently collect by custodian and
Collecton  SPTERGShestsof custodians  spreadshestsof custodians and  content, avoid recollecting, auto kogging of
\now  andinformation between 1T information; evidence server  fiescollected, source, chain of custody. IT
e B e sef-service look up
the co
collect ~collect Quantity of data reviewed from tightly
Revien aver scoy aver scope 5 P
custodians; high quantity of  custodians; high quanity of data histories, accurate enterprise map.
cata for review for review.
~collect the “Big

il fromcustodians, overscope  mamiers” in spreacsheets orby  generated 3s soon as the hokd is scoped,
G eustodians; high quantity of i eontinuously for

data for review matters

Eachamomey tracks theirown  Farmal but manual reportingef Autamated reminders and sscaiations, anfine

 matters e spen i s t e parting an

Monitoring, aninte ects status, vty within
Compiisnce custadians, collected inventary, and maers.

frrabrapa et e

13 Key Processes
Maturity Model and Self Assessment

Putting Content to Work
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Process Maturity Correlates Directly to Legal and Risk

Risk at Level 1 Process Maturity

Risk at Level 4 Process Maturity

L]

Y

44

Likalihood

n [ Lo risk o ot e
e ceaicace el gt
i e b L e

- [Sources of Failure Risk in Manal Process:
LEGAL HOLDS Legal scopes the wrong employees, those employees terminate ot

transfier mid-matter and data subject to holdis lost.

Legal fails to identify sourves of data managed by IT staff and data.
subject to hold is destroyed.
mm«mms.mmumﬁesumummw

a

n Logal
thousands of intersievs.
E dopi
D pr inventory nd
tracking errors
F ov Usnable to assemble, undecstand or defend the audit tril of discovery
RTING activties.
G ROUTINEDISPOSAL  Failu d

=
g
£
2
S
7]
&

TT ‘saves everything. increases discoverable mass.
1 RETENTION PROGRAM IT disposes of data subject to legal obligation or of vabue to the
business
3 POLICY AUDIT Internal compliance audit failures on records and legal holds expose
ipas ;i paz por
regulators.

Risks in these Processes
Current and Future State

d Risk

Process Data
Management
Hold $o
Collect s0
Review $2,072,000
Discover Report S0
Other Outside Legal $o
e S0
Store/ManageData  $ 160,000,000
Info Policy Audit $o

Total - §162,072,000

Process Data
Management

Hold $o
Colleet $o
Review $414,900
Discover Report So
Other Outside Legal So
N %0
Store/ManageData  $ 80,000,000

So
Total  $B80,414,400

Legal & IT Costs of Process
Current and Future State

Outside
Legal
$1,408,000
$64,000
367,200,000
$448,000
542,000,000

S0
o

So
$111,120,000

outside
Legal

$752,000
$63,872
$40,320,000
$448,000
So

S0
o

So
841,583,872

Internal
Productivity

$1,140,480
$56,064.

o
$4,603,200
o
$200,000

$140,000,000

So

$145,999,74+ (SOOI

Internal
Productivity

$1,027,302
$54,980

$o
$4257,120
$o

$190,000
470,000,000

~$40,000
$75489,501

LEVEL 1 LEGAL AND IT COSTS

Total

$2,548,480
$120,064
369,272,000
$5,051,200
$42,000,000

$200,000
$300,000,000

S0

LEVEL 4 LEGAL AND IT COSTS

Total

$1,779,392
$118,861
$40,734,400
$4,705,120
S0

$190,000

$150,000,000

840,000

$197.487.773

Isk and Cost

© 2011 IBM Corporation



We Can Assist You with an Assessment

= - L1

E - -
= — =
-5 O o -

< T . eam el
O -
w O ) .
xX Z Calibrate value Executive report on ROI,
Ll Ll .

i Roadmap for action

= Fact finding on

2
2w current processes
o=
=8 Cross-stakeholder
<
25 workshop
£ 2
o w

Demonstrate value to each
stakeholder community

Putting Content to Work
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Topics

The GC’s pain points
Addressing the problem
Developing the business case for change

Building on your expertise and ECM investments

g O D #

Resources to learn more
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Room for Improvement is in Adjacent Area for ECM Leaders

8 5 7% cited lack of systematic
linkage and collaboration across
legal, records and IT a critical
point of failure

70% use people glue to link
1egal obligations and business
value to information assets

50 %6 of IT departments don't
use retention schedules at all

33 20 identified records subject
to legal holds as part of the hold
definition

30 Y0 of companies are
achieving disposal and risk
reduction benefits of information
governance today

229% of companies can
routinely dispose of data,

predominantly paper

AV *
z X\\\\\\\\Q)

L
o
o
3

atter

3\

Hold

25N
§ l VALUE
R

Department

)2

M

System

........

\
A
1
1
1
1
1
1
1
1
1
1
1
)

>

" DUTY

Law or
Regulation

Retention
Schedule

T~

Closing these gaps
requires improvements
in:

v'Business process
v'Information practices
v'Systems

© 2011 IBM Corporation



IBM Has a Differentiated Enterprise Solution

LEGAL BUSINESS
& O
Watters
N
\
Y
\ Y
> ¢ e (@]
Holds l-’\:"" “
v Bystems
i
]
1
1
]
1
: h 4
X Information
‘\ [ Contert itsek)
________
Other vendors:

s e

U
s’

Retention
Schedule

DuTY

» Stretch the small budget rather than changing the

huge growth curve

* Make routine disposal impossible or unreliable

* Create permanent disconnected silos between IT,
legal, records and business — which leads to

endless data build up

volume and undermine IT

Benefit from the “storage addiction”

Some ediscovery solutions actually increase data

o4

BUSINESS

RIM
LN

%s DUTY

Laws or
Regulations

Retention
Schedule

Systems

|

\4‘1 Information

Only IBM:

* Systematically links business value and legal duties
to information assets

Enables legacy data clean up and application
retirement with data disposal

More efficiently manage less information with
Smart Archive

More efficiently manage legal obligations for
information with eDiscovery and Retention and
Records Management




Building on Your ECM Investments for Enterprise Value

A

Data

Risk /

Value

Archiving and storage Records and retention
optimization management

FileNet upgrade Paper disposition

eDiscovery process
management and analytics

Putting Content to Work
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Defensible disposal
Instance consolidation
SharePoint archiving

>

LoB analytics on
smaller, better quality

corpus

© 2011 IBM Corporation



ILG Solutions Close Gaps Between Legal, IT and Records Stakeholders to
Systematically Lower Cost and Risk

Only IBM links
stakeholders and
their processes to
connect legal duties
and business value

to information assets.

Putting Content to Work
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BUSINESS
Maximize Profit

VALUE

T e
Lt
i) "5;

LEGAL & RIM DISPOS
Mitigate Risk G088 @ ] Increase Efficiency

%
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The GC’s pain points
Addressing the problem
Developing the business case for change

Building on your expertise and ECM investments
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Resources to learn more
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Learn More and Assist Your Legal Colleagues

WWW.CgOoC.com

Tool Kit for Communicating
Legal Risk to Business
and Finance Executives

Presenting the business case for legal hold and
discovery workflow software to IT, business and finance
execs is more productive when framed in familiar
business — rather than legal — terms.

ac

A=t COUNCIL

Putting Content to Work
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Legal Holds and Discovery Whitepaper

Judge Scheindlin’s Recent
Pension Decision

Guidance for Corporate Counsel

Pension Comm. of the Univ. of Montreal Pension Plan v. Banc of Am.
Secs, No. CIV. 05-9016, 2010 U.S. Dist. LEXIS 1839 (S.D.N.Y. Jan. 15, 2010).

By Thomas M. Lahifr, Director, PricewaterhouseCoopers and Deidre Paknad, President & CEO, PSS Systems

PRICEWATERHOUSE(COPERS

© 2011 IBM Corporation


http://www.cgoc.com/

Participate in CGOC Programs

CGOC is a corporate
practitioners forum focused on
the intersection of legal holds,
discovery, retention and
information management
started in 2004.

v Exclusive, invitation only

v" Highly relevant business
content

v Not a trade show or vendor
event

v’ Customers lead discussions

Putting Content to Work
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Events

Building Better Bridges — Achieving
Enterprise Excellence in Discovery,
Retention and Dispesition

Guest experts from ExxonMobil, Wells Fargo, Bank of
America, Novartis, Travelers, Amgen, Pillsbury Winthrop,
Husch Blackwell LLP, and Sevfarth Shaw, plus The
Honorable Andrew J. Peck and The Honorable Richard A.
Kramer.

Mual CGOC Summit, San Franciseo,

Right Steps, Wrong Qutcome — What
Harkabi Teaches Us

Review of this important ease and lessons on institutionalizing

process memory Lo avoid excess cost and risk with guest
David Stanton from Pillsbury, Tom Lahiff forme;
ank, and Deidre Paknad, CGOC founder,
Wehinare

Discovery and Disposition —

Frem Strategy to Execution

Case study and guidanee on how to extend a rigorous
diseovery program to information governance and defensible
disposition. Guest expert Eckhard Heryeh, Global Head of
Information Governance, Novartis.

Webinar- April 5

Working Group Presentation on
Information Retention Management

The 10 Retention Elements Needed for Routine, Defensil
Disposition — work product from the CGOC RIM workin
group. Co-chairs Lorrie Luellig, counsel, Ryley Carlock
& Applewhite, Harry Pugh, former Managing Director,
Operations & Teehnology Policy Coordinator, Citigroup
Webinar— April 19

2011 PROGRAM

OVERVIEW

Rigorous Discovery, Value-Based Retention
and Defensible Disposal

With guest experts from Novart Re, Gartoer and
hosted by Swiss Re at their Center fur Global Dialogue.

May 3-4, hosted by Swiss Re

Prevailing Practices — Peer
Benchmarking & Common Breakdowns
With expert discussion leaders from Exelon, JPMorgan
Chase, ExsanMobil and ather eorporations. Long luneh
meetings hosted at Seyfarth Shaw offiees.

San Francisco, June 2 | Chicago, June 7 | Dallas, June g

Social and Mobile Media Mock Discovery
Hearing

Explaration of the tricky issues corporate and individual
litigants face in preserving and producing social and mobile
data, ineluding a discussion of the SCA and other constraints.
US Magistrate Judge Peck presiding; hosted at JPMorgan
Chase. Morni jon and lunch. With guest experts from
JPMC, U.S. Magistrate Judiciary and hosted by JPMC, this is
a1/2 day executive meeting.

New York, June 15

Defensible Disposal Workshop

Novartis and others

With guest exp
best practices on addressi
Septy % Basel, Switzerland

and Disposition

What Legal, RIM and IT Leaders Can and
Should Do To Reduce Risk and Cost

Expert discussion led by Susan Rider, Assistant General
Counsel at Exelon, en why these stakeholders must engage
ind what areas their practices need to change.
Detober 5-6

Huren suschstackwew SEXARIHL . [ ©C(; eV IUMWH

For more information or to register ge

Working Groups

Prevailing Practices for Preservation
eDiscovery

Co-chairs Robert Levy, Counsel, ExsonMobil and
Tom Lahiff, attorney

Records Information Management
Co-chairs Lorrie Luellig, counsel Ryley Carlock &
Applewhite and Harry Pugh, former Managing Direetor,
Operations & Technology Poliey Coordinator, Citigroup

Social and Mobile Media

Chair David Stanton, Partner, Pillsbury Winthrop Shaw
Pittman LLP

Information Governance

Co-chairs Eckhard Heryeh, Glubal Head Information
Governance Management, Novartis and Bill Chulak, IT
Director, Amgen

*“CGOC has done significant work in
advancing legal holds and retention
practices of corporations.”

— Vivian Tero, IDC

Publications

- .. Information Governance
W Benchmark Report in Global
1000 Companies

Benchmark Survey on
Prevailing Practices for
Legal Holds in Global 1000
Companies 2nd edition

Fall zon1

[Complian
t pre

rnance, priv d data man:

CGOC Membership
€GOC s an exclusi

Jegal, records, and IT,

+ General Counsel
» Assistant General Counsel

» Litigation Counsel

» eDiscovery Director

i

. 1o

VP, Information Technology
IT Governance and Security
Information Security Officer
Information Architecture
eDiscovery Technical Director
RIM

+ Records and Complianee Program

Officer
+ Records Manager

The CGOC meetin . exceeded
my expectations... information and
knowledge rich

Cathy Perry, Schering-Plough

sezt v Social & Mobile Media:
b Discovery Practices &

” Considerations
—— -

Subscribe to our menthly
newsletter to get the latest
news and updates

© 2011 IBM Corporation



Learn More About Executive Challenges &
How You Can Be Part of the Solution

SEI 430 PV - 5:20 PM Tuesday
aa Addressing The ClO’s Cost Challenges

10:15 AM - 11:05 AM Wednesday
0 Addressing General Counsel’s Risk Challenges

. 11:15 AM — 12:05 PM Wednesday
.\. How RIM Helps -- Alignhing Retention Policy with Information Pace
IIW

\
v

1:05 PM — 1:55 PM Wednesday

A Smarter Approach to Archiving Can Reduce IT Cost and Legal Risk

2:05 PM - 2:55 PM Wednesday

Building on ECM Investments — Value & Product Roadmap

Putting Content to Work
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IBM Information Lifecycle Governance

TOOLS BEST PRACTICE EXPERTISE

SOLUTIONS

ogal 7 Risk -

2011 PROGRAM

OVERVIEW

Logal & IT Costs -
whererce el - Discovery and Disposition — - o C
- From Strategy to Execution 1 AM OVERVI ‘7 CGO
—— Setng Botar Grdges — Achioving Com e -
——— Al dvpenticn. ot gt Ebburdt] e v omorepapian
—— Ot s b B W e Bl | s ———
S 2
——— AR Al B AR T yarking rous Pressntationsn - g
S B s ) — el @y
L P ——— S e S
oyl b racutyorase
e
e e s
igerous Dicovery Voue-Bsed Rotanon
e Seraia S
imertort O
" AT,
o p— Harkabi Teaches Us ‘What Lagal, RIM and IT Leaders| =] socal & Mobihe Mo
et | s
=
o ] i
E
. s, plhey (-
Executive Report Wima e
Disposal. Discovery & Data Management

Recommendations & Roadmap

Social & Mobile Media:
Discovery Practices &
Considerations

[ — Fver

E-DISCOVERY

101010
010101

BUSINESS
Maximize Profit

101010
010101

DISPOSE

~ v

44 4+
[

RETAIN

Tesodsid 2

LEGAL & RIM oisPosE
Mitigate Risk ~ S4BST SS90

RETAIN
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References / Links

Forrester Case Study: BCBST Tackles Strategic
Archiving Initiative

CGOC Benchmark Report on Information
Governance, October 2010

Litigation Cost Survey of Major Companies,
2010 (from Conference on Civil Litigation, Duke
Law School, May 2010)

IDC Digital Universe Study, May 2010

Information Management Reference Model
from EDRM.net

Join the CGOC today!
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Thank You!

Helping Your Legal Department
Meet Information Obligations and Reduce Risks

Michele Kersey

michelekersey@us.ibm.com
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