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Topics 

1. The GC’s pain points

2. Addressing the problem

3. Developing the business case for change

4. Building on your expertise and ECM investments

5. Resources to learn more
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Legal Duties for Information or “eDiscovery”

Duty to Preserve Duty to Produce

Legal hold on all potentially relevant 
information must be instituted when 
specific litigation is reasonably 
anticipated

Adversary does not have to request the hold

Obligation to update and monitor scope

Data in custody or control of company

Obligation to respond to a specific 
request for documents or motion to 
compel

Do not have to produce without being asked

Often can avoid producing what was asked; 
always attempt to avoid

Reviewed by counsel for relevance and 
privilege first -- difficult to argue irrelevance

100% of matters 10-20% of matters
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Multiple Stakeholders & Increasingly Complex Process
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Matter Lifecycle Compounds Inherent Risks
Process memory and transparency are critical factors in risk and cost
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Excess Data Poses Potential Risk, Litigation Cost

Cut volume to cut cost

Cut volume to cut cost
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Low risk Does not require constant monitoring and is 
easy to prevent, detect, correct, defend. 
Less than 10% likelihood

Process Issues & Risks Can Create Roadmap for Adversaries
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Highest Risk 

Moderate risk Requires frequent monitoring to prevent 
and detect; costly to correct or mitigate.
Between 10% -50% likelihood

High risk Requires constant monitoring and review, 
immediate escalation on failure or impending failure. 
50% likelihood

Sources of Failure Risk in Manual Process:

A. Legal scopes the wrong employees, those employees 
terminate or transfer mid-matter and data subject to hold is 
lost.

B. Legal fails to identify sources of data managed by IT staff 
and data subject to hold is destroyed.

C. IT migrates, retires or modifies data subject to hold. 

D. Legal fails to identify or follow through on information 
gleaned in thousands of interviews.

E. Data isn’t collected because of a missing data source, 
departing employee, incomplete prior collection inventory, 
communication and tracking errors.

F. Unable to assemble, understand or defend the audit trail of 
discovery activities.

G. Retention schedules are not followed and/or the validity of 
the current schedule is hard to defend.  

H. IT saves all data because they fear disposing of the wrong 
data,  increasing discoverable mass and confusion.

I. IT disposes of data subject to legal obligation.

J. Internal compliance audit failures on records and legal holds 
expose the company in discovery or unable to respond to 
regulators.
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Process Maturity Drives Excess Data, Risk and Cost
Ad-hoc, siloed processes undermine defensible disposition
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Process Misalignment Results in Over Retaining and Over Spending

Today, there is no association of 
specific value and legal duties 
to information, so you:

Manage everything as if of 
value

Hope you’re in compliance

Spend too much to manage 
unnecessary data

Spend too much to preserve 
and produce it unnecessarily

If (and only if) you 
know what you need to 
keep for litigation and 
regulation

And you know what 
you need to keep for its 
business value (and for 
how long)

Then you can throw 
everything else away
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The GC and CIO Share the Pain and Problem 
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1 IDC Digital Universe Study, May 2010 2 Litigation Cost Survey of Major Companies, 
2010  (from Conference on Civil Litigation, 
Duke Law School, May 2010)
3 Industry estimates

Average cost to collect, 
cull and review 
information per legal 
case2

$3M

Portion of information 
unnecessarily retained3

70%

Percentage of revenues 
spent on information 
management (6.5% in 
Financial Services)

3.5%

Projected information 
growth, 2009-20201

44x

4 CGOC Benchmark Report on Information 
Governance, October 2010

Companies that cite 
defensible disposal as key 
result of governance 
programs4

98%

Companies that can 
defensibly dispose today4

22%

http://gigaom.files.wordpress.com/2010/05/2010-digital-universe-iview_5-4-10.pdf
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/$defaultview/33A2682A2D4EF700852577190060E4B5/$File/Litigation Cost Survey of Major Companies.pdf?OpenElement
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/$defaultview/33A2682A2D4EF700852577190060E4B5/$File/Litigation Cost Survey of Major Companies.pdf?OpenElement
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_RoomHome/4df38292d748069d0525670800167212/?OpenDocument
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_RoomHome/4df38292d748069d0525670800167212/?OpenDocument
http://www.cgoc.com/register/benchmark-survey-information-governance-fortune-1000-companies
http://www.cgoc.com/register/benchmark-survey-information-governance-fortune-1000-companies
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Questions for Litigation Executives
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The Enterprise Information Challenge

Legal & RIM 
understand 
information 
obligations

Business teams 
know the value 
of information

No modern 
mechanism to 
communicate 
specific value to IT 
(or legal)

1000s or 10,000s of 
departments doing 
various business 
functions with 
variable info value

IT has the information but no visibility to 
its obligations or business value

No safe disposal, serious constraints on 
migration and consolidation
Uses capital to manage garbage rather than 
information of utility to the business

15

Manual or siloed 
process not 
systematically 
visible to IT

10,000s of duties 
that vary by 
case, country 
and line of 
business
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The Path from Ad Hoc to Shared Responsibility
Lower risk and cost, higher value

If you can’t determine specific value and legal duty, you must:

Manage everything as if of value

Guess if you’re in compliance

Spend too much to manage unnecessary data

Spend too much to preserve and produce it unnecessarily  

If you know what you need to keep for litigation and 
regulation

And you know what you need to keep for its business 
value (and for how long)

Then you can throw everything else away

Source:  EDRM.net
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Path to Lower Risk & Cost

Value Roadmap

Essential solution 
capabilities for immediate 
legal risk and cost reduction 

Path to stakeholder 
interlock, for lower data 
volume and lower legal and 
IT costs

Partner with subject matter 
expertise

18

Excess Legal Risk & Cost, 
Stakeholder Disconnects

Lower Legal Risk & Cost
Stakeholder Interlock

A
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Calibrate value with 
executive sponsor  

Agreement on risk, cost 
reduction potential

Assess current processes  
Determine current risks and 

costs using IG Process Maturity 
Model

Fact finding interviews
Senior Attorney
Dir of eDiscovery
Legal controller
VP Records
Record Liaison
VP IT
IT manager

Provide risk & cost reduction 
recommendations

Executive report on current 
costs and risks

Process improvement 
recommendations

Risk and cost reduction 
benefits

Roadmap to value 

1 2 3
Step wise Approach
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IBM’s eDiscovery Solution Helps Significantly Lower Risk & Cost

21

10 Risk Reduction Levers

3 Cost Reduction Levers
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Only IBM Addresses eDiscovery Risks and Costs 
+ Their Root Cause

22

Complete solution for 
1. Rigorous eDiscovery
2. Value-based retention and archiving
3. Defensible disposal
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IBM eDiscovery Management Solution Set
Build on your existing ECM investment

Process 
Needs 

Capabilities Required Products that can help

eDiscovery 
Process 
Management

Issuing Holds

Custodian Interviews and tracking 

Scoping people, data sources & 
records

Coordinating and conducting 
collections 

Enterprise map for rapid 
discovery 

Monitoring and reporting on the 
eDiscovery process 

Defensible disposition of 
collected data  

Enforcing and releasing holds 

Compliance coordination for IT, 
employees and records managers 

Atlas Discovery 
Management for Legal*

Atlas Discovery 
Management for IT* 

Atlas Discovery 
Management for 
Employees*

Case 
Assessment & 
Analytics 

Evidence assessment and 
analytics 

Case cost assessment 

Cross-portfolio cost forecasting

First pass review 

Cross-portfolio custodian, case 
and evidence pattern analysis 

Atlas Discovery Cost 
Forecasting*

eDiscovery Manager

eDiscovery Analyzer 

IBM CM8 or FileNet P8

IBM Content Collector * - New ILG portfolio elements 
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Quickly & Reliably Identify People & Data Sources in 
Scope Over Course of Matter

24

Browse the organization 
tree, select one or more 
departments and 
automatically get a list of 
both employees and data 
sources.   

Select and deselect to refine 
the scope.   Add or remove 
both custodians and data 
sources over time.

Look at the organization and 
employee roles for a period 
in the past to get the most 
accurate list of custodians. 
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Single-Click Hold Notice Creation, Nuanced Escalations Reduce Effort & 
Increase Control

25

Use confirmations with 
confident response 
tracking to reduce risk.  
Dynamically create 
notice from templates; 
simply provide matter-
specific elements of the 
hold.  Route to attorneys 
for review. 

Establish default 
escalation policies for 
first, second and 
subsequent non-
responses or define 
specific escalation 
handling for a specific 
matter.

Automatically apply 
different subject and 
body text for escalations 
to managers.
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Interview Custodians Online About Data Habits & Employee Involvement to 
Lower Risk, Outside Counsel Fees
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Set up standard 
questions or easily 
create matter-specific 
questions, including 
mandatory and 
conditional elements.

Pre-set action items to 
question/answer 
combinations such as 
“yes” to “Do you know 
other people with 
relevant information?”

Responses are collated 
automatically; sort by 
custodian, action 
pending, or question and 
specific answers to save 
time and reduce risk of 
oversight.   Add 
comments as needed.   
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Make Compliance Easy for Custodians, Improve Compliance
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Custodians can look up 
all of their holds at any 
time for convenient 
compliance and so legal 
can more confidently 
issue release notices.    

Enable executives to 
confirm compliance from 
their PDAs with unified 
response tracking.

Consolidate reminders 
so custodians receive 
fewer notices with more 
complete information 
about their obligations. 
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Automatically Capture the Custodian Response Record, Record Verbal 
Confirmations for Completeness

28

Set default reminder 
intervals for notices, 
use a single global 
reminder to custodians 
across matters or define 
reminders for a specific 
matter. 

The response record is 
automatically captured 
for each.   

Manage non-
responders through  
email and dashboard 
alerts and automated 
escalations.

Capture and record 
verbal confirmations on 
behalf of executives to 
complete the custodian 
hold record.  
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Costs Are Automatically & Continually Forecasted as Scope and 
Facts Change to Avoid Surprises, Improve Negotiating Power 
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Make better decisions 
with insight on both 
culpability and cost with 
automatic, continuous 
forecasts. 

Run scenarios with 
outside counsel to 
control the scope of 
collection and 
production and 
substantiate burden 
claims. 

Forecast when costs will 
be incurred and do 
better financial planning 
with internal clients. 
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IBM eDiscovery Management Solution Set
Build on your existing ECM investment

Process 
Needs 

Capabilities Required Products that can help

eDiscovery 
Process 
Management

Issuing Holds

Custodian Interviews and tracking 

Scoping people, data sources & 
records

Coordinating and conducting 
collections 

Enterprise map for rapid 
discovery 

Monitoring and reporting on the 
eDiscovery process 

Defensible disposition of 
collected data  

Enforcing and releasing holds 

Compliance coordination for IT, 
employees and records managers 

Atlas Discovery 
Management for Legal*

Atlas Discovery 
Management for IT* 

Atlas Discovery 
Management for 
Employees*

Case 
Assessment & 
Analytics 

Evidence assessment and 
analytics 

Case cost assessment 

Cross-portfolio cost forecasting

First pass review 

Cross-portfolio custodian, case 
and evidence pattern analysis 

Atlas Discovery Cost 
Forecasting*

eDiscovery Manager

eDiscovery Analyzer 

IBM CM8 or FileNet P8

IBM Content Collector * - New ILG portfolio elements 
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Quickly Understand Timeline & Essence of Custodian & Business 
Information
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The visual and 
interactive timeline 
helps identify and then 
narrow the search and 
data set to key periods. 

Automatically extracted 
phrases in the content 
show the essence of the 
information.  

See how many 
documents and 
messages contain 
important phrases.  
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Understand the People & Companies Potentially Involved Very Early to Improve 
Strategy

32

Quickly get a view 
of the people 
involved as well as 
the sender and 
recipient domains 
and companies 
involved.  

Combine facets and 
filters to quickly 
include and 
eliminate 
custodians and data 
– such as people 
from certain 
locations or other 
combination. 

Select, view, and 
page through the 
information in the 
time or context slice.
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Detect Unusual Patterns of Communication and Information Anomalies to Hone In 
On Issues
Find relevant activity 
quickly to better 
understand issues –
without waiting to or 
spending on collecting, 
processing and 
reviewing the data.  

Easily find and look at 
the information itself –
for example, a spike in 
“confidential 
information” exchanged 
among custodians. 

Page through the actual 
items quickly.

Flag as relevant, 
privileged, confidential, 
or irrelevant and add 
internal comments. 
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Add or Remove Custodians & Their Data to Lower Risk, Contain Cost

Narrow your 
search to find 
the wheat in 
the chaff.

Track your 
exact query to 
easily describe 
and defend it.

Addresses and 
IDs are 
hyperlinked so 
you can easily 
identify, add or 
remove 
custodians.
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Visual Map of Dialogue & Domains Helps Find & Eliminate Custodians, 
Content
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Narrow on the 
email 
conversation to 
key domains, 
key players, 
and key 
conversations.  



© 2011 IBM Corporation

Visualize the Business Concepts & Content Over Time to Accelerate Understanding 
& Review
Organize a 
topographical view 
by key category.   

Information 
“peaks” show 
frequency and 
phrases to quickly 
identify relevant 
information.

Refine the hold and 
collection as early 
as possible to lower 
both cost and risk. 
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Eliminate Irrelevant Material Based on Concept, Conversation, Content and 
Context Analysis

37

Use the topo view 
in combination 
with other 
information facets 
such as sender 
domain, people or 
companies to 
quickly include or 
exclude 
information.  

Avoid unnecessary 
processing and 
review fees.  
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IBM Solution Reduces Burden, Risk & Cost
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IBM’s eDiscovery Solution Measurably Lowers Legal Risk
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IBM’s eDiscovery Solution Helps Significantly Reduce Cost 

40
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Only IBM Addresses eDiscovery Risks and Costs 
+ Their Root Cause
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IBM Capabilities Unify Processes, Stakeholders and Governance
Lower Cost and Risk, Higher Value

HOLD, DISCOVER
Rigorous Discovery

Robust, automated legal holds 
for people + data

Efficient discovery process, 
including data collection

Early case assessment
Legal cost and risk analytics 

RETAIN, ARCHIVE
Value-Based Retention

Regulatory requirements master
Index of information’s business utility
Reliable retention schedules with automated 

classification and execution
Cohesive archiving across data types
Program cost and risk analytics

DISPOSE
Defensible Disposal

Catalog of obligations and duty by asset  
Legacy data clean up, application 

retirement
Procedures for disposal by source 
Risk and cost dashboard for information 

portfolio

STORE, SECURE
Efficient Storage

Standardization and consolidation
Virtualization and deduplication
Rationalization 
Policy and governance

CREATE, USE
Optimal accessibility

Determine what is of value
Ensure trusted content availability
Search smaller corpus faster for better 

business productivity
Meet SLAs for structured and unstructed 

information access

PROCESS TRANSPARENCY
Unified Governance 

Natively integrated workflows
Common data model, 

enterprise map and governance 
hub

Automatic linkage of duties, 
value to information assets and 
business processes
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IBM is deeply committed to the Information Governance domain

2011 MEETING TOPICS 

•Designing your Information Governance Program

•Defensible Disposal Workshop Series

•How Changes in U.S. Privacy Law Are Accelerated 
By Social Media

•Compliance, Discovery and Disposition of 
Structured Data

•What You Need to Know about SoLoMo

•A Future Look into the Legal Landscape

•Ediscovery Beyond Email: Structured Data, 
International Discovery, and Social and Mobile 
Media

•Prevailing Practices — Peer Benchmarking & 
Common Breakdowns in Preservation and 
eDiscovery

•Rigorous Discovery, Value-Based Retention and 
Defensible Disposal 

•Discovery and Disposition — From Strategy to 
Execution

•Right Steps, Wrong Outcome — What Harkabi 
Teaches

•CGOC Summit 2011 

1,300 corporate practitioners forum focused on the intersection of 
legal holds, discovery, retention and information management 
founded in 2004 by Deidre Paknad
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CGOC Research, Micro Surveys and Working Groups

RESEARCH IN PROGRESS  

• Benchmark on Prevailing Practices for Legal Holds 2nd Edition 

• Benchmark Report on Governance of Social & Mobile Media 

• Benchmark Report on Information Governance, November    

MEMBER-INITIATED MICRO SURVEYS
• Fast-turnaround surveys initiated by members on narrow topics

Benchmark Reports are surveys and analysis of legal, RIM, and IT 
corporate CGOC members from the Global 1000. 

Cited in Amicus Briefs and Commentary to the Federal Rules 
Committee, CGOC research and data are an important voice on 
the preservation and discovery challenges facing its members.    

WORKING GROUPS
Focus on defining optimal practices and processes, publish work product with guidance and considerations

Preservation and eDiscovery

Co-chairs:  Tom Lahiff (former Citigroup AGC), Robert Levy (current managing counsel for ediscovery, Exxon Mobil)

Records and Information Management

Co-chairs Lorrie Luellig (attorney at Ryley Carlock), Harry Pugh (former SVP policy at Citigroup)

Information Governance & Defensible Disposal

Co-chairs:  Bill Chulak (Amgen), Eckhard Herych (Novartis), Jonathan Redgrave (Sedona)

Governance of Social Networking & Mobile Media

Co-chairs:  Jake Frazier (Huron), David Stanton (Pillsbury)
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Helping Your Legal Department 
Meet Information Obligations and Reduce Risks

Michele Kersey
michelekersey@us.ibm.com

Thank You!
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