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Abstract

Second Generation Archiving - Shining the Light on Dark Data

Second generation archiving solutions manage content based on value, removing
unnecessary data to lower operating costs, storage costs, and improve
Infrastructure and backup performance.

Join this session to learn how to implement an archiving solution to meet storage
cost reduction objectives, and why archiving should be a part of every IT
department's core competency.
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Agenda

The true cost of First Generation archiving
* A historical perspective
* Issues & pain points

o Case study: From First Generation email archiving to a lower cost, lower risk
approach

o IBM capabilities to help IT manage information by value
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Information volume is doubling every 2 years,
1.8 zettabytes in 2011.

By 2020 it will be 50 times that amount.

The IT staff to manage it will grow less than 1.5 times.

IDC Digital Universe, "Extracting Value from Chaos”
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A Historical View

Archiving was introduced as means to keep active information produced in applications and enterprise
systems outside of those systems in order to:
1) Lower infrastructure costs and improve operational efficiency which suffers as a result of large data

volumes
Faster backups on production systems

Administration utilities ran more quickly
Fewer failures and shorter time to recover from failures

2) Allow source systems to scale by removing old information
Better performance from existing hardware

Longer periods between hardware refresh & application upgrades

R

Expand previous
deployments of
enterprise applications

Infrastructure
consolidation

Streamline IT processes Support more users
& procedures with fewer resources
Meet uptime & Control unchecked
performance SLAs application growth
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The Third Driver: Compliance

Increasingly, ensuring compliance with regulations became a primary reason for
implementing archiving of unstructured data with initial interest mainly from
Financial Services.

Archiving provided a way to supervise employee communication with the public (i.e.
NASD/FINRA for Broker-Dealers)

EFFICIENCY 2| }

Consolidat&etain informatigﬁeﬁ?d 2iEitoibe

infrastructureduty or Oblé?%éorprics)zrgsgrisc;;ons

Streamline IT préeg¢ssesor transSapport more users
& procedurés internal govwith fewer resources

Meet uptime &rovide eDisc@ontrol unchecked
performance SLAs capabilityapplication growth
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Characteristics of The First Generation Archive

Archive
HERDLS

Keeps
Everything

Keeps Forever

Limited
eDiscovery

Impact User

Productivity

Email centric; Difficult to expand to new data sources such as SharePoint,
Social (Impact: IT efficiency; Compliance holes)

“Straight through Archiving” - All data is archived as if it is if equal
importance (Impact: eDiscovery Cost; Storage & Management; Legal
Risk)

Blanket retention period for all data, often not even turned on (Impact:
Over-retention creates large with additional storage costs, legal risk
implications and eDiscovery cost)

eDiscovery searches require IT (or a third party) to execute, adding delays,
overhead, and service charges. Data often re-collected (duplication) for use
in eDiscovery application. (Impact: Time, Higher cost including penalties
for not meeting deadlines, burdening IT staff, duplication of data)

Little or limited email client integration — separate web search interface
required (Impact: End user efficiency)

© 2014 IBM Corporation
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Where and How IT can help remove cost & risk
4 Target Cost Compression Areas for Defensible Disposal and ILG Effectiveness

| Where |

How

Data that can and should be disposed
-- Application data

-- Files and end user docs

-- Email

-- Back up

Infrastructure storing
data with no utility

Data that can and should be tiered and archived as
its utility wanes or when its cost exceeds its value
-- Aging application data, end user files, and email

-- Non-prod instances

-- Records and regulatory content with no business
need

Storing data at a cost

higher than its value

Applications, infrastructure and data that can be
retired

-- Moth balled applications with vague legal
requirements

-- Cycle time and throughput acceleration

-- Consolidation and decom

Application costs
without business value

External Legal vendor spend that can be reduced,
avoided and eliminated
-- Pre-assess data before and after collection

E-Discovery external
vendor spend

-- Cull and review internally

-- More precise hold scoping with higher transparency

DISPOSAL

ARCHIVING

DISPOSAL

Q

DISCOVERY

Analyze existing data in place
before archiving;

Identify what is important;
Delete the rest.

Collect and archive only
information with value
Compress, De-duplicate,
migrate through storage tiers as
value diminished

Analyze for abandoned data,
applications and accounts;
reclaim and consolidate
hardware, license fees

Solving over-retention results in
smaller data sets, and lower
discovery cost. Legal Self-serve
for discovery and hold speeds
response, lowers IT involvement

© 2014 IBM Corporation



Unstructured Data Archiving

CASE STUDY




The Company's Messaging Current State

Stakeholders

Legal Records / Compliance

End User

= Hold assumed from 100% retention, no
holds applied in archive

Mode of = Conduct collections and export only when
need arises

= No Early Case Assessment available for
attorneys — maximizes cost and time.

classification

Operation Messaging System(s)

= Single retention period, if any, must be
applied to all messages

= Can’t apply any disposition to messages
because no classification of records and
no mechanism for defining business
retention (co-mingled)

= Collect more messages than required
Impact = Unable to distinguish which messages
are subject to any hold and therefore
volume accumulates in perpetuity
= Backup restores needed

Information Flow

= No message based record identification or

= No ability for users to declare records from

= Attachments moved to 1 Archive after 14
days for some users, however legacy PST’s
proliferate on workstations

= Local PSTs are unmanaged, exist in multiple
places and are expensive to collect
= User quotas impact business

Messaging Feeds / Use Cases Messaging Archives / Volumes

eDiscovery

Compliance 1) Archive “A”
= Journal/Capture all for compliancein all = Legacy journal infrastructure
geos = ~600TB
= ALL messages journaled —>
= SMTP feeds of other messaging platforms 2) Archive “B”
such as Bloomberg, Reuters, etc. = ~600TB
= Growing Indefinitely now into Year 8
Mailbox Management —_>
= Mailbox management for some users, 3) Archive “C”
stubbing after 14 days. = 150TB
= ranging from 1994-2003
—>  =Retention required 7 years from 2008
Loose eMail 4) Archive “D”

= |PST’s on file shares = legacy journal data (24-26 TB) — Centera storage.

Used for compliance and ediscovery.
= journal info from 2007-2012

Requires multiple searches with multiple
tools

Large searches can fail

Larger collection can take weeks
Duplicates data to build collections

Gaps & Issues

= PST’s on file shares never collected

= How to deal with Exchange Backups

= Performance against SLA’s commitments not
met

© 2014 IBM Corporation



3 requirements or gates to govern & dispose of messages in archive

Stakeholders & Governance Requirements to Dispose

O Legal Holds / eDiscovery O Records / Compliance O End User Experience
[ [ [

Legal must be satisfied that
messages subject to any existing
holds are not disposed and no
unique messages can exist in
PST’s. This entails:

1. Accurate inventory of all
existing holds

2. Apply holds to messages

3. Refine, revise, and apply holds

over the course of matter and
as new holds come in
(continuous and real time)

12

Compliance must be satisfied
that messages with a regulatory
retention obligation are not
disposed. This entails:

1. Routine policy refresh

2. Align information classes to
employees and enable
automated or semi-
automated record
classification

3. Extract records from existing
archives still requiring
retention and execute
disposal schedule on both
records and archive

Business units/users must have
acceptable access to messages w/
business value. In addition, no
disposed messages can have copies
that exist in PST files. This entails:

1. Optimal user experience with
transparent access, ability to
search and retrieve archived
messages and records

2. Universal rollout across
Geographies

3. Provide an easy to use
mechanism for business users to
declare records and messages
required for longer than the
policy retention period (i.e.
Credit Default Swaps for life of
swap plus 5 years)

© 2014 IBM Corporation
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3 Options to Dispose of Mg

sages & Opti

nize ILG Messaging

1) Ad hoc disposal of
messages by
mapping longest
significant umbrella
retention &
preservation
requirement (e.g. 5, 6
or 7 years)

2) Automate disposal
policy and execution
in IBM Content
Management
Platform on a “go-
forward” basis; retain
1, 2 or 3 legacy
archives and dispose
in annual batches.

3) Automate disposal
policy and execution
in governance
enabled archive;
migrate messages
from legacy archives

Description

Determine longest retention
requirement:

(1) Policy Approach: Create
a superset of all holds and
retention categories to be
executed in EV archive

(2) Execution Approach:
engage EV to classify and
protect relevant data, then
delete all “else”

(3) Manually set policy in
Zantaz.

(4) Roll all non-archived
users into one of the
archives

Maintain 1,2 or 3 archives
but cease ingestion. For
new messages, archive in
platform capable of
automatic hold and
retention execution

Automated policy
application (holds,
retention, business value)
directly to data in IBM ECM
platform, migrate archives
to IBM ECM Platform and
apply policy there

Legal: Ensure messages
subject to hold are not
disposed

Manually map/refine legal

holds to custodian/date range

(~6 yrs.):

=construct map of all existing
holds by custodian and date
range

=refine map to ensure
completeness (higher bar
with disposal) through
attorney review of holds
(query of messages to
refine custodians)

=create updated official legal
holds map of messages in
archive

Automatically set flags for
holds in new archive from the
syndication enabled legal
holds tool. Run searches in
archives for messages
subject to hold that are
longer than retention period
about to be applied and store
in new archive.

Automatically set flags for
holds in new archive from the
legal holds tool. Migrate
existing holds and archives,
refine using search in archive

Compliance: Ensure
messages with a regulatory

retention obligation are not

disposed

Create a standard retention
period for eMail, identify
exceptions and extract
Refresh policy for The Company's
obligations for messages and
determine standard retention
period (applies to ~90%) - (~6
years)
=Likely Exceptions: (1) Time
period is longer than standard
and (2) Event-based retention
exceptions identified and moved
=Create updated retention map of
messages in archive

Automatically apply retention
policy to IBM Platform including
support for event based retention

Automatically apply retention
policy on all messages including
support for event based retention

End User: Business must
have acceptable access to
messages w/ value and no
PST’s with unique messages
can remain

Notify business of disposal period,

flag exceptions, remove PSTs

=Business notified, exceptions
flagged — notify disposal range,
when exceptions occur over period
must create administrative hold in
archive

=Ensure removal of applicable PSTs
from file shares.

Incorporate and apply business
value period automatically alongside
retention policy and legal holds in
IBM Platform, ease of access to
stubs enables
discontinuation/remediation of PST
creation or additions going forward

Incorporate and apply business
value period automatically alongside
retention policy and legal holds,
ease of access to stubs enables
discontinuation of PST creation or
additions. Engage in PST
remediation work stream described

below

(@]

2014 1BM Corperation
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Option 1: Apply Retention/Disposition to Archives in-place

Current Archive Topology

Archive “A” Archive “B” Backups

Archive “A” Archive “B” Backups

Future Archive Topology

Wm Change Required | Risk Reduction
4 a 4 \
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Option 2: Dispose From Legacy Archives in Place
Deploy Governance Aware Archive Going Forward

Current Archive Topology

Archive “A” Archive “B” Backups

Dispose in Place

Future Archive Topology

| Investment |  Savings | Change Required | Risk Reduction
¢ ( ( a

15 © 2014 IBM Corporation
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Option 3: Deploy Governance Enabled Platform to Apply Policy to
eMail & Migrate/Decommission Legacy Archives

Current Archive Topology

Archive “A” Archive “B” Backups

Migration of Legacy Archives
Analyze for Value, Save what is needed, Delete the rest.

Future Archive Topology IBM

__Investment | __ Savings __| Change Required
e & e &

16 © 2014 IBM Corporation



Optimal Recommendation #3: Governance Aware Platform for New Content,

Migrated Messages, Existing PSTs and Backup Tapes

dtaKkenoilaers
Records / Compliance End User
I 1 I 1T
= Legal users define holds which are * Policy automation system employed so " Archive is transparent to user, no
Mode of automatically applied directly to messages record classes can be tied to employees, additional clicks or interfaces. .
Overation = Legal users can search, analyze, pre-cull and classification enabled and business value * Enjoysan “infinitely” sized mailbox making
P refine scope of holds in archive — with no IT incorporated for disposal execution PST's obsolete. Easily declares records

involvement

= Messages in archive are automatically
Impact flagged as “held” and protected from
disposal until all holds are lifted
= Less data is collected, processes and
reviewed, no backup tapes

Information Flow

with a single click or auto declares.

= Retention scheduleis a source of truth = No negative impact on the business users
for disposal and executed in archive = |Improves user experience by removing

= Records are routed to record repository debris, providing search across files and
for holistic records management messages

Messaging Feeds

Exchange & Notes Feeds
= All required messages

Other Feeds
e LinkedlIn, Twitter and Facebook
messages
* Bloomberg and Reuters direct
feed

17

IBM Content
Collector captures
based on policy, applies
deduplication
en-route to
Archive & trips
relevant flag such
as “Declared as
Record”

Single Messaging Archive

Archive provides unified approach for messages and
files and SharePoint

* One archive for both retention and mailbox

management
* Retention schedule applied in place
* Holds appliedin place Risk
* Event based records disposition Remediation &
* Seamless stubbing for no change in employee Defensible
experience Disposal

* Early Case Assessment & Culling in place for Legal
* Self-service search for users
* Common FINRA Supervision enterprise wide

© 2014 IBM Corporation
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Summary Email Volume Reductions

Years 1 2 3 4 5 & 7 8

RAL All email currently retained for 7 years
effectively indefinite retention

Coa

CURRENT STATE
FUTURE STATE
——
Regulated . .
8 Users Email for regulated users retained for 5 years
HDI’I-HEEU'HtEd Ernail for non-regulated users retained for *
2 years
Users I S S——
| UUzers classify emails into folders to Small numbers of Records/Non-
identify as Records or Non-Relevant Relevant Records remain placed  —
records on hold

18 © 2014 IBM Corporation



Capalbilities for IT

IBM VALUE-BASED
ARCHIVING
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Analyzing Data In-Place Before Preserving or Collecting

Data Map Details n Group By Data Map
Analyze Content acrOSS | volumes m I None I Data Source Type | Number of Objects I Size On Disk
Org an |Zat|0na| data 3511::: ;::: ;:L:::Ltype W centera Current View: Objects By Category , By Data Source Type
sources and identify et ¥ crs
. _ ;5;’3 W Exchange
owners to determine e ¥ FieNet
people and systems with — W
1 ] 2,297
'potentlal'ly relevant —n —_—
information. - o | catesorvew :
;‘\mt“l ! 862 W Container and Archive 2
- 1 217 M Em
 Abandoned File o - b
SyStemS :d\jmm 2 W Miscellaneous ‘_!
1,437 W Presentation
« Explore for local PSTs I < i Programming ——
. . | i -
« Examine data for risk " e— Spreadsheet

(SSN Numbers, Credlt EJ) Select Data Overlay . ..

Card N u m be rS) I Credit Card Numbers

* Monitor unauthorized sl .. -ll
file type

*|IBM eDiscovery |dentification and Collection

*IBM Policy Assessment and Compliance

*|IBM Unstructured Data ldentification and Management
*|BM Desktop Data Collector
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Archive Content Based On Its Business Value or Obligation with IBM

Content Collector

Selectively archive from email, file systems, social media and collaboration

systems according to VALUE

Filter on source to determine

what to archive:

a. Age

b. Size

c. Content Type

d. Metadata, properties and
attributes

e. Classification based on
message/file contents

De-duplicate to reduce volume

— Meszzage Constraints

[ Filter email by age
Filter email with a:

Icreated date

) Qider tharn:

I 1 ::I I biours

) On or before:

|\wednesday, June 05, 2013

I Filter email b zize @
[hzlude email greater than:

o = [ke

N [grore encrypted items @

—Meszage Types

¥ Euclude 0 Inchude

heszage type

| Baze meszage *l

T azk reguest

Tazk responze
Conflict
M eeting request

21

Edt.. sad. | Remove

[grore items previously processed by: @

&) Cument collector

O A collector

Genetal - Scheduls | Colecton Sousces | Filter
Fitet -~
Fiter fle estersions: (3)
Exchade fles v
mov, P9

lgres documents: (3) )

[7] Akeady processed ()

(] Akeady caphaed (D

[7] Where access is derved (3)
Fie sttrbete fee (D

Attnbxte Achon A
Read only Piocess v
Hidden Do rot peocess v
System Do not peocess v
Ascheve Not used v
Tempotaty Do not peocess v
Sparse He Not used s
Date fees (D)

Property Type Date ~
Lotest create d..  Not used v Not ured

Eabect modified . Not ured ¥ Not used

Latest modded .. Not uted v Notuted

Earfost access .. Not used v Not used

¥ 90 days ago

Relatve
v

{¥] Minierum fs soe inbytes  |15.000,000

<
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Automatically Apply Retention & Expiration Policies according to value or
legal obligation

Name Description ‘Organization Records Cordinator
Records related to the request,

authorization, and procurement of products

and services. Excludes records for payment  GWM-NYC (US)
of products or services. See FNA100 for

Accounts Payable

Data-source specific retention
schedules are defined centrally by
experts, and syndicated to other

ADM120, Purchasing and Requisition Ross, Alex

Records documenting business unit

applications

DR100, Departmental Administration

ENV100, Accident and Injury Records (OSHA & Non-QSHA)

administration, planning, and management
activities, and other miscellaneous
administrative. Records not covered
elsewhere.

Records related to general liability and
on-the job accidents.

GWM-NYC (US)

GWM- Private Bank US -

Chicago (US)

Ross, Alex

Mason, Judy

Records providing a history of employment
from initial hiring through
termination/resignation.

GWM-NYC (US) Ross, Alex

HUM420, Personnel Files

Records related to the development,
administration, and analysis of market
research.

GWHM- Private Bank US -

Chicago (US) Mason, Judy

SAL140, Market Research and Analysis

& Files Collectedoldortha.. %] |

0 2 Man Tosk Roke iy G s hn 100 dos s i 1 ye'] | it Retention instructions attached to
G'?:iml o £ data during collection and executed
[72-60b. 2. pha. en. 1o, 2. . 2. 20, . o G G o veg. | automatically at the appropriate time.
e I documents:
gELCERS ’l?uw;m?u ©

I~ Aeady caphised (D

¥ Whete access is daried (D
File attibute fter. (3

Altrbute | Action A
EE— P

Hidden Not used =

Sytem [ Notused =)

Archive [ Notused -1

Temporary [Nt used -l

Spasse fie [ Not used |~
Date fRers ()

Puopsty | Tpe | Dot =

Latest create dite | Notuwed =] Not uted

Eabest modlieddate | Not ueed ﬂlnam

Lsetrodieddse | Notwed vl Notued

Eadast access date | Not used ;]: Not used

Latest sccess date ‘Rdauvc i]‘: 180 days 890

22 © 2014 IBM Corporation



IBM Content 2014

Information. Insights. Results.

Journal & Archived/Stubbed Email Stored Only Once

Archlved emall appears |n File Home Send J Receive Folder wigur Add-Ins Places i
. 4 Fayorites <
the user’s inbox for a - Search Inbox [Ctri+ £) P 1SDA agreement with GeneralTechnol
L] Inbox 9 gy
seamless experience. [ Sent Items AEITER (B P | MEEst @ W Paula Phillips
fa] Deleted Items Sent Sat 127172012 12117 AM
________________________________________ 4 Yesterday To: Ella Peterson
. . . 4 ella@ecr.ibm.local f=d MaryJeffersoln kon 113,
Unlike First Generation ) It [Urgent Reminder #2] Int... Mail has been archived and declared on 12/03/2012 at 12:49:08
archives, no web page = by iccserver
’ p g t“_’ﬂ_ ?ra:t;t 4 Last Week Click for Preview
opens and no additional f:; e | FaulaPhillips 53t 1271
. . . \of Leleted liems 1504 agreement with .., 0 Attachments rermoved
searching is required. g Junk E-Mail GTFinancelSDA11_20_2012 doc
= 4 Older STFinancelS0A-11_20 2012 pdf
U] Duthox
L) Rss Feeds (] Mary Jefferson  10/9/2012
Th|s g|VeS yusers an ”inﬁnite” LG search Folders Request for Information

mailbox, so they do not
need PST’s. PST existence is
the gate to defensible
disposal of eMail.

Fram: Paula Phillips Sent: Sat 127172012 12:17 Ak
To: Ella Peterson

Ce

Subject: ISDA agreement with GeneralTechnolgy

] Message | B GTFinancelsDA-11_20_2012.d0c (172 KB) T GTRinancelsDA- 11 20_2012.pdf (321 KE)

(& https:ecmdemat ecm.ibm.local: 11443/ AFUWEb{Co. .. | | M- - [ g - Page - Safety - Tools - (@b~

-

Ella,

ISDA.

Intemstional Swap Dealers Association, Inc

MASTER AGREEMENT

dated as of Nov 15. 2010

After a hard negotiation, we have finalized the 1SDA agreement with GeneralTechnolgy, Attached please find the signed and executed
master 15D& agreement and schedule, vou'll notice that we finalized on lllinois for the governing state, ¥e are all concerned, asthisisa
Judicial hellhaole, but the financials were just too good to pass up. additionally, the termination clause in section 6 s set for 15 days which
isthe shortest I've seen, With the fluctuations of the Argentinian currency, we are really exposed here, The business assessed the risk
was appropriate though,

Paula Phillips
Counsel

FPaula @SUI’H eCcompany.com
+1(415) 555-1212

Phillis Bank ........ocoocoocoiieiceececene.. and General Technology Financing
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Deep integration with email client for ease of use: Instantaneous Retrieval,
Classification & Application of Retention Policy Performed in the Background

Messages in the root Inbox that
are not foldered and are purged
after 60 days in-place.

Messages Deleted from the production system
completely are held in the Dumpster for 15 days
in case users need deleted items.

Messages Foldered in any way (all
non-root folders other than
records folders) are stubbed to the
archive after 60 days. Retention is
set at the user’s business unit’s
business value period.

Messages moved to a Records
Folder are stubbed to the archive
and automatically declared as
records.

24

Note: Messages for regulated users
are journaled without user
involvement or impact.

(v Inbox - Microsoft Qutlook

EEilE Edit  View Go  Tools Adions  IBM Content Collectar

E._:ﬂﬂﬂw - A3 * Qﬂeply -L%Flepl}.rtn All -L—%Fnru_vard
iofl <0 Q H i -
Mail « || L3 Inbox
Favorite Folders £ |42 A6 From
[ Inbox -1 Jen
O Unread Mail 5 Jen
= Sent ltems (51 @ Rob Constab
Mail Folders = =4 @ Rob Constab
2] All Mail Items - =3 @ Satya Bhamic
= €t Mailbox - remaoteuser - (=i @ Satya Bhamic
':Ef Deleted tems f=5 @ Satya Bhamic
L7 Drafts [4] =3 W Satya Bhamic
= L3 Inbax
[ Client Files
| [ Marketing Collateral
I 3 Pricing Information
[ Records
[ Vertical Campaigns
L@ Junk E-mail
(= Outbox
UE RSS Feeds
(=7 Sent Items n

L& Search Folders -




IBM Content 2014

Information. Insights. Results.

Reduce risk in archived content by blocking non-compliant messages before
they are sent

"] Corporate and Regulatory Compliance

Define policies that are then executed against || » [] Customer/ Supplier Treatment |
outgoing messages to determine adherence to —— | (] Employee Behavior |
corporate policies &.procedures. || » [ Intellectual Property (IP) |
| > @] [Legal |
From: Administrator Sent: Thu 5/16/2013 1:46 PM | 4 E] & Non-Public Information (NPI) |
To: Debbie Patrick
ce > [ ™ Board Minutes and Discussions
Subject: Warning Advisory ID=CGCZLBGVGVBQNBCCG] I Om 1
| Message 1= [a] Order Details - ForwardIne to Backwardine International (10 KEB) . Corporate Contracts
& L
** You received this message because your email breaches compliance policy and has not been sent: ** ﬁj (5 Customer Lists
f L i
Date: Thu, 16 May 2013 13:45:26 -0400 [ ™ oraft Documentation
Subject: [a] Order Details - Forwardinc to BackwardInc International b C1 T Rasndsl Information - Balance Sheet
| I 1 L -
You mus.t take action on this mes?age, or your email '.NI" not be serlwt. . v O A Baancal Tiformation - Tncame Staterment
If you still want to send your email, please reply to this message without making any changes. =
If you want to comply with policy, you must resend a modified version of the original email. O 4. Financial Information - Projections
wk *w [ [l
WARNING INFORMATION oo [w] M information Security Label Control
Warning Advisary ) ) . o . i ) > [J (™ 1Inside Information: Front-Running/ Trading Ahead
This message or the associated attachment(s) you are attempting to send is in possible violation of a policy called "Credit Card Information"
which is considered personally identifiable information (PIl) and can be used for identity theft, planning robberies, stalking etc. Il | ‘I Inside Information: Non-Public Company Information Loss |
Possible recommended actions that can be taken to eliminate or mitigate risk:
(] 1‘ Inside Information: Non-Public Financial Information Loss
1. Remove words or phrases that you consider being in violation of this policy before sending the message.
2. Do not send message. > :' Inside Information: Rumors and Secrets
3. Password Protect or use appropriate encryption policy. -
4. Confirm all recipients are approved for communication. Il O ™ Inside Information: Trading Ahead of Research |
Contact Jeff Andrews, security officer on x7335 if you have questions regarding this message. [DC1] I t D ! Internal Investigations |

I > [0 [® Internal IT Support Documents |

Non-compliant Emails are not sent but returned to sender for
remediation or quarantined for further review
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Apply real time enforcement to ensure compliance with electronic

communication policies. Report on performance.

v Quarantine Search CH &0 X

Forecast 2:27:49 PM

Event ¢ .o v /Fill Audit
\‘, 31 F Ti p From/User/Host Recipients/Participants/URL/Path Status
% Re: Forwardinc Monday, John Smith taylor.pete@rocketmail.com
| Forecast Apnil 15,
2013
2:27:49 PM
i & m )
v Recent Incidents List (derived) CH &0 X
ﬁ“"' Severity Subject/Fil Ti From/User/Host Action
&3 ] Let's Discuss Monday, April 15, 2013 John Smith Disregarded
| Immediately 2:28:35 PM Warning
‘Qj o Re: ForwardInc Monday, April 15, 2013  John Smith Quarantined
|
|

v Detailed Issue Report

| Issue 1 P C Associated Group
lName Status Y User(s) (s) Subject Date/Time Fra
| Security | Escalate Escalate to John Smith  Finance Re: Wednesday, Joh
| Issue Management ForwardInc Apnl 10,
Forecast 2013
1:10:55 PM
| Securty Escalate John Smith | Finance Re: Wednesday, Joh
| Issue Forwardinc Apnl 10,
{(1) Forecast 2013
| 1:10:55 PM
« m ] »

v Incident Summary Report [1])

Identify potential regulatory breaches in email

v Incidents By Policy
C 3 % 0 X

Confidential Trade Data

Information Security Label Control
Social Security Number - Threshold
Credit Card Information - Threshold
Sales Information

Individually Identifiable Health Infor...

Tearhniral Snarifiratinne ar Naciane

v Incident Trend By Policy

8.8 -

8
7.2 4
6.4
5.6
4.8

4
3.2
2.4
1.6
0.8

o T T

Number

. Number of
Group User Policy Name vViolations
| /Users/FPP Base Group/FPP Custom John Smith Attorney Client 1
| Group/Forwardinc/NorthAmerica/Finance (FORWARDINC\smijo01) Privilege
| /Users/FPP Base Group/FPP Custom John Smith Financial 3
| Group/Forwardinc/NorthAmerica/Finance (FORWARDINC\smijo01) Information -
Projections

Gain real time insight into compliance performance
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Non-Public Information: 39
| Click item to drilldown to Class
Incidents By Policy.
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Legal Users can create cases directly on the archive & apply holds or export
case data directly to outside counsel without involving IT

Reduce process steps and avoid duplication of data.

= Logged in as: administrator | Administration | Help | About | LogOut
= Current case: --Credit CARD Act Investigation (Change case) Case phase: e Active
Task status . Error (03 | Inactive (03 | Processing (03 | Complete (1)
J @ Case Information
s = 5 B a8 F] Oselected 128 total  Last refresh: 12:09 AM
ﬁ 18] | Type | Mative view | Sender | Subject
(ﬁ Folders O L] a Carson Brewer  Meeting
O (& a Joe Grimes Spring Break Cperation
& Case Details
] (&) a Carzon Brewer Fe: Announcement
E? Task Status O E] A Ryan Keene Re: Meeting
O Case Searches 0 = ( ((ExportContsmt @&
B [
[#)) saved Searches = — : " Required fid
! = * Export format:
= - ‘
@ Scheduled Searches [:] (= { * Export file narme prefix:
0 = : [samecompany] |
= Motification email addresses:
[:] (= A |car|@sumec0mpany.c0m |
[:] o i * Export task name:
= = [Export_Task_20110623717010047 |

Export data in its native format
or in the industry standard
EDRM XML

27
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* Export directory:

| Export_Task_20110623T17010047

Export task description:

|Items needing Secondary Legal Review for case

Schedule Task

Start time
* Date: * Time:
[z ] B E

Proprietary and Confidential — Do not distribute

W Oou O O DIV
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Retention Schedules Syndicated and Executed Automatically on Structured
& Unstructured Data for Efficient, Defensible and Routine Disposal

Tasks
Access and execute approved
Show: -
schedules on records owi a =l
repOSitorieS structured and D Name Task Occurred On Status:
7’
. 192 SAL120, Customer Relations Change Local Schedule Oct 23, 2011 5:42:23 PM  Execute
UnStrUCt.U red archlves, 191 SAL120, Customer Relations Change Local Schedule Oct 22, 2011 1:12:43 AM | Completed
SharePomt and Other data 190 SAL120, Customer Relations Add Local Schedule Olslt 22220 bigla-50:10 Completed
sources. . My Atlas
182 ADML00, Internal Services Alert Detail Completed
1581 ADML00, Internal Services Completed

. . |G Date  Dec 31,2008 1:25:21 PM . Completed
Changes in business or 180 APMI00, Intema ,
Subject SCHEDULE CHANGE: HUM420, Personnel Files
regulatory requirements initiated Schedule: HUMA20, Personnel Files

Modified By: Administrator, System

by policy OWherS a re N g;‘aasngr?fg;ocdr:gen%e Retention period updated based on new citation added.
essage
a utomatlca"y Syndlcated for The following fields for HUM420, Personnel Files were modified:
i i i Retention ScheStatus [Execute v
rellable’ defen5|b|e and effICIent Disposition: . Title BNK100, Account Set-Up/Maintenance
. T
executlon . Record Code BNK100

Record Category Name BNK100 Global Investments-Portfolio Group US (US)
Record Category Identifier BNK100-LSEZ

& PSS_200 - Storage Profile Definition - |EI|

File Edit Tools Options Help

| %

Version 1

Triggering Event Account/Relationship is open/active

b Retention Type Event + Fixed Time
Application archive = A8 gl

Triggering Metadata Field DateCreated
automatically receives retention IL—'S;LfI'ZtD'°“C e period s vear(s)
, Lustomer Felations)

and disposition schedule to

Segment Sizes (MEB) 4
eXeCute on records. ’7 Al—A((ess Definition Editor Lol

Fized: I 0 Removable: I 10 Ik Teds gotions elp
S| o wm x| Hinlals

tion;

Primary Copy ~Retention Policy I

fustomers Access Defirition [0 dobal Archive Actions speciied
automatically Delete File 5 | Reltinstips | varisbles | Port and shoat |
v Delete after: e e
= 1BO.DEG |
Days 365 = Irt Table: {fio Foint and Shoot list in use)
JPTIM_CUSTOMERS |
B | Table | Ref| Detsfows Exract Parms
TabkNViEw Type | DEMS | Spectiestons | Tol | atterachve Row Linit
. sl [ fa] | o] DO 4 5
1|OPTM_CLSTOMERS _|Toble |50 Serve] B C r
OPTI_SALES Teble |50 Serve) r r
OPTM_ORDERS _[Tele_[SL Sere] l l
OFTMDETALS _ [Table  [SGL Serve] r r
28 0P TH_ITENS Tadke[sal Serve r r
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Learn More!
IBM Education courses available
IBM Redbooks

29°

Creating Value-Based Archiving Solutions
with IBM Content Collector

Wei-Dong Zhu
Brent Benton
Ming Qun Chi
Yigal Dayan
Mark Martin
Daniel Pittner

Harry Yessayan

Ibm.com/redbooks Red b00ks

Chapter 1. Value-based archiving and defensible
disposal overview

Chapter 2. Example use cases

Chapter 3. Dimensions of content archiving themes
Chapter 4. Designing, adapting, and deploying task
routes

Chapter 5. Retention management

Chapter 6. Document classification

Chapter 7. Records management integration
Chapter 8. IBM Connections integration

© 2014 IBM Corporation
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Keep the conversation going!

Talk further with the ILG team at your organization and at these

upcoming events!

Setup a call with IBM’s ILG experts to assess your archiving maturity
o Brent Pohl—-bpohl@us.ibm.com-+1 (512) 286-3225

3'd Party Industry Events:

Wisconsin IT Symposium | Milwaukee | May 7

AlIM Seminar — Resetting SharePoint Expectations | Toronto | May 15
MER Conference | Chicago | May 19 —21

AlIM Seminar — Resetting SharePoint Expectations | NYC | May 20
AlIM Seminar — Resetting SharePoint Expectations | DC | May 22
ARMA Canada | Ottawa | June 8-11

O O O O O O

IBM Lunch & Legacy Data Cleanup Event Series — coming to a city near you!
Lunch & Learn| Dallas | May 6
Lunch & Learn | Kansas City | May 14
Lunch & Learn | St. Louis | May 28
Lunch & Learn | DC | TBD
Lunch & Learn | Buffalo | TBD
5 Lunch & Learn | Rochester | TBD

O O O O O

© 2014 IBM Corporation
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Engage! Join the Conversation!

Compliance, Governance and Oversight Council

31

Join the CGOC!

Forum of over 2,000 corporate legal, IT, records
and information management professionals. CGOC
conducts primary research, has dedicated working
groups on challenging topics, and hosts meetings
throughout the U.S. and Europe where practice
leaders convene to discuss discovery, retention,
privacy and governance.

Mission: To provide executives the opportunity to
benchmark and exchange case studies; its practice
groups focus on discreet areas in preservation,
retention, and information governance to deliver
work products that help our members best
approach the challenges in maintaining best-in-
class programs.

Online and in person events
Regional and International summits
Published materials

===

Benchmark Report on

Information Governance in

) Global 1000 Companies (CGOC

= i

Publication, 2010)

Information Lifecycle

Governance Leader Reference

Guide (CGOC Publication, 2012)

German State Orders
Businesses to Close Facebook
Pages Over Privacy and Data
Protection Issues (CGOC
Advisary, 2011)

Elements of the Modern,
Executable Retention Schedule
Cwiarl Product of the CG0C RIM
Practice Group, 20113

© 2014 IBM Corporation
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Only IBM ILG Solution Improves Information Economics

IBM Information Lifecycle Governance

a

)
z
=
3
:
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ILG lowers the total cost of information
while increasing the value derived from it:

Eliminate unnecessary cost and risk by
defensibly disposing of data debris

Align cost to value through value-based
archiving and tiering

Reduce information risk by instrumenting
privacy, e-discovery and regulatory policy
across the data environment

Enable business to realize information value

as context erodes with analytics-in-place,
content management and collaboration

© 2014 IBM Corporation
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Please note

IBM’s statements regarding its plans, directions, and intent are subject to change or
withdrawal without notice at IBM’s sole discretion.

Information regarding potential future products is intended to outline our general product
direction and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a commitment, promise,
or legal obligation to deliver any material, code or functionality. Information about potential
future products may not be incorporated into any contract. The development, release, and
timing of any future features or functionality described for our products remains at our sole
discretion.

Performance is based on measurements and projections using standard IBM benchmarks in
a controlled environment. The actual throughput or performance that any user will experience
will vary depending upon many factors, including considerations such as the amount of
multiprogramming in the user’s job stream, the 1/O configuration, the storage configuration,
and the workload processed. Therefore, no assurance can be given that an individual user
will achieve results similar to those stated here.
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