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Mobile Security Challenges
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Do You Have Visibility & Control

Of The Mobile Devices & Transactions?

Man-in-the-
Middle
Attack

Malicious entities will attempt to
masquerade as legitimate users to
perform unauthorized transactions

Mobile

Financial
Transaction

New user behavior that may be deemed risky (i.e.
rooting or jailbreaking devices) will always precede
security best practices and can lead to
compromising the integrity of their transactions

3

Malicious entities will attempt to intercept or
intermediate privileged communication for the
purpose of extracting confidential information or
gaining access

Malicious entities will attempt to tamper the
behavior of mobile applications to perform
unauthorized  transactions or extract
confidential information
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We Need To Consider ‘Defense In Depth’

How Can We Achieve This?

»The context of an interaction needs to be analyzed so appropriate security
measures can be employed to counter plausible threats.

»Mobile apps are the primary interaction interface whose integrity needs to
safeguarded and validated.

»Monitoring security events allows the ability to assess the completeness of the

security posture as well as detect intentional and unintentional actions that may
compromise it.

control over the device will mitigate risk exposure.
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How IBM Helps Secure The Mobile Enterprise

[l
llllll
i
i
ul
v
b
/
.
Q-
AY

IBM Security Framework domains

Security
Intelligence,
Analytics &

GRC

Applications

Mobile Security Strategy and Lifecycle Management
R Net_work = For the Mobile App
Enterprise

At the Device

Enroll
Register owner and services

< ---rInternet

Authenticate
Properly identify mobile users

Configure Encrypt
Set appropriate security - Secure network connectivity
policies ! .
) ' Monitor
Monitor ! Log network access and events
Ensure device compliance X
) | Control
Reconfigure : Allow or deny access to apps
Add new policies over-the-air I
o 1 Block
De-provision \ Identify and stop mobile
Remove services and wipe ! threats
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Corporate
Intranet

Develop
Utilize secure coding practices

Test
Identify application
vulnerabilities

Monitor
Correlate unauthorized activity

Protect
Defend against application
attacks

Update
Patch old or vulnerable apps
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Context Influences Risk

Derive
Uniqueness of
Interaction

» Mobile affords many attributes that pertain to the user’s context allowing for unique
identification of a specific interaction (i.e. location, network, time, device properties etc)

> Risk of the unique interaction can be computed based on established policies

> The risk score can be utilized to select the authentication processes best suited for that

interaction

> The risk score can also be employed to control authorization for specific transactions
during that interaction and deliver education to the user on security best practices in

context
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% IBM Security Access Manager (ISAM) for Mobile affords customers with the ability to compute risk for an

interaction based on the context of the user and configure authentication processes
o ISAM provides the infrastructure to customize the authentication and authorization of both the user and the device
(i.e. certificate-based, biometrics etc).

% Mobile apps can employ the risk score generated by ISAM for Mobile to control authorization to various
transactions during that interaction and ISAM also delivers enhanced session management support to
mitigate the risk of man-in-the-middle attack.

% ISAM integrates with IBM WorkLight

External Authn/Authz
Provider (i.e. biometrics,
Q&A challenge etc)

Client App. ISAM Proxy

(i.e. Mobile
Application) ety Applications
Apps w0 | worklight | pog) || Er000SS
/ Apps ESB

Worklight Session Mgt Server
Runtime

User Interaction

Identity propagation &
Context based access

xForce threat Risk / Context
protection Context based Decision Engine ISAM Policy
- Access & Server
' Federation
Credentials External Metadata
metadata
User | | [ Bus.
8 Dir, Data ©2013
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Interaction Interface is Critical

Facilitate
inclusion of core
security features

in apps

» Mobile developers need to be assisted with standardized proven techniques to quickly
incorporate core security features in their apps (i.e. encryption of locally stored data)

» Vulnerability analysis on the app can significantly mitigate the exploitation of the app
and its chances of going rogue

» During each interaction validate that the app has not been modified in any way to
improve confidence in the integrity of the interaction

» Dynamically update the app in the event the app has been compromised or new
vulnerabilities were identified
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Protecting Mobile App Interaction With IBM Mobile Security
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IBM AppScan enable static vulnerability testing with IBM WorkLight offers a consistent development environment
full-trace analysis to facilitate developer development which offers core security features developers can embed in their
and minimizes false positives to improve productivity development standardizing the security posture of apps built by

disparate teams
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) . SN W - Developers channel for distributing sensitive
Static Analysis Team 1 \ k

’ apps
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Production

IBM WorkLight supports common app management features such
as remote disable and some enhanced features such as app
authenticity testing and direct updates
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Vigilance is a Necessity

Track security
events
emanating from
user access

» Mobile user access needs to be monitored to potentially identify abnormal behavior
» End-to-end visibility of mobile app behavior is needed to identify malicious or rogue

apps

» Constant awareness of network traffic allows an organization to identify threats and

take appropriate response

> Reporting for compliance as well as proactive action to improve response time to an

emerging threat will reduce exposure
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Gaining Security Intelligence With IBM Mobile Security
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IBM Qradar SIEM delivers mobile security intelligence by monitoring data collected
from other mobile security solutions (i.e. IBM Security Access Manager, AppScan
etc) — visibility, reporting and threat detection.

l : Qs Internet mmm

Corporate
Intranet
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Benefits Of IBM Mobile Security

IBM Mobile Security

Security for endpoint
device and data

Achieve visibility and

Develop and test
adaptive security policies applications
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Business Case For Mobile Security
The Challenge
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Mobile payments are set to increase 62% in value through 2012 to reach $171.5bn
($106bn in 2011). An average 42% annual growth will see total value of mobile
transactions rise to $617bn by 2016.

* Maintaining a strong trust relationship with customers will increase transaction
volumes
Customer

- Gartner
Protect the °* Compliance with regulations and governmental controls covering customer’s privacy
and safety will prevent fines

* Minimizing malicious and unauthorized activity can result in minimizing losses
o * Raising the threshold for attackers on a growing channel can offer a competitive
Mitigate differentiation

Fraud
* Averting catastrophic zero-day attacks is necessary for the viability of the business
SISl of trust in the institution
Brand

* Repulsing a large-scale penetration of operations is essential to prevent broad loss
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