


IBM Software Day 2007

Agenda

What's the issue?
- What’s going on?
- Common issues

How can we solve this?

- The 3-step solution
- Introducing SIEM

Why customers turn to IBM
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What's going on?

How do you know
what’s happening
Inside of your
IT-environment?

activity

| he SarBenes IXIEr Aol

es a heavy burden an

And how can

Thinking = R
nirtecidie the
CQarhny
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Ccommon Issues

“l need to prove that | have
effective IT security controls”

“I'm concerned about
privileged actions”

“l have no idea which
logs to collect or how”
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How can we solve this - The 3-step-solution

Capture
Comprehend

Communicate
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Step one - Enterprise Log Management

Capalbilities:

= Secure, reliable log capture

from any platform

= Auto collection of syslogs

Collect = Full support for native log
&Y collection
Investigate = Store in an efficient,

& Retrieve
/ compressed depot

Log Contasns = Access data when needed

= Search across all logs

= Reports to prove complete
collection
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Dashboard History  Confinuity  Aclivity Invesiigate Retrieval

L= Portal = Log Manager * Inwvestigation Tool

Depot Investigation Tool

e Help :
* Query builder Actions 4

« Refresh Fieldname List

Step 1. Time period | Start Search

maonth day year maonth day year @ Stop Search
from: | april M 1 vl 2001 vl & Gl | apil M 21 vl 2006 vl & | Retrieve selected L?gﬁles L
Step 2. Event Source C Restore default settings
InSight senver Point of presence Audited machine name  Event source type Event source name | View ki
all all all all all AD Show Timezone (GMT)
sewerﬁ SERVER-05 gEﬁRUER—ﬂE llnglghht&er;?ﬁr‘m':l it :nSight?i:'erA_ctiviSt @By Browser Timezone
senver nsight Web Applica nternet Information m Ti
Internet Information S| | Oracle G RO T
Microsoft Windows Search information -
Ml E Status: 0%
Creation Time: 0
Logfiles
Events 0
Step 3. Select Fieldnames €' Support E

You changed your selection in the eventzources, this may cause mizzing fields in this list. Refresh the list to 22 all relevant fisldnames
' Refresh Fieldname list

date []=_port [] =ervice h]
d=t number |:| action
type |:| granularity BCr

[] eventclass [ rezource [] =sublogtype

Step 4. Content Search
' clearlog® |

Start Search ' : [v

8 Internet

@ Done
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Dashboard History  Continuity
L= Portal = Log Manager = Continuity Report

@@ B

&g,w

Investigate Rerlmuzi

Log Continuity Report

» Graph
|
< June 24, 2005 = Exnurt to POF
% CRMDDE_|____<_ Sl & Export to Excel
E Fublic Website | e —

| Private Banking Wrebsite

HF: Crata Sen.rer

ERMD14—|————<————|____

I:erms— |————{————|————

FTF =enver Partners

CRM023—|———

S e e b

Web ServrPublic | |l 1 It Tl It | 2]Regenerate Report
Internet Banking Fublic I I||" ||'lI I | @Adjust Schedule
R e e i i
= Private Banking Sencer I It It | View -

D Hide Timezone (GMT +1)

B! By Audited Timezone
G»Eh_.f Browser Timezone
& By Other Timezene

FPartner Webseaner Filters H
IS Partner Site [ Sorting *
CRMOZS ————{————'————'————'————————
T I I I I I | 2L ik Y
EMEA mail R —
- ol = . 1l start Time ity
DI:EID 41.EIEI EII:DEI 121.DEI 1Eil.EID 20000 ijl Audited Machine ‘ﬂ‘{}
I hour 11 dary T wweek T mordh I VESK I
= Legend :
» List of Logfiles
=] Continuity Logfile

=] Mizsing Logfile

|:| =] |3 |33 kb [June 25, 2005 10:00 June 25, 2005 (12:00 (GMT +1}|1S Public website CRMOO07 @ Missing Sub Logfile
[]E] |5 |21 kb |June 25,2005 |11:00 June 25, 2005 [12:00 (GMT +1)|Windows Server \Web Server Public CRMOO0T Failed collect, not collected yet
[ |2 [1.3 Mb|dune 25,2005 |12:00 June 25, 2005 | 13:00 (GMT +1)| SAP Internet Banking Public | CRMDO7 g”ﬂmﬂd collect, possibie lost
Archived Logfile
|:| =] |3 |5kb [June 25, 2005 13.00 June 25, 2005 (13:17 (GMT +1)|Windows Server Private Banking Server CRWMO13
@ Corrupt Logfile

E] |3 [213 kb|June 25,2005 |14:00 June 25, 2005 [16:30 (GMT +1)[IS Private Banking Website |CRM013

/&l |1 |s4kb [June 25,2005  |15:00 June 25, 2005 [19:00 (GMT +1)|Windows Server HR Data Server CRMO14 Report information * | [

H My Computer
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Step two — understanding the logs

systems & information

privileged users

10 © 2007 IBM Corporation




IBM Software Day 2007

How do you make sense of all this?

File Edit Tools Swntax Buffers Window Help Filz Edit Tools Syntax Buffers Window Help

ARRPE|0e i EBRRAD(SASA TA@Q(?2 2 ARRE|9@ (4 B RRAB(SSA TAA
“FTRTATETTTRTK R, "RTERCTETRTE"TR"R"A"R"E@ L "@"F "RSECURITY L @2 @54 2" Ax"G Security audit (SECURITY) on APPLES, system id: 20674 =
“H E="BBATCH 448" H @/ "R D" AR H "W Apijiji "H @" Auditable event: Batch process login
"R H 'R ZH R R R @ Event time: 1-MAR-2885 AB:82:09 .84
“@"G"@APPLES . @S EDSAA:[SYS1.SYSCOMMON. J[SYSEXE]LOGINOUT .EXEF @ E~e 1" [P1D: PRI
@ L R FESECURITY K @+ @ Process name: BATCH_4u48
[i"H 6 "@-"EBHOH Y @ [Exyzz.bananajunior .con”LFELEFETdr A H-E - Bm-—5— '—gis;::geéwnew ?zﬁggn]
e BB @HONTC_P2Z_BGETOR W H/ W W AW A H @ W APUUL H @ X APYDY 100 nape: DSAB:[S¥S1 . bYSCOMMON. ][ SYSEXE ]LOG INOUT -EXE
L7 L TEr A LT TET e Posix UID: -2
“@"GECYGHUS . "@" S EDSAB:[SYSA.SYSCOMMON. [ SYSEXE]LOGINOUT .EXE"F @ A" T’ Posix GID: -2 (%XFFFFFEFE)
“E°L E"F"RSECURITY L @2 Ei{c%knz " A%"E@"H @) "Ewl* $ @8 ESYSTEH
3°H B/ RTDTRTATETHTE W AR TH @™ X AP Security audit (SECURITY) on CYGNUS, fystem id: 2873
“BTHRTYTHRTRTR @ Auditable event: Network login
@G ECYGHUS . "B S EDSAB:ISYSA. SYSCOMMON. 1TSYSEXETLOGIHOUT .EXE"G @ AR T |[Event time: 1-HAR-28085| BA: B82:16 .11
BT 2821n46D
N _P2_BGJ6h
_ SERVER
DSHI-]:[S'I'Sl]."'r'S[:I]MMI]H.][S'I'SEXE]LI]GIHI]UT.EXE
L Apr 5 syslog sshd(pam_u ®xyzz .bananajunior .com
- Apr 5 18:81:81 syslog crond{pam_| g sess%on closed for user HQH MQH
Apr 5 19:81:81 syslog crond({pam_| : session closed for user MOM  |ppciw uIp: _2
™~ Apr 5 28:81:81 syslog crond{pam_§nix)[18448]: session closed for user HQH Posix GID: -2 (%XFFFFFFFE)
Apr 5 21:81:81 syslog crond{pam_gni 184427 : session closed for user HMQM
Apr 5 22:81:61 syslog crond{(pam unix)[18444]: session closed for user HOQH . . .
n::r 5 23:81:01 sﬂslog crond(::am:unix) 1l]!|!|6}: session closed for user HMQM SECl:Il‘lty audLERIS ECUR NI N0 NRCYEHISE SyStem_ld: 28a3 =
Apr 6 B88:81:81 syslog crond{pam_unix)}[18448]: session closed for user MQH Fludltah]..e event: Batch process login
Apr 6 01:01:01 syslog crond{pam_unix)[10450]: session closed for user nQH [EVent time: 1-MAR-2085 B0:02:32.61
Apr 6 B82:81:81 syslog crond(pan—unixit84523——~xession closed for user MQH PID: 28219477
Apr 6 83:81:81 syslog crond(pam unix)[18477]: fession closed for user HQM [PFOCESS name: BATCH_443
Apr 6 B3:33:29 syslog crond{pam unix)}[18479]: session closed for user HQH |Username: SYSTEH
Apr 6 B4:81:82 syslog crond{pam unix)}[18589]: Session closed for user MQHM |Process owner: [SYSTEHM]
Apr 6 B4:83:46 syslog crond{pam_unix}[18511]: session closed for user MQH
Apr 6 @4:30:82 syslog crond{pam unix)}[11812]: Session closed for user HQH
Apr 6 B85:81:81 syslog crond{pam_unix}[11831]: session closed for user MQH
Apr 6 B86:81:81 syslog crond{pam_unix}[11833]: session closed for user MQH
Apr 6 @7:81:81 syslog crond{pam _unix)[11635]: session closed for user HQH
Apr 6 B88:81:81 syslog crond{pam_unix)}[11837]: session closed for user HMQH
Apr 6 @8:42:11 syslog sshd{pam_unix)[11841]: session opened for user ebarrios by (uid=8)
Apr 6 B8:42:43 syslog sshd{pam_unix)[11671]: authentication failure; logname= uid=8 euid=8 tty=ssh
ruser= rhost=18.181.1.154 user=ebarrios
Apr 6 @8:42:49 syslog sshd{pam_unix)[11877]: session opened for user ebarrios by {uid=8) jd|
22,45 Top
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Today -skill s needed on all platforms

- e
A A A A A A A A

Windows z/0S AlIX Oracle SAP ISS FireWall-1 Exchange IS Solaris
expert expert expert expert expert expert expert expert expert expert

Comprehend
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With TCIM — all logs are translated into a normalized form

e ) e i |

TR

Translate logs to “English”

Comprehend

© 2007 IBM Corporation
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Normalization - the W7 Methodology

Who did What type of action on What?

When did he do it and Where, From Where and
Where To?

Lolie do he hard work 0 you don't ave toll_]

© 2007 IBM Corporation
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Sophisticated Log Interpretation and Correlation
Capalbilities:

= W7 normalization

Technology Manage Logs | Monitor & Audit k

Analysis Engine

= Interpret EVERY log
(Syslog and native
logs) into English

Applications

Collect normalize
& Store & Who

© What = Compare billions of
Investigate & on What i
& Retrieve ) When Iog er_ltl’IeS t_O
Mainframe O Where baseline policy
Log Continuity ) Where from
Security Devices Report™ & Where to

]
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Compliance Dashboard

Compliance Dashboard

& e &

Enterprise Overview Settings

Trend graphic Settings

Events by top event count by "What™ and ™Who™ for Oct 1, 2005 till Nowv. 28, 2005.

What )

| |
Access Control p —T}f,,}—.:r— ‘Rf@—,#——

Audit Log Actions p — J0—

Restarts p .

Retrieve Sys.Info p —o

System Actions p ]

System Updates p

[
ot -rrr# SO
@ﬁ@ '@@ -ﬂ‘°°

Percentage of Policy Exceptions for Oct 1, 2005 till Now 28,
2005

n
100

&0 -

B0~

40- \
0~

+» Database Overview

Content
AggrDk S0X  Finance Baselll Banking Test

AggrDb
Loaded & Selected

‘ Status
Luadlng Date: Now 29, 2005

Aggregation of all collected mat
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Reports

i

Policy

U % Su

Groups  Seftings Regulations Portal

A

e b

L Portal * Dashboard = Reperts » Databaze Top 10 Reportz = Direct Databaze Access

» Time period setup

Time zone

Execute

Manth Day

Year

Direct Database Access Report

Haur

Min

Starttime | September vI 3 vl 2006 vI 1 vl 0 vl

Reset

Endtime | September |w| |7 [w|[2006 |v| [16 [v| |0 |v|

‘Euenttime Zone

]

» Event List

Severity -~

When

"

What

e 4

Where ...%f

Who ...%7

from Where... .. V

on VWhat

G

Where to-. . 5f

2

3un Sep 03 2006 09:00:02 GMT-05:00

Logon : User ! Success

MS SOL Server

Joe Security

MS SQL Server

DATABASE :

- { Unavailable

MS SQL Server

Access

: Dbobject / Success

Oracle Finance

Mike Bonfire

Oracle Finance

DBEOBJECT

: Finance/fn_pr / Fn_pr

Oracle Finance

-Sun Sep 03 2006 09:00:03 GMT-05:00
2

3un Sep 03 2006 09:00:03 GMT-05:00

Access

. Dbaobject / Success

Oracle Finance

Jim Hofferman

COracle Finance

DBEOBJECT :

Financel/fn_pr/ Fn_pr

Oracle Finance

Sun Sep 03 2006 09:00:06 GMT-05:00

Access

: Dbobject / Success

Oracle Finance

Jim Hofferman

Oracle Finance

DBOBJECT :

Finance/fn_pr / Fn_pr

Oracle Finance

Access

. Dbobject / Success

Oracle Finance

WMax Doane

COracle Finance

DBEOBJECT :

Finance/fn_pr/ Fn_pr

Oracle Finance

2
-Sun Sep 03 2006 05:00:06 GMT-05:00
P

Sun Sep 03 2006 09:00:06 GMT-05:00

Logon : User ! Success

Oracle Finance

Max Doane

Oracle Finance

DATABASE :

- ! Unavailable

Oracle Finance

Sun Sep 03 2006 05:20:00 GMT-05:00

Logon : User ! Success

MS SQL Server

WMax Doane

MS SQL Server

DATABASE :

-/ Unavailable

Oracle Finance

Sun Sep 03 20086 09:20:00 GMT-05:00

Access

. Dbobject f Success

Oracle Finance

Max Doane

Oracle Finance

DBOBJECT :

Finance/fn_pr / Fn_pr

Oracle Finance

Sun Sep 03 2006 09:20:00 GMT-05:00

Access

: Dbobject / Success

Oracle Finance

WMax Doane

Oracle Finance

DBOBJECT :

Finance/fn_pr/ Fn_pr

Oracle Finance

|Sun Sep 03 2006 09:20:00 GMT-05:00

Logon ; User / Success

DB2Z Server

Jim Hofferman

DB2 Server

DATABASE :

- ! Unavailable

DB2 Server

Sun Sep 03 2006 09:20:01 GMT-05:00

Access

: Dbobject / Success

DBZ Server

Jim Hofferman

DBZ Server

DBOBJECT :

Finance/fn_op / Fn_op

DB2 Server

Sun Sep 03 20086 09:20:01 GMT-05:00

Access

. Dbobject f Success

MS SQL Server

Joe Security

MS SQL Server

DATABASE :

- ! Unavailable

DB2 Server

|Sun Sep 03 2006 09:40:00 GMT-05:00

Logoff ;

User / Success

DB2Z Server

Wike Bonfire

DB2 Server

DATABASE :

-/ Unavailable

DB2 Server

sun Sep 03 2006 09:40:00 GMT-05:00

Access

: Dbobject / Success

MS SQL Server

Mike Bonfire

M5 SQL Server

DBEOBJECT :

Finance/fn_lg/ Fn_lg

Oracle Finance

Sun Sep 03 2006 09:40:00 GNT-05:00
|Sun Sep 03 2006 09:40:00 GMT-05:00
Sun Sep 03 2006 09:40:00 GMT-05:00

MS SOL Server WS SQL Server DATABASE : -/ Unavailable

DATABASE ; -/ Unavailakle Oracle Finance

DBOBJECT : Finance/fn_pr !/ Fn_pr |Oracle Finance |
F < 123455> &

Logoff : User / Success Oracle Finance
Logoff : User ! Success

Access Dbuhgeﬁ:t!ﬂum&ss

Joe Security
Max Dodane
Wike Bonfire

Oracle Finance

Orgcle Finance
Oracle Finance
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Step three — Communicating

Collect
& Store

Investigate
& Retrieve

Log Continuity
Report™

Capalbilities:

Hundreds of reports

Compliance modules

Report Center . .
PUMA™ Special attention

Custom al erts

Best Practices |

Compliance
ISO17799
Basel Il
SASTO
HIPAA
GLBA
SOX
PGl

= Custom reports

© 2007 IBM Corporation
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Dashboard Summary Reports  Policies  Groups

&5
-Mr
Settings

A A

Regulations Log off

L Dashboard = Regulations » Sarbanes Oxley Regulation Reports

Sarbanes Oxley Regulation Reports

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy report

No description given

Sarbanes Oxley (FFIEC 1.3.1.1) Clagsification report

No description =upplied

Sarbanes Oxley (6.3, 8.1.3) Security alert

Alerts =ent in response to policy exceptions or special attention
exceptions.

Sarbanes Oxley (8.1.2) Operational change control

Changes to the operating envirenment 2uch az system updates, DBA
activity etc.

Sarbanes Oxley (8.1.6) External contractors

Exceptiong and failures caused by External Contractors.

Sarbanes Oxley (8.3) Malicious attacks

Exceptions and failures due to Malicious attacks.

Sarbanes Oxley (8.4.2) Operator log

Actionz performed by the T Admin 2taff.

Sarbanes Oxley (8.5) Network management

Actions and events caused by users on Network Services.

Sarbanes Oxley (8.7.4.1) Mail 2erver

Exceptionz and failures for the Mail Server azzetz.

Sarbanes Oxley (8.7.6) Publicly available syztemz

Actions and exceptions on Publicly Publizhed Data.

Sarbanes Oxley (9.2.4, 9.7) Review of user acces= rights

Actions performed by administrators on users.

Sarbanes Oxley (9.2.4.c, 9.7) Sy=tem acces= and use

Succezses and failures againzt key azzetz

Sarbanes Oxley (9.3) User responsibilities and password use

Logon failures and successes either locally or remotehy.

Sarbanes Oxley (9.4) Network acceszs control

Actionz performed on and events and exceptions generated by
MNetwork or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of connections to remote computer syvstems

Sarbanes Oxley (9.4.5) Remote diagnostic port access

Detection of accesses o the diagnestic ports on servers.

Sarbanes Oxley (9.5.3) U=ser identification and authentication

Legen/Logoff succes=ses and failures.

Sarbanes Oxley (9.5.5) System utilties

Uszage of system utilties

Sarbanes Oxley (9.6) Application access control

Actions, Exceptions and eventz on HR Data, Sensitive Data, User
Sensitive Data, System, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (9.6.1) Information access restrictions

Who accessed sensitive or private data successfully or
unguccessfully.

Sarbanes Oxley (9.6.2) Sensitive system izclation

Exceptions and failures against sensitive systems data in asset groups
User, HR Data, Source Code, and Financial Data

Sarbanes Oxley (9.7.2.3) Logging and reviewing events

Exceptionz and failures recorded by the InSight system.

Sarbanez Oxlev (9 2.1 Mobile worker

Excention= and failure= for mobile workers.

If you forgot your username and/or
password please contact your
adminiztrator.

Pleaze login into the Consul InSight Suite.
Thiz will give you access to all the
products available with thiz specific
U=ErMame.

Contact us

In the US:
contactzales@conzul.com

Direct Line: +1 703 675 2022

Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzales@consul.com
Direct Line: +31 15 251 3333
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PCI Compliance Reporting

| vea |
Type Title Description Action .
PCI(10.1} Access to Sy=tem Components Accessing System components Fi @ By m@
EEE PCI(10.2.1) All Access to Credit Card Data Dizplay all access to credit card database tables i @ B3 @
58 Eﬁn{i:iﬁiﬁmﬁgﬁ'&“ S This report displays all actions by root on UNDULINUX systems. /7 [BEad
EEE PCI{10.2.3) Access to all audit trailz Access to all audit trailz j @ ﬁ; i}
EﬁE PCI {10.2.4} Invalid legical access attempts Inwalid logical access attempts 4 E Qg i}
‘EE PCI {(10.2.6) Initialization of the audit logs Initialization of the audit logs Vi @ q“a i}
EE] | PCI(10.2.7) System level object access Acceszing system level objects S BE8am
EEE PCI{10.3) Audit trail entriez for all 2ystem componentz Lizt of audit trail entries for all 2yztem components i @ Is“g i}
EﬁE PCl Failed Acceszs attempts to Credit Card Data Dizplay all Failed acce=s to credit card database tables Fd @ IEQ i}

© 2007 IBM Corporation
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Introducing ... The IBM Tivoli SIEM Solution

People . Technology
- User Activity Compliance

privilegsd;'! ns Collect Monitoring Dashoard

users
& Store Custom

Best Practices

Investigate Compliance
& Retreive

t
ou SOLII'GE

trusted L}
users !
ISO17T

Basel II-
Hiraa N
cLeA N

S0OX

consulta

Log Continu

{
intruders;..‘ Report™

Management
Modules

Real Time ' Security Event Security
Collection Correlation Operations
Dashboard
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Adding real time security event correlation

&] http://10.0.1.28/main.phtml

Dashboard {epor Options Admin

Visuals Window Help

Security Domain Threats Watchlist Events

- i Chart Style | SUPERIMPOSED BEAR
Headquariers — ATL Orthographic

Finance_ Accounting
unassignec
EMEA Operations - UK

Top Destinations

172.16.201.21 | Headquarters - ATL |SNRaN
172.16.201.20 | Headquarters - ATL |SNaaN
57.118.25.188 Finance. Accounting

57.118.25.190 Headquarters - ATL & Medium
172.16.0.10 Headquarters - ATL | RSN Medium
216.239.37.104 Medium
216.239.41.104 Medium
216.239.57.104 Medlium

it M- st
it Mo - Primmastar 8

Event Class Activity
@ 15:18:51

10.0.0.40 EMEA Operations ... Medium

Chart Style | SUPERIMPOSED BAR

LN R

172.16.201.100 | Headquarters - ATL Medium

172.16.0.21 Headguarers - ATL Low

172.16.0.22 Headguarers - ATL

processing

Permit traffic.accept Finance.Accou letzcreen

policy_iclat on

LOGON/LOGOFF_AUDIT_SUC 0 MFG.PDC Windows Everr sk comprmiza

Meta: (Unauthorized Perimet policy.volation _ E000E

1
drop traffic.reject Atlanta.Perimet| Checlkpoint Fi

PRIVILEGE_USE_ALDIT_SUCCE 0 MFG. PDC Windows Everr

Meta: (Dangerous Perimeter policy.violation Atlanta.Perimel| Checkpoint Fi

PORTSCAR a000& Finance.Accou | Snort 1.9.1

authcrypt user Atlanta.Perimel|Checkpoint Fil
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Why customers turn to IBM

World leading Enterprise Compliance Dashboard

World leading Compliance Management Modules and
regulation-specific reports

Unique ability to monitor user behavior

Possibility to get the best of two worlds (SIM & SEM)

Proven technology (21 years) combined with the
worldwide IBM implementation and support team

23 © 2007 IBM Corporation
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Customers who have chosen IBM

To close compliance gaps for SOX; centralize collection, monitoring, and reporting
of millions of log files; and provide transparency into the activities of privileged
users across a heterogeneous network.

To prepare for federal regulations and to meet the requirements of the VISA CISP,

this large payment processor brought Consul onboard to help audit enterprise IT.

The Manager of Data Security began looking for a solution to audit their entire
enterprise IT environment.

Needed IT audit solution they could roll-out across the corporate network to audit
AIX, mainframe, UNIX, Windows and OS/400, and then to 2,500 stores.

In order to meet SOX requirements and IT Security best practices, the Director of
IT Security began looking for a product that could help them manage their log data.

Company received a mandate from their CEO to comply with federal regulatory
requirements, specifically Sarbanes-Oxley
IT Security team driven by requirements given to them by Internal Auditors to meet

Sarbanes-Oxley requirements

© 2007 IBM Corporation
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Next step

= Call me for a meeting: 070-793 30 55
ronny.linnerheim@se.ibm.com

25 © 2007 IBM Corporation
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