WebSphere MQ for ZOSv7+
Proof-Of-Technology (POT) workshop

Welcome

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the D)
original “Wildfire” material) 0O Q.
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Your instructors today...

= Agnes ten Brink

aly(
m

= Carl Farkas

Arkas@fr.ibm,.

= Alberto Gonzéalez Duefias ‘
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MQ v7+ Proof-Of-Technology (POT) Workshop objectives

= Introduction to the new features of WebSphere MQ v7 and v7.1 (& v7.5)

— Familiarise you with the new functions introduced in these (relatively) recent versions
of MQ, especially those features that are meaningful on z/OS

» Note: Most new MQ “Distributed” features will also be covered, but the focus is MQ on z/OS
— Give you a chance to actually touch these features!

= Warning: a POT does not replace MQ education. It is not expected that you'll have
enough knowledge at the end of this POT, for example, to master these new features.
IBM and partners teach very good MQ classes — you're strongly encouraged to sign up
for that education.

= Prerequisites
— Be able to read some English
— Some experience manipulating a Windows platform
— Some experience in the z/OS environment

These exercises do assume that you are familiar with MQ on
z/OS, its installation, configuration and administration

© 2012 IBM Corporation

A Big Universe “IBM”

“Software”

L. “WebSphere”

“WebSphere” brand
name products ... not
just “WebSphere MQ,
WMQ FTE, etc”

‘ WebSphere MQ ‘

|Windovvs | |Unix/Linux | |Systemi |
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Agenda —day 1

Start Title

09:30 Lecture: Welcome

10:15 Lecture: What's new MQ v7.0
11:30 Lab: Connectivity and environment

Lab: MQ Explorer Enhancements
12:15 Lecture: Pub/Sub

13:00 Lunch: Buen apetito

14:15 Lab: Pub/Sub

15:45 Lecture: What's new in WMQ V7.1
16:30 Lecture: Channels and Security
17:15 Done
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Agenda — day 2

Start Title

09:00 Lecture: Beyond MQ: WebSphere Message Broker

10:00 Lab: Channel authentication

11:30 Lecture: Introduction WMQ Advanced Message Security (AMS)
12:15 Lecture: Shared Queue Changes in WMQ 7.1

13:00 Lunch: Buen apetito

14:00 Lab: IP13 Performance test tool
Lab: Shared Queues in v7.1 and SMDS

15:15 Lecture: Introduction WMQ File Transfer Edition (FTE)
16:00 Lab: Configuration FTE
17:15 Done
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Introductions

,A’\

Name ?
Company ?
Background ?

Plans for WMQ V7 or any WMQ
“stack” products ?

© 2012 IBM Corporation

Administrivia

= Start & Stop times

= Lunch & Breaks

= Restrooms

= Cell Phones & Pagers

In Case of Emergency
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The Workshop Environment - LPAR Map
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Zoom on MQ

QML1

QML2
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Rules of engagement

= Each lab includes detailed instructions.
= You're strongly advised to follow the instructions exactly.
= There are 8 “teams” (TSO userids): TEAMO01, TEAMO2....

—~Your instructor will assign your team, and provide the password

= Given the nature each exercise, it's
probably not a go beginning.
= If you're not sure istructor. Better to

ask too much, the
= These LPARs are

~You are given enol
etc.

exercises, see results,

—Please try to resist
userid “settings”, eg
these ids!

iettings, change the z/OS
classes/students use
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Let’s talk about messaging....

So THEY WeNT HAVE &
TALR o BACH OTHER, |
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IBM'’s Vision — Universal Messaging Backbone

UNIVERSAL [VIESSAGING BACKBONE

P19

68,

eeetitice s

Skills End-Points alities-of-Service Delivery Styles
Languages J Vendor Platforms Transactional Client-Server
COBOL, C/C++, RPC JEE, .NET, etc Guaranteed Backbone
Java, JEE, IMS : . .
\NET, C# VB, WCF ORI SSETS Persistent Point-to-Point
OA?AX. Fierl. Python... A E):)Imtftl% & Support At-Most-Once Peer-to-Peer
rientations pplications . .
: Publish/Subscribe
SEED SAP, Siebel, etc... R&nl2y
Batch . Grid
File Devices At-least-once
Mot W s, S
ensor, Actuator, .
! ! - Multicast
W T - Fire-and-Forget -
WSDL, XML, WS-* SOAP, WSDL, WS-RM, WS-N... Request-Reply
REST, MEST, KISS Web 2.0 Fastest speed
HTTP, AJAX, REST....
Appliances Lowest Latency
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What's WebSphere MQ?

Application

« Asimple, efficient API for sending/receiving data messages
ioQueue = session.createQueue(
= Enables fast, reliable asynchronous messaging from application to application | “mydueue’);

QueueSender queueSender =

* Anindustry standard for Message-Oriented-Middlewares (MOM) with 65-80% of | Sesion. createSender(ioQueue);

the market.
queueSender.send(outMessage);
« Can be used on over 45 different platforms  (Windows, Linux, AlX, Solaris, ——!
HP-UX, iSeries-AS/400, etc, etc., and of course...... System Z !)

(C, C++, COBOL,

OW Idv

+ Can be used from all major programming languages
Fortran, BAL, PL/I, Java/JMS, VB, RPG, etc.)

Network transport

« Includes support for the MQ Client — a remote API accessing the queue
manager resources.

« Other unique features of MQ...

« Provides a 2PC syncpoint manager for distributed MQ and full 2PC
transactional  participation on z (CICS, IMS, RRS)

« Support for high-availability and load-balancing via MQ Cluster
as well as Shared queues with Sysplex on Z

« Support for point to point and pub/sub  messaging
« Support for message grouping and segmentation

« Support for SSL authentication and encryption

« Support for message compression

« Exploits each platform, and in particular z/OS, taking full =
advantage of RACF, Sysplex, SMF, CICS & IMS Bridges, etc.
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WebSphere MQ — always advancing

Early Access Programs

Why WebSphere MQ ?

(4Q/09) (4Q/10) AL
MQ FTE V7.0.2 MQ FTE V7.0.3 ) =
-~ FTP Bridging —End-_to-end o
(12/08) security @Qr11)
MQ FTE V7.0 ~HTTP gateway MO V7.1
—Multi-version Install,
(05/08) —Qut-of-the-box
MQ V7 (4Q/10) ty,
~Integrated Pub/Sub MQ Advanced Message cast capability,
—Rearchitected JMS (3Q/09) Security V7.0.1 oved
~Extended APIs MQ v7.0.1 Pertormance,
—Multi-Instance QMgrs, ~z/0S Shared Q
—Automatic Client ncements
Reconnect,
~z/0S Availability, Capacity
and Performance
improvements
2009 2010 s 0 0 0201ls ccoce o 2012 o >
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Leader in Messaging technology innovation

Broad coverage of platforms, technologies, languages
Draw skills from a larger pool — use who you have today
Over 9,300 certified developers for IBM Messaging alone

Over 10,000 customers using IBM Messaging Backbone
Over 90% of the Fortune 50 and 9 of the Fortune 10
Over 80% of the Global 25 and 7 of the Global 10

Government client sends 675 million messages per day*
Banking client handles over 213 million messages per day on
z/OS alone*

Financial Markets client handles $1 trillion worth of traffic per
day on one MQ network*

Banking client sends $7-$35 trillion worth of traffic per day on
just one MQ-based SWIFT gateway*

Over 120 patents and filings within messaging space
New WebSphere MQ family products
Regular enhancements, updates and new releases

* Results reported from actual MQ implementations

© 2012 IBM Corporation



WebSphere MQ for z/OS v7+
Proof-Of-Technology (POT) workshop

What's new with MQ v7.0 z/OS?

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the
original “Wildfire” material)

© IBM Corporation 2012

V7.0 - the big picture WebSphere MQ v7.0 General availability
= Distributed platforms: 16 June 2008
= z/OS: 27 June 2008

= Extension of publish/subscribe capabilities
— Market asking for more Pub/Sub to further decouple applications
— Pub/Sub motor now fully integrated into QM

= Improved support for "standards-based" messaging (translate: JMS)
— Underpinning SOA and ESB architectures
— Ease-of-use

Performance

Easier programming in any environment

« Some features suggested by JMS requirements are useful in MQI
= Enhanced performance options
= MQ 7.0.1 added Multi-instance QMs (Distributed only)

= Many other features

2 © 2012 IBM Corporation



Platform support

= Essentially the same platforms as V6, but....
—z/OS v1.8 or later

— Linux for System p Red Hat Enterprise (RHEL) v4 or v5, SUSE Linux (SLES) v9 ,V10 or
v11 (all on 64-bit POWER processor)

— Linux for System x Red Hat Enterprise (RHEL) v4 or v5, SUSE Linux (SLES) v9, V10 or
v11, NLPOS9 FP1, IRES v2, or Red Flag Data Centre v5 (all on 32-bit or 64-bit processor)

— Linux for System z Red Hat Enterprise (RHEL) v4 or v5, SUSE Linux (SLES) v9, V10 or
v11 (in 64-bit, all on System z9 or z10, the best hardware known to mankind!)

— AIX 5.3 plus TLO4 or 6.1

— HP-UX Itanium or PA-RISC 11i v2 or v3

— Sun Solaris x86 64-bit v10 or Sun Solaris SPARC v9 or v10
— i5/0S (“System 1", “AS/400") V5R3 , V5R4 or V6R1

— Windows XP Pro (SP2) or XP Pro x64 or Server 2003 (SP1) or Server Standard or
Enterprise x64 Edition or Server 2008 or Vista (Business, Enterprise or Ultimate Edition,
32-bit or 64-bit) (note: No Windows 2000 support!)

= For up-to-date details, see
irementsi/|

= Java 1.4.2 and later

3 \ © 2012 IBM Corporation

MQ v6.0 — Replaced by MQv7

= IBM announced that WebSphere MQ v6.0 (eg. Windows, Unix, Linux, z/OS will arrive
at end of support on 30 September 20112012 — see ENUS211-072

= Avoid the holiday rush... start thinking about migrating to MQv7 now!

= For more details, see http://iwww.ibm.com/software/websphere/support/lifecycle/

© 2012 IBM Corporation



Publish/Subscribe — how does it work in MQ?

= Pub/Sub is a function that allows:

— Publishing applications to make information (eg. Messages) available to a list of « interested » applications
— Subscribing application can receive information
— Fuller “decoupling” model of source (“Publisher”) and target (“Consumer”) applications

= Typical uses of the Pub/Sub model:

— Document distribution, alert notification, newsgroups, and any application where the the distribution list tends
to be dynamic

* MQ v7 “internalizes” and simplifies Pub/Sub @

Appli ‘ SUBSCRIBEQ ‘
= Appli

Publisher \ A

Consumer
MQOPEN Vi ns/ Francai s/ Bor deaux M
MQPUT  RED; MARGAUX; 150EUR

<Topi c>Vi ns/ Fr ancai s/ Bor deaux</ Topi ¢>

</ psc>

RED; MARGAUX; 150ELR SYSTEM.BROKER.CONTRO | Appli

MQSUBVins/Francais/Bordeaux | Subscriber
—

<Command>RegSub</Command>

<Topic>Vins/Francais/##</Topic>

<QName>SUBSCRIBEQ</QName>
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Major Pub/Sub enhancements in v7

Pub/Sub now fully integrated into MQ, all major platforms, including z/OS

New MQ “Topic” object W
— Publication direct to a Topic now supported

— Not absolutely necessary for Pub/Sub, but gives administrative structure, security, etc.
Complete administration of Pub/Sub (create, modify, status, statistics, security...)
Interoperability with traditional Pub/Sub (MAOC) as well as WMB
= New MQI verbs — Pub/Sub for COBOL, PL/I.... Non-JIMS

— MQSUB - Register a subscription with a MQSD

— MQSUBRQ — Request retained publication =1t
= Modified MQI verbs for Publishing Queue Hanageri QHLY?
— MQOPEN, MQPUT with a TOPIC MQOD i
Topic Stting Publih Subscribe | Durabl. . | Default persistence | [ 5ub count | Re
DEFINE TOPIC(CARLBIKE_BE) TOPICSTR(cycle/carlibelgium’) - Alowed Alowed  Allowed ot persistent 0 0
1:DEFINE TOPIC('CARLBIKE_BE') TOPICSTR(cycle/carl/belgium’) :m:: :m: :m:: o~ ;:;z:;{ E:EEEE =15 2
AMQ8690: WebSphere MQ topic created. ) 4 EFR 0 0
DISPLAY TOPIC(CARLBIKE_BE) ke o o |
. . in 4 Al d CARLEIKE 5 0
pga o PR TOPIC(CARLBIKE BE) ot e et e e b0
: - spart Ihbited  Alowed  Alowed | Notpersitent  SPORT 0 0
TOPIC(CARLBIKE_BE) TYPE(TLOCAL)
TOPICSTR(cycle/carl/belgium) DESCR()
CLUSTER() DEFPBSCP(ASPARENT) dq | sl i =
DEFSBSCP(ASPARENT) DURSUB(ASPARENT) =
MONTOP(ASPARENT) STATTOP(ASPARENT) Seherne: Vleur per déf L pour Topic tatus -Distroue ~
PUB(ASPARENT) SUB(ASPARENT) [Table Z
DEFPSIST(ASPARENT) DEFPRTY(ASPARENT)
DEFPRESP(ASPARENT) ALTDATE(2008-02-09) potesh | roreshat|[ o |
ALTTIME(12.49.16) PMSGDLV(ASPARENT) [l e
NPMSGDLV(ASPARENT) PROXYSUB(ASPARENT)
PSSCOPE(ASPARENT) WILDCARD(PASSTHRU)
MDURMDL( ) MNDURMDL()

You'll see a lot more Pub/Sub details in another presentation....
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Other JMS inspirations!
= Support for Message Properties — metadata associated with the message
— Inspired from JMS, available via MQI to all languages
— New verbs: MQCRTMH, MQSETMP, etc.
= Asynchronous Message Reception

— New verb MQCB defines a callback function

— Gives a J2EE Message Driven Bean (MDB)-like facility to the rest
of us non-Java people!

— No need for MQGET(WAIT) or MQGET(SIGNAL)
— New verb MQCTL to start/stop callback
= Selectors

— Use a SQL92 clause to select messages by properties including MQMD
fields,
eg. IMSType="DeptAccounting’ AND Salary > 50000

Can be specified on MQOPEN, MQSUB, MQCSB for filtering messages

Filtering can now be done inside queue manager for efficiency
— Not filtering on message body contents

+ Message Broker still required for content filtering

7 d © 2012 IBM Corporation

Message Properties and Handles — Source Code

= MQACTP_FORWARD
Handle = hRequestMsg' ;
&MD, &PutMsgOpts, Datalen, &Buffer, &CC, &RC);

een dealt with by updating existing property

Name.VSPtr

Name.VSLength

MQSETM#AConn,
RECEIVED”, 16, &

PutMsgOpts. Action = P_REPLY

PutMsgOpts. OriginalMsgHandle = hRequestMsg ;

MQPUT(hConn, hReplyObj, &MD, &PutMsgOpts, DataLen, &Buffer, &CC, &RC);

etPropOpts, &Name, &PropDesc, MQTYPE_STRING, “RE QUEST

/I 4. Also put a completely unrelated message to a logging queue

PutMsgOpts. Action = MQACTP_NEW

PutMsgOpts. OriginalMsgHandle = MQMH_NONE

MQPUT (hConn, hLogObj, &MD, &PutMsgOpts, DataLen2, &LogMsgBuf, &CC, &RC);

MQCMIT(hConn,&CC,&RC);
8 © 2012 IBM Corporation




WMQ Performance

Moving more JMS function into the MQI allows more function to run in compiled code

Java Application

: Java Application
L TS =
MQI MQI
Network transport Network transport

= Persistent pub/sub throughput increased up to 60% %
= Non-persistent client throughput increased up to 300%
= JMS Selector rates improved up to 250%

= Message Listener (MDB) throughput improved up to 45%
— Latency also improved

taken from p | code ; per reports now

at http://www.ibm.

9 \ © 2012 IBM Corporation
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Performance: JMS Selectors

5000 JMS Selectors Performance
1 f
5000 +
5 4000 |- L
E —+ 100
2
=
3000 A + 80
£
=
H
(7] + 60 e
» 2000 5
- o
= - N =}
’,.x ¥ omom ® e PP IS 40
L. ¥ oo o mze-Bilial ik
= PR =%
1000 £t TS "
* " o___‘G [E——N— ——V\6 T
o= = =x= =V7 CPU% = =o= =V6 CPU%
a t t + + t + + t + 0
1 2 3 4 5 6 7 8 9 10
Application Threads/ Selection Match Ratio

For details, see SupportPac MP07 at
http://www.ibm.com/support/docview.wss?uid=swg24022778&myns=swgws&mynp=0CSSFKSJ&mync=E
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Performance: Maximum Request/Reply messaging

Transaction Rate - 1KB Non-Persistent Messages using Request/Reply Model.
All messages are out-of-syncpoint
17-way LPAR running z/0S 1.9 onz10 EC64

300000

k=]
£ 250000
(=]
o W
3 200000
2 _/‘~1/-/
S 150000 ././_/—
o]
& 100000
w
g T
50000
= —
’
0 ‘ . ; : :
0 5 10 15 20 25 30
Queue Pairs
| —e— V600 = V701 |

For details, see SupportPac MP1G at
http://iwww.ibm.com/support/docview.wss?rs=171&uid=swg24024589&loc=en_US&cs=utf-8&lang=en
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Other MQI Enhancements
= Cooperative Browsing and Message Tokens

— Efficient interface for applications reading from the same queue

— Example: "master" program browses a queue telling "slaves" which message to work
with, based on elements within the message

— No races — messages locked but available to any cooperating process

12 © 2012 IBM Corporation



Programming in Java

= JMS read/write access to all MQMD fields as properties
— Have to explicitly enable this in the application program
— Allows the application to go beyond the JMS specification

= JMS access to the raw message content
— Can treat the whole body as a byte array property
— Can see RFH2 folders that would normally be stripped

= Message Header Classes for Java
— Updated and supported version of MSOB SupportPac
— Makes it easy to build and parse PCF structures

— Extended to handle other MQI message header formats
* eg MQCIH, MQDLH classes

13 © 2012 IBM Corporation

Multi-instance Queue Managers (Distributed MQ only, MQ v7.0.1)

1. Normal
Execution

network

_ QM1
Standby

instance

QM1

networked storage

Owns the queue manager data
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Multi-instance Queue Managers

2. Disaster MQ MQ
Strikes Client Client
network
Connections
broken from
clients

QM1
locks freed Standby

ance.

networked storage

© 2012 IBM Corporation

Multi-instance Queue Managers

3. Standby ‘ |
Comes to Life C Connections

still broken
network
QM1
Active
instance
3
QM1

networked storage

Owns the queue manager data

. © 2012 IBM Corporation
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Multi-instance Queue Managers

4. Recovery MQ MQ
Complete Client Client Clients reconnected.
Processing

| | continues.

network

networked storage

Owns the queue manager data

17 \ © 2012 IBM Corporation
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Multi-instance queue managers: Details

= MQ is NOT becoming an HA coordinator
— Generally, if other resources also required, use an HA coordinator such as HACMP
— Service objects can restart applications with gmgr but limited control
— Message Broker integrates with and exploits this MQ function
= The IP address is not taken over
— Channel config needs all possible addresses unless you use external IPAT or intelligent router
— CONNAME(‘host1(portl),host2(port2)’) syntax extension on all platforms including z/OS
= Support for networked storage over modern network file system protocols
— For example, NFS v4 (not v3)
— Tool shipped to validate configuration
= New options for crtmgm/strmgm/endmgm to control operations
— Cannot guarantee which instance becomes the primary

= Removes need for MC91, which will be withdrawn
— crtmgm now does equivalent of MC91's hacrtmgm

18 { © 2012 IBM Corporation



Multi-instance queue managers: How it looks

= Enhanced dspmq
= New option for dspmq to output English-only text
— Useful for programmable parsing

5 host name
rockal |
5 dspng - x
QVNANME( V7) STATUS( Runni ng)

I NSTANCE( r ockal I) MODE( Act i ve)
QVNANE( V7B) STATUS( Runni

(V70 STATUS( Run
I NSTANCE( | | ar eggub) MODE(

\IM(rockal 1) MODE( St

19 © 2012 IBM Corporation

Multi-instance queue managers: How it looks

= As a graphical example, SupportPac MSOP V7.0.1

ftodo.txt - Eclipse SDK =oix]
£ % Debug < Plugrin Devel,.. [{) Websphere M..,

52 . Ui Events and S_ta'tjstl;sj # e[~ =0
=

Queue Managers on

Listener Port_| QMID. [ Admin Obje... | state. [ instances |
ATS_AIX | 3414 ATS_ATY_2009-04-21... Mo Running rackall(Active)
- (= IM5 Administered Objects ol 1414 lInear_2009-0421_L...  Yes Running rockall(Active)
(g Managed File Transfer ] Unknown Unknown Unknown Stopped Unknown
B = Service Definition Repositariss & 2414 Y7_2009-04-21_12,3...  Yes Running rockall(Active)
B administer 2415 YTB_2009-04-21_12.... Yes Running rackall(Active)
Unkniavn Unknawin Unknawn Running as standby  lareggubl(éctive), rockaliStandby)
- Unknown Stopped Unknown
g ‘m 2414 ¥7_2009-04-21_12.3... Yes Running rockall(Active)
T Pk -
k Running rockali{Active)
=
[
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Distributed Platforms: New Client Features

= New client features to improve performance and to provide greater availability have been
added with V7.0.x

= While not strictly applicable to z/OS, these features have generated a great deal of
interest.

21 © 2012 IBM Corporation
Client Performance

= Traditional WMQ non-persistent messages more reliable than some need

= "Read Ahead" for Receiving Messages/Publications:
— Messages sent to a client in advance of MQGET, queued internally
— Administrative choice — no application changes needed
— Higher performance in client

= "Asynchronous Put" for Sending/Publishing Messages:
— Application can indicate it doesn't want to wait for the real return code
« Maybe look for return code later - MQSTAT verb
— Maintains transactional semantics

— Higher performance in client

22 © 2012 IBM Corporation
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Performance: MQ Client Read-ahead

Get Message Rate - Single Threaded Client

9000

2000

)
6000
5000
4000
3000
2000
1000

1]

Messages / Second

100 500 1000 5000 10000 50000 100000
Message Size (bytes)
@ V6 Clent, V6 Server m V7 Client, V& Server

V7 Glent, V7 Server, ShareGv (o), DEFFEADA(ND)  m V7 Client, V7 Serveer, ShareCrv (10, DEFREA DA{NG)
V7 Cient, V7 Server, ShareCi (1), DEFREADA(YES]

For details, see SupportPac MP1F at
http://www.ibm.com/support/docview.wss?rs=171&uid=swg24024589&Ioc=en_US&cs=utf-8&lang=en
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Client Connection Management

= Shared Client Conversations
— Several connections from the same process can be handled on the same socket
— Faster startup for the second and subsequent connections

= Implementation also gives us more heartbeat opportunities
— Faster failure natification for clients

= Client Connections
— Automatic workload distribution via CCDT
— Control number of connected clients at a queue manager (MAXINST, MAXINSTC)

= Free connections to z/OS for administration programs like WMQ Explorer
— Limited number of clients permitted by V7 license without CAF

24 ) © 2012 IBM Corporation



Automatic Client Reconnection

= Client library provides necessary reconnection logic on detection of a failure
= Hides failure from application code

[ Application

MQSERVER=SYSTEM.DEF.SVRCONN/TCP/host1(1414),host2(1414)....

© 2012 IBM Corporation

Automatic Client Reconnection

= Tries to hide queue manager failures by restoring current state automatically

— For example, if MQPUT returns error, client reruns MQCONN/MQOPEN/MQPUT
internally

Uses the list of addresses in CONNAME to find queue manager

— MQSERVER environment variable also understands list

— MQSERVER=SYSTEM.DEF.SVRCONN/TCP/host1(1414),host2(1414)

= Can reconnect to the same or different Queue Manager

= Re-opens queues and other gmgr objects, re-establishes subscriptions

= Reconnection interval is backed off exponentially on each unsuccessful retry
— Total timeout is configurable — default 30 minutes.

26 ) © 2012 IBM Corporation
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Automatic Client Reconnection: Details

= Enabled in application code or ini (eg. mgclient.ini) file

— Event Handler callback shows reconnection is happening if app cares
= Tries to keep dynamic queues with same name

— So replies may not be missed
= Not all MQI is seamless, but majority repaired transparently

— eg a browse cursor would revert to the top of the queue, non-persistent messages will
have been lost during restart, non-durable subscriptions may miss some messages, in-
flight transactions backed out, hObj values maintained

= Some MQI options will fail if you have reconnection enabled

— Using MQGMO_LOGICAL_ORDER, MQGET gives
MQRC_RECONNECT_INCOMPATIBLE

= |nitially just in MQI and JMS — not the other OO classes
— Requires both client and server to be V7.0.1 level with SHARECNV>0
— Server can be z/OS

27 \ © 2012 IBM Corporation

WMQ Explorer Enhancements

= Sets
— Queue Managers can be partitioned into sets within the Navigator
— For example "Test", "Production”

= Security Configuration
— Easy to define channel exits, userid/password configurations

Configured for each queue manager or for all queue managers in a set
— Password manager included
— Still recommend security exit or service for authentication at the server
= Tighter JMS integration
— Creating an queue/topic can define a JMS destination at the same time
= Message browser configuration
— Number, size of messages
= Plug-in Migration
— Explorer now based on Eclipse 3.3 — compatibility not guaranteed
— Major change is availability of supported PCF classes
= Using MQ Explorer with WebSphere MQ for z/0S

— you can use the MQ Explorer, which runs on the Windows and Linux on x86 platforms, to
manage the z/OS parts of your WebSphere MQ network without having to buy the Client Attach
Feature

28 © 2012 IBM Corporation



Queue Manager Sets

S MespharetiQ Bprer Novisior £3 0, 0| B) Websphors Qe - Cortnt X sl " o0

[E] ‘ IBM WebSphers MG

' féll:-_'—‘#- CIleLUe Mar:él:;ers
- @ all
- EI Development Queues Managers
(N
EI@ Production Queus Managers
audi
B gma

it S lMQueue Managers Set Development Queue Manag

© 2012 IBM Corporation

WMQ Explorer Preferences

Preferences (Filtered) =] 3]
tupe filter tesxt 5 | user Identificatio - =,

=] WebSphere MG Explorer
i Butharization Service
| Client Cannections

[V Enable default user identi

| [ e serid:[user] B o«
P B -0l x
i ir--ssl.mﬂm - a

I =)- Client Connections

| ~ Security Exit

«-55L Key Repositories
: SSL Options

| User Identification

riniect to resources, For example, opening S
be stored in a file. The: location of the file can be

oo amma

sessssssssnns

s and Settings\metaylor\V7\workspa  Browse. .

Change:..

fey used ko open the password store, When WG
& will be cpened automaticaly.
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Publish/Subscribe in the WMQ Explorer

25, WehSphere MQ Explorer - Mavigator &2 =g m| ¢~ =08

e Y

Topics

= &3 18M webSphere MQ
=] B Queus Managers

I Filcer: Default for Topics

= Marne: Topic String
SVSTEM‘ADMIN‘QMGR‘EVENT‘TOPIC SYSTEM.ADMIN. QMGR.EVEMT. TOPIC
[215¥STEM, BASE. TOPIC Biase topic For resolving

Admin stream For queus:
Default stream for quey

Compare with, ..

Skatus. ..
Delete...

Clear Retained Publication, ..
Topic Status - Subscribers. ..
tatus - Publishers., ..

© 2012 IBM Corporation

Testing Publish and Subscribe

Ei Publish Test Message

Bi Subscribe

somtsfaicie Topc St ~Ioi
| sporksicricket
Wildcard Usage: ' Queue Manager: v7 Subscription Mame:  SPORTS,CRICKET

ITﬂpic Lewel Wildcard

SPORTS.CRICKET

Mame:
Identifier 414051207637 2020202020202020202047 15¢
Sapscre —

() Publishing a rel Durable Yes

Type fclmin
o Connection ID 46414B450000000000000000000000000000C
ages received: Resume date 18-0ct-2007
Resume time 11:41:14

Time: 11:11:20 Date of last publication  15-Oct-2007
Topic String: sportsfcricket Time of last publication  11:42:01
Message: Eng 161-4 (20 owers) W 25-2 (3 avers) Message count 1

Clear | | _’I

|Last published at 11:11:19

E I Scheme: Default for Subscription Status - Distributed -
‘Last subscribed at 11:11:17 Lost updated: 164011

Refresh
32 \ © 2012 IBM Corporation




Group-level Units of Recovery for z/OS

= A client's two-phase/global transaction can now be owned by a
QSG

— Instead of by individual queue managers

XA mgr, eg. WAS

= These in-doubt transactions can be resolved on any QMGR in the
QSG.

— Required for support 2-phase commit resolution while
connected to the QSG

= Requires use of the Extended Transactional Client
— For example, from WAS

— Configure the WAS client connection with the QSG name rather
than the QMGR name

S : © 2012 IBM Corporation
|

GROUPUR: The Problem (pre-MQ v7.0.1)

R 3. If TM reconnects
1 G to QM2 it was only

- told what is in-
gg:sn&g(\)/\r/t and doubt on QM2,
Generic meaning that it
threw away any
Port information about

in-doubts on QM1

2. If there is a failure,
TM TM will reconnect via
q generic port to inquire
C“ent what transactions
APP need resolving

34 ) © 2012 IBM Corporation
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GROUPUR: The Solution (V7.0.1)

QM1

1. Client App
connects via
generic port and
starts UOW

Generic

Port
Xa_open string must be
specified with the QSG TM
name rather than QMGR
name, creating a H
GROUPUR C“en
APP

© 2012 IBM Corporation

z/OS Constraint Relief — ‘Above the bar’ exploitation

= In V7.0, the queue manager started to exploit 64-bit addressing
— New Pub/Sub features
— Intra-Group Queuing (IGQ) buffer

= In V7.0.1 more Queue Manager storage moves to 64-bit
— 64-bit Queue Indices
— 64-bit Lock Manager
— 64-bit Security Cache

= Can have more open queues, more messages on indexed queues etc

36 © 2012 IBM Corporation
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z/OS Log Compression

= Can increase the throughput possible for persistent messages

= May reduce the size of your logs
— Dependent on your message body content
— Useful if you are DASD or I/0O bandwidth constrained.

RLE (run-length encoding) of “insert” log records for private queue messages
— Will not compress shared queue log records
— SMF 115 records updated to show compression rates achieved etc

Controlled via zPARM option at queue manager level.
— COMPLOG(NONE) or COMPLOG(RLE) in CSQ6LOGP
— Can also be viewed/controlled via DISPLAY LOG / SET LOG

\ © 2012 IBM Corporation

MQ Log Compression — transaction rate & cost

Transaction Rate for Varying Percent Compressible Messages

7
6000 &
2 5000 N
g 4000 6
=
i
g 2000
2
g
= 2000
1000 o
2 § o5 5|5 2 43w
0 8 8|8 5.8 P T—= gie B
100 1024 4096 100000 1048576

Message Size (bytes) Transaction Cost for Varying Percent Compressible Messages

== RLE at 0% mmm RLE at 10% —— RLE at 50% ——RLE at 9/

20000

15000

10000

5000

Microseconds / Transaction (Log Scale)

For details, see SupportPac MP1G at
http://www.ibm.com/support/docview.wss?rs=171&uid=swg24024589&loc=en|_|
utf-8&lang=en

weI8e 55258
S&csz & &8 G RIS

c

100 1024 4006 100000 1048576
Message Size (bytes)

o RLE at 0% mALE at 10% ORL
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Small message handling: Pre-V7.0.1 Local Message Que ue Storage

short messages 4K
e — e [ ]

| ong message 4MB

—
Start Scan
MD First part of text Next part of text I
Tail \
very | ong nessage 100MB
Subqueue

MD First part of text | | Next part of text

) ) s ) R

up to 100MB

© 2012 IBM Corporation
|

Small message handling: Post-V7.0.1 Local Message Queue Storage

short nmessages <4K

| ong nessage 4MB

MD First part of text 1 Next part of text Text up to 4MB

very | ong nessage 100MB
Subqueue

-art of text Next part of text Text up to 4MB

4MB + of text Next part of text Text up to 8MB

up to 100MB

© 2012 IBM Corporation
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MQv7 Migration

= Basically, migration to MQV?7 is just like all other version migrations
= MQV7 is “upward compatible” with MQv6. Programs work as usual. A few notable exceptions...
— Note that most JMS error codes are now different as a result of the new “layering” of MQ's JMS

— RFH2 headers generated by JMS are no longer presented to MQV7 applications by default; the header information is
now included in'the Message Properties

— The new MQv7 integrated Pub/Sub motor is PSMODE(ENABLED) by default for a new QM. Set to
PSMODE(COMPA'I% if using WMB Pub/Sub (default for a mlgratlonil

= On Distributed, you (still) can only have one MQ version active at a given time.

— You can have multiple MQs active (on different platforms) with MQ Clusters, and stop/start channels
for a non-stop migration

— Typically migrate MQ Cluster Full Repositories first

= On z/OS, you can have multiple versions active
— You can have multiple MQs active with Shared Queues, and just stop/restart to migrate a QM
— You can migrate backwards if necessary — see technotes to enable this, BUT...

— Be sure to set the OPMODE=(NEWFUNC,701) in CSQ6SYSP if you want/need all the newest functions (but this can
prevent backward migration!)

= Programs compiled/linked with MQVv7 and LE may need to be re-LinkEdited for MQ 7.0.1

= MQ v7.0.1 uses by default 1 message per page, unlike earlier MQ versions that placed multiple
messages in a single page for small messages. This increases the size requirement for pagesets (but
was done to enhance performance).

= See SC34-6948 (csqzao02) MQv7 Migration Information, and SG24-7583 Redbook

= There are two good Technotes. that provide extra information on migration to M(g?.o.l (see
i/docview.wss?L and swg21408135)

41 : © 2012 IBM Corporation
Summary

= WMQ V7.0 was an extremely rich series of product updates, such as
— Several new verbs

JMS-like facilities for the non-Java developers

A fully integrated Pub/Sub motor

Many MQ Explorer enhancements

Multi-instance queue managers
— MQ Client performance and HA enhancements

Many other goodies!

= The stage has now been set for new functionality to be added in more granular
increments.

42 © 2012 IBM Corporation
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Lab time

view queues

= Userids: TEAMXX

= Passwords:

MQ Bibliography

44 |

— You'll configure your MQ Explorer to view the
4 x z/OS queue managers

— You'll verify that you can logon to TSO and

= Lab MQ v7 Explorer enhancements

— You'll explore a few of the new MQ v7
Explorer enhancements

= Lab Connectivity and environment
— A very simple lab just to get you set up

= GC34-6926 WebSphere MQ v7 for z/OS Concepts and Planning Guide
= SC34-6929 WebSphere MQ v7 for z/OS System Administration Guide
= SC34-6927 WebSphere MQ v7 for z/OS System Setup Guide

= SC34-6939 WebSphere MQ v7 Application Programming Guide

= SC34-6940 WebSphere MQ v7 Application Programming Reference

= SC34-6932 WebSphere MQ v7 Security

= SC34-6933 WebSphere MQ v7 Queue Manager Clusters

= SC34-6942 WebSphere MQ v7 PCF and Administration Interface

= SC34-6948 WebSphere MQ v7 Migration Information

= GI13-0529 WebSphere MQ for z/OS v7.0 Program Directory

= SG24-7583 WebSphere MQ v7 Features and Enhancements

© 2012 IBM Corporation

[ B

WebSphere MQ V7.0
Features and
Enhancements

inegatod P Subscrb sngins
a0 s MOl fncions

mpeoved JUS W0 integration
04 MO Glont coboncoments

“Scanaiowith sample
e

=
T Redbooks

= SG24-7839 High Availability in WebSphere Messaging Solutions

The complete MQ library is available in PDF at

Or online at

© 2012 IBM Corporation
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WebSphere MQ for ZZOSv7+
Proof-Of-Technology (POT) wor kshop

Publish/Subscribe

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the
original “Wildfire” material)

')O QL A~

. Q@ B~

© IBM Corporation 2012

Agenda

= Concepts of publishing and subscribing
= Topics
= Subscriptions

= Administration
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Publish/Subscribe

= Publish/Subscribe (or pub/sub) is an asynchronous messaging
paradigm where senders (publishers) of messages are not
programmed to send their messages to specific receivers
(subscribers). Rather, published messages are characterized into
classes, without knowledge of what (if any) subscribers there may
be.

The Free Encyclopedia

= Subscribers express interest in one or more classes, and only
receive messages that are of interest, without knowledge of what (if
any) publishers there are. This decoupling of publishers and
subscribers can allow for greater scalability and a more dynamic
network topology.

Pub/sub is a sibling of the Message Queue paradigm,

and is typically one part of a larger Message-Oriented Middleware
solution. Most messaging systems support in their API (e.g. JMS)
both the pub/sub and Message Queue models.

3 \ © 2012 IBM Corporation

Point to Point Examples

= Post Card
— Goes to just the person | send it to.
= eMail

— Might go to lots of people but | get to choose exactly who gets
it.

= Message Queuing
—If ' put a message it will go to one consumer.

With Point to Point, the sender (MQPUTer) explicitly defines the receiver (MQGETer) at
MQOPEN time

4 © 2012 IBM Corporation



Publish / Subscribe Examples

= Magazine Publishing

—In the US — almost 10,000 titles published in US (only
2,000 are considered ‘major publications’)

= Airline Departure Boards
— Boards might display (subscribe to)

* All departures
» Departures at this Terminal
+ Departures by this Airline

= RSS News Feeds

With Publish/Subscribe, the sender (MQPUTer) never explicitly defines the receiver; he never
even knows if there are any receivers!

5 \ © 2012 IBM Corporation

Pt - AP 4 WA 0000 ]
Moving Toward Loose Coupling
= Monolithic
— Work is all on one computer!
= Client-Server
— Work is distributed
— Detailed knowledge of topology and connectivity needed
— All components must be available for the application to work.
= Message Queuing
— Work is distributed
— Cooperating components can be available at different times
— Work will queue at busy times or if a component is down
— Connected by Queue Names.

= Publish/Subscribe

— Cooperating components exchange data through an infrastructure
that identifies the “subject” of the data.

6 © 2012 IBM Corporation



Loose coupling with Pub/Sub

Publisher Publisher '
7 Ty Publisher Publisher

o
i

i
i

5 1doy

i
i
i

"3 doy
0 doL.
o!dql

i
|
) |

i A N

Subscﬁaxf
Subscriber

*No need to create a logical link between provider(s) and consumer(s)

«Point to point does
«New providers can be transparently added ©

«New consumers can be transparently added © © ©

*No disruption to existing providers to consumers relationship

7 : © 2012 IBM Corporation

Publish / subscribe applications

Subscribing

App
Publish/Subs

L] Applications connect to local queue manager

= Publish/Subscribe asymmetry compared to Put/Get
= Can use JMS or any MQI language
= Can also interact with MQ V6 queued Pub/Sub command messages

8 © 2012 IBM Corporation



Publication explanation

Subscribing

Publishing
App

Publish/Subscribe
Network

——

= Publication is MQPUT to a topic string
= Topic string can be created in three ways
— Specify whole topic string in application.
— Pre-defined topic object contains the topic string.

— Concatenation of pre-defined string from topic object plus partial topic string from
application.

© 2012 IBM Corporation

Subscription explanation

Subscribing
App

Publishing
App

= Subscription

— A subscription involves two key elements
1) ldentifying the topic string, including wildcards, being subscribed to.
2) ldentifying the destination that qualifying messages are to be placed on.
— Note the subscription call MQSUB does not get any messages.
These must be read from the destination queue with an MQGET
call.

10 © 2012 IBM Corporation



Publish/Subscribe using MQI - Summary

= The verbs used are:-
— MQOPEN
— MQPUT
— MQSUB (new in v7)
- MQGET
—  MQSUBRQ (new in v7)
— MQCLOSE
= New structures to accompany new verbs
— MQSUB — MQSD - Subscription Descriptor
— MQSUBRQ — MQSRO - Subscription Request Options

= Additionally, the MQOPEN, MQPUT and MQCLOSE were extended to include
TOPICs

11 ! © 2012 IBM Corporation
|
Agenda

= Co g and,subscripi
= Topics
= Subscripti

= Administration
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WebSphere MQ V7 take on Pub/Sub

= Central concept is the TOPIC STRING.

= Messages are “published” to a TOPIC STRING.
— Each publication is to a single TOPIC STRING.

= Subscribers subscribe to TOPIC STRINGS.

— Subscribers may be subscribing to many topics, and may use wild
cards in topic hames.

TOPIC STRINGS are organized into a logical hierarchy.
TOPIC STRINGS can be secured

13 © 2012 IBM Corporation
Concepts — Topic String
= A topic string “connects” publishers and subscribers.
= Has “structure” and semantics.

= The hierarchical structure is supplied by the “/” slash character.

= A topic string is practically unlimited in length - a 10,000 byte
string.

= The semantics are implied by the use of wild cards (“#” ‘+’ **') in
subscriptions.

14 © 2012 IBM Corporation



Concepts — Topic String

= Topic Sting Hierarchies — order is important
— Corp/HR/Americas is not the same thing as Corp/Americas/HR
= Case sensitive

— Corp/HR/Americas is not the same thing as CORP/Hr/Americas

15 \ © 2012 IBM Corporation
Concepts — Topic Tree

= A topic tree is a representation of
‘r°°". the topic hierarchy.

= It has a root node at the very top.

_ = It is implied from the complete set
Regions . K .
of topic strings in use.

G}
/ \/ = A topic string may be defined,
@ Americas published to, subscribed to by
/ applications or admin tools.
Canada = There is not necessarily a one-to-
one mapping between topic objects
and nodes in the tree.

Corporate

16 © 2012 IBM Corporation



Concepts — Topic Object

= A Topic Object is an administrated control point for the Topic Tree.

= The topic object name follows the same rules as other WMQ objects (48
characters for the name).

= Topic string is a required property of a Topic Object.
= Topic Objects may have additional properties.

= Security can only be set on Topic Objects.

17 \ © 2012 IBM Corporation
Concepts — Topic Object

= Application programs using the MQI can use the topic object as
a full or partial alternative to topic string when publishing or
subscribing.

= A Topic Object name does not have to be logical or meaningful.

— You can define a Topic Object with the name FRED with a topic string of
‘Corp/Americas/HR’.

— DEFINE TOPIC( FRED ) TOPICSTR('Corp/Americas/HR’)

= You can define a topic object to your QSG.

— In effect the topic is defined to all members of the QSG

18 © 2012 IBM Corporation



Concepts — Building the Topic Tree

“ (root) = DEFINE TOPIC(Branches)
@SYSTEM.BASE.TOPIC TOPICSTR(‘Regions’)
Branches = DEFINE TOPIC(‘Canada’)
) TOPICSTR(‘Regions/Americas/Canada’)
egions
Corporate @ = DEFINE SUB(‘MySub’)
TOPICOBJ(‘Canada’)
TOPICSTR(‘Ontario)
@ Regions/Americas DEST('MY.QUEUE’)

\ Canada
Regions/Americas/Canada

Regions/Americas/Canada/Ontario

© 2012 IBM Corporation
Topic Objects

“ (root

SYSTEM.BASE.TOPIC = Topic object parameters include:

Branches — TOPICSTR — Required - Topic
Regions string, up to 10K characters long
TOPICSTR( ‘/tv/films/horror”)

— PUB — Whether applications can
publish to this topic
Canada PUB( ASPARENT | ENABLED |

Regions/Americas/Canada DISABLED )

— SUB — Whether applications can
subscribe to this topic
SUB( ASPARENT | ENABLED |
DISABLED )

Corporate

/

Regions/Americas

© 2012 IBM Corporation

10



Agenda

= Subscriptions

21 \ © 2012 IBM Corporation
Subscriptions

= When you subscribe to a topic string with WebSphere MQ you
can specify where you want the messages delivered.

= Your subscription can be durable, or not.

—~Non-durable subscriptions mean messages are delivered to
you only while you are connected.

—Messages for durable subscriptions are delivered to you when
you next connect.

= Subscriptions can be created programmatically or
administratively.

22 © 2012 IBM Corporation
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Concepts — Subscription

= An application subscribes to a topic string.
—Wild cards may be used.
— Corresponds to a node in the topic tree.

= A subscription can be durable or non durable.

= A subscription will usually be set up by an application.
—They can also be created administratively.

© 2012 IBM Corporation
Concepts — Subscription - continued

= A subscription identifies a destination (queue) which receives a
copy of every publication sent to the topic string.

= A subscription may use a ‘managed destination’

— The queue manager will create the destination queue from a
model when the subscription is activated

— The destination queue may be a temporary or permanent
dynamic queue
- If the subscription is durable, the queue created must be a
permanent dynamic queue.
+ Using temporary dynamic queues on z/OS is costly and
discouraged.

—These are sometimes referred to as ‘managed subscriptions’.

24 © 2012 IBM Corporation
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Wildcards

= Wildcards may be used to replace parts of a topic st . ring
when subscribing or displaying the topic status.

= You specify the wildcard type on the subscription

= WMQ V7+ uses topic level wildcards

— ‘#' —is the multi-level wildcard

» Subscribing to ‘Branches/#' will subscribe to everything published to ‘Branches’,
‘Branches/Americas’,’Branches/Americas/Canada’, ‘Branches/Americas/USA/’,
etc.

— '+’ —is the single level wildcard

+ Subscribing to ‘Branches/+ will subscribe to everything published to
‘Branches/Americas’, ‘Branches/Europe’, etc.

« It will not subscribe to ‘Branches/Americas/Canada’, ‘Branches/Americas/USA’
etc.

25 \ © 2012 IBM Corporation
Durable vs. Non-Durable Subscriptions

= Durable Subscriptions

— A Durable Subscription remains in effect when the subscribing
application disconnects.

— After a disconnect, all publications will be available to the
application when it reconnects.

— Durable subscriptions must have a unique subscription name

= Non-Durable subscriptions

— Non-durable subscriptions are removed when the application
disconnects. Subsequent publications are not available to the
application.

— Non-durable subscriptions may have a unique subscription name.
Note that a unique subscription name makes it easy to identify in
an admin display.

26 ) © 2012 IBM Corporation
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Publishing application
= MQOPEN a topic

= MQOD describes a topic to publish to:
— ObjectType
*MQOT_Q for point-to-point

OpnOpts = MQOO OUTPUT a
| MQOO_FAIL IF QUIESCING;
MQOPEN( hConn,

&0bijDesc,

OpnOpts,

&hObj,
T v

&Reason) ;
*MQOT_TOPIC for publish MQPUT ( hConn,
— ObjectString/ObjectName hob3,
. &MsgDesc,
*Where to publish spmo,
strlen(pBuffer),
pBuffer,
= MQPUT a message £CompCode,
&Reason) ; ¥|
< >
- N
MQOD ObjDesc = {MQOD_DEFAULT} ;
ObjDesc.ObjectType = MQOOT TOPIC;
ObjDesc.Version = MQOD VERSION 4;
ObjDesc.Objectstring.VSPtr = “Price/Fruit/Apples”;
ObjDesc.ObjectString.VSLength = MQVS NULL TERMINATED; v
- > .

27

Subscribing application

© 2012 IBM Corporation

28

MQSUB/ ( hC€onn, a
= MQSUB verb &SubDesc,
&hob3,
&hSub,
= Subscription Descriptor (MQSD) describes &CompCode,
the topic ERS s
— MQSD.ObjectString MQGET ( hConn,
— MQSD.ObjectName hok3,
&MsgDesc,
&Qgmo,
) . strlen(pBuffer),
= MQGET to consume publications from the pBuffer,
returned hObj &Datalength,
— when MQSO_MANAGED used o
&Reason) ; v|
« L]
MQSD SubDesc = {MQSD DEFAULT}; =
SubDesc.ObjectsString.VSPtr = “Price/Fruit/Apples”;
SubDesc.ObjectsString.VSLength = MQVS_ NULL_TERMINATED;
SubDesc.Options = MQSO_CREATE
| MQSO MANAGED
| MQSO_FAIL IF QUIESCING; vl
4 >

© 2012 IBM Corporation
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Agenda

= Administration

29 \ © 2012 IBM Corporation
Administering Topic Objects
= MQSC
— DEFINE TOPIC
— DELETE TOPIC

— ALTER TOPIC
— DISPLAY TOPIC

= PCF
= MQ Explorer

= Limited support from z/OS menus (CSQOREXX) due to
potential Topic string length

= Like other WMQ objects
— They can be secured
— You will be able to migrate between releases
— Follows the usual naming rules

30 © 2012 IBM Corporation
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TOPIC administration syntax example

ALTER TOPIC( topic_name)
[ CLUSTER( cluster_name) ] [ COMMINFO( comminfo_name) ]
[ CUSTOM( string ) ]
[ DEFPRESP(ASPARENT | SYNC | ASYNC) ]
[ DEFPRTY(ASPARENT |integer ) |
[ DEFPSIST(ASPARENT |NO | YES)] [DESCR(string) ]
[ DURSUB(ASPARENT | YES |NO) ]
[ MCAST(ASPARENT | ENABLED | DISABLED | ONLY ) ]
[ MDURMDL( g_name) ] [ MNDURMDL( gq_name) ]
[ NPMSGDLV(ASPARENT |ALL | ALLDUR | ALLAVAIL )]
[ PMSGDLV(ASPARENT | ALL | ALLDUR | ALLAVAIL) ]
[ PROXYSUB( FIRSTUSE | FORCE) ]
[ PUB(ASPARENT | ENABLED | DISABLED ) |
[ PUBSCOPE(ALL | ASPARENT | QMGR ) ]
[ SUB(ASPARENT | ENABLED | DISABLED ) ]
[ SUBSCOPE(ALL | ASPARENT | QMGR ) ]
[ TYPE(LOCAL)] [ USEDLQ(ASPARENT | NO | YES) ]
[ WILDCARD(BLOCK | PASSTHRU ) ]

31 \ © 2012 IBM Corporation
TOPIC admin example

dis topic(*)

AMQ8633: Display topic details.

TOPIC(RedWine) TYPE(LOCAL)
AMQ8633: Display topic details.
TOPIC(SYSTEM.BASE.TOPIC) TYPE(LOCAL)

AMQ8633: Display topic details.

TOPIC(SYSTEM.DEFAULT.TOPIC) TYPE(LOCAL)
AMQB8633: Display topic details.

TOPIC(SYSTEM.FTE) TYPE(LOCAL)
AMQ8633: Display topic details.

TOPIC(WhiteWine) TYPE(LOCAL)
dis topic('WhiteWine') all

5 : dis topic('WhiteWine') all
AMQ8633: Display topic details.

TOPIC(WhiteWine) TYPE(LOCAL) TOPICSTR(/Wine/White) ~ DESCR()

CLUSTER() DURSUB(ASPARENT) PUB(ASPARENT) SUB(ASPARENT)
DEFPSIST(ASPARENT) DEFPRTY(ASPARENT) DEFPRESP(ASPARENT)  ALTDATE(2012-10-27)
ALTTIME(20.59.13) PMSGDLV(ASPARENT) NPMSGDLV(ASPARENT) PUBSCOPE(ASPARENT)
SUBSCOPE(ASPARENT) PROXYSUB(FIRSTUSE) WILDCARD(PASSTHRU) MDURMDL( )
MNDURMDL( ) MCAST(ASPARENT)  COMMINFO( ) USEDLQ(ASPARENT)
CUSTOM()
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Topic Object Parameters

Several options are controlled (eg. whether messages can be
published or subscribe to this topic) individually or “as their
parent”. Options are:

* ASPARENT - Whether messages can be published/subscribe
to the topic is based on the setting of the closest parent
administrative topic object in the topic tree. This is the default
supplied with WebSphere MQ, but your installation may change
it.

- ENABLED Messages can be published/subscribed to the topic
(by suitably authorized applications).

« DISABLED Messages cannot be published/subscribed to the
topic.

33 \ © 2012 IBM Corporation
Topic Status — current usage of topics

= DISPLAY TPSTATUS( topic-string)

~ Used to display the status of one or more topic node s in a topic tree.
— Topic attributes (TYPE(TOPIC)) (the default)

* Resolved topic ASPARENT attributes

* Number of publishers and subscribers

« Whether a retained publication exists
— Subscriber info (TYPE(SUB)):

» Which subscription IDs are currently subscribed to this topic with
associated connection ID
« Last resume date of subscription and last message delivery time
« Number of messages sent to this subscriber
— Publisher info (TYPE(PUB)):
* Which connection IDs are currently publishing to this topic
* Last publish time
* Number of messages published

34 ) © 2012 IBM Corporation

17



Topic Status example
= DISPLAY TPSTATUS - TYPE(TOPIC)

:dis tpstatus(‘/Wine/Red/#')

AMQ8754: Display topic status details.

TOPICSTR(/Wine/Red) ADMIN(RedWine) CLUSTER() MDURMDL(SYSTEM.DURABLE.MODEL.QUEUE)
MNDURMDL(SYSTEM.NDURABLE.MODEL.QUEUE) DEFPSIST(NO) DEFPRTY(0) DEFPRESP(SYNC)
DURSUB(YES) PUB(ENABLED) SUB(ENABLED) PMSGDLV(ALLDUR)
NPMSGDLV(ALLAVAIL) RETAINED(NO) PUBCOUNT(0) SUBCOUNT(1)

PUBSCOPE(ALL) SUBSCOPE(ALL) USEDLQ(YES)

AMQ8754: Display topic status details.
TOPICSTR(/Wine/Red/Carbon d'Artigues) ADMIN(CarbonDArtigues) CLUSTER() MDURMDL(SYSTEM.DURABLE.MODEL.QUEUE)

MNDURMDL(SYSTEM.NDURABLE.MODEL.QUEUE) DEFPSIST(NO) DEFPRTY(0) DEFPRESP(SYNC)
DURSUB(YES) PUB(ENABLED) SUB(ENABLED) PMSGDLV(ALLDUR)
NPMSGDLV(ALLAVAIL) RETAINED(NO) PUBCOUNT(0) SUBCOUNT(1)

PUBSCOPE(ALL) SUBSCOPE(ALL) USEDLQ(YES)

= DISPLAY TPSTATUS — TYPE(SUB)

dis tpstatus('/Wine/Red/#') type(sub)

28 : dis tpstatus('/Wine/Red/#') type(sub)
AMQ8754: Display topic status details.
TOPICSTR(/Wine/Red) SUBID(414D5120514D5F6361726C3531302020AD2E8C502000210F)

SUBUSER(MUSR_MQADMIN) RESMDATE() RESMTIME( ) LMSGDATE()
LMSGTIME() ACTCONN(000000000000000000000000000000000000000000000000)
DURABLE(YES) SUBTYPE(ADMIN) MCASTREL(, ) NUMMSGS(0)

AMQ8754: Display topic status details.
TOPICSTR(/Wine/Red/Carbon d'Artigues) SUBID(414D5120514D5F6361726C353130202028ABB0502000CE04)

SUBUSER(cfarkas) RESMDATE(2012-11-24) RESMTIME(13:18:25) LMSGDATE( )
LMSGTIME() ACTCONN(414D5143514D5F6361726C353130202028ABB0502000CEQ1)
DURABLE(NO) SUBTYPE(API) MCASTREL(,) NUMMSGS(0)
35 \ © 2012 IBM Corporation

Subscription Status — current subscriptions

= DISPLAY SUB(topic-object-name)

dis sub(‘Sub*") all

AMQ8096: WebSphere MQ subscription inquired.
SUBID(414D5120514D5F6361726C353130202028ABB05020035C5C)
SUB(SubCarbon)  TOPICSTR(/Wine/Red/Carbon d'Artigues)
TOPICOBJ(CarbonDArtigues) DEST(CarbonUpdates) DESTQMGR() PUBAPPID( )
SELECTOR() SELTYPE(NONE) USERDATA()
PUBACCT(160105150000000EF2C5BD66544E29F111125BEE03000000000000000000000B)
DESTCORL(414D5120514D5F6361726C353130202028ABB05020035C5C)

DESTCLAS(PROVIDED) DURABLE(YES) ~EXPIRY(UNLIMITED) PSPROP(MSGPROP)
PUBPRTY(ASPUB) REQONLY(NO) SUBSCOPE(ALL) SUBLEVEL(1)
SUBTYPE(ADMIN) VARUSER(ANY) WSCHEMA(TOPIC) SUBUSER(MUSR_MQADMIN)
CRDATE(2012-11-24) CRTIME(17:02:20)  ALTDATE(2012-11-24) ALTTIME(17:02:20)

AMQB8096: WebSphere MQ subscription inquired.

= DISPLAY SBSTATUS( topic-object-name )

41 : dis sbstatus('SubCarbon’) all

AMQB8099: WebSphere MQ subscription status inquired.
SUB(SubCarbon)  SUBID(414D5120514D5F6361726C353130202028ABB05020035C5C)
SUBUSER(MUSR_MQADMIN) RESMDATE(2012-11-24)
RESMTIME(17:02:20) LMSGDATE(2012-11-24)  LMSGTIME(17:14:37)
ACTCONN(000000000000000000000000000000000000000000000000)
DURABLE(YES) MCASTREL(,) NUMMSGS(1) SUBTYPE(ADMIN)
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Retained Publications

= A retained publication is a message that provides a base
level of information for a new subscriber.

= Each node on the topic tree may have one (1) and only one
retained publication.

= The retained publication can be requested at any time.

= A Retained Publication is determined at publish time by the
application program.

= A subscriber can choose to get retained publications every
time they are published

= In addition a subscriber can request, at anytime, the current
retained publication at a node (eg. MQSUBREQ).

— If the subscription contains wildcards many retained
publications from many nodes may be sent.

37 \ © 2012 IBM Corporation
Retained Publications

= Example Stock Price - CurrentPrice is a retained
publication

—A subscriber can be notified whenever it changes
— ticker tape

—Or can request it at any time

38 © 2012 IBM Corporation
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Pub/Sub Security — Why it works the way it does

= To those of us on z/OS pub/sub security can seem odd
— Pub/Sub Security looks for ‘yes’

» Looking for both a deny/allow is very complex

« Wildcard subscriptions provide a bypass, so searching to the
top is necessary

+ Security model is the same on all platforms

% : ©2012 1BM Corporation
PRt - AP WA 00 |
Security - Generics
= When you define topics, it might be a good idea to
remember that MQ can use generic profiles.
= So instead of defining profiles like:
— SPORT_FOOTBALL_RESULTS
—SPORT_FOOTBALL_PLAYERS_HURSLEY
= [t might be a good idea to do it like this:
— SPORT.FOOTBALL.RESULTS
— SPORT.FOOTBALL.PLAYERS.HURSLEY

= This allows you to grant access like this:
—setmqgaut —n SPORT.FOOTBALL.*. ..

40 © 2012 IBM Corporation
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When is security checked?

= Security in the API

— When publishing, a single check is performed at the
MQOPEN of the topic.

— When subscribing, checks are performed as follows:

» Subscriber is allowed to subscribe to the topic
objects
— This check ‘walks’ the tree to find a yes as described earlier
» Subscriber must also have authority to put to the
destination for the subscription — actual ‘publish’
check.
— Managed - Access permitted to the system
generated temp queue
— Non_Managed — Access permitted to the permanent queue

41 © 2012 IBM Corporation

Pub/Sub Topologies

= We recognize three types of Pub/Sub Topologies.
= Clustered Pub/Sub.

— When queue managers are in a cluster, it is possible that publications from
any queue manager in the cluster may be subscribed to applications
attached to another queue manager in the cluster.

— In addition the multiple paths provided by the cluster topology can
eliminate single points of failure.

= Hierarchical Pub/Sub
— Queue managers are arranged in a Parent/Child Hierarchy.
— Each Queue manager may have only one Parent.

— Queue managers may exchange Pub/Sub information directly between
only their parent or children.

This type of pub/sub often requires multiple hops
— Each queue manager in the hierarchy is a single point of failure.

= Plus the composite

42 © 2012 IBM Corporation
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Pub/Sub in a cluster

. N\esgag
o

\-

*Consistent definitions in cluster

i

=

@

*Multiple routes across cluster

Pub/Sub using Hierarchical Distributed Queue Manager s

+

¢e
=) e
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Publish/Subscribe in Combined Hierarchy & Clusters

Hierarchical link

QM

QM

QM QM
T

QM

QM

QM

Bibliography

= SC34-6950 MQv7 Publication/Subscribe User's Guide
= SG24-7583 WebSphere MQ v7 Features and Enhancements

[ B

WebSphere MQ V7.0
Features and
Enhancements

—
assbsian Redhooks

The complete MQ library is available in PDF at

Or online at
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Lab time

== en

o @ an

2 @ 1BM WebSphere MQ
4 (& Queue Managers

» O QMLL on 'mpid (141
4 @ QML2 on 'mpr2(141
B Queiies
& Topics

(& Subscriptions

5[ B MQ Explorer- Content 2 5@ Managed File Transfer - Current Transfer Progress| H|¢ ¥ =8
Topics

| Fiter: standard forTopics

¢ Topicname Topic type  QSG disposition  Topic string Descr
TEAMO2 Local Queue manager . TEAMO2
TEAMO2WMQO7 DEC2011 Local ‘Queuemanager  TEAMO2/WMQU?/Dec2011
a ]

[2) TEAMO2WMQD7 RALEIGH Local ane 2 h

& Listeners Subscribe to:
(= Propasatss
= = ey
Pr— v =
Queue Maneger: e
QML2 on ‘mp2(1417)" Wildcard Usage:
— Using the MQ Explorer, you'll create an S (Sl | o] \
“administerable” hierarchy of TOPICs ;Mmm T"ﬂ“ =
— You'll test the Pub/Sub and create “dynamic”| o
subscriptions ) -
— =

— You'll create some permanent subscriptions

* You'll see a new “feature” for multiplying
messages

— You'll take a glimpse at Pub/Sub via 3270

Last subscribed at 130510

=)
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WebSphere MQ for z/OS v7+
Proof-Of-Technology (POT) workshop

What's new with MQ v7.1 z/OS?
(and MQ v7.5 Distributed)

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the D)
original “Wildfire” material) i @ IS S ;

© IBM Corporation 2012

V7.1 - the big picture WebSphere MQ v7.1 General availability
= Distributed platforms: 11 Nov 2011
= z/OS: 25 Nov 2011

= For everyone: Out of the box MQ security
— Channel Authentication
= For Distributed MQ: ease of migration
—  Multi-version support
= For z/OS: enhanced scalability and robustness
- SMDS
— Shared queue offload rules
— Shared queue reconnection
= And, of course, loads of other nice goodies...

2 © 2012 IBM Corporation



MQ v7.1 platform support

= z/OS v1.11 or later
— For up-to-date details, see Je =N
= Linux Red Flag 5.0 DC Server x86-32
= Linux Red Hat Enterprise Linux (RHEL) 5 or 6 POWER, System z, x86-32, x86-64

= SUSE Linux Enterprise Server (SLES) 10 SP1 POWER, SP1 System z,SP3 x86-32, SP3 x86-
64 or SLES 11 POWER, System z, x86-32, x86-64

= AIX 6.1 or 7.1HP-UX Itanium or PA-RISC 11i v2 or v3
= HP-UX 11iv3

= Sun Solaris 10 SPARC or x86-64

= IBMiv6.1 or 7.1 POWER System

= Windows 7 Enterprise, Professional, Ultimate, Server 2003 R2 Enterprise Edition, Server 2003
R2 Standard Edition, Server 2003 SP1 Enterprise Edition, Server 2003 SP1 Standard Edition,
Server 2008 Enterprise Edition, Vista Business, Vista Enterprise, Vista Ultimate and XP
Professional on x86-32 or x86-64

= For up-to-date details on Distributed MQ platforms, see
7023058

3 \ © 2012 IBM Corporation

MQ v6.0 — Replaced by MQv7, v7.1, v7.5....

= IBM announced that WebSphere MQ v6.0 (eg. Windows, Unix, Linux, z/OS will arrive
at end of support on 30 September 20112012 — see ENUS211-072

= Avoid the holiday rush... start thinking about migrating to MQv7 now!

= For more details, see com/softw:

© 2012 IBM Corporation




Security: Channel Access Control

. P . . € New Channel Authentication Record: =lolx|
= Simplifying configuration for channel access Summary [

‘Channel authentication rule summary and command preview.

— MQ Clients and Queue Managers

Press the finsh button to save this
queue manager.

— Significantly reduce the need for custom channel exits

= New CHLAUTH definitions control who can use channels.. |

1. Name mapping
. Match part of th{}
2. Access blocking Crecsranve s

bt
= Rules are based on .

Identity to match:
 SSL/TLS subject’s

— Partner IP address

— Partner Queue Manager name
SSL Distinguished Name

— Asserted identity (including *MQADMIN option) |
— Derived identity from DN mapping :

= MQ Explorer configuration via wizard

You'll see alot more Channel Authentication details in another presentation....
© 2012 IBM Corporation

Security: SSL

= More crypto algorithms supported for SSL
— Stronger algorithms are now available and recommended
— MQ V7.0.1 added some SHA-2

— MQ V7.1 adds more, with support for the NSA “Suite B” standard which includes
Elliptic Curve cryptography

= Some older algorithms (eg SHA-1) should be considered deprecated

— No plans to withdraw older algorithms immediately

— But expect them to be removed in a future version of MQ
= Newer algorithms supported by gskit8 on Distributed platforms

— Waiting for z/OS and iSeries SSL implementations before MQ can support them there
= The gskit toolkit is now provided inside the MQ installation

— Will not clash with alternative levels from other MQ installations or other products

6 ) © 2012 IBM Corporation



Security: Authorisations for Non-Local (Clustered) Q ueues
= Distributed platforms now can declare authorisations for non-local queues
— Including clustered queues
— Now consistent with z/OS
— Also consistent with Topic authorisations
= No longer a need to authorise access to the cluster transmit queue
= Grant authorisation to the remote queue manager instead
— A new pseudo-object known to the OAM
= Also works for applications which explicitly open queue@qmagr
— Common pattern when using ReplyTo information

setmgaut —m QM1 —t queue —n SYSTEM.CLUSTER.TRANSMIT.QUEUE -p mquser +put

Becomes....

setmgaut —m QM1 —t rgqmname —n QM2 —p mquser +put

Multi-Version Installation on MQ Distributed

= MQ on Unix and Windows can install multiple levels on a system (which has always been
supported on z/OS! ©)

— Relocatable to user-chosen directories ‘&
— Can have multiple copies even at the same fixpack level ﬁi& ] §§5-
= Simplifies migration - B
— Can move applications as needed, not all at once
— No need for parallel hardware
= Easier for ISVs to imbed MQ in solutions
— Can install in “private” locations without worrying about other copies
— Reduces support concerns
= Permits a single copy of V7.0.1 to remain on system

— So existing systems can be migrated
— Must be 7.0.1.6 or later

You'll see more on Multi-version support in another presentation....
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Large Shared Queue Messages

= Shared Message DataSets (SMDS) alternative to DB2 for large message storage

= Using DB2 BLOBs to store large (>63KB) messages is expensive
— Both CPU and pathlength
— DB2 still needed for storing shared definitions
— Coupling Facility still holds small messages and pointers for offloaded messages

= Shared VSAM datasets increase shared queues capacity and performance
— All gueue managers in the QSG can access the datasets
= CF Structure message reference still controls locking, ordering, deletion etc.
— So every message still has a “pointer” in the CF
= Rules now control offload message size and % Structur e-full offload trigger

— Set per CF structure,

» eg. DEFINE CFSTRUCT(MYSTRUCT) ... OFFLD1TH(65) OFFLD1SZ(32K) means “For MYSTRUCT,
when it gets over 65% full, offload all messages over 32K”

= All QSG members must be at new level to access queues with this capability
= The rules can be set up for both SMDS and DB2 offloading

You'll see a'lot more Shared Queue details in another presentation....
11 d © 2012 IBM Corporation

SMDS Performance Improvement

3 LPAR Test - DB2 3 LPAR Test - SMDS
64KB Non-Persistent Messages In-Syncpoint - DB2 64KB Non-Persistent Messages In-Syncpoint - SMDS
400 - N
+7000

- 350 =
§ 300 5 600 v
Q 8 *5000
0 250
= 2
g 200 @ 4000
E 150 2 3000
a 153
9 100 g w2000
&
= £ 1000

0 ° -0

1 2 3 4 5 6 7 8 9 10 1 2 3 4 ) 6 .7 8 9 .10
Queue Pairs Queue Pairs
“®NP SIS Scaling — *=NP SIS Scaling - ¥ NP SIS Scaling — NP SIS Scaling — **=NP SIS Scaling — ¥ NP SIS Scaling —
3 gmgr 6 gmgr 9 gmgr *3 gmgr *6 gmgr *9 gmgr

Early Test Results on z196

= Tests show comparable CPU savings making SMDS a more usable feature for managing your
CF storage

= SMDS per CF structure provides better scaling than DB2 BLOB storage

Transactions/second are an order of magnitude better with SMDS!

13 | © 2012 IBM Corporeli@
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Multicast Publish/Subscribe (for MQ Clients)

= Super high-speed pub/sub based upon local network
multicast
— Uses LLM technology

= Topics defined with multicast attribute (COMMINFO)

= Normal MQ connection still required

= Messages flow directly
between clients

= Subscriber matching done
at each client

= MQ queue manager can also
publish out to Multicast
subscribers

= Statistics sent to QM
= Distributed MQ only

= Requires MQ Client

= Classic compiled programs only

today; no Java or .Net yet

‘Price/Fruit/Apples’

MQPUT

‘Price/Fruit/+ ; ‘Price/Fruit/+'

MQGET

MQGET

©2412 IBM Corporation

Application Activity Reports (MQ Distributed only)

= New set of events to report on MQI operations by applications
— One PCF event may contain multiple MQI operations
= Configurable in granularity
— Amount of data
— Which applications
= Enables scenarios such as
— Application audit trail
— Message duplication

Resource usage: which queues or topics are actually being used
— Problem Determination: most recent MQI calls by applications

Application Coding Standards: does everyone use the MQI in the recommended way
— And more ...

= On all Distributed platforms

15 { © 2012 IBM Corporation



Extract from Report

MonitoringType: MQI Activity Trace
QueueManager: 'V71'

Host Name: 'rockall.hursley.ibm.com’
CommandLevel: 710

ApplicationName: 'WebSphere MQ Client for Java'
ApplicationPid: 18612354

Userld: 'mquser’

ConnName: '9.20.95.106'

Channel Type: MQCHT_SVRCONN

Platform: MQPL_UNIX

Time Operation CompCode MQRC HObj (ObjName)
10:04:09 MQXF_INQ MQCC_OK 0000 2

10:04:09 MQXF_CLOSE MQCC_OK 0000 2

10:04:09 MQXF_OPEN MQCC_OK 0000 4 ()

10:04:09 MQXF_INQ MQCC_OK 0000 4

10:04:09 MQXF_CLOSE MQCC_OK 0000 4

10:04:09 MQXF_INQ MQCC_OK 0000 4

10:04:09 MQXF_OPEN MQCC_OK 0000 4 (SYSTEM.DEFAULT.LOCAL.QUEUE)

16
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SupportPac MSOP V7.1

ER:"| Application Activity Trace for Queue

Manager V'."l_Il_A
-5 Application Count : 1
B 'WebSphere MQ Client for Java' : from 2011-12-06 14:28:05

- Bpplication Information

= Tid Date Time Cperation MQCC MQRC
#- 004 2011-12-06 14:28:05 Cb ok 0000 (NONE
#-& 004 2011-12-06 14:28:05 Callback
-4 004 2011-12-06 14:28:05 Callback
= 14:28:05 Ing Ok 0000 (MOME

=4 004 2011-12-06
- Object Type
Cbject Queue Manager Nams

Queues

Resolved Queus Name SYSTEM.ADMIN.COMMAND . QUEUE
Resolved Queue Manager vil Il &

Resolved Local Queus Name SYSTEM.ADMIN.COMMAND.QUEUE
Resolved Local Queue Manager V71 Il 2

Queue

1

Resolved Type
Selector Count

to 2011-12-06 14:28

Selectors

004 2011-12-06 14:28:35 Open
cbject Type

=Bt

Cbhject Queue Manager Name
Open Options
Cbject Type

Cbject Queue Manager Name
Resolved Type

Dynamic Queus Name

- 004 2011-12-06 14:28:35 Connx

Queue Manager

0x00000020 [ing ]

Queus Manager

Queus Manager
M.

0000 (NONE
0000 (NONE

© 2012 IBM Corporation



MQ Cloud Support: Pre-Connect Exit

= Supports movement by some to “Utility Compute”, Private Cloud configs, etc.

— Rapid provision of applications allied with need to further decouple Client/Server
connectivity

— Server applications might move location — new addresses or queue managers
= MQ Client connects to a “service” rather than specific Queue Manager

= Can transparently change location of MQ server-side applications
— No client code changes needed
— No configuration files need to be updated at the client machine
— JMS/XMS applications already do this via JNDI lookup

= Exit run during MQCONN queries a repository to discover real location
— MQ V7.1 incorporates the LDAP implementation from SupportPac MA98

18 d © 2012 IBM Corporation

PreConnect Exits

= Actually shipped as part of MQ V7.0.1 fixpack 4

= Ability to dynamically choose which server to connect to

= Only invoked in the client leg

= Same interface regardless of MQCONN or MQCONNX

= V7.1 adds the LDAP exit implementation that was previously a SupportPac

PreConnect Exit
B =) > <Lookup endpoint

ﬁ a
ad c -
: MQCONN(X) Before
MQOPEN(....)
) Api Exit
MQCONN(X) After

.



RPRODUCT & RVERSION — Channel Status

= Channel status shows product and version of remote connection

STC23876 CSOM201I1 QML1 CSOMDRTC DIS CHSTATUS DETAILS 906
CHSTATUS (TO. QMLA4)
CHLDISP (PRIVATE)

XMITQ (QML4)

CONNAME (192.168. 17. 253)

CURRENT

CHLTYPE (SDR)

STATUS (RUNNING)

SUBSTATE (MOQGET)

STOPREQ (NO)

RQMNAME (QML )

RPRODUCT (MQMV)

RVERSION (07010000)
END CHSTATUS DETAILS

= Applies to both MCA channels and SVRCONNSs
= Remote system must be MQ V7.0 or higher — otherwise blank is shown

MQMM Queue Manager Distributed
MQJU IMQI
MQMV Queue Manager z/0S MQIW JIMQI used by WAS
MQCC MQ C Client (including XA Client) MQXC XMS Client C/C++ V7-leg
MQNM MQ .NET managed client MQXD XMS Client C/C++ V6-leg
MQJB Java Base Client MQXN XMS Client .NET V7-leg
MQIM Java JMS V7-leg MQXM XMS Client .NET V6-leg
MQJIN Java JMS Vé-leg
20 | © 2012 IBM Corporation

WebSphere MQ for z/OS — Version to version performanc e

Mixed workload for WebSphere MQ for z/OS on z196
300
147% gain!
em—— E— —
— -~ —
8 Pl 4
=
s
w
S 00— T —
Bl
5 170
52 ——
e 150
3£
£2
= 100
i 100
= v
2
-
=
S
=
0 .
V6.0.0 on z196 V7.0.10nz196 V7.1.0 onz196 Predicted V7.1.0 on zEC12

Measurements based on SupportPac MP1H run on dedicated WebSphere MQ performance sysplex (2817-779) running z/OS v1r13. Predicted performance based on LSPR tables.
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Scalability & Performance & Function — MQ Explorer

= Design changes to MQ Explorer reduce its footprint and improve performance

= Now does not include full Eclipse development workbench
— But Explorer can be easily added to other Eclipse installations and products

= Many Explorer installs are supported within the overall multi-version support
— But each Explorer only fully manages queue managers associated with its own installation
— Use client connections for other installation queue managers on same machine

V7.0.1 V7.1
Time to install MSOT 203 seconds 92 seconds ‘

Startup Time 6 seconds 4 seconds

Connect to 100 queue managers | At least ‘ 7 seconds ‘
Enable and disable Sets for 100 | 35 seconds 1 second

gueue managers

= Some nice new features...
— Multiple object delete
— Suppress those annoying confirmation messages

© 2012 IBM Corporation
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MQ InfoCenter - restructured

WebSphere. -
Seack: [ |29 Scope Alitopics
Contents a-'¥-B8 % 0 oo @mleedlE o
1€ ibm.com: About IEM - Privacy - Contact

19 Message Service Client for .NET, Version 2.1.0

WebSphere MO > Configuring > Configuring /05 > Customizing your queue managers

a
E;’,”“"M‘”mﬁw Task 9: Select and set up your
;Z;";xgﬁmwms coupling facility offload storage =
mgw-v environment
1 0 Security
£ Configuring. =|| If you are using queue-sharing groups you must choose |
1 Configuring multiple installations if you want to use DB2® or SMDS for your offload
# [ Creating and managing queue managers storage environment with the coupling facility.

8 [ Connecting applications using distributed queving

1 [ Configuring connections between the server and clients
4 Controlling queued publish/subscribe

24 Configuring a queus manager cluster

For more information about selecting which offload
storage environment to use, see Deciding vour offload
storage environment.

=l T
;:::s:m’;;‘w';;‘imm If you choose DB2 as the offload storage environment,
ot o /| see Set up the DB2 environment. If you choose SMDS as
Configuring 2/0S. ( the offload storage environment, see Set up the SMDS
[3 preparing to customize your queue managers environment. If you are choosing the SMDS offload
1 3 Customizing your queue managers. storage environment, you are required to set up the DB2
[ Task 1: Identify the 2/0S system parameters environment for shared queues.
I3 Task 2: APF authorize the WebSphere MQ oad libraries
[ Task 3; Update the 2/0S fink st and LPA Sef i A OED "
B Task: Update the 2/0S program properties table Set up the DB2 environment
1 2 Task 5: Define the WebSphere MQ subsystem to /05 If you choose DB2 for your offload storage environment
) Task6: Create procedures for the WebSphere MQ queue manager then you must create and bind the required DB2 objects
[ Task7: Create procedures for the channel initiator by customizing and running a number of sample jobs.
[l Task 8: Define the WebSphere MQ subsystem to 2 /05 WLM service class

B Tack: Select and set up yor pling storag « Repeat this task for each DB2 data-sharing group.

B Toak a0 sétup the Cpling Fanlity « You might need to perform this task when

! B Taskll‘lmp\eman()::urESM security controls. . . = migrating from a previous version. For details, see
— Migration paths:WebSphere MQ for z/0S.
| ] | 5 ~

http://publib.boulder.ibm.com/infocenter/wmqv7/v7rl/index.jsp

23 © 2012 IBM Corporation
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Other MQ v7.1 goodies...

= New “Bind on group” for MQ Cluster
— All messages within a logical group are routed to the same queue manager
— Workload balancing is done for each group
= MQ Client enhancements
— Aclient is now available on System i
— API Exits available in C clients

» Same interface as available for local binding
applications

- Dead-letter queue setting per channel or per topic
= MQ Hypervisor version available — pre-installed for clouds

= New dmpmqcfg command (Distributed MQ) to extract MQ configuration
(replaces savegmgr , the wonderful MS03 SupportPac)

= New RUNMQSC SET AUTHREC for equivalent setmgaut commands
= Etc

24 { © 2012 IBM Corporation
WMQ for z/OS Installation Information

= Standard SMP/E Installation
— Program Directory for WMQ for z/OS V7.1 - G113-0572-00

— System Requirements for WMQ V7.1 for z/OS
—  http://ww WV
—FMID HMS7100 - z/OS Base

* FMI Subsets:
— JMS7101 - U.S. English (ENU)
— JMS7102 - Japanese (JPN)
— JMS7103 - Simplified Chinese (CHS)
— JMS7104 - Upper Case English (ENP)
— JMS7105 - French (FRA)
— JMS7107 - Client Attachment
— JMS7108 - Unix System Services Components

25 © 2012 IBM Corporation
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WMQ for z/OS Installation Information

= Software Requirements:
— Conditional Requirements (continued):
« Cryptographic Services:
— System SSL (FMID HCPT380) for SSL channels
— Security Level 3 (FMID JCPT381) for some CipherSpecs

» Shared Queues
— DB2 at the at the minimum level
— Coupling Facility (CF) Level 9
— Resource Recovery Services (RRS) active

+ Java Runtime
— IBM 31-bit SDK for z/OS, Java(TM) Technology Edition, version 5 or later
— IBM 64-bit SDK for z/OS, Java(TM) Technology Edition, version 6 or later

- RACF:
— RACEF for z/OS Version 1.8 with APAR OA23043 or Version 1.9 or higher
— RACF mixed case security profiles and TOPIC security

26 \ © 2012 IBM Corporation

Changed SCSQPROC members
= CSQ4INSG

New parameters added for channel models
> BATCHLIM
« USEDLQ
— New Queue added
« SYSTEM.ADMIN.PUBSUB.EVENT
— New Model for IMS
+ SYSTEM.JMS.TEMPQ.MODEL
— New Topic parameters
+ NPMSGDLV (new with 7.0.1)

= CSQ4MSTR

— New members in the concatenation

* CSQA4INSA — default rules for channel authorization
* CSQA4INST — sample subscriptions (new with 7.0.1)
* CSQA4INYT — sample commands to follow pub/sub initialization

= CSQ4SMFJ

* New output file QESD
= CSQ4S100

— Changed CICS sample definition parameters

27 © 2012 IBM Corporation
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Changed SCSQPROC members

= CSQ4ZPRM
— IDBACK — removed
— IDFORE - removed

= CSQ45BPL

— DB2 package names changed

= CSQ45CTB

— New columns added

= CSQ45CTS

— New note on SEGSIZE for older versions of DB2

= CSQ45GEX
— New names for the DB2 GRANTs

= CSQ7IPCS

— New dump exit program name for V7.1

28 \ © 2012 IBM Corporation

New and removed SCSQPROC members
= New Members:
— CSQA4INSA — Default rules for channel authorization

— CSQ4INST — Sample subscriptions (new with 7.0.1)
— CSQ4INYT — Sample commands to follow pub/sub initialization

— CSQ4SMDS — Shared Messages Data Set definition and format

— CSQ4UZPR — USERMOD control

— CSQ455TB — Migration for table definitions from WMQ 5.3.1 to WMQ 7.1
— CSQ456TB — Migration for table definitions from WMQ 6 to WMQ 7.1

— CSQ457TB — Migration for table definitions from WMQ 7.0.1 to WMQ 7.1

= Removed Members:

— CSQ45ATB — Migration for table definition from WMQ V6 to WMQ V7.0
— CSQ45MTB — Migration for table definitions from WMQ 5.3.1 to WMQ 7.0

29 © 2012 IBM Corporation
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MQv7.1 gotchas
¢ CSQ6SYSP in ZPRM no longer uses the parameters CTHREAD, IDFORE, IDBACK
(ignored)

¢ New suggested default names MQTR.DEAD.QUEUE, MQTR.DEFXMIT.QUEUE in
CSQ4INYG

* Afew WMQ.V7R1IMO0.SCSQPROC changes...

¢ CSQA4INSA for defining system objects and default rules for Channel
Authentications

¢ CSQINPT added to run CSQ4INST for initialisation after pub/sub has started
¢ CSQOUTT output added for pub/sub

¢ For additional notes, see http://www.ibm.com/support/docview.wss?uid=swg21596103

30 d © 2012 IBM Corporation

To make customization a bit easier!

= You can use a sample REXX to make customization simpl  er

— Includes most of the ‘++' variables used in the sample JCL to create a queue manager
and channel initiator

Edit Edit_Settings ompilers Test Help

WHQO710.0ML® . SCSQPRO 01.00 Columns 80001 00072
===> Scroll ===> PAGE
KK ok 260K 2K ok oK K K KK 2K 0K 2K ok K K K KoK ok oK ok OFf Data kkkkokokokok ok ok %ok Kok ok ok K ok o K ok koK ok oK ok o ok %
REDIT MACROD HNOPROCESS
SS ISREDIT
“++THLOQUAL++" “WHMQ71B° all”
“++HLO++ ' "SYS1.MOQM710° all”
++LANGLETTER++" "E" all”
DS CHANGES xkxx %/
DLBSDS1++  "0708081° all”
061A++" 070882  all”
061B++" "070003° all”

ES sxxx %/

080011 © ‘o7ese1’ all”
0eo012 " © ‘ar7ese1’ all”
080013 ©oQ7een2’ all”
oseoia © ‘aqr7een3’ all”
080015 " +UOL4++" "Q780882° all”

000016 /% *%¥%xx ZPAM CHANGES kkxx %/

000017 “change “++HLO.USERAUTH++" "WHO710.++0ML#++. AUTHLIB" all”
000018 “"change “++NAME++" "(QMLHZPRM  all”

000019 /% #%x*x*x MSTR CHANGES kkkx %/

— See our optional Customization exercise if you have time.....

31 ) © 2012 IBM Corporation



In summary... MQv7.1 brings significant new value to th e customer

= Major security enhancements in MQ 7.1
= Typically eliminate the need for supporting custom channel exits

= Major improvements to Shared Queue support on z/OS
= SMDS, offload threshold rules, more robust auto-reconnection

= Multiple MQ version support for all platforms
= Simplify migrations

32 | © 2012 IBM Corporation
V7.5 - the small picture WebSphere MQ v7.5 General availability

= Distributed platforms: 20 June 2012
(note: System | not included)

= 7/OS: Not yet

= Simplify deployment for those using MQ “stack” products
— (Optional) Integration of FTE, AMS and MQTT
= Slip in some goodies...
—  Multiple cluster transmission queues (“split transmit queues”)
— Extended transactional functionality incorporated into MQ Client
- Etc.

33 { © 2012 IBM Corporation
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Consolidation of MQ, AMS and FTE capabilities

With MQ V7.5 we have updated the| physical packaging| for the existing MQ, AMS and FTE
capabilities to make them easier to consume

Before  After

\
WebSphere MQ V7.1 we’ & * - (Next
A : [v ‘\0

@ MQ Queue manager ¢ manager
.ced Message Security

@ MQ Client \X\e .anaged File Transfer Service

k@ MQ Documentation (formerly FTE Server)

\)\, + Managed File Transfer Logger

(formerly part of FTE tools)

AMS V7.0.1.2 Q + MQ Explorer comes with built-in
@. ’ AMS and managed file transfer

% Advanced Msg Security support

@ AMS Documentatior ‘\\‘b\ ~ MQ Client

+ AMS Enablement

- & Managed File Transfer Agent
File Transfer & 660 (formerly,the FTE Client)

? FTE Sen AMS is integrated with the + AMS Enablement
queue manager and client. )
@ FTE Client e oronamedto @ o8 &> MQ Documentation

and offers capability which + AMS docs
i ightly i d with .
\@ FTE Docs + tools e (e Mot + Managed File Transfer docs

34 : © 2012 IBM Corporation

Clustering — Split Transmit Queue

= With V7.5 a queue manager can automatically define a PERMANENT-DYNAMIC
gueue for each CLUSSDR channel.

— Dynamic queues based upon new model queue
“SYSTEM.CLUSTER.TRANSMIT.MODEL"

— Well known queue names: “SYSTEM.CLUSTER.TRANSMIT.<CHANNEL-
NAME>"

= Controlled via attribute affecting all cluster-sdr channels on the queue manager
ALTER QMGR DEFCLXQ( SCTQ | CHANNEL )
= Also have manual definitions

— Multiple queues can be defined to cover all, or a subset of the cluster channels.

DEFINE QLOCAL(APPQMGR.CLUSTER1.XMITQ)
CHLNAME(CLUSTER1.TO.APPQMGR) USAGE(XMITQ)

= Automatic and Manual are not mutually exclusive
— They could be used together

35 { © 2012 IBM Corporation
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Java Application Identification

= Java client applications now fill in APPLTAG field
= No longer appear as “WebSphere MQ Client for Java”
= Application-provided property

= Or the Main class

V7 - Application Connections

cations connected to

V7 Explorer \ App name op description -
| B webSphere MQ Client for Java Queue manager WebSphere MQ Channel
V7.5 Explorer > GIMQ Explorer 7.5.0 ' Queue manager WebSphere MQ Channel
B runmachi Channel initiator  WebSphere MQ Channel Initiator
Flamarrmfa Niiene mananer | WehGnhere MO Clhicter Rennsitans
36 \ © 2012 IBM Corporation

MQ Bibliography
= GI13-0572 MQ v7.1 z/OS Program Directory
= SG24-8087 WebSphere MQ V7.1 and V7.5 Features and Enhancements (draft)

WATCH THIS SPACE

The complete MQ library is available in PDF at

Or online at

37 { © 2012 IBM Corporation
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WebSphere MQ for ZZOSv7+
Proof-Of-Technology (POT) wor kshop

Channel Authentication

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the
original “Wildfire” material)

N

')O QL A~

. Q@ B~

© IBM Corporation 2012

Agenda

= CHLAUTH
— Configuration
—IP Blocking
— Address mapping
—examples

2 © 2012 IBM Corporation



Channel Authentication Records

= Set rules to control how inbound connections are treated
— Inbound Clients
— Inbound QMgr to QMgr channels
— Other rogue connections causing FDCs

= Rules can be set to
— Allow a connection

Allow a connection and assign an MCAUSER

Block a connection

— Ban privileged access (“*MQADMIN")

Provide multiple positive or negative SSL Peer Name matching

= Rules can use any of the following identifying characteristics of the inbound connection
— IP Address

— SSL/TLS Subject’s Distinguished Name
— Client asserted user ID

— Remote queue manager name

3 \ © 2012 IBM Corporation

Channel Access Blocking Points Channel Blocking/Mapping

— Rules to block channels
—~ Rules to map channels to MCAUSER
— Rules to allow channels as they are

ACLs

Runs before security exit

Final check for user ID before allowing through

« After Security Exit has run and final
MCAUSER is assigned

« Ban privileged users with *“MQADMIN’

Listener Blocking

— NOT A REPLACEMENT FOR AN IP
FIREWALL!

— Blocked before any data read from the socket
— Simplistic avoidance of DoS attack

« Really the place of the IP firewall
— Network Pingers if blocked don't raise an alert

© 2u2? IBM Corporation



Block Point: MQ Listener

* Listof IP address patterns SET CHLAUTH(*) TYPE(BLOCKADDR)

= One single list ADDRLIST(*9.20.*, ‘192.168.2.10)

= NOT A REPLACEMENT FOR AN IP FIREWALL
— Temporary blocking
— Blocking until IP firewall updated
— Shouldn’t be many entries in the list

= Blocked before any data read from the socket
— i.e. before SSL Handshake

— Before channel name is known

= Avoiding DoS attack
— Really the place of the IP firewall

— Simplistic ‘hold’ of inbound connection to avoid reconnect busy loop

= Network Pingers if blocked don't raise an alert
— Immediate close of socket with no data not considered a threat

5 © 2012 IBM Corporation

Mapping Point: MQ Channel
. . . .
Basic model is to map an attribute to MCAUSER Order | DN Substring | Name
— In conjunction with the channel name 1 CN= Common name
2 T= Title
= Identifying attributes are 3 ou= Organizationd unit
— SSL Peer Name pattern (most specific) 2 o= Organization
« Precedence defined for partial patterns 5 L= Locality
— Remote queue manager name pattern 6 ST=,SP=,S= | Stateor province name
(MCA channels) 7 - Country
— Client asserted user ID (MQI channels)
* No pattern matching on this
— |P address pattern Order | Identity mechanism Notes
M i d bef i ; it 0 Channel Name
apping done before calling security exi 1 pa———
Name
= Defines where user ID (MCAUSER) comes from . Client ssserted User 1D | leerly severdl cifferent user IDs
— Provided on command can be running on the same IP
address.
— Flowed or defined on channel as today 2= QueueManager Name | Clearly several different queue
- Combine this with BLOCKUSER list T eas rring on the
— Blocked 4 1P address

6 ) © 2012 IBM Corporation
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Channel Authentication Records — Configuration

= Create rules using = Precedence matching
— MQSC: SET CHLAUTH — Most specific rule is matched
- PCF — Within SSL Peer Name matching
— MQ Explorer GUI Wizard * Most specific substring is
matched

= Pattern matching

— Channel Name: Beginning, middle, end Order | Identity mechanism
— IP addresses (IPV4 or IPV6) 0 Channel Name

* “*"in any segment 1 SSL Distinguished

1 . Name

« ‘“ranges in any segment

_ SSL Peer Name 2= Client asserted User ID
L . 2= Queue Manager Name
— QMgr Name: Beginning, middle, end 0
4 IP address

© 2012 IBM Corporation
|

Restricting the Mappings

= Restrict where an SSL Certificate Restrict g Zo|c o g_ 3
can be used from By % =8 gl
— Specific IP address Mapped § &

SSL Peer X X | v
. v
= Restrict where a queue manager QM Name
or client user ID can come from Client User v
— Specific IP address IPAddress

SET CHLAUTH(*) TYPE(SSLPEERMAP)
SSLPEER(‘L="Hursley”) MCAUSER(HURUSER) ADDRESS('9.20.*)

SET CHLAUTH(*) TYPE(QMGRMAP)
QMNAME(CLUSQM*) MCAUSER(CLUSUSR) ADDRESS('9.30.*)

© 2012 IBM Corporation



SSL DN Precedence Mapping Example

SET CHLAUTH(*) TYPE(SSLPEERMAP) SSLPEER(‘*OU="MQ Det”)
MCAUSER(MQUSER)

SET CHLAUTH(*) TYPE(SSLPEERMAP) SSLPEER(‘L="Hursley"")

MCAUSER(HURUSER)
Order | DN Name
Substring
1 CN= Common name
Most || 2 T= Title
Specific 3 ou= Organizational unit
Match 4 O= Organization
e Certificate — 5 [E= Locality
1B CN=Mor, — -
/ Hughsr 6 g_l'—, SP=, n&;zor province
SIREE \\ | Z C= Country.
=

CN=Morag Hughson.OU=MQ DeVt.
O=IBM UK.L=Hursley.C=UK

\ © 2012 IBM Corporation

IP Address Pattern Matching

= Single Address = 9.20.4.6

= Wildcard at the end =0.20.*

= Wildcard in the middle =9.20.*.6

= Ranges =9.20.4.1-10

= |IPV4 or IPV6 " 3ffe:1900:4545:3:200:f8ff.fe21:67cf
= |IPV6 wildcarded = 3ffe:1900:4545:3:200:*

= |PV4 will also block IPV6 = 0:0:0:0:0:ffff:192.1.56.10
and vice versa

10 © 2012 IBM Corporation



How should | use this?

SET CHLAUTH(*) TYPE(ADDRESSMAP) ADDRESS(*) USERSRC(NOACCESS) WARN(YES)

SET CHLAUTH(BPCHL.*) TYPE(SSLPEERMAP) SSLPEER(‘O=Bank of Shetland’)
MCAUSER(BANK123)

SET CHLAUTH(BPCHL.*) TYPE(SSLPEERMAP) SSLPEER(‘O=Bank of Orkney’) MCAUSER(BANK456

SET CHLAUTH(SYSTEM.ADMIN.SVRCONN) TYPE(ADDRESSMAP)
ADDRESS(9.20.1-30.*) MCAUSER(ADMUSER)

SET CHLAUTH(TO.CLUS.*) TYPE(QMGRMAP)
QMNAME(CLUSQM*) MCAUSER(CLUSUSR) ADDRESS(‘9.30.%)

“Our internal cluster doesn’t use SSL, but we must ensure only
the correct queue managers can connect into the cluster”

© 2012 IBM Corporation

What happens if...?

e

DISPLAY CHLAUTH(SYSTEM.ADMIN.SVRCONN) N@EE—D
SSLPEER(‘CN=“Morag Hughson”, O="IBM UK™)

CLNTUSER(‘mhughson’)

ADDRESS('9.180.165.163")
returns ===>

CHLAUTH(SYSTEM.ADMIN.SVRCONN)

TYPE(ADDRESSMAP)

ADDRESS('9.180.165.163") MCAUSER(MORAG)

Chl: SYSTEM.ADMIN.SVRCONN

Order | Identity mechanism DN: CN:Morag HUghSOH.O=|BM UK
UlD: mhughson )

0 Channel Name ]

1 SSL Distingished Name IP: 9.180.165.163

2= Client asserted User ID

2= Queue Manager Name

4 IP address

12 © 2012 IBM Corporation



Warning mode

ALTER QMGR CHLEV(ENABLED)

SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS('9.20*) USERSRC(NOACCESS) WARN(YES)
SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS('9.*) MCAUSER(HUGHSON)
SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) USERSRC(NOACCESS) WARN(NO)

SYSTEM.ADMIN.CHANNEL.EVENT

Find a non-warn record?

IP:9.20.1.2 |
Chl: SYSTEM.DEF.SVRCONN

© 2012 IBM Corporation

Out of the Box
= We supply these rules out-of-the-box.
— For all channels, ban the assertion of privileged users by inbound channels.

— For all SYSTEM channels except SYSTEM.ADMIN.SVRCONN (the
MQ Explorer GUI channel), ban anyone from using them.

SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN)

SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP)
ADDRESS(*) USERSRC(NOACCESS)

SET CHLAUTH(SYSTEM.ADMIN.SVRCONN) TYPE(ADDRESSMAP) ADDRESS(*)
USERSRC(CHANNEL)

— Difficult to supply any default rules regarding IP addresses and SSL Peer Names since they
are very installation specific.

= Enabling Switch ALTER QMGR CHLAUTH(ENABLED|DISABLED) different for Migrated or
New Queue Manager

) © 2012 IBM Corporation
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Events

Command events (as normal) for SET CHLAUTH commands

Configuration events (as normal) for SET CHLAUTH commands

Channel events when channel is blocked due to a rule

Controlled by existing switch
— Considered to be an EXCEPTION

SYSTEM.ADMIN.CHANNEL.EVENT

Written to existing queue

One event for each type ALTER QMGR CHLEV(ENABLED|EXCEPTION)
of connection refusal

MQRC_CHANNEL_BLOCKED

— MQRQ_CHANNEL_BLOCKED_ADDRESS
— MQRQ_CHANNEL_BLOCKED_USERID
— MQRQ_CHANNEL_BLOCKED_ NOACCESS

15 © 2012 IBM Corporation

CHLAUTH — An example problem

= | have a clean queue manager with the following default rules: -
CSQM293I !MQ25 CSQMDRTC 3 CHLAUTH FOUND MATCHING REQUEST CRITERIA

CSQM201I !MQ25 CSQMDRTC DIS CHLAUTH DETAILS
CHLAUTH (*)
TYPE (BLOCKUSER)
USERLIST(
*MQADMIN

)
END CHLAUTH DETAILS

CSQM201I !MQ25 CSQMDRTC DIS CHLAUTH DETAILS
CHLAUTH (SYSTEM. *)
TYPE (ADDRESSMAP)
USERSRC (NOACCESS)
END CHLAUTH DETAILS

CSQM201I !MQ25 CSQMDRTC DIS CHLAUTH DETAILS
CHLAUTH (SYSTEM. ADMIN.SVRCONN)
TYPE (ADDRESSMAP)
USERSRC (CHANNEL )
END CHLAUTH DETAILS
CSQ9022I !MQ25 CSQMDRTC ' DIS CHLAUTH' NORMAL COMPLETION

= My queue manager runs under the user 'markwl' and my CHINIT runs under 'mq25usr'

= | have a simple put program on a client (with address 9.20.137.15) which runs under the
user 'markwl'.

16 © 2012 IBM Corporation




The actual problem

*When | run the program | see: -

+CSQX500I !'MQ25 CSQXRESP Channel SYSTEM.DEF.SVRCONN started connection :ffff:9.20.237.15

+CSQX7771 !'MQ25 CSQXRESP Channel SYSTEM.DEF.SVRCONN from ::ffff:9.20.237.15 has been
blocked due to USERSRC(NOACCESS),

Detail:
CLNTUSER (markwl)
+CSQX501I !'MQ25 CSQXRESP Channel SYSTEM.DEF.SVRCONN no longer active
connection ::ffff:9.20.237.15

17 © 2012 IBM Corporation
|
A solution

= Map channel SYSTEM.DEF.SVRCONN from address 9.20.237.15 and user markw1 to
mcauser markw?2.

= Use the command: -

SET CHLAUTH(SYSTEM.DEF.SVRCONN)
TYPE (USERMAP)
ACTION(ADD)
DESCR('Allow Mark in')
ADDRESS('9.20.237.15")
MCAUSER (MARKW2)
CLNTUSER (MARKW1)

18 © 2012 IBM Corporation



Bibliography
* For details on the Channel Authentication rules, see the MQ
InfoCenter at
doc/zs14i
19 © 2012 IBM Corporation

Lab time

= Channel Authentication lab

1. Enable Channel Authentication on your
z/OS QMGR, and verify that it is running.

2. Create a “private” SVRCONN channel to
access your z/0OS QMGR

3. Limit access to your private channel.
4. Control access to a RECEIVER channel

Windows

TEAMXXX_QMGR

Sender

<
S
&
= Userid: TEAMXX ;
[ ] \ §
Passwords: g

Receiver

QMLx

MPX? (ZT0?)
zIOS

© 2012 IBM Corporation



WebSphere MQ for ZOSv7+
Proof-Of-Technology (POT) wor kshop

Beyond MQ:
WebSphere Message Broker

IBM EMEA panIMT Team zWebSphere team ,."%\
LS

© 2012 IBM Corporation

Agenda

‘ What's an ESB?
= Whatis IBM WebSphere Message Broker?
— Development
— Administration
— Architecture
* WMB on z/0OS
= WMB v8

© 2012 IBM Corporation




What is an “Enterprise Service Bus (ESB)"?

"Gartner estimates that up to 30% of the cost of implementing an application is related to the
development of the interfaces” (Gartner, January 2000)

|

PO TITITTT L] . Broker . FETTEETTETY P :

Adapter : Adapter

!--------I----------' f fu-.-.-.-.-l--uuu'
Transport Transport

« The “Broker” (or “hub” or “gateway” or ...) is central and the intermediary between the applications
« It typically has responsibility for routing and transforming data between the applications

« A Broker must be polyvalent with support for multiple data formats and protocols, extremely reliable and scalable

3 © 2012 IBM Corporation

Business value of an ESB

« Traditional communications

» Point to point
« Each application must adapt the .
data to its particular need
¢ The number of transformations |
grows exponentially n*(n-1) ~ B /
- Communications with a ESB ESE

* Hub ‘n spoke logic

==
. ) _ |
* Maintenance can be centralised ?
*  Promotes reutilisation

» Scalability and high-availability:
multiples physical hubs
supported

© 2012 IBM Corporation



Agenda

= What's an ESB?

= Whatis IBM WebSphere Message Broker?
— Development
— Administration
— Architecture

= WMB on z/0S

= WMB v8

5 , © 2012 IBM Corporation
PR AP 4 WA 000
IBM WebSphere Message Broker...

= Routes, Transforms, Augments  “messages”

= Supports multi-format (XML, SOAP, fixed, variable length, tagged, SWIFT, IDOC, etc.)

= Accepts multi-protoco | (HTTP, JMS, MQ, SOAP, TCP/IP, files, FTP, etc.)

= Offers full database support (DB2, Oracle, Informix, Microsoft SQL Server, Sybase, etc.)

= Supports common ERP and EIS interfaces (CICS, IMS, SAP, PeopleSoft, Siebel, etc.)

= Provides a drag ‘n drop visual development based upon Eclipse, supporting a variety of
development languages (Java, eSQL, XSLT, PHP, .Net, etc.)

= Offers a scalable, high-performance, resilient, low-latency “execution container”

= Provides transactional (2PC) support (MQ, DB2)

= Supports Point-To-Point, Pub/Sub, Event, Synchronous and Asynchronous message
processing styles

= Includes full life-cycle tooling (development, administration, runtime)

= Is extensible with open parser, node & administration interfaces

= Supports all major hardware and O/S platforms

6 © 2012 IBM Corporation



WMB: Routing and Transformation

Input Message

Reference

Rules
&
Formats

Historical

Output message for stock mgmt logging

Output message for,accounting

QM_Madrid

QM_|

© 2012 IBM Corporation

(o] S

WMB Components & Lifecycle

Run-time:
WMB

Developers:
WMB Toolkit

—
Workspace
Workspace |
1
1
| Target
Administrators: 1
WMB Explorer 1
1
= |

8 © 2012 IBM Corporation



The WebSphere Message Broker Toolkit

= The GUI used for all ESB development tasks

= Provides various “perspectives” for different tasks to
be performed

— Message Flow Developer 3 e
Perspective :

— Debug Perspective

— Java Perspective
— etc...

= Let's take a look at it.......

d . [ |
9 © 2012 IBM Corporation

The WMB Toolkit tour

§ Broker Application Develupient - CollecturNudeSamplerlowProject/ CullecLurNudeSample.sylluw - WebSphere Message Broker Tuslkit - essage Broker —(of=
e Edit Flow View Palette Navigate Search P t Run 1 I
S| e (SN e | @ | |3 O~ Qi | =+ £ [[55 eroker appic...
LI e
topm 03B, Patterns Explorer| — 01 N 4 ==
£
A
. L
ce v, & %
Projects Quicl Starts,.. & 1B hote: oLt
=58 oo = A o o . =
‘ Navigator || e el b s p——aif
pane -
e
cm,cmzm}\‘cluf
COLL_EXPIRE
Editor
pane
SR
ion |
" N
!A .
Outline Properties |
| N ————
pane
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WMB Toolkit - Flow definition

4§ Broker Application Development - DemoC
e Edt Figw Vew Palette Mavigate Search Project Data Run CearCase Window Help
109 - [l o ITT | o | () B 8 ol it
I#-0-- Bl |- 9]

2 Broker Development 53

msgflow - WebSphere Message Brokers Toolkit - Message Broker

<all resources>

&8 CICSCUSTviaWebService
122 CICSCUSTviaWebServiceMessageset

-8 (cefaut broker schems)
§8 DemoCommande.msgfion
 yeos
1 Esqus
- Fow Tests
B8 (defaut broker schems)
[E] DemoCommande.mbtest
] Test_Msg_DemoCommande.mbtest
G settngs
525 Fow_Demo_Commende DDP
123 Fiow_Demo_Fieinput
-5 Flow_DemoCICSRequest
-6 Flow_Frst
-5 Flow_Java Node Test
3 Fow_QSAM_FieRead
&3 Flow TempConvert
<

[ MultCommandes (anonymous)
5% Commande (nonymous)

R Type (xsdistring)

B cient (enonymous)
il

2% outine. 2 Domans|Datap... |Datal

Type_MuliConmandes)

Jap——=DF
A m%

Lo f——ADlE

o ““:M"““W“M.”"n‘em,s A
Tisesst .

W, defires the handliffg'ofam_es.s'éfge..,..

5 DemoCommande msgfion

o7

SHleas

[

B Input Message Opton (xsdistring)
a = ~Parser O 6| Coueus Gsciating)
Faiure ->Den frren || Prix escisting)
\ Out->Tracen Advanced k] Devis (sdistring)
gH :x :jurq Validation Modele (xsdistring)
Security
Instances.
43 Fl B
¥ T - s i Parameters
5.8 Conicncie B B sdinsert
o 7 comwo
DATE

B rERe

The short list of the standard nodes...

|>, MQInput
DLDIF MQOutput

n@ MQReply

SOAP, Input
SOAP Reply
SOAP Request

' HTTP Input

DD}E HTTP Reply
DEE HTTP Request

E}E TCPIP Input
gE% TCPIP Output

:El: Real-time Input

B

@i JMSInput
D@ﬂg JIMSOutput

Aggregate Control
Aggregate Reply.
Aggregate Request

'. Publication
D@ Validate
9@ Sequence

TryCatch

=

Optimized Real-

time Flow E TimeOut Notification

Ssource MuCommandes Conmence Type
esaiaurrent-date
esshaurent-tme)

Database
fm.  lop

Datalnsert
Java Compute

'

. -: Warehouse
.: Mapping
-F\
.E: XSLT mp SAP
* .
DD Transformation ['E_"E Slebel

Extender (WTX)
=0 Reset Content
" Descriptor

WSRR Registry
Lookup

D@ﬂ% e-mail
Label

-: PeopleSoft
|:>§ FileRead
gg FileWrite

&

IE cics
=

FTE Nodes

El IMS

RouteToLabel |38 vsav
o 2
Collector Dg 0SAM
=3
3 f Filter &) Usermid
& Party
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Ell;\ik Search Broject R w _Help
|5 Rma*[e-a-a-0]v]e
| 4 Fowebug. -
= 4 car0:WBIMB:default:DataFlowEngne.

88 NatStock NatStodkQuery

(X X
Elo E9t Novoole Sedh ot Eun Wndow Heb
[Baa(ag]lv[-laa

o

 ADORESS! = e dela ik
© ADORESS2 = Top Floor
sSphere ity

Pl o 4 1w 2

Sl LaboetiscFow magfow 1.1

5
95 crimaoe 13 B

20
0 G Carsinlas0s 21
22

G wekane | T Carsing ¢ partsim nzcurba |
56 s .
5 oottt == J
= o ——
P e D waire 2|
I CarsincLabee 05 D a0t
58 s [S 9
1T Corsinl o050 3 Publeation = -
£ e B S
-1 Carsinclabos 01 i Inject orc to Legacy. PARTS_SLM_OUT
(a(::mfm < 16 scAoAInput
SE s e |[prscoscuss
o .
D& i o s o ([
g e cansne s, croersi_|| 13 e BIR e b
Pt iy [T
o= = When “drag ‘n drop” development with the standard nodes isn't sufficient, programmin
4 Labost

L.z==  can be done typically with eSQL (procedural language based upon the SQL99 standard),
T Corsinclabs,

s Java, PHP, .Net, XSLT or additional add-on extensions such as WTX
= Custom nodes can also be developed either in Java or C++

= WMB Toolkit supports tracing and interactive debugging

= Team development and administration is supported by scripting and/or standard market
lugin extensions to the WMB Toolkit, eg. CVS, ClearCase, PVCS, TeamCode, etc.

eSQL

& Datal Data types Statements Functions
atalnsert INTEGER Basic String
FLOAT DECLARE LENGTH
DECIMAL SET TRIM LTRIM RTRIM
STRING IF ENDIF OVERLAY
DATETIME WHILE POSITION
IF Root.XML.Person.Taille > 183 THEN BOOLEAN Tree SUBSTRING
. REFERENCE MOVE UCASE LCASE
INSERT INTO Datat:faseAMesGrandsCopams NULL CREATE NUETE
(Name,Height,Age) DETACH ABS
VALUES (Body.Person.Nom, ATTACH BITAND NOT (X)OR
Body.Person.Taille, Datab: MOD ROUND
Operators atabase
Body.Person.Age); s INSERT SQRT
ENDIF; I DELETE TRUNCATE
AND OR NOT || UPDATE EXTRACT
—<>>>=<<= PASSTHRU Datetime
Compute INBETWEEN || EVAL EXTRACT
LIKE Node CURRENTDATE
IS EXISTS PROPAGATE || CURRENTTIME
RETURN Field
IF (Body.Person.Name = ‘Carl') THEN THROW BITSTREAM
OutputRoot.Properties.MessageFormat = 'XML'; CARDINALITY
ELSE I: ?Bu ad PA o NI ; R ?:I ) ! ) ’ e
ody.Person.Name = ‘Rudi’
OutputRoot.Properties.MessageFormat = 'CWF'; CS:"':A T;(IELD
ELSE IF (Body.Person.Name = ‘SWIFT') P
Eor\ul.g::fRooLPropemesAMessageFormat ='TDS}; SELECT

14




Java Compute Node

« Support for Java as WMB transformation language (Java Compute Node)
« Complete support for Java JSE 1.6 integrated into WMB
« Java classes deployed in the WMB Broker Archive with the flow (.BAR)
* “Wizards” used to simplify the development specific for WMB r 1

« Classegs provided for XPATH message tree navigation @ UndoRename
upport for Message Broker on z/OS! "6 Reds

public class CarlJNode extends MbJavaComputeNode {

public void evaluate(MbMessageAssembly inAssembly, MblnputTerminal inTerm) throws
MbException {

MbN 1e outh ye = new Mb\ ye(inA blv_aetM 0);

/I Add user code below

MbElement cadet =
outMessage.getRootElement().getLastChild

rc = cadet.createElementAfter(MbElement. TYPE_NAM

/I End of user code
MbMessageAssembly outAssembly =

new MbN A bly(inA bly, outh
getOutputTerminal(“out").propagate(outAssembly);
outMessage.clearMessage();

15 © 2012 IBM Corporation

Other integrated transformation options...
= Standard XML Transformations via XSLT
= PHP (Hypertext pre-processor) support

I$message—>a—>b—>c = $input_body->Message; I

for ($index = 0; $index < Soutput_root->Menu->Food->count; $index++) {

I $item = Eoutput_ruot—>MEnu—>FDod[$index};I
3
= WebSphere Transformation Extender (WTX) integration - for bulk
transformations

s onoch. | st clicse. | U i *S =8

v Full Development-time integration |- :
into toolkit 1 N R
v Full Runtime integration : - e
* Invoke WTX parser K
« WTX mapping = . )

mrpion || © WIX Map Node roperties - anslyze SWIFT a

= Net integration with WMB v8 ?‘"“’ B

Ecutionss | owsaSETIOT.

il

e Wl e I A0 GVT s
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WMB Toolkit — Message modelling

@ Broker Application Development - MultCommandes.myad - WebSphere Message Brokers Toolkt - Wessage Broker
fle Edt Nevigate Search Project Run Messages Window Heb

(=13 Bluegas 8@
[ELResource Navigator 57 % ~=0
o Nom (usd:string) Go To Declaration
——— iar
1 Pm::::vn:s::m Physica Type [Fied Length tring =
ML e Ouenghcount [z
. PutWH.msgmap e R — O LengthRefererce [ =l
o vtsr_uvﬂar doxmi = msﬂsmtwa“= Lotk [ores =
Eircsr_vsr.?«mxm L ek idmrcn Stuing stfision [Left Ay =
Elemert Reference. Paddng Chiracter [L =
3 ot s =
Encodngtudvos | =l
St s T =
toct. X Leading Skip Car 0
= i - == u Definition of both logical and physical format of
e e e
S e NESSAGE
= Support for XML, fixed length, variable length,

: i) e E— delimited, tagged format messages, etc.
o = Predefined parsers for other industry standards such
i e as SAP IDOC, SWIFT, EDIFACT, ACORD AL3,
B o sdny SOAP, etc.

] Coulu (cscstring)

igxgwn) g Direct import for C or COBOL headers, DTD,

i . schemas, WSDL, etc.
= Other industry libraries available

17 © 2012 IBM Corporation

Agenda

= What's an ESB?

= Whatis IBM WebSphere Message Broker?
— Development
— Administration
— Architecture

* WMB on z/0OS

= WMB v8
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WebSphere Message Broker Administration

= WebSphere Message Broker offers a wide variety of flexible administration tools
— This reflects its underlying nature as a production strength tool

— 3rd party administration tools are also available (BMC, CA, IBM Tivoli...) for integrating into a
corporate administration

v~ WMB Explorer is the visual (GUI) interface for casual administration

. based plugin for WMQ Explorer
= Available on Linux and Windows

v Lightweight Web Administration for zero-footprint visual administration
= Supports IE, Firefox, Safari, Chrome....
v A full Command Line interface is also available

= Consistent interface on all platforms

&7 RESTRequestHandler

= Useful for administration from scripting environments 5 RelayTest
= & Aot
= SDSF commands also provided for WMB on-z/OS 53 QuaueToOuaue
ppm——
. . .« . . ¥ Log
v The Message Broker Java APl is the underlying administration API | L st e

= Available to any administrator to develop routines
= A solid base for corporate, repeatable, controlled administration

v" REST-based administration interface supporting HTTP clients
= Compatible with Java API

\ © 2012 IBM Corporation
|

The WebSphere Message Broker Explorer

b é” default is running

Fie Edt Navigale Search Projct RLn Window Help

= [ Qi LY Sl 5 Repasto., (5 Resource

" , N = ssg
nere MQE xplorer - Navigato 7 ) webspere MG Explorer # | gd

2 @ mBm websphers 1o A execution group s a named groupi

Queue Managers

Bl MB7QMGR [running, connected]

- Queue Hanager Clusers
M5 Adrinistered Objects Propertiest

BE)

Property
Logartmic [ stacied tness | Fiter =0

& G rokers T
. —_— ccosshle By
i Eg g?anom [running, connecked] Defined In Corfighanager
i & ployed
B Deeny, Rename st Completion Code
) Sample =8 Stop AllFlows ot Update User
ng Description

= (@ Broker Resources | % Remove Al

e

= EEBR

ies ll s » Lmber OF Stbcompaents
T comiz.by  Toceodes dl s v 118

7 pogrbar|  Usor Trocs A Flows >

([ sorbble.bd  WMDebugPort > Bt Debug Por

= (2 Locakroject
staistis AllFlows ¥

+ LoDy

& wmQ Explorer |

DataPower Al Fiows »

58 V6 Scans xTrrsfomsaie
48 Vo stComputexstCanpute
(Last Updated: 13:54:47 4

. Peo S EEATE IPRPRES (R 0N EVTIEI ) 14 i, SPTNAT, 1.3 (S0
i oLl [F] e TowEapsedine | oxumlape... | MomnEigse... | TotscouTme | Mavmmcrurme | mnmunc

B rotimsenge Erier Fitetode 00 £ 100 s 15625 15625

8 bk Resrces Fosns  ooumviode 1006000 00 e s 15625 15625

et MQiputode 297000 51000 100 o o o

© 2012 IBM Corporation
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Industrial strength administration — OMEGAMON XE

€2 Havigator 2 @ B Wl Recent Message Fiow Throughput ¢ 2 M 8 O % J[ull Recent Message Flow Elapsed Time ¢ 2 [0 5 O
[ X View: [Physical Bl o =
‘ iours Systems 7 200 ] H 1 1200000
Lonve view e ‘Vmgwgg
—— 000000
z 160
&[] = 1 Agent
e Components o = so0oa0
B 1S Agent Product Events g 120 H
B MOSI Corepe B 01 Broker H % 500000
B Product Evert | (5§ broker! g e H
=5 MOSL_SAMPL B Broker Information & aooooo
= B} Broker Events .
(EH Message Flow Events 200000
(2 Broker Statistics )
B Execution Gioup Statisic || o o e
007 1463108 0GI17 14:47:49 0901107 145305 09107 14:47.00
D) Message Flow Stastics End Dats 2 Time End Date & Time
] Sub-Flow Statistis ]
B C: Stal
@) rchive Message Flow Recent Message Flow Start Rate # 2 @ 8 0O x|l [1] rRecent Message Fiow CPU Time
=i = =
~EH P Stalict =] =]
4 Exenution Bioup Irforma 51
16000
B} Message Flow Informatio g
] Message Prosessing Noc_ = @D
il EH Neighbors H
§ emati om0t (B} Subscriptions E LS pin i eooo
~[EH Retained Publications M V| Rate| H
el agert B} ACL Enties g E
BH MOSI Compon o Beerdt ot i ] 000
= poamve | ral Corfralontic »
etk — 305 0901107 144748
ate & Time

E

m@ < Prysial |

[ Recent Snapshot Message Flow Accounting

Execution Group

efault

wecution_Group_1

& &
Exetution Message Start End o Byte | Auy Elapsed
o Graup Flow Date & Time Date & Time | Input s Time |
5 [defaull | XML_PassengerGuery | 09701/07 14:52.:45 | 0B/01/07 13:53.06 96 4.72| 2,338.47 0:021:885 | 1.002.000 [0:001,000 [ia]
@ | default | XML_F 09/01/07 14:52:10 | 09/01/07 14:52:45 159 445 2,20148|0:014:308 | 1:033:000 v

wcuton_Group_2

«

yecution_Group_3
<

ol f of o oml __ om] oo

WebSphere Message Broker business monitoring

0| 02724/ 01:50:33
——

e
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= A message flow can be configured to emit events through Monitor Properties on each

node

= Events are available for transaction start, transaction end, transaction rollback for Input
nodes, and for a message passing into or out of any terminal on any node

= Each event can be manually added — then they can be enabled or disabled.
— Events can also be defined by the administrator using a monitoring profile
= These Events are for functional & business monitoring, eg. KPIs
— The entire message or selected fields can be included in the event
= Events are published to a WebSphere MQ topic
= Any subscribed application will receive the events

Basic
HTTP Transport

Description

— Any 31 Eaﬁ subscriber can make use of the events, for example WebSphere
Frobl ¥ =0

(I3 nput Node Properties - SOAP Input

Advancad

WS Extensions

Event:

[Enabled | Event Source

Event Source Address

[ Event Name <] [Caad |

_— " 5] Transacion start SOAP Input kransaction start SOAP Tnpuk, Tr
Input Message Parsing = Transaction end SOAP Input transaction,snd SOAP Input, Transactionend Edt...
- M Transaction rolloack. SOAP Input transaction. rellback SOAP Input, TransactionRollback
_— =] Fallure terminal SOAP Input kerminal. failure SOAP Input FailureTerminal | Delt=
Error Handing ™ Out terminal SOAP Input terminal.out SOAP Input. OutTerminal
validation =] Catch terminal SOAP Input terminal, catch SOAP Input, CatchTerminal [
al r N
Instances
Retry

22

Monitoring

© 2012 IBM Corporation
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Statistics — technical monitoring

Possible outputs .
Reporting Scope
MQ(XML) by Pubish/Subscribe
*Flow
UserTrace
BIP2380/2381/2382/2383 Messages *Execution Group
z/0S SMF *Broker
Type 117 *Domain

subtype 1: Flow and threads

subtype 2: Nodes, optional terminals

© 2012 IBM Corporation

Agenda

= What's an ESB?

= Whatis IBM WebSphere Message Broker?
— Development
— Administration
— Architecture

* WMB on z/0OS

= WMB v8
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WMB System Architecture

Workspace Runtime
8 Message Flows
VesSage Message Dictionaries Broker P Iatfo rms
Management Messages Explorer
Brokers Monitoring Profiles
i XML Schemas BM AIX®
Policy Sets Sun Solaris SPARC

Sun Solaris x86-64
HP-UX Itanium

BM z/0S®

BM System i ®
Windows® XP

Appl \Windows 2003
Windows 2008
Windows Vista
Linux® (Intel)

| inux on POWER®
Linux on System z ®

S

External Repository

Administrative
Agen

Messages

Target

Filter ‘Compute

%‘ .)mﬁ'/
Fiter Node "y pmQutpLt
@

Warehousing Node

© 2012 IBM Corporation
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* WMB on z/0S

= WMB v8
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/s nnBRK Message Broker Address Spaces

- .

Control Execution | Execution fWebSphere| User IMS OMVS cICs DB2 RRS
Process | group 1 group n MQ Process Region
Infra- Infra- Infra- uss
structure | | | structure structure

main main main
bipservice DataFlow DataFlow wmgi

lzl Engine Engine command

== Threads Threads

g

LE
B

i e Rz @ process

Nodel

‘Warehousing Node

/OS v7+ workshop

The Broker address spaces

SEB - Carl 2/0S Carl z/0S - ToFlex.WS

e Edit Yiew Communicatin Actions Window Help
File Edit View Con

WMB control

View Print Options

SDSF ULOG CONSOLE IBMUSER
COMMAND INPUT

CSQ1MY OMVS 000D ACTIVE ‘\/SQ{DB)

.
USER JOBNAME ) Pf(b STATE START CT_SECS
SQ1BRK CSQ1BRK 503!’221 °® 1 1WI--- 06.08.29 14.33
ATCHWAITPID= }tMD:/uSP/lgp/mqsi/VSROM1/l)in/|)ipimain bipser
BRK  CSQ1BRK 65574 ,®50397221 HRI--- 06.08.31 14.33
HWAITPID= 0 CMD=big%ervice CSQ1BRK AUTO

CSQ1BRK 6375 65574 HRI--- 06.08.50 14.33

[TPID= o CUB=)ipI)r0ker CSQ1BRK
MW397224 B . 100.50

B - Carl 2/0S - ToFlex.WS

Elle Edit View Comrmunication Actions Window Help

IBMUSER @ P39 -ef grep CSQ1BRK ¢ @ ®

CS0Q1BRK 50397221 1 .‘10'7?0 :30 72 B /Jusr/1lpp/mgsi/¥5R0OM1 /b
in/bipimain bipservifpe SQIBRK AUTO

CSQ1BRK 65574 397221 - 07:08:31 2 B bipservice CSQ1BRK AUT|
0

CSQ1BRK 65575 65574 - 07:08: ? B bipbroker CSQ1BRK
CSQ1BRK 50397224 1 - 07:09:26 ? H Jusr/1lpp/mqsi/V5R0OM1 /b
in/bipimain DataFlowfngine 00001007 00002004

CSQ1BRK 65577 YP M de ooy QQ. 21.3 ? H DataFlowEngine CSQ1BRK]
5193470~ fd00-0000-P080-af32a61Fbe65 derafito®® e

o
OMUSKERN 16842796 65578 - 07:26:14 ttyp00BO
IBMUSER @ P390:/>

WMQ for z/OS v7+ workshop




What's different on z/OS?

= The WebSphere Message Broker is essentially identical
on all platforms as far as the facilities and any APIs.

— Almost all flows run “as-is” regardless of the platform

= WMB z/OS does benefit, however, from a few z/OS-
specific nodes for better exploiting z/OS:

— VSAM nodes for direct access to VSAM datasets
— QSAM nodes for direct access to QSAM datasets

= WMB z/OS also leverages several other z/OS-exclusive
features...

— z/0S is the only platform that can offer the highest
levels of scalability and high-availability by taking
full advantage of the z/OS Parallel Sysplex and
WebSphere MQ Shared Queue technology

— WMB uses z/0OS ARM feature used to auto
(re-)start in case of failure

— zI/OS RRS is used to ensure WMB transactionality

— WNMB z/0OS takes advantage of WLM and corporate
business goals can be assigned to Execution Groups

— WMB z/0S makes full use of SMF for performance
monitoring

Customers choose WMB on z/OS typically when interfacing with host
data and/or when they require the best QOS only found on z/OS

29 \ © 2012 IBM Corporation

WMB z/OS high-availability

» Any Broker in the
QSG can access
messages

= “Natural” load-
balancing based
upon availability
» Any Broker can
recover messages
in case of an
outage

Leautel » 2/0S ARM can
Group restart any stopped

facil ity - component

Execution Couplin
Group piing

© 2012 IBM Corporation

15



Agenda
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= WMB v8

© 2012 IBM Corporation

WebSphere Message Broker History
WebSphere Message Broker V8 /

Oct. 2011

N SSSS e, —
I s el |
T | -_— I A
- — o ——
-— ——_T T ebSphere Message Broker
_— — L) N WY B oovears V7O Nov 2009
LB
_ g —— A\
—— — e 45 il WebSphere Message Broker V6.1
Nov 2007
ebSphere Message Broker V6.0

Sep 2005

WebSphere Business Integration Message Broker V5.0
May 2003

ebSphere MQ Integrator V2.1

Dec 2001

MQSeries Integrator V2.0
Mar 2000

IBM MQSeries® Integrator V1
Feb 1999

© 2012 IBM Corporation
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WMB v8.0 - the big picture

= Simplify for developers and administrators
—  Web admin
— Message record and replay
— Activity Logging for operators & administrators
— Application and Library organisation
— Enhanced pattern management

— DFDL industry-standard data modeling
— IBM Graphical Data Mapper (GDM) integration
.Net embraced

Sterling Connect:Direction integration

Healthcare HL7 connectivity pack

WS-Reliable messaging support
— Additional DB support

Web Administration for Universal Access

= Web Administration Console
— Objective is to provide comprehensive web management interface
« Focus on non-administrators to understand brokers & resources

WebSphere Message Broker MQ v8.0
General availability: 9 Dec 2011

= Continue to lead the industry with up-to-date technology integration

© 2012 IBM Corporation

m | WebSphere Message Broker W... l

http://broker.hursley.ibm.com:7050/

— Supports all major browsers Firefox, IE, Opera, Safari, Chrome <> |
— Designed as users as a complement MBExplorer A .
= . e

+ MB Administrators can users continue to use MB Explorer 2 Most Visited __ Getting Started & Google i 1BM |

Easy to configure LELL Tl Broker Explorer Viewer [WMVELECLEANE
— No extra moving parts - uses internal HTTP listener to serve data B @ Broker
+  Web admin started by default on port 7050 B ‘E;;:::ﬂewmw
— Role based access provides custom class user control 8 RRReplayRouter
« Defaultis read-only access to MB resources 2 RRRequestHandler
= More authority required to create, change or delete resources {7 RESTReoeetoer
£ ReplayTest
. A = & Appt
Using Web Admin QueusToQueue
— Intuitive tree view shows hierarchy of MB resources i A ey
. . . . 09
— View resource details with click or button 1] Administration Queue
— Includes full suite of resources
«  Apps, Libs, Flows, Configurable services etc View Details
Web Admin & MB Explorer o - Value
— MBX & web admin designed for concurrent use Bar File Name 20110818_0407_20
— Webadmin requires MBS broker Deploy Time Thu Aug 18 16:08:43 BST 2011
—  Explorer can manage both MB8 & MB7 brokers Long Deserption
Modification Time Thu Aug 18 16:07:20 BST 2011
Name App1
Running true

Short Description

© 2012 IBM Corporation
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Record & Replay

= Enable Record, Edit and Replay of In-flight Data

— Comprehensive audit of messages, web, ERP, file & other —record — —replay
data

— Flexible topology: single or multiple brokers for recording,
capture & replay

= Data Recording, Capture & Store

— Graphically configure binary, text, XML payload capture,
including whole, partial & multi-field data

15 CD Input Node Properties - CD Input

Configure monitoring events|

= Web Tooling to View, Query, Edit data ks
i ) . ) Enabled  Event Source Event Source Address.
— Friendly editors to view, query & edit payloads e Transaction start €D Input ransaction Start
=) Transaction end CD Input.transaction.End
« Key data fields, including application data ] Transaction rollback €D Inputransaction Rollback
— Independent web admin & capture for scalability EEELEE Message Viewer

. Conflgu.re multiple EG listeners fo'r web F = T | o] [ E]
= Replay for redelivery or flow reprocessing o
Messagz 1D v Comelaion|D Message Exception Broker i Message Flow
- Replay SeIeCted data to ﬂOWS or app“catlons ©5743050-caB4-11e0-ae70-7f0000010000-3 ¥ N UBBBROKER" default QueueToQueue
— MB admin configures |ogica| destinations C5743c50-c264-1120-2870-710000010000-3 Y N UBSBROSER default  QueueToQueue
. . €5743¢50-ca64-1120-3¢70-7f0000010000-3 ¥ N UBBBROKER  default QueueToQueue
— User selects destinations from auto-populated - Fiter Oy
drop-down list S ‘ I ]
End Time (] [ I |

Messacep ® [ ]

» Wdvanced Fiter Guery)

Easy Data Modelling with DFDL

[
Toscription
+085ee VA

= Simple & powerful standard for data modelling
— New standard for binary, text & industry data
formats
« Logical structure with physical annotations
+ e.g. endian, ASCII/EBCDIC, padding, justify...
— Data Format Description Language (DFDL)
« For use in IBM and non-IBM products
« forge.gridforum.c
= Built-in facilities to model data easily
— Quick wizards for (e.g.) CSV, record oriented data
— Auto-model importers (e.g.) COBOL copybooks
— DFDL editor for power users P SREIEET R &

Data source: <From ‘DFDL Test - Parse’ view>

Configure schema for CSV data

Provide settings for  new schema that will model CSV data,

Record settings

End of record character: [Carriage Return & Line Feed - %CR¥%LE; z)

Blank records: [Skip a blank record [ Select the record terminator. |

[I The first record is a header

Field settings

Number of fields: 3

&
1| P
n)

« Create logical model & physical refinements
= Test parsing and test data generation

— Test whether sample data fits with DFDL definition

Message rook: Comp: br %)

e Vew™ 1L v

Mame
= Company

Type Value

) ) Conpaane |z iy Company
« Parse trace provide success & error case explanation © elrs . e
— Auto-generate test data for test & debug scenarios e T e g
# Addr
¢ Tel e xs:string 905-347-5649
Salary xsidecimal 135599.95
= Employee

Empho xsiinteger 22222
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Deep Integration for .NET

= New node for native .NET program invocation S}
— Call .NET programs directly via CLR V4; includes app domains for isolation Update Dynamics
— C#, VB .NET (COM), JScript & F# programming available natively in MB
« Extensive range of .NET data types supported for easy integration
= Integrated Visual Studio Development
— Create .NET nodes in Visual Studio; Native MB assemblies simplifies process

- e.g. packages, templates, #using, debug, content assist etc Installed Templates
— Visual studio compiled resources available without redeploy I Visual Basic
P 4 Visual C#
= Call .NET programs from new and existing MB nodes 's”:"nduws

— Toolkit can introspect .NET assemblies to dynamically discover available methods
« Automatically create appropriate language signatures to simplify invocation
— (e.g.) ESQL can now directly invoke .NET programs using simple procedure call

! SharePoint
00 BrokerNodeApplicationt - Microsoft Visual Studio y @ - silveriight
Solution Explorer ~ 1 x || simpleFilterNode.cs 3 Test
=N e | “ SimpleFilterNodes SimpleFilterNode ~| ¥ Evaluate(NBMessageAssembly assembly) WCF
3 Solution ‘BrokerNodeApplicationl (1 6] Lusing IBM.Broker.Plugin; Workflow
2 (@ simpleFilterNode 7| [assembly: CLSCompliant(true)]
= Properties 8 Einamespace SimpleFilterNodes
4 | References 9 ‘{
-3 IBM Broker.Plugin 10§= public class SimpleFilterNode : NBComputelode
-3 Microsoft.CSharp 11 {
3 System 1205 public override void Evaluate(IBlessageAssenbly assembly)
37 | © 2012 IBM Corporation
|

= Universal Enterprise Service Bus

— WMB supports a wide range of different data formats, protocols and
transformation “languages”

 Universal connectivity includes standards, de facto standards, industry and custom
systems

= Simple & Productive

— WMB provides a complete interface for defining, modifying and routing data
« Learn, Develop, Deploy, Manage, Migrate quickly and easily

= Dynamic, Managed & Secure
— WMB allows the creation of dynamic and governed solutions
- Design solutions for easy, flexible change with appropriate control
= High Performing & Scalable

— WMB provides a platform and technology neutral connectivity option
« Work on the widest possible range of hardware, software and virtualized environments

38 © 2012 IBM Corporation
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WebSphere MQ for ZZOSv7+
Proof-Of-Technology (POT) wor kshop

Shared Queue Changesin WMQ v7

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the
original “Wildfire” material)

© IBM Corporation 2012
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Failure and message persistence

© 2012 IBM Corporation

CF Loss of Connectivity Tolerance

Pre V7.1 Queue Managers

-\A/ X

Prior to V7.1, if a queue
Facility is most likely manager receives a loss
going to be presented to of connectivity, it will
connectors as a Loss of terminate.
Connectivity

A failure of the Coupling

In the case of a Coupling
Facility failure, this would
mean a QSG wide
outage (unless protected
by CF Duplexing)

© 2012 IBM Corporation




CF Loss of Connectivity Tolerance

V7.1+ Queue Managers

With V7.1 the queue
managers will not
terminate. They will
automatically attempt to
re-establish access to
the structures affected.

In the case of a total loss of
connectivity the queue
managers can
automatically recover
(RECOVER CFSTRUCT)
the structures that were on
the failed CF into an
alternative CF
(if available)

© 2012 IBM Corporation

CF Loss of Connectivity Tolerance

7.1+ Queue Managers

In the case of a partial loss
of connectivity, a System
Managed Rebuild will be
automatically initiated by

the QMGRs to rebuild the

structures into a more
available CF. This will
mean that both persistent
and non-persistent
messages will be retained.

© 2012 IBM Corporation



CF Loss of Connectivity Tolerance

* QMGR CFCONLOS(TERMINATE|TOLERATE)
— Specifies whether loss of connectivity to the admin structure should be tolerated
— Default is TERMINATE
— Can only be altered to TOLERATE when all QSG members are at 7.1

* CFSTRUCT CFCONLOS(TERMINATE|TOLERATE|ASQMGR)
— Specifies whether loss of connectivity to application structures should be tolerated
— Only available at CFLEVEL(5)

— Default is ASQMGR for new CFLEVEL(5) structures, and TERMINATE for structures altered to
CFLEVEL(5)

= CFSTRUCT RECAUTO(YES|NO)
— Specifies whether application structures should be automatically recovered
— Only available at CFLEVEL(5)
— Default is YES for new CFLEVEL(5) structure, and NO for structures altered to CFLEVEL(5)

11 © 2012 IBM Corporation
Safeguarding against CF failure

= Administration structure updates are logged so that this structure can be
restored.

= Coupling Facilities are very rugged (zSeries processo r technology).
= CF can have its own separate power supply.
® CF can have nonvolatile memory (battery power backup ).

= Lost application structures can be restored from bac kups and logs. (can use
BACKUP CFSTRUCT(*) at V7.0.1)

12 © 2012 IBM Corporation



How Shared Messages are stored

= Each message is composed to two components
— Message Header(s)
— Message Body
= The message headers are always stored in the CF stru  cture
= |If the message is over 63K, the message body must be offloaded

© 2012 IBM Corporation
MQ Use of the Coupling Facility
= The CF is a precious resource
= Total size is typically 32G or less
— MQ only gets a piece of this
= The number of messages that can be stored has traditionally been limited
— If all messages are large, there can be fewer on a queue

— Application and channel outages can fill the available storage quickly

— Applications accustomed to having 64G of storage for a private queue may start seeing
2192 codes
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WMQ 7.1 - Options for Message Body Storage

= Options for message body storage

CF for messages up to a specified size
« Defaults to 63K
DB2 for messages body

New - Shared Message Data Sets (SMDS) for message body

— New - Three offloading rules

*  MQ detects the CF structure full level

— If the pre-defined threshold has been reached, the message body of any message over the specified size
will be off loaded

26 © 2012 IBM Corporation

Message Offloading with DB2
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Shared message data set concepts

= Offloaded message data for shared messages is stored in data sets.

= Each application structure has an associated group of shared message data sets,
with one data set per queue manager.

— Named using DSGROUP parameter on CFSTRUCT definition.

= Each queue manager owns a data set for each structure, opened for read/write
access, which it uses to write new large messages.

= Each queue manager opens the data sets for the other queue managers for read-
only access, so it can read their message data.

= When a message with offloaded data needs to be deleted, it is passed back to the
queue manager which originally wrote it, so that the queue manager can free the
data set space when it deletes the message.

29 © 2012 IBM Corporation

Message Offloading Using Shared Message Data Sets (S MDS)
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Offload Rules

= Three offload rules are provided:

— All rules have two parameters

* The CF full level (%)
* The maximum message size to be stored in CF

— ldeally they will be progressive
* No logic checking is done

32 © 2012 IBM Corporation

No Offload Rules - Filling the CF Structure

*Simple Example:
Structure is 50K

eEach message is 5K
*10 messages are put

*11" message gets ‘Storage Media Full' Return Code

© 2012 IBM Corporation



Offload Rules — Filling the CF Structure
*Simple Example:

Structure is 50K, Each message is 5K
«Offload rule —

*When CF gets to 50% all message bodies are offloaded

*5 messages are put, half filling the space
*Message Bodies go to SMDS, repeats until tHeriéssage
«30" message gets ‘Storage Media Full’ Return Code

© 2012 IBM Corporation

Admin - Creating a queue-sharing group

Use the CSQ5PQSG uitility to create a QSG:

1 Add the QSG into the DB2 tables:
//Sstepname EXEC PGM=CSQ5PQSG,
// PARM='ADD QSG, gsg-name, dsg-name,DB2-ssid"’

2 Add the queue managers into the DB2 tables as members of the
QSG:
//stepname EXEC PGM=CSQ5PQSG,
//  PARM='ADD QMGR, gmgr-name,qsg-name, dsg-name,DB2-ssid"’

© 2012 IBM Corporation




CF Structures for shared-queues

Structures
for QSG 1

Structures
for QSG 2

Creating CF structures and shared queues

Guide):
— Structure is known to WebSphere MQ by its 12-character str-name.
—  Structure is known to z/OS by the 16-character name formed by:
¢ gsg-name || str-name  (Application structures)
¢ gsg-name || CSQ_ADMIN (Administration structure)
= Define the application CFSTRUCT to WMQ
= DEFINE CFSTRUCT(str-name)
= CFLEVEL(3/4/5)
" CFCONLOS(ASQMGR/TERMINATE/TOLERATE)
* RECOVER(YES/NO)
= RECAUTO(YES/NO)
= OFFLOAD(SMDS/DB2)
= SMDS is the default if CFLEVEL(5)
= OFFLDNSZ(?k) OFFLDNTH(?)
= Wheren=1,2or3
= SZis the size of messages to be offloaded
= TH is the CF percent full that drives the offload
DSGROUP(‘data.set.name.*")
DSBLOCK(256K)
DSBUFFS(100)
DSEXPAND(YES/NO)

37
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= Define a structure to z/OS (not to WebSphere MQ) by updating the CFRM policy (see System Setup

© 2012 IBM Corporation
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Structure display

15.28,43 STC21308 CSQM201I QML1 CSQMDRTC DIS CFSTRUCT DETAILS 486
486 CFSTRUCT(SMDSMSGS)
486 DESCR( )
486 CFLEVEL(S)
486 RECOVER (YES)
486 OFFLOAD (SMDS)
486 OFFLD1TH(78)
486 OFFLD1SZ(32K)
486 OFFLD2TH(88)
486 OFFLD2SZ (4K)
486 OFFLDITH(98)
486 OFFLD3SZ(6K)
486 DSGROUP (WM 718. . SMDSMSGS. SMDS)
486 DSBLOCK (256K)
486 DSBUFS(168)
486 DSEXPAND (YES)
486 RECAUTO (NO)
486 CFCONLOS (TOLERATE)
486 ALTDATE (2611-18-18)
486 ALTTIME(17.30.28)
486 END CFSTRUCT DETAILS

15.28.43 STC21308 CS5Q9622I QM.1 CSQMDRTC ’ DIS CFSTRUCT’ NORMAL COMPLETION

38 © 2012 IBM Corporation

Structure Display — Part 2
16.080.24 STC21308 CSOMZO1I OML1 CSQMORTC DIS CFSTRUCT DETAILS 491
491 CFSTRUCT(LARGMSGS)
491 DESCR( )
491 CFLEVEL(9)
491 RECOVER(YES)
491 OFFLOAD (DB2)
491 OFFLD1TH(78)
491 OFFLD1SZ(64K)
491 OFFLD2TH(88)
491 OFFLD2SZ(64K)
491 OFFLD3TH(98)
491 OFFLD3SZ(64K)
491 DSGROUP( )
491 DSBLOCK (256K)
491 DSBUFS(188)
491 DSEXPAND(YES)
491 RECAUTO (YES)
491 CFCONLOS (TOLERATE)
491 ALTDATE(2811-18-18)
491 ALTTIME(21.41.24)
491 END CFSTRUCT DETAILS
16.808.24 STC21388 CSQ9822I QML1 CSOQMDRTC ° DIS CFSTRUCT’ NORMAL COMPLETION
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Structure display

boupling Facility Structures

‘ Fitter: Standard for Coupling Fadility Structures

* Coupling f.. Status Level Description Recovery Loss of CF connectivity Automaticrecovery ., Offload Offoad .. Offlo... Offload rule 2 threshold (%
ALARGMSGS  None Yes  Tolerate Yes DBz 70 oK 80
ASMDSMSGS  Active 5 Yes  Tolerate No SMDS 70 3K 80

40 © 2012 IBM Corporation
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MQ V7.1 on z/OS — Highlights so far

= Performance

« 7196 Scaling improvements for both non-shared and shared queues

+ Have successfully processed more than ONE MILLION non-shared messages/sec
through a single queue manager !

* Have also successfully processed 150K shared msgs/sec with 3 queue managers

* MQ SMDS (Shared Message Data Sets) providing an alternative to DB2 for offloading
shared queue message data

+ Provides TBs of offload message body storage
« Significant throughput improvements and CPU reduction

+ The ability to customise the definition of “large” (no longer statically defined as 63KB) allows
customers greater control over their CF usage

= Availability
* MQ structure rebuild capability for CF Connectivity loss scenarios significantly improve
availability of Shared Queues

* GroupUR function introduced in MQ V7.0.1 for Distributed QSG connections is now
available for CICS usage

» CICS 4.2 can utilise this to improve the existing MQ Group Attach in CICS 4.1
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Private Queue, non-persistent, Out-of-Syncpoint

Achieved Transaction Rate, Private Queue 2KB Non-Persistent Workload Out-of-Syncpoint, Low-Contention
2196 30-way, z/OS vlr12, Hiperdispatch(ON), RMF(OFF), TRACE(A)
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0
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i 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
Queue Pairs

1 Requester/Server ==2
per Queue Request er/ Servers
per Queue

This measurement shows that MQ is able to exceed 550,000 transactions per second on a single queue
manager running on a 30-processor LPAR

— and was repeated with similar results on a 64-processor LPAR.
(Note that with current MQ V7.0.1, we max out in this scenario at 330,000 tps)

Each transaction involves a requester task putting a message, a server getting the message and putting a
reply and the requester getting the specific reply message - i.e. 2 MQPUT/MQGET pairs.
So a single queue manager is able to support a message rate of 1.1 million messages / second !!
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Private Queue, non-persistent, In-Syncpoint

Achieved Transaction Rate, Private Queue 2KB
Non- Per si st ent Wor kl oad Server-in-Syncpoi nt, Low Contention

z196 64-way, z/0OS vlr12, Hiperdispatch(ON), RVF(OFF), TRACE(A)
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&1 REQ SVR V2 REQ SVR %3 REQ SVR #=4 REQ SVR

This measurement shows that when the message is put and gotten in-syncpoint, the transaction rate can hit
180,000 transactions a second (360,000 messages per second).

In this case, the measurement was driving the 64-processor LPAR at 77% of capacity, i.e. 50 processors-worth.

The measurement on the 30-processor LPAR peaked at 150,000 transactions per second
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Shared Queue, non-persistent, In-Syncpoint

Transaction Rate Achi eved, scaling queue nmanagers + queues.
2KB Non- Persi stent |n-Syncpoint Shared Queue

z/0S vir12, CFCC 17, 30-way LPAR, 16-way CF
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20000
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Transact i ons/ Second

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Queue Pairs

=1 QM Many 22 QM many <3 QM many
Structures structures structures

This measurement is run against a single coupling facility with the maximum number of single CF processors defined
(16), but using up to 15 application structures within that coupling facility.

Both the LPAR and the CF are running at 90% of capacity at the peak transaction rate.

Currently investigating 75,000 tps — 150,000 messages/second — CF CPU constraints

Persistent messaging results suggest that we can sustain the above rate — 150K msgs/sec - with 5-6 Qmgrs
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MQ V7.1 on z/OS SMDS Test results on z196

Achieved Transaction Rate - Achieved Transaction Rate -
3 LPAR Non-DataSharing Test 3 LPAR Non-DataSharing Test
64KB Non-Persistent Messages In-Syncpoint - DB2 64KB Non-Persistent Messages In-Syncpoint - SMDS
00— . N
I, 7000
.‘g) - 6000 v
2
3 g s
S o AOOOV
< 123
2 § 3000
g 3
E E 2000
F 50 £ 1000
o B e R E— o
1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Queue Pairs Queue Pairs
B NP SIS Scaling — " NP SIS Scaling— ¥ NP SIS Scaling — B NP SIS Scaling — " NP SIS Scaling — 'V NP SIS Scaling —
3 gmgr 6 gmgr 9 gmgr 3amgr 6 amgr 9 amgr

= Tests show comparable CPU savings making SMDS a much more usable feature for
managing your CF Storage usage

= SMDS per CF structure provides better scaling than D B2 BLOB storage
= zBLC Req. WRBC0407-1050 (RBC) (CF Flash Offload will complete the story !)
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Lab time — Shared queues

— Using your 3270 emulator as well as the MQ
Explorer, you'll experiment with some of the
Shared Queue administration commands

— You'll become familiar with the IP13 MQ
z/OS load injector

— You'll run some simple performance tests
comparing...
+ Private queues vs. shared queues
 Persistent vs. non-persistent messages
« DB2 vs. SMDS offloading

omx L

MPX? (ZT0?)
z/I0S

© 2012 IBM Corporation
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WebSphere MQ for ZOSv7+
Proof-Of-Technology (POT) wor kshop

Beyond M Q: Advanced Message Securlty 3 O >

_ O o\" |
0 0P O
.;).‘.O 15

IBM EMEA panIMT Team zWebSphere team .%\

O\
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Agenda

= Whatis MQ AMS?
= Key features

= Pre-requisites and runtime
environment

= Logical architecture
= Components

= Installation & configuration
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Why use message-level security?

= MQ networks : difficult to prove security of messages
— Against message injection / message modification / message viewing
— Prevalence of sub-contractors
— Increasing levels of partnerships

= More and more data subject to standards compliance
— Credit card data protected by PCI
— Confidential government data

= Remember that base WebSphere MQ only provides message
encryption when the MQ messages are in transit over channels.
Without AMS, MQ messages have never been encrypted
while they are sitting in the queues with standard MQ !

3 \ © 2012 IBM Corporation

The “thief” is inside the gate!

* The enemy is us:

* 90% of insider incidents are caused by
privileged or technical users

¢ Most are inadvertent violations of:
* Change management process
* Acceptable use policy
« Account management process
» Others are deliberate, due to:
* Revenge (84%)

* “Negative events” (92%)

* Regardless, too costly to ignore:

Sources: Forrester research, IdM Trends 2006; USSS/CERT

. |ntel’na| attaCkS COSt 6% Of gross Insider Threat Survey 2005/6; CSI/FBI Survey, 2005; National

Fraud Survey; CERT, various documents.

annual revenue or 9 dollars per
employee per day
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What is MQ AMS?

WebSphere MQ Advanced Message Security V7.0.1
= New product, announced and available Oct 5, 2010

= Provides security for MQ messages, end-to-end with no application
changes

Itis a simple “add-on” product that enhances WebSphere MQ v6 or v7

Security policies are used to define the security level required which

leverage X.509 certificates
Y
A
M
S
App

App

&@Jan

MQ Msg .
2
|

AMS Key Features

= Secures sensitive or high-value MQ messages
— Privacy via message content encryption

— It leverages digital certificates (X.509) and Public Key Infrastructure (PKI) to protect MQ
messages

= Detects and removes rogue or unauthorized messages before they are
processed by receiving applications

— Authentication via certificate above and beyond operating system
— Authorization to queue above and beyond MQ OAM or SAF

= Verifies that messages are not modified in transit
— Message Integrity via digital signature of message content

= Protects messages not only when they flow across the network but when they
are at rest in queues

= Messages from existing MQ applications are transparently secured using
“interceptors”

— No application changes are necessary

= No pre-requisite products other than MQ

6 © 2012 IBM Corporation



Platforms supported

For complete details, see:

(5724-294 for Distributed, 5655-W50 for z/OS)

= Windows (32 & 64-bit, XP Pro, Server 2003, Server 2008, Vista)
= AIX for System p (v5.3, v6.1)

= HP-UX Itanium & PA-RISC (11iv2 & v3)
= Linux for System p (64-bit, RHEL v4 & v5, SLES v9, v10, v11)

= Linux for System x (32 & 64-bit, RHEL v4 & v5, SLES v9, v10, v11)
= Linux for System z (64-bit, RHEL v4 & v5, SLES v9, v10, v11)

= Solaris for Intel X86 (64-bit, v10)

= Solaris for Sun SPARC (64-bit, v9 & v10)

= z/OS for System z (z/OS v1.8) (IBM SSL v1.8 is also required; ICSF is
required if CryptoExpress2 or 3 used)

c/integratior/ ;age-securii
! \ © 2012 IBM Corporation
Interceptors
Server Client — Java
= API Exit = Library Replacement = JMQI Intercept
ORpBieEion ) | Repiemmen ) | (SWSoromaApoi

—

)

—
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Environments supported

applications.

z/0S

2. MQ Client API interceptor
»  MQ AMS interceptor imbedded in MQ client code
» Requires MQ v6.0.2.8 or 7.0.1.1 as well as GSKit 7.0.4.23 (minimum versions)

3. MQ Java client interceptor for remote (client mode) MQ JMS and MQ

classes for java applications (JEE and JSE).
» MQ AMS interceptor imbedded in MQ java client code.
» Requires MQ Java v7.0.1 as well as IBM Java 1.4..2 (minimum versions)

= Three interceptors are provided:

=  MQ AMS functionality is implemented in “interceptors”
— There are no long running processes or daemons (except in z/OS)
— Existing MQ applications do not require changes

1. MQ Server interceptor for local (bindings mode) MQI API and Java

» Implemented as standard QM API exit on distributed, and “private” API exit on

» Requires MQ v6.0.2.8 or 7.0.0.1 as well as GSKit 7.0.4.23 (minimum versions)
» Note that MQ v7 is required for the AMS MQ Explorer plugin

for remote (client mode) MQ API applications.

© 2012 IBM Corporation

MQAMS
Interceptor

PUT——

PRODUCER

Location:
ProducerKeystore
Label: MyDN

YourDN
Trusted Cert
Public Keys

Producer
Keystore

KEYSTORE.CONF

Logical Architecture Design — Distributed Platforms

MQ AMS

Interceptor

gLy
QPROTECTED

POLICIES

i
ERROR

<<qmgr>>

2

Location:

ConsumerKeystore
Label: MyDN

KEYSTORE.CONF

ET—p

CONSUMER

MyDN
Personal Cert
Private keys

YourDN
Trusted Cert
Public Keys

Consumer
Keystore
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Logical Architecture Design — z/OS
- Performs
@9 EEES signature &
olicies i
Application AMS P encryptlon
Mal Call
WebSphere
MQ
System SSL
PKCS #7
Services
Queue 2 STCs: T
Main Task: <gmgr>AMSM RACF
{or equivalent)
Data Services task: <gmgr>AMSD
Keyrings
Client Interceptor runs under Main
11 \ © 2012 IBM Corporation

Message protection policies
= Created or updated or removed by command ‘setmqgspl ’
— or by MQ AMS plug-in for MQ Explorer (GUI)

= Policies are stored in queue
‘ SYSTEM.PROTECTION.POLICY.QUEUE’

= Each protected queue can have only one policy

= For distributed queuing, protect the queue locally (source QM) as well
as the remotely (target QM)

= Two types of policies:
— Message Integrity policy
— Message Privacy policy

= Display policies with command ‘dspmqspl ’

= “Compromised messages” in queue
* SYSTEM.PROTECTION.ERROR.QUEUFE’

= Extra queue on z/OS * SYSTEM.PROTECTION.SYNC.QUEUE’

12 \ © 2012 IBM Corporation
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Message integrity policy definition

= There are two message signing
algorithms: SHA1 and MD5

= The list of authorized signers is
optional

— If no authorized signers are
specified then any application can
sign messages.

— If authorized signers are specified
then only messages signed by
these applications can be
retrieved.

— Messages from other signers are
sent to the error queue

= On z/0OS, same setmqspl
program and parms used as
SYSIN DD for PGM=DRQUTIL

Syntax:
setmgspl

-m <queue_manager>

-p <protected_queue_name>
-s <SHA1 | MD5>

-a <Authorized signer DN1>

-a <Aut horized signer DN2>

Example:

setmgspl -m MYQM

- p MY.Q.INTEGRITY

-s SHA1

-e NONE

-a “CN=cfarkas,O=ibm,C=FR”

© 2012 IBM Corporation

Message privacy policy definition

= Encryption algorithms: RC2, DES,
3DES, AES128* and AES256*.

= Message privacy requires that
encrypted messages are also
signed.

= The list of authorized signers is
optional.

= |t is mandatory to specify at least
one message recipient

= Messages retrieved by un-
authorized recipients cause
messages to be sent to the
SYSTEM.PROTECTION.
ERROR.QUEUE.

— *Note: z/OS System SSL does not support AES algorithms today.

14

Syntax:

setmgspl

-m <gqueue_manager>

-p <protected_queue_name>
-s <SHA1 | MD5>

-e <encryption algorithm>

-a <Authorized signer DN1>
-a <Aut horized signer DN2>
-r < Message recipient DN1>
-r < Message recipient DN2>

Example:

setmgspl -m MYQM

-p MY.Q.PRIVACY

-s SHA1

-e AES128

-a “CN=carl,0=ibm,C=US"

-r “CN=ginger,O=catunion,C=JP”"

-r “CN=saadb,0U=WBI,O0=IBM,C=FR”"
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Keystores and X.509 certificates

= Each MQ application producing or consuming protected messages requires access
to a keystore that contains a personal X.509 (v2/v3) certificate and the associated
private key.

= The keystore and certificate is accessed by the MQ AMS interceptors.

= The keystore must contain trusted certificates to validate message signers or to obtain
the public keys of encrypted message recipients

= Keystore can be the same as that used for MQ SSL
= Several types of keystore are supported (Distributed): CMS, JKS and JCEKS.

= On Distributed MQ, the IBM Key Management (iKeyman, part of GSKit) is provided to
create and do simple management of local keystores

= On z/OS, standard SAF product (eg. RACF) used to create certificates which are SAF-
managed and must be on a keyring named “drg.ams.keyring .

= 3rd party software is available to provide more robust, industrialisation of keystore
maintenance.

15 © 2012 IBM Corporation

MQ AMS configuration file (distributed AMS)

= MQ AMS interceptors require a configuration file, eg.
KEYSTORE.CONFRwhich contains:

— Type of keystore: CMS, JKS, JCEKS
— Location of the keystore.
— Label of the personal certificate.
— Passwords to access keystore and private keys (or .sth  stash for
CMS format)
= Interceptors locate the configuration file using one of the
following methods:
— Environment variable MQS_KEYSTORE_CONF=<path to conf file>.

— Checking default locations and file names.
 Platform dependent. For example in UNIX: “6HOME/.mgs/keystore.conf”
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WebSphere MQ AMS - install/config example, 0

— For a good step-by-step guide, see the AMS InfoCenter at
— Om

— and search for “Quick start”

isp

© 2012 IBM Corporation

WebSphere MQ AMS - install-run example, step 1

1.Install AMS Interceptor

© 2012 IBM Corporation




AMS installation - Windows
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AMS installation - z/OS

= SMP/E installation

— Program 5655-W50, FMID HMS7701

— Requires 120 tracks (Target), 150 tracks (Distribution), 1MB (zFS)
= Post-installation tasks
Update LPA for AMS modules in sprotink
— Update Authorized Program Facility (APF) list for soroLoap
Update Program Properties Table (PPT) update
Update Product Registration list (IFAPRDxx)

— Possible update to DIAG member for allocating in user storage key
= Create AMSM & AMSD procedures for the two AMS STCs
Create profiles for STCs
— Set up the userid(s) for the STCs, give SAF permissions,

Note: userids that will be putting & getting protected messages will require:

— An OMVS segment associated with their userid (or set default with FACILITY class,
BPX.DEFAULT.USER)

— SAF UPDATE permission for the FACILITY class, IRR.DIGTCERT.LISTRING
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WebSphere MQ AMS - install-run example, step 2

Keystore Keystort

1. Install AMS Interceptor
2. Enable AMS

21 © 2012 IBM Corporation

AMS enable - distributed AMS
1. Enable AMS system queues

runmgsc MY_QM <"C:\WMQ AMS\bin\defineqs.mgs*

DEFINE QLOCAL(SYSTEM.PROTECTION.POLICY.QUEUE)
MAXDEPTH(999999999 MAXMSGL(4194304) DEFSOPT(SHARED)
SHARE DEFPSIST(YES

DEFINE QLOCAL(SYSTEM.PROTECTION.ERROR.QUEUE)
MAXDEPTH(999999999 MAXMSGL(4194304) DEFSOPT(SHARED)
SHARE DEFPSIST(YES

All valid MQSC commands were processed.

2. Activate AMS interceptors

cfgmgs -enable -server MY_QM

DRQDT3052I The IBM WebSphere MQ Advanced Message Security
server interceptor has been enabled successfully

3. Set up Environment variable to point to AMS key database configuration
MQS_KEYSTORE_CONF=C:\\AMSStuffiCarl\keystore.conf

4. Create the AMS key database configuration file, eg.
C:\AMSStuff\Carl\keystore.conf
cms.keystore=C:/AMSStuff/Carl/carlkey
cms.certificate=Carl_Cert

© 2012 IBM Corporation




AMS enable - z/OS

JICFAMSQM JOB 'Make MQ AMS queues',CLASS=A MSGLEVEL=(1,1),
/I NOTIFY=&SYSUID
/*JOBPARM SYSAFF=2T01

Ui
II* Define MQ Advanced Message Service (AMS) system queues  *

Il
/ISTEP1 EXEC PGM=CSQUTIL,PARM='QZ0X',REGION=1M

/I* STEPLIB DD DSN=WMQ.V7ROM1.SCSQAUTH,DISP=SHR

I DD DSN=WMQ.V7ROM1.SCSQANLE,DISP=SHR

/IOUTDEF DD DUMMY

J/ISYSPRINT DD SYSOUT=*

/ISYSIN DD *

COMMAND DDNAME(CMDDEF) FAILURE(CONTINUE)

IX

/ICMDDEF DD DSN=WMQ.AMS .V7R1.SDRQSAMP(DRQQDEFS),DISP=SHR
Il

AMS supplies
the MQ object
definitions

WebSphere MQ AMS - install-run example, step 3

Alice

Alice Priv
Alice Pub

Bob Pub encryption integrity

1. Install AMS Interceptor

2. Enable AMS

3. Setup keystores with public / private key pairs
a) copy sender’s CA key chain to receiver’s keystore for integrity
b)  copy receiver’s public key to sender’s keystore for encryption

© 2012 IBM Corporation

Keystore
Bob Priv
Bob Pub

Alice CA chain

© 2012 IBM Corporation
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Certificate management

= WebSphere MQ supplies iKeyman with GSKit
= Line-mode commands also available (eg. gsk7capicmd)
= On z/OS, RACF commands perform certificate management

[E. 1BM Key Management - [C:AAMSStuffiCar Nearikey. kdb]
KeyDatabase File Create View Heln

E=EE IS
Carl_cert
DB-Type: (CMS key database file Key Size: 1021
File Name: CIAMESStuMCarhearikey.kdo Certificate Praperty:
Token Label: Version X509 V3
Serial Number: 121C2CB6 8219 1438
Issued to:
cn=carl
Personal Certificates o0=ibm :
c=FR =
" arlcort
Ginger_Cert Issued by
cn=carl
o=ibm
c=FR
Validity:

Fingerprint (SHA1 Dig
65:61:B4:2D:97:23: 18:7 D:3C:

Signature Algorithm: SHAwithRSAC1

Set the sertificate as the default

Delete
ViewEdit...

Exportimport...

Receve... i

Recreate Request...

© 2012 IBM Corporation

WebSphere MQ AMS - Setup z/OS -> Windows

Alice z/0S

User QMZAMS

Alice Priv .
‘e QMZAMS encryption

Alice Pub Keyring

Alice CA chain

Bob Pub integrity

1. Install AMS Interceptor

2. Enable AMS

3. Setup keystores/keyrings with public / private key pairs
a) copy sender’s CA key chain to receiver’s keystore for integrity
b) copy receiver’s public key to sender’s keyring for encryption

Bob Windows

Bob Keystore
Bob Priv

Bob Pub

Alice CA chain

© 2012 IBM Corporation
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RACF on z/OS (sender side)

/ISYSTSIN DD *
RACDCERT ID(QMZAMS) ADDRING(drg.ams.keyring)
|, —————————

Data task on | /* Create a CA certificate */
sender uses | RACDCERT CERTAUTH GENCERT -
SUBJECTSDN( CN('AMS CertAuth’) O(IBM’) ) WITHLABEL(AMSCA') -

CAto KEYUSAGE(CERTSIGN) TRUST NOTAFTER(DATE(2018/12/31) )
validate
W /* Connect the CA certificate to the AMSD Data task STC */

\. RACDCERT ID(QMZAMS) CONNECT(CERTAUTH LABEL('AMSCA) -
RING(drg.ams.keyring)

Integrity

Export this CA
so others can
check my certif

N\
PUTer userid RACDCERT EXPORT( LABEL(AMSCA') ) CERTAUTH FORMAT(CERTB64) -
on sender DSN(‘ALICE.AMSCA.CERT)
uses certif to * Make a keyring for a userid that will be a MQPUTer or MQGETer */
sign RACDCERT ID(ALICE) ADDRING(drg.ams.keyring)

\ﬁ /* Create a Certificate for a MQPUTer or MQGETer id */
\_RACDCERT ID(ALICE) GENCERT -

SUBJECTSDN( c('FR') O('IBM France') CN(‘Alice on Z') ) -

WITHLABEL (‘ALICEONZ’) SIGNWITH(CERTAUTH LABEL('AMSCA") ) -
NOTAFTER(DATE(2018/12/31) ) -

KEYUSAGE(HANDSHAKE DATAENCRYPT DOCSIGN)

RACDCERT ID(ALICE) CONNECT(ID&ALICE& LABEL(‘ALICEONZ’) -
RING(drg.ams.keyring) DEFAULT USAGE(PERSONALY))

Import the Public
certif of the

Receiver so | can
encrypt using this

/e

/7

RACDCERT ID(QMZAMS) ADD(‘ALICE.BOBPUB.CERT') TRUST -
WITHLABEL(‘BOBPUB.CERT")

RACDCERT ID(QMZAMS) CONNECT( ID(QMZAMS) LABEL(‘BOBPUB.CERT') -
RING(drg.ams.keyring) USAGE(SITE) )

SETROPTS RACLIST(FACILITY) REFRESH Privacy

27 © 2012 IBM Corporation
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WebSphere MQ AMS - install-run example, step 4

APP.Q:
Privacy
Recipient: Bob

Bob

Keystore

Keystore
Bob Priv
Bob Pub

Alice Priv
Alice Pub

Bob Pub Alice Pub

Install AMS Interceptor

Enable AMS

Setup keystores with public / private key pairs
Configure protection policy for the queue (setmqgspl)

PwbPE

28 © 2012 IBM Corporation
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= Use either GUI or line-mode
setmgspl -m LOCALQM -p SECRET.Q -s SHAL -a
CN=carl,0=ibm,C=FR" -e RC2 —r “CN=Ginger,0=CatUnion, C JP
Gareesl General
€ MQ Explorer - Eclipse SDK PolcyName: [SERELG
@ Apply thes policy to ol
© -
: I
) MQ Explorer - Content 52 O Tolrate messages that do not confarmta ths pelicy
~ || Message Protection Policies Alvessages e debvered
B s S ] =
CFS1 on '9.212.143.123(2422) SECRET.Q SHAL RC2 il
‘ ey SIS Ao COMYAND. CUELE e s
& quons Sl
& Topics
| b drid Baiistuliae o e A N
& Channels. | i=cart,0=bm,c=FR.
‘ = Client Connections
(& Listeners (ieners
& sov
- e L
& s 2
& Authentication Infornation Theo
> o ‘Ditinguished names of perited message reckients:
ool B > ()
= B ReMOTEQM (Renee
& Queue Manager Clusters [ Lost pdated: 13:21757 -
Aa M5 Administered Objects D
& (@ Managed File Transfer O o it
pal Yyt < Managed Flle Transfer - Current Transfer Progress £ [
& agents Source. Destiation Current Fie. |
(g Monicors aGT_Qz09 AGTLOCALQM 'SYSLPROCLIB.ZTOOPLEXMOP(QZOIMSTRY - (668 {6kB) | ()
?3' Transfer Templates AGT_Q209. AGT_LOCALQM *S¥51,PROCLIB, ZTODPLEX, MOP(QZOIMSTR)' - (6KIE | 6KiE) _
i Transfer Loo AGTQz09 AGTLOCALQM 'SVS1,PROCLIB, ZTODPLEX MOP(QZOIMSTR) - (6K [ 6KB) 111 ]
i pendng Trensfers AGTLOCALQM  AGT_REMOTEQM ma.y7_banner.jpg - (S7KIB | 578) 11 |
(> Service Definition Repositories !J 1
< _— e
= N

AMS DRQUTIL commands on z/OS

/ICFAMSAD JOB 'Make MQ AMS queues',CLASS=A,MSGLEVEL=(1,1),
/I NOTIFY=&SYSUID

. /*JOBPARM SYSAFF=ZT01
Point to Il
parameters * Administer MQ Advanced Message Service (AMS) *

1 SET DIR="/uffarkas"
Z* ET FN='drqdserv.envars'

/IDRQUTIL EXEC PGM=DRQUTIL,
1l PARM="ENVAR("_CEE ENVFILE=&DIR, I&FN") [
/ISTEPLIB DD DSN=WMQ.AMS.V7R1.SDRQLOAD,DISP=SHR
I DD DSN=WMQ.V7ROM1.SCSQANLE,DISP=SHR
I DD DSN=WMQ.V7ROM1.SCSQAUTH,DISP=SHR
/ISYSPRINT DD SYSOUT=*
/ISYSIN DD *
setmgspl -m QZ09

-p TO.SECRET.FROMZ

-s SHA1

-e RC2 -r "CN=carl,O=ibm,C=FR"

Execute AMS
admin
commands

I*
n

drgdserv.envars

DRQSERV_QMGR=QZ09

DRQSERV_MSG LOGGING stderr_logging

DRQSERV_MSG_LEVEL=*,

DRQSERV_MSG_| FOLDING no

DRQ_INIT _THREADS=. 20

_DRQ_MAX_THREADS=10

NLSPATH IusrllpplmqmeseN?ROMlIIlbInIs/msg/%L/ .£LANG=En_US.IBM- 1047
TZ=EST5EDT

30 © 2012 IBM Corporation
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Error handling

= AMS returns a Rc=2063 if the application tries to access (MQGET) a
message for which it is not authorized
c:\result>amqgsgbr SECRET.Q LOCALQM
Sample AMQSGBRO (browse) start
LOCALQM
MQGET ended with reason code 2063
Sample AMQSGBRO (browse) end

= The event is also logged in the <AMS installation>\log\*.log file

= For destructive MQGET requests, the message is also transferred to the
SYSTEM.PROTECTION.ERROR.QUEUEThe original message remains
there with a DLQ header for administrative handling.

31 © 2012 IBM Corporation

Encrypted message examples

Encrypted message (via Q alias) DLQ of encrypted message (via Q alias)

c:\result>amgsbcg SECRET.Q.ALIAS LOCALQM

ci\result>amgsbeg SYSTEM.PROTECTION.ERROR.QUEUE LOCA LQM

AMQSBCGO - starts h
n«gm..nnuj.i ere AMQSBCGO - starts here

MQOPEN - 'SECRET.QALIAS MQOPEN - 'SYSTEM.PROTECTION.ERROR.QUEUE'

MQGET of message number 1

**Message descriptor*** MQGET of message number 1

***Message descriptor
Strucld :'MD ' Version : 2

Report :0 MsgType: 8 Strucld :'MD ' Version : 2

Expiry :-1 Feedback:0 ::;I(:;I vI Ki bél:g;g’g:k ‘ED

E:f::tng' : 54‘? Y Encoding : 546 CodedCharSetld : 437

Priority : O Persistence : 0 s B " -

Msgld : X'414D51204C4F43414C514D2020202020D403CFAC201A0402' essage

Correlld : g

BackoutCount : 0 length - 1398 bytes

ReplyToQ @' . )
ReplyToQMgr :'LOCALQM g 00000000: 444C 4820 0100 0000 OF08 0000 5345 4352 'DLH

00000010: 4554 2E51 0000 0000 0000 0000 0000 0000 ET.Q.
00000020: 0000 0000 0000 0000 0000 0000 0000 0000 "
00000030: 0000 0000 0000 0000 0000 0000 4C4F 4341
00000040: 4C51 4D20 2020 2020 2020 2020 2020 2020 LQM
00000050: 2020 2020 2020 2020 2020 2020 2020 2020°

length - 1242 bytes 00000060: 2020 2020 2020 2020 2020 2020 2202 0000
00000000: 5044 4D51 0200 0200 6N OB ROET I ROMQ. 00000C70: BCLODOD 2020 2020 2020 2020 OBOO 0ULD"... e
20000008, o000 000 b S TR 433A 5C57 4D51 5637 5062 696E 5C61 6D71 C:WMQUT\binlame I:I

* Identity Context

w Message

00000020: 4D51 5354 5220 2020 0000 0000 0000 0000 'MQSTR .. 7370 7574 2E65 7865 2020 2020 3230 3130 'sput.exe 2010
00000030: 0000 0000 0000 0000 0000 0000 0000 0000 131 3135 3136 3236 3533 3530 5044 4D51 '111516265350PDMQ
00000040: 0000 0000 0000 0000 0000 0000 0000 0000 200 0200 6800 0000 6800 0000 0800 0000

00000050: 0000 0000 0000 0000 0000 0000 0000 0000 000000C0: B501 0000 0600 0000 0000 0000 4D51 5354

00000060: 0000 0000 0000 0000 3082 046E 0609 2A86 " 000000D0: 5220 2020 0000 0000 0000 0000 0000 0000'R .

00000070: 0000 0000 0000 0000 0000 0000 0000 0000

00000080: ) 1 0000 0000 0000 0000 0000 0000 0000 0000 .

00000090: 0B30 0906 0355 0406 1302 4A50 3111 300F .0 JP10. 0000 0000 0000 0000 0000 0000 0000 0000 "

000000A0: 0603 5504 0A13 0843 6174 556E 696F 6E3: o1 00000110: 0000 0000 3082 045E 0609 2A86 4886 F70D

000000B0: OF30 0D0G 0355 0403 1306 4769 6E67 657 " 00000120: 0107 03A0 8204 4F30 8204 4B02 0100 3181

000000C0: 0208 C1C7 B970 3999 57D6 300D 0609 2A86 00000130: D730 81D4 0201 0030 3D30 3131 0B30 0906

000000D0: 4886 F70D 0101 0105 0004 8180 649E 822A 00000140: 0355 0406 1302 4A50 3111 300F 0603 5504

' . 00000150: 0A13 0843 6174 556E 696F 6E31 OF30 0DO6 ...
000000EQ: C090 A27B 16BE E9BD 916C 8F50 C239 5BIE ' . ©.2lAP.9[.
0O oy & I 00000160: 0355 0403 1306 4769 6E67 6572 0208 C1C7

o 09 86

© 2012 IBM Corporation
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Known limitations today

= Pub/Sub is not supported today

= Channel data conversion is not supported

= Distribution lists are not supported

= IMS Bridge not supported (nor IMS programs in SRB mode)

= Non-threaded applications using API exit on HP-UX

= Java (JMS and Java “base” classes) only supported with MQVv7

= AMS does not yet support MQ message properties (introduced in MQv7) on
z/0S

= Note that AMS increases message length
— New Message Size = 1280 + [old msg length] + (200 x [# of recipients])

= AMS usage will increase CPU requirements

33 \ © 2012 IBM Corporation
|
Summary

WebSphere MQ Advanced Message Security V7.0.1

= Protects message integrity and/or privacy
= Supports all current versions of MQ
= Supports MQ Server, MQ Client and JMS

= “Light weight” product - No pre-requisites, easy
installation, easy configuration

= Existing MQ applications do not require changes

34 © 2012 IBM Corporation
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WebSphere MQ for ZOSv7+
Proof-Of-Technology (POT) wor kshop

WebSphere MQ File Transfer Edition
(FTE)

IBM EMEA panIMT Team zWebSphere team
(with thanks to IBM US ATS team for the
original “Wildfire” material)

© 2012 IBM Corporation

Agenda

= What is WebSphere MQ File Transfer Edition (WMQFTE)?
= Components and Topology.

= WMQFTE interface

= MQ usage

= WMQFTE packaging and installation

= Integration

2 © 2012 IBM Corporation



What is WebSphere MQ File Transfer Edition?

= Many applications communicate using files

— Because they are easy to implement

= Traditional ways of moving files often have
short-comings:

— Poor reliability
— Difficult to manage and monitor
— Provide no audit capabilities

— Difficult to integrate with operational
batch processes

— Unsupported or badly supported software
— Not commonly used or available

= Managed file transfer software
addresses these problems

— Itis the lowest common denominator for application integration

A

© 2012 IBM Corporation

Introducing WebSphere MQ/FTE (File Transfer Edition)

4 N
Flexible backbone for transfers — not a
single-hop solution like FTP

Reliability leveraging the MQ transport
Centralized monitoring and management

<

<

<

<

Auditable with logging subsystem that tracks
transfer at source and at destination for audit
purposes

Massive files — larger than MQ messages
Integration with MQ-enabled apps and ESBs

Simple graphical tooling enabling remote
transfer invocation

Flexibility with line-mode, APl or message-
driven invocation

Automatic file conversion and compression
Security of file payload using SSL

Support for major platforms, including z/0OS
native file support (eg. QSAM, PDS, GDG..)

- J

configure

<

<

<

<

<

<

<

S [Fy) [

track audit

© 2012 IBM Corporation




FTE Components

FTE Agents
—Act as the end-points for file transfers — installed “near” the files
—Run local to the files being transferred at the source and the destination
—Can bind to a local queue manager, or connect using MQ client bindings

—_—

Command line tools

—Operations (e.g. transfer a file)

—Administration (e.g. start an agent process)
GUI (plug-in to MQ Explorer)
—Initiate file transfer operations
—Track and monitor file transfers

© 2012 IBM Corporation

WMQ/FTE file transfers

m 2. Agents transfer file
data using queues
ti ol ~
< "

1. Operations
tooling
communicates
with agent by
sending
messages to a
queue that the

agent is ||
monitoring TEquesTS

3. Agents send progress and
logging messages to the
“coordination queue manager”
which publishes the messages
to subscribing applications

B Key

= fj = Store + forward

—J» Subscription
= Externalized

© 2012 IBM Corporation




The Queue Manager roles

= Coordination Queue Manager (1)
— A Management and Monitoring Queue Manager
— It collects information about ...
— What FTE agents are defined
— The progress of active transfers
— Transfer log history “Audit” type information about transfers
Must be an MQ v7 Queue Manager to support publish and subscribe

— Not an FTE “component’! A QM performing an FTE role. There is no FTE code running on the
Coordination QM.

— Never a bottle-neck or single-point-of-failure!

= Agent Queue Manager (n)
— Source or Destination Queue Manager for File Transfers
— Agents run connected to this Queue Manager
— In MQ Bindings mode (a direct connection using memory to memory bindings) on the local machine
— In MQ Client mode (using and MQ Client channel connection) from a remote machine
— Many agents can share the same queue manager
— Can be MQ v6 or v7

— Optional intermediary queue manager that is used for injecting commands
— Can be MQ v6 or v7

7 \ © 2012 IBM Corporation
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How to start a File Transfer?

Through a Graphical User Interface
— Eclipse plug-in for WebSphere MQ Explorer

= Using commands invoked from the supported Operating
Systems shell environment

— Command line interface

= Using any native scripting language on the OS thatc  an invoke
the IBM WebSphere MQ File Transfer Edition commands

— Shell, Bat, CMD etc.
= Using an ANT script

= By putting a properly formatted XML request on the s ource FTE
Agent “command” queue

= Automatic submission of a request (Trigger or Monito r

8 \ © 2012 IBM Corporation



Centralized Configuration

4 IBM WebSphere MO Ex;

File Window Hep

via MQ Explorer

(el wensphere MQ Bxporer -Navig 23 = I
DY

& ) BV WebsphereMQ
(& Quee Managers
=8 qnt

(= Schecriptons

CEENE]

Managed File Transfer Central

B Advanced
= Channels
& Client Connections
& Lsteners
& senvices
(& Process Definitions
& Namelsts
(= Authentication Information

capabit

M5 Administered Objects
& (3 Managed Fie Transfer

& G a1
[ Transfer Tempiates
£ Transfer Log
8 pencing Transfers

Transfer Edibon is
ts, including:

Moving fles between IT systems refsbly and securely regardess of their size.
‘Robustness and reslience to falbee.

Logaing of fle movements for aust purposes.

Automating al aspects of transfers.

= g

Scheduling of transfers.

Eclipse 6UI
integrated into
WMQ Explorer

(Linux or Window:

I —

Transfer

]

s)

S Managed Fie Transfe: - Current Transfer Progress 53

T

Source

Destaion | CurrentFle | FileNumber  Progress | Rate.

© 2012 IBM Corporation

Creating File Transfers

MNew Transfer

Enter source agent, destination agent, and al fles to create s
transfer.

List of sources and targets is
built automatically

Basic

From: —————

Agent: [ AGENTA (dhep-8-20-96-175 hursley bm.con.)

File: | Cifffes/fles2send/FTE it
[ include subdirectories

To:

Agent: [AGENT4 (3.146.209.200)

MNew Transfer
Optionaly configure advanced options for the transfer.

directory and file name

IChoose advanced options

Directory: | Cilfiesffiesaget)
File name: | FTE.pdf
Append:

=
Basic Settings

O Text transfer (ASCII/EBCDIC & CRLF automated)

vode: .
®Binary wransfer (no conversion)

tod

Basc | Advanced

A faiure of any file in 3 group means that the group has falled
(0 fa, write ervor to audit stream and leave ransferred fles on targst
W (0n fai, wite error to audit stream and reriove transferred fies from target
Overwite fles on the target fle system that have the same name
[ append source file content to fie of same name on target
[Lock al flesin a group at the start of the group transfer
[ keep source fie's attibutes (owner, group, tmestamp, permission)
Remoue source fles fter complation
@ Successful completion of whole group
O Successfl completion of each fle

Transfer Priority:

Highest
Additional Overr
i

Choose mode (Binary or Text
with automatic conversion)

Add each individual transfer to
a group of transfers

Deploy file transfer to network ]

m

2 IBM Corporation




Scheduling & Triggering File Transfers

MNew Transfer
Enter schedule and event settings,

€ Create New Managed File Transfer

Choose when to start the

HNew Transfer

Enter schedue and event settings.

Schedule | Trigers

Tigger: [Fe Trgge

Fie:

Agent: [AGENT2 (5.146.209.200)

EE =

5]

Trigger Attrbute

Trigger when fie...
bppearst

O dsappears
Oexceeds
Ounlocks

Choose the trigger for the
transfer

= scheduled transfer
Schedie | Trggers|
Start: |09/10/2008 (]
O f E 150000 1% -
o) v IChoose advanced options
@Fo [8 [] repetitonts)
OForever
[’~J Choose when to repeat the
scheduled transfer and how
often
JIDepon file transfer to network l
@ [ zBeck [ mext> ] [_Ensn ][ concel

Auditing & Monitoring File Transfers

© 2012 IBM Corporation

BER)

View or cancel transfers that
will run by schedule and/or are
triggered

B[ |

W@~ =0

| Repestevery | RepeatType | Repeatuntl
i ey

View audit log of all transfers
and groups of transfers

View progress of all transfers
currently taking place

|
B hours G004,
5 -
i Transfer Log
= @ BMwebsphere MQ
L surce esinston Corgesonsire ]
& e (& AGeNT 705 AGeNT 2 Successul
= o &’ & AGENT_205 AGENT_2 Successful
e & AGENT_Z0S AGENT_2 ‘Successful
= o & AGENT_Z0S AGENT_2. ‘Successful
{38 Tanste Tenpiate & AT 705 aca2 Faled
1 Transfer L @ AGENT_2 AGENT 705 Successful
5 pending Transfers & AGENT_205 AGENT 2 Successfl
& AGENT 205 aGaT2 Partalysuccessul
& AT A2 Portalysuccessul
I[MARTIN FTE3.TXT Cr\myfles!fie3cml. bt ‘Successful
\F r_205)-sd
F T_Z0S/Delete.
L 05/t I *
T_Z0S/Text ik *
& AGaNT 2 AGENT 705 :
5 AT 2 AceT 708 Sucrmschl -
>
Filter the displayed log entries:
= ? Transfer - Current rogress 33 % =0
Destnaton | CurentFie Fleturber | rogress Rete | sterted Europefondor
AGENT2 freat- (128 1266) 11 0%  SIKBs 20081201 1024016]
KO wmafieso-me mone) /1 e mel 027000
il i | @
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Configuring File Transfers and Agents from Command L ine

supported platforms

Transfer commands can be invoked from the supported
Operating Systems shell environment

[-p Namel -sa ﬁﬂentsame [-sn

Application Programs can place a request using a
messaging interface in XML

Examples:
fteCreateTransfer Starts a new file transfer from the command line
fteStartAgent Starts a File Transfer agent from the command line
fteStopAgent Stops a File Transfer agent in a controlled way
fteShowAgentDetails Displays the details of a particular File Transfer agent
fteListAgents Displays all known File Transfer agents

Command Line Interface is consistent across all B3 Command Prompt =Tk

Commands can be invoked from anywhere across the [“3(‘"33':2:2;5“} (Sueughanagey
file transfer S[;ﬂmle’;ﬁ;gmnednata > I-t Tf
— e.g. Transfers could be invoked from a remote

Windows machine for transfers taking place TanaTamea,vers The nane uf the agent £

between Z/OS and Unlx maChInes " Optional parameter. The gueue manager that th)
Developers can use any native command line language e nanayed sauds wil1he SEtcmning fron |
on the OS that can invoke these commands (shell, bat, N s
cmd, etc.)

Qu

/OS v7+ workshop

Line-mode examples

fteCreateTransfer — request a file transfer
C:\Junk> fteCreateTransfer -sm QMCF -sa ZOSFTECARL -t text -de overwrite -da WINFTE -df
"c:\Junk\Out\SYS1.PROCLIB.line.txt" "//'SYS1.PROCLIB(QMCFMSTR)'

5655-U80, 5724-R10 Copyright IBM Corp. 2008. ALL RIGHTS RESERVED
BFGCLO0035I: Transfer request issued. The request ID is: 414d512057696e514d202020202020205b90924920003e02

= fteCreateAgent — create a new FTE Agent

ITSO:/u/carlf: > fteStartAgent ZOSFTECARL

5655-U80, 5724-R10 Copyright IBM Corp. 2008. ALL RIGHTS RESERVED

BFGCLO0030I: Request to start agent'’ZOSFTE' on this machine has been submitted.
BFGCLO00311: Agent log files located at: /u/carlf/MQFTE_MyConfig/WinQM/agents/ZOSFTECARL

fteStartAgent — start an FTE Agent
ITSO**:/u/carlf: > fteCreateAgent -agentName ZOSFTECARL -agentQMgr QMCF

5655-U80, 5724-R10 Copyright IBM Corp. 2008. ALL RIGHTS RESERVED

BFGCLO0128I: The agent requires a number of WebSphere MQ objects to be defined to queue manager QMCF. Ensure these
definitions are present before starting the agent.

BFGCLO00711: Direct the following MQSC definitions for agent'ZOSFTE' to queue manager 'QMCF'.

WMQ for z/OS v7+ workshop




Invoking File Transfers via JCL on z/OS

/IBMUSER JOB

/ISTEP1 EXEC PGM=USERPGM,REGION=4M

/INPUT DD DSN=FILE1.INPUT,DISP=SHR

/IOUTPUT DD DSN= PRDB1.SALES.DATA,DISP=0OLD

/ISYSOUT DD *

/ISTEP2 EXEC PGM=BPXBATCH,REGION=0M, PARM="PGM /bin/sh
/usr/mgm/magqfte/bin fteCreateTransfer'

/[ISTDOUT DD SYSOUT=*

/ISTDERR DD SYSOUT=*

/ISTDIN DD *

-sa AGENT1 —sm CSQ6 —da AGENT4 —dm SUNQM1 -df /tmp/
prdlsales.dat PRDB1.SALES.DATA

7
I*

/OS v7+ workshop

; _? PR O 5_

- » C I
8 O 2elf

MQ queues

=
=
STATE STATE
. A =
- DATA
REPLY —
= =
COMMAND =\/E N
= )
SYSTEM.FTE System Queues (Topic)
SYSTEM.FTE
Agent Queues
SYSTEM.FTE.COMMAND.<AgentName>
SYSTEM.FTE.DATA.<AgentName>
= SYSTEM.FTE.REPLY.<AgentName>
YOUR.QUEUE SYSTEM.FTE.EVENT.<AgentName>

SYSTEM.FTE.STATE.<AgentName>

L ol Your queues

WMQ for z/OS v7+ workshop




MQ network usage and implications

File data is transferred as non-persistent messages
— Minimises impact on MQ logs and infrastructure
— File transfer application protocol compensates for non-delivery
Rate of transfer is paced

— There is a feedback loop which prevents the source agent out-performing the
receiving agent and flooding the MQ infrastructure with data

— Sending block sizes can be adjusted via parameters
= Transfers are check-pointed
— Agents take periodic check-points of their progress
— These can be used to restart in case of a failure
— Persistent message check-point mechanism used
= Traffic Management
— Using priority settings you can manage the importance and speed of messaging
— For messaging applications
— For file transfers
— Default priority for File transfer data messages is 0 — the lowest priority
— It can be changed via the command line or the GUI

17 \ © 2012 IBM Corporation
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Performance

Transfer Rate to Agent on 20 using Local Queue
Using Sender-Receiver Channels
3CPLPAR on 240 EC64 running 208 1.11

RIS

N

Transfer Cost to Agent on 20S using Local Queue
Using Sender-Receiver Channels
3CPLPAR on i m

TENT mode 0t 0 US fles g TEXTmoce]

File Size (3]

[pzow BINARY Gatasets using TEXT made TEXT moce|

— Example of Linux to z/OS
— For more details, see FP11: WebSphere MQ FTE Performance Report,
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Transfer Protocol

= The frame size determines the maximum amount of data in progress.
= AFrame is split into windows. A frame is moved along the data a window at a time.
— Normally acknowledgements are only sent back when a window is full not for every chunk
= Awindow is comprised of a number of chunks sent to the source to destination before an
“ack” is sent .
— Can contain data from one or more files
= A Chunk defines the maximum MQ Message size

Frame Window
Property Name Default | Description
Value
agentFrameSize 5 Number of windows for the transfer frame
agentWindowSize 10 Number of chunks for each window
agentChunkSize 256kb  [Size of each transfer chunk, actual MQ message data size
agentCheckpointinterval umber of completed frames after which a checkpoint. If a transfer
fails, recovery occurs at checkpoint boundaries.

19 \ © 2012 IBM Corporation
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How the Transfer Process Takes Place

(Handshake)

&L
<

Message data /
acknowledgement
sequence repeats
as often as is
required to transfer
the file data

(Message data)

_(Acknowledgement)

(Completion)

&
Y

Persistent message —>
Non-persistent message —>

Arrows point from sender to receiver

u

W Orporation

10



User exit routines

= User supplied Java code can - -

request

be invoked :
— Prior to starting a transfer at both pre-ansier i
the source and destination. exitinvocation |

— After completing a transfer at both (negotiation) pre-transfer
the source and destination. exit invocation

= Code can:
— Cancel the transfer.

— Change which files are
transferred.

post-transfer

exit invocation

— Read and update transfer meta-

data. - ! (completion) E
= Any changes are recorded so e L ' im
they can form part of the \ @
auditing information that is
collected.
VAR © 2012 IBM Corporation

WebSphere MQ File Transfer Edition Versions
= WebSphere MQ File Transfer Edition Client

— Connects to a Queue Manager using MQ Client bindings

— Typically a remote machine using the network to connect to the Queue
Manager

= WebSphere MQ File Transfer Edition Server

— Allows MQ/FTE Agents to connect in bindings mode to the local Queue
Manger

— Allows MQ/FTE Clients to connect via Client bindings over the Network
= WebSphere MQ File Transfer Edition for ZzOS®

— Allows MQ/FTE Agents to connect in bindings mode to MQv6 or MQv
Queue Managers

= Remote Tools and Documentation CD

— Included with all three components

— This can be installed on as many computers as the customer likes

© 2012 IBM Corporation




WebSphere MQ File Transfer Edition — platforms

= Microsoft Windows XP Pro SP2, Windows = Linux for System x:
2000 Server or Professional, Vista (Business _ Red Hat Enterprise Linux (RHEL)

Edition), Windows v7 (Pro or Ultimate) v5.0 thru 5.4 (32-bit), '
= Microsoft Windows Server 2003 with SP2 or — Red Hat Enterprise (RHEL) , 5.3 thru
later (32-bit or 64-bit) v5.4 (64-bit)

= Microsoft Windows Server 2008 (32-bit or 64- — SUSE Linux Enterprise Server (SLES) VO SP4
bit, Standard or Enterprise Editions) thru V11 (32-bit and 64-bilg

. , 5.3 plus TLO4 or AIX 6.1 “ Linux for System p
and appropriate firmware, — Red Hat Enterprise (RHEL) v5.0.2 thru v5.4 (64-
= HP-UX 11i V2 or v3 on Itanium, by _
— SUSE Linux Enterprise Server (SLES) V9 SP4
= HP-UX V11.11 on PA-RISC thru V11 (64-bit),
= Sun Solaris , 10 on SPARC = Linux for System z
= |5/0S, 0S/400, System | v5.4 or v6.1 — Red Hat Enterprise (RHEL) v5.0.2 thru v5.4 (64-

bit)

— SUSE Linux Enterprise Server (SLES) V10 thru
V11 (64-bit),

= z/OS v1.6 or higher

— O/Singrey are FTE Clientonly

For current supported platform information, see:
http://www.ibm.com/software/integration/wmg/filetransfer/requirements/index.html

23 © 2012 IBM Corporation

PR AP 4 WA 000
FTE Protocol bridging - FTP/SFTR

= Support for transferring files located on FTP or SFTP servers

— The source and/or destination for a file transfer can be an FTP or SFTP server
= Enables incremental modernization of FTP-based home-grown solutions

— Provides auditability of transfers across FTP/SFTP to central audit log

— Ensures reliability of transfers across FTP/SFTP with checkpoint restart

= Fully integrated into graphical, command line and XML scripting interfaces
Managed file transfers between MQ and FTP/SFTP networks

FTE Bridjing

© 2012 IBM Corporation
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FTE HTTP Gateway support (FO02 SupportPack)

Backend
User

—
’,. i
: Logical path for file data ™

Web Gateway System

HTTP(S)! | JEE

‘e | Application
4 Server

Web Browser

Filesystem

Database

Audit information

25 © 2012 IBM Corporation

Summary

—Simplification means Savings
High cost in building and Reduce costs with a single
maintaining dual infrastructures consolidated transport for
to move business data both files and messages

®esr O 0> ==

Re-use what you already have
Reap operational savings from simplification

Reduce administration effort — use one tool to
manage the whole solution

Reduce skills requirements and maintenance

Messaging File Transfer

—WebSphere MQ + File Transfer = WebSphere MQ File Tra nsfer Edition

26 © 2012 IBM Corporation
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Lab time

= FTE lab

1. Configure and start an FTE Agent on
z/0S, TEAMXX.AGENTZ

2. Configure and start an FTE Client Agent
on Windows, TEAMXX.AGENTW

3. Transfer a file from Windoze to your z/OS
Agent XX

4. Transfer a file from your z/OS FTE Agent
XX to a different z/OS FTE Agent YY

= Userid: TEAMXX

= Passwords:

N

Backup material

1 FTE
TEAMXX.AGENTZ E

2 FTE
TEAMXX.AGENTW. \

ﬂ FTE |
TEAMYY.AGENTZ
. b
Q&

© 2012 IBM Corporation
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Conditional transfers - scheduling
= At a certain date and time

— Scheduled events stored by the Agent
— Event list polled every 30 seconds

= All options available in GUI

= fteCreateTransfer parameters...
-ss <yyyy-MM-ddThh:mm> or —ss <hh:mm> FTR has a deferred start
-0l <minutes | hours | days | weeks | months | years > Interval units
-of <positive Integer> Interval frequency (default 1)
-es <yyyy-MM-ddThh:mm> or —es <hh:mm> Expiration
or
- oc <positive integer> Occurrences count (default unlimited)

- ss 15:45 —oi hours —of 2 —oc 3

Transfer requested starting 15:45, every 2 hours, 3 times (17:45, 19:45)

30 © 2012 IBM Corporation
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Conditional transfers - triggering

= Given certain file system environment events (triggering)
— for example the existence of a file within the file system

— Or when a file reaches a certain size

= All options available in GUI

= fteCreateTransfer
-tr <condition>,<name list>
<condition> can be

file=exist At least one of the files in the name list does exist.
filel=exist At least one of the files in the name list does not exist.
filesize>= <size> At least one of the files in the name list is greater or equal to <size>

<size> is an positive integer with an optional units in KB, MB, GB. No units implies bytes.

<namelist> a comma separated list of filenames located on the source agent's machine.

The —tr option can aﬁpear more than once in the same fteCreateTransfer, but all triggers conditions must
evaluate to true for the FTR to be processed.

-tl <yes|no>
defines whether a log message is generated each time the trigger condition fails, giving the first trigger that
failed. The default is yes.

-tr file=exist,C:\Junk\myTrigger.on

Transfer of (any) file requested if c:\Junk\myTrigger.on is found

31 © 2012 IBM Corporation

Interrupts to the Transfer Process
Message data
( g ) re agent becomes
L unavailable
7
(No Acknowledgement!)
(Hello? Are you there?) .
7
(Silence...)
(Tell me when you're back) R
7
(I'm back!!) agent becomes
& available again!
(Message data) R
[
4
7
= Data is never lost!
— Original source file is only (optionally) deleted when placed at target
— Checkpoint's occur to minimize amount of data retransmitted in case of interruption

32 © 2012 IBM Corporation
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Built-in scripting support with ANT

g =
Fle Edt Navigate Search Project Run Window el
l-lelsee- -l df-al-50- |85 [5-0-Q- =0ES *
25 Qutine 33 S0 =0l
Bams sl <o 2> 2l

EE “<project xmlns:fte="an wmgfte.ant.caskders” defaulg=nadl[njt Step:

H-@® .

g;ﬁ; . & <rarger mame=minicvs Sets Properties

@ step2 [defoult] o et used by task

<property mame="src.
<property name="dst.
<fte:uuid property="j
</targer>

Invoke a FTE
Transfer

<target name="stepl® depends="init’>

<fte:filecopy emdgm="emdgm® sr

<fte:filespec srcfilespec=ns
</freifilecopy>

" dst=ngidstin
I dscfile=rs(

<condition propest: v-failed”s

- Standards-based scripting Bl L
Ianguage </target>

<target name="stepd” depends="stepl” 1f="step?.copy.failed”>

- Ability to execute asynchronously a1 maiinos;eTnasinost dBMtecn encoding="plein”
subjegt="File transfer jobiS$ijob.name)} failed!">
or synchronously <from agdress=nfresncGibm.con'/>

<to address="rreadmin@ibm.com"/>

. emessage> If the transfer did
« Ability to perform transfers, execute

Transfer job §${job.name] from agent ${src] to agent not complete’ ema‘l
. . . < T § e .
commands (including submit JCL!), i e L the admin
etc </mail>

</project>

“ </target>
i

| wiabie | osert
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FTE Security

MQ security checks (eg. RACF, SSL) are in place to protect channel and queue accesses
— Can Alice or Bob start a channel to agentSource’s QM? Can they access the Command queue?
— Can agentSource’s QM start a channel to agentDest’'s QM and send messages?

= The Operating System (eg. RACF) protects file access

— Can agentSource id access \FilesIn directory? Can agentDest access \FilesOut directory?

Finally (but often most importantly!) FTE can be configured to verify userid (or groupid)
— Access to the directories (on either side)

— Ability to execute commands such as file transfers, schedule transfers, monitor, etc.

User: agentSource User: agentDest
| \Filesin - \Fi |l esQut
— \AliceD
-\ Carl DI (>
— \SaadDi r

User: alice

. Command Queue Data Queue
A A
7 Ed
A
7
MQ OAM MQ OAM
v |alice v |alice
x_|bob x_|bob
v |agent v |agent
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Minimum supported levels for FTE 7.0.3

To act as Coordination To act as Agent or
queue manager Command queue
manager only
Distributed WebSphere MQ, Version | WebSphere MQ Version
7.0.0.1 6.0 with Fix Pack 6.0.2.4,
Java 5. or later.
Java 5.
z/OS WebSphere MQ for WebSphere MQ for
z/OS, Version 7.0.1.2 z/OS®, Version 6.0.2.10
with PM03853 & with fix PM17286,
PM00654, Java 5 SR8. Java 5 SR8.

For current supported platform information, see:
http://www.ibm.com/software/integration/wmg/filetransfer/requirements/

35 © 2012 IBM Corporation

Basic installation sequence

[

. Install binaries (SMP or TAR for z/OS, setup.exe for Windows....)

N

. Setup environment, eg.
v Verify Java version
v Setup MQ
v* Setup environment (eg. .profile)

. Install Remote Tools and documentation on a Windows or Linux machine

M~ oW

. Instantiate runtime components (optionally done with setup on Windows)
1. fteSetupCoordination
2. fteSetupCommands
3. fteCreateAgent

ol

. Customize MQ from generated scripts

6. Start FTE Agent(s)
— Check the log

7. Test a file transfer

36 © 2012 IBM Corporation



Configuration Directory Structure
config
B [coordQM1]
BH—r |agents
Eﬂ—m[agentl]
C d [ e Per agent
i—_|iogs  CONfiguration
B Jagent2]
B— ] [coordQMm2] Pegeopdinalionigueue
' managenconfiguratian
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FTE Protocol bridging - B2B

Documented and tested configurations for integrating with DataPower Appliances
— WebSphere DataPower XB60 B2B Appliance — for B2B connectivity

— WebSphere DataPower IX50 Integration Appliance — for ESB
connectivity

= Enables sending files to trading partners over a range of protocol transports
— via DataPower Appliances acting as B2B gateways

© 2012 IBM Corporation
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