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IBM Presentation Template Full Version

¢, Qué es TCIM?

IBM Tivoli® Compliance Insight Manager, es una solucion
automatizada de monitorizacion, investigacion P/
preparacion de informes que permitira conocer las
actividades de sus usuarios, obtener una seguridad
constante y no intrusiva, asi como realizar pruebas
documentales de gue tanto la gestion de sus datos como
a de sus sistemas cumple las politicas de la empresa.

Source: If applicable, describe source origin
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¢, Qué hace TCIM?

gue disponemos
uridad efectivos”

ocupan los
ivilegiados”

mo recoger
les recoger
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Capturar datos distribuidos y hetereogeneos

- Capturar
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~ perating ostai

CA ACFZ2 through zAudit ACF2

CA eTrust Access Control for AIX 5_[}
CA eTrust Access Control for HP-UX 50
CA eTrust Access Control for Solaris 50
CA eTrust Access Control for Windows 4.10
CA Top Secret for VSE/ESA 3.0
CA Top Secret for z/OS via z/Audit 62
Hewileti-Packard HP NonStop {Tandem) SafeGuard D42
Hewlett-Packard HP-UX audit trail 10.2, 11i
Hewileti-Packard HP-UX syslog 102, 11i
Hewlett-Packard OpenVMS 732
Hewlett-Packard Tru64 40,51,51B
IBM ALX audit trail 4x,51,52 53
IBM AIX syslog 4x 5152 53
IBM O5/400 journals 45 5r11213
IBM 2/OS RACF - excl. DB2 through zAudit REACF Lite R10to 1.7
IBM z/0S RACF through (already) installed zAudit RACF R10to 1.7
IBM /OS5 ACF2 -excl. DB2 through zAudit ACF2 Lite R10to 1.7
IBM /05 RACF through (already) installed zAudit ACF2 R10to 1.7
IBM z/0S TopSecret - excl. DB2 through zAudit Lite R10to 1.7

Microsoft Windows security event log
Novell Novell Netware

NT4, 2000, 2003, XP|

4.5 6 6.5 (via Nsure Audit)

MNovell Novell Nsure Audit

101,102,103

Movell Novell Suse Linux

8.2 9.x

Red Hat Linux syslog 62728090, ES 4, Fedora Core
Stratus VOS5 13.x, 14 x, 15.x
SUN Solaris audit trail (32 bit & 64 bit) 7.8,9 10
SUN Solaris syslog 7.8.9.10
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User Informati

Hewlett-Packard HP HP-UX 10211
IBM IBM AILX 4x 51,52 53
IBM IBM OS5/400 45,5152 53
IBM IBM z/OS R10to 1.7
Microsoft Microsoft NT Domain Windows NT4, 2000, 2003
Microsoft Microsoft Active Directory Windows 2000, 2003
SUN Solaris 7,89 10

BMC Identity Manager on ALX / Oracle via ODBC 3203
CA eTrust (Netegnty) SiteMinder (from Windows) 55
IBM Tivoli Access Manager 41

IBM Lotus Domino (Motes) on Windows M=x of 2000 users

RSA Authentication Server (Ace 6.0
Mail Servers a

50,60 65

Microsoft Exchange Server Max. of 3000 users
Proxy Servers

Microsoft Internet Information Server (11S) on Windows

2000, 2003

40,50 6.0

SUN iPlanet Web Server on Solanis

4.0.6.0!
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Application Packages

Misys OPICS 5 6 6.1
SAP Rf3 on Windows Number of applications 46 47
SAFP Rf3 on HP-UX Number of applications 46 47
SAP R/f3 on AIX Number of applications 46 4.7
SAF Rf3 on Solaris Number of applications 46,47
Databases ——
IBM DB2 on z/OS through zAudit Lite Tx Bx
IBM UDB on Windows 82
IBM UDB on Solans 82
IBM UDB on AIX 82
Microsoft SQL Server application logs 6.5 7.0 2000
Microsoft SCQL Server trace files 2000, 2005
Oracle database server on Windows 8i, 9i, 10g
Oracle database server on Solaris 81 91 10g
Oracle database server on AlX 8i, 91, 10g
Oracle database server on HP-UX 8i, 91, 10g
Oracle database server FGA on Windows 9i, 10g
Oracle database server FGA on Solaris 9i, 10g
Oracle database server FGA on AIX 9i, 10g
Oracle database server FGA on HP-UX 91, 10g
Sybase ASE on Windows 125 15
Sybase ASE on Solans 125 15
Sybase ASE on AlX 125 15
Sybase ASE on HP-UX 125 15

[ « 1 I = - [ < duvolibh «,orporation
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« Firewalls

|Cisco VPN Concentrator 3000 (via

Check Point FireWall-1 (via SNMP) 41, NG, NGX
Cisco PIX (from ALX) 60-633
Cisco PIX (from Windows) 6E0-633
Cisco PIX (via SNMP) 60-633
Cisco PIX (via Syslog) 6E0-6373
Symantec (Raptor) Enterprise Firewall (via SNMP) 60,65 70
Symantec (Raptor) E rise Firewall (via 60, 65 70

10, 1P
ISS RealSecure (alerts) via SNMP 6.0
IS5 RealSecure (operational messages, Windows) 6.0
McAfee IntruShield IPS Manager (via Syslog) 19
Snort (Open Source) IDS (via 5 213,220 233

Rauters
Cisco Router (from AlLX) 10S 12 %
Cisco Router (from Windows) 105 12 x
Cisco Router (via SNMP) 105 12 %
Cisco Router (via S 105 12 x

- Switehes
|HE‘H’d"|Eﬂ—PEC|EaI'd ProCurve switch (via SNMP an d wunits, 2500 series & u

+« Wirus Scan
McAfee ePolicy Orchestrator (eP0) 352
TrendMicro ScanMail for Domino on Windows 53
TrendMicro Scanmail for MS Exchange 53
TrendMicro ServerProtect 5 for NT 53
Symantec AntiVirus Edition for Windows. 9.0

~ VPN _

4.1

~ Vulnerability

ISS System Scanner (from Windows) 42|
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Dashboard History  Confinuity

Investigate Reimmi

L: Portal * Log Manager * Continuity Report

Log Continuity Report

+ Graph continuo Actions a
= | q_'.l
< June 24, 2005 = = Export to PDF
-,% cnmnnz_—|————|————————————|———————— B export to Excel
1 E, -
k= Fublic Wiebsite | | Retrieve selected Logfiles
I T T T e
Web Senver Public I I It It It It | 2| Regenerate Report )
1 T T T B =3
Internet Banking Public ]r If | @M}wgt Schedule
| cnmn1§_—|————— e T e e e
=
| Private Banking Semer I I I If Ir It | View -
1 1 —
_ | Frivate Banking Wrebsite -|[I | @HﬁeTmzune (GMT +1)
cnmn14—|————|———————————————————— D
HR [rata Senner L ﬂﬂyhuﬂﬁeﬁTumzunﬂ
ERMIIT = = == ———— A S S Y | I Bl S B e I e I B B — lfﬁElj,fElr:J'.'.'st=._r_fim_&_2|:|ne
FTP sarver Partners Ly By Other Timezone
CRMOZE———————— e e e B
Fartner ilebsenrer I | |r ||J | Filters -
IS Partner Site A | I I | Sorting >
CRMOZE——————— _— -
A | I h — f I | ol e 3
EME# m ail e B |
- 15 ' = ) : zll start Time iy
oo an s 121.|:n:| 1600 2000 21 Audited Machine i
| fcnr If day [l avesl [ month YERE
Legend *
=| Continuity Logfile
=] Mizzing Logfile
[]E] 3|33k |dune 25, 2005 |10:00 June 25, 2005 [12:00 (GMT +1)|IS Public website CRMOOT &l Missing Sub Logfile
] =] |5 |21 kb |June 25,2005 |11:00 June 25, 2005 [12:00 (GMT +1) | Windows Server Web Server Public CRMOOT Failed coliect, not collected yet
[ |2 |13 Mb|June 25,2005 [12:00 June 25, 2005 |13:00 (GMT +1)|SAP Internet Banking Public | CRMOOT g“ﬂw EORCE:. o o
= Archived Logfie
|:| =] |3 |5k |June 25, 2005 13:00 June 25, 2005 13:17 (GMT +1)| Windows Server Private Banking Server CRMD13 i_i_']ﬂnrmpt Logfile
EJ 3 |213 kb|June 25, 2005 14:00 June 25, 2005 | 16:30 (GMT +1)} (IS Private Banking Website |CRMO13
&l [1/94kb |June 25, 2005 |15:00 June 25, 2005 [19:00 (GMT +1)| Windows Server HR Data Server CRMO14 Report information 2 | [ae
@Dme j My Computer
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Dashboard History Continuity  Activity [nvestigale  Retrieval

L+ Portal = Log Manager > Investigation Tool

Depot Investigation Tool

= Query builder

Step 1. Time period

manth day year manth day year
from: | april [l [1 [a] [2001 [s] &9 U [ Apri ] [21 [»] [2008 [w] 2
Step 2. Event Source
InSight server Foint of presence Audited machine name  Event source type Event source name
all T all al ..
server-01 | |[SERVER-05 SERVEI [Server Activit| | InSight Server Activit

Internet Information 3
Oracle

Wel

Step 3. Select Fieldnames C'
You changed your 2election in the eventzources, this may cause missing fields in this lizt. Befresh the lisf to zee all relevant fiskdnames

' Refresh Fieldname list

..... date |:| & _port |:| sEnvice EI
dst number [ ] action
type [] granularity scr
[] eventclazs [] rezource [] =ublogtype
Step 4. Content Search
clearlog® |

' Start Search

Ar.tiﬁns

. Refresh Fieldname List
4| Start Search

@ Stop Search

(] Retrieve selected Loofiles
¥ Restore default settings

View

& Show Timezone (GMT)
By Browser Timezone
< By Other Timezone

Search information

Status: 0%
Creation Time: a
Lagfiles 0
Events 0
Support

@ Done

% Internet



Technology l Manage Lugsl Monitor & Audit ‘

Applications Analysis Engine

Collect normalize
& Store < Who

) What
Investigate & on What
& Retrieve () When
Mainframe O Where
Log Continuity (& Where from
Security Devices Report™ Q@ Where to

Caracteristicas:
= Normalizacion W7

= Interpretar CUALQUIER log
(Syslog y logs nativos) al
Inglés

= Comparar billones de logs a
las politicas de base

Beneficios:

= Interpretar y monitorizar
todos los logs con menos y
recursos y menos costosos

= Detectar y resolver antes los
problemas de seguridad

‘ I
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Comprender

Hn AUDIT_200503.AUDIT {C:"Documents and Settings'ross'Desktop) - GYIMZ i 74 -0l x|
File Edit Tools Swnkax  Buffers  Window Help File Edit Tools Syntax Buffers  Window  Help

QEDE 9 iah RRABS|AIA THAQ|?22 AEDE 9@ 4 a6 RRED|SSA|TaHO

CFTRTATERT TR TR, AR CTETRTETETERTR LT F TESECURITY L @27 @S Tz  An "G [Security audit (SECURITY) on APPLES, system id: 2074
Auditable event: Batch process login
Event time: 1-MAR-2065 08:82:09.84

|»

o

E'H'R"Z"H'E"R"E"@
“E"G"@APPLES. @" S BDSAB:[SYS1.SYSCOHMON. [ PID: ) 28482844
@ LR F RSECURITY K B+ Process name: BATCH_4&4@
cA AL A A PR : isername : SYSTEH
|17 WG 'E8-"EHOH"Y' @ | - P . SYSTEM
~R"@%"@H( . e e T e rogess owner: [ 1
[P N s S =Y - = Image name: DSABI[SYST1.SYSCOMMON. J[SYSEXE]JLOGINOUT .EXE
L LRI R Fle e Posix UID: -2
@G ECYGHUS . "@" S EDSAB:[SYSH.SYSCOMMON. J[SYSEXE]LOGINOUT .EXE"F @ A"E"T" Posix GID: -2 (%XFFFFFFFE)
“@°L"@"F ASECURITY L @2 @%cknz"Ar"@"H @) "Gult $ @8 @SYSTEH
437H @/ @D @ ATEH @ W AP T H @ X" Apiijij Secrity audit (SECURITY) on CYGHUS, system id: 2873
EHEYHREEE Auditable event: Network login
“E G ECYGHUS . "E"S " EDSAB:TSYSH.SYSCOMMON. 1T SYSEXE1LOGIMOUT .EXE"G @ A"E" T’ t time: 1-MAR-2005 08:082:16.11
“@LC R 2821A46D
43™H' Fle Edit Tools Syntax Buffers Window Help i _P2_BG164
o, QRS e DB RREEB(SSA|TIAT? A RIS seruEn]
~@~L~([Apr 5 17:28:38 syslog su(p i 20]: authenticatiop failure; logname= ge name: DSAB:[SYSA.SYSCOMMOM. J[SYSEXEJLOGINOUT .EXE
- tty= ruser=acristal rhost= R e MiHep—frare fdg= 3
Apr 5 17:22:83 syslog sshd | 351]: session closed for user acrist|Remote node fullname=
. Apr 5 18:81:81 syslog crond{pam unix)[18436]: session closed for user MM |pemote username: HgH
Apr 5 19:81:81 syslog crond{pam_unix)}[108438]: session closed for user HH —9
Apr 5 28:81:81 syslog crond{pam_unix)[18448]: session closed for user HQH - -2 (%%FFFFFFFE)
Apr 5 21:81:81 syslog crond{pam unyx}[18442]: session closed for user H(QH
Apr 5 22:81:81 syslog crond{pam_unix)[18444]: session closed for user HQH . . e -
Apr 5 23:81:81 syslog crond{pam_unix)}[18446]: session closed for user H(H SECI:Il‘lty s SyStem_ld' b
Apr 6 @8:81:81 syslog x)[18448]: session closed for user HQH Hudltah}e event: Batch process login
Apr & B1:81:81 syslog x)[168450]: session closed for user HQH [EVeNt time: 1-HAR-2005 86:82:32.61
Apr 6 B82:81:81 syslog Bh5P B i closed for user HQH PID: 20219477
Apr 6 B83:81:81 syslog closed for user HMQH [Process name: BATCH_ 443
Apr 6 B3:33:29 syslog closed for user HQH |USername: SYSTEH
Apr 6 B4:81:82 syslog closed for user HQH |Process owner: [SYSTEH]
Apr 6 B4:83:46 syslog closed for user HQH
Apr 6 B4:38:82 syslog closed for user HQH
Apr 6 B85:81:81 syslog closed for user HQH
Apr 6 B6:81:81 syslog & closed for user HQH
Apr 6 B7:81:81 syslog crond{pam_unix closed for user HQH
Apr 6 BB:81:81 syslog crond{pam_unix)}[11837]: session closed for user H(H
Apr 6 BB:42:11 syslog sshd{pam_unix)}[11841]: session opened for user ebarrios by (uid=8)
Apr 6 BB:42:43 syslog sshd{pam _unix)}[11871]: authentication failure; logname= uwid=8 euid=8 tty=ssh
ruser= rhost=108.181.1.154 user=ebarrios
Apr 6 BB:42:49 syslog sshd{pam _unix)}[11877]: session opened for user ebarrios by (uid=8) =l
22,45 Top

© 2009 IBM Corporation
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E AuDIT

Aupit| [AuoiT) AUD!

Windows z/OS AlIX Oracle SAP ISS Firewall-1 Exchange S Solaris
expert expert expert expert expert expert expert expert expert expert

Comprender
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Comprender

I H:_‘-;!

B el

Traducir logs a “Inglés”




Requerimientos de Auditoriay Cumplimiento

Jsuarios: Acciones: Sistemas e Informacion:
Usuarios Privilegiados ¢ Fallos y errores humanos » Aplicaciones « Datos de Clientes
» Usuarios Externos » Sabotaje en datos o sitemas » Bases de Datos ¢ datos financieros
» Consultores * Robo de informacion  Sist Operativos  registros de RRHH
 Introduccion de codigos erroneos * Mainframes

* Instalacion de software no autorizado <« Dispositivos

Estas acciones pueden resultar en periodos de falta de disponibilidad de sistemas, pérdida
de confianza de los clientes, responsabilidades legales o deficiencias de auditoria.

El resultado son pérdidas reflejadas en el negocio.

15 © 2009 IBM Corporation



modelo W7

1. Who qguién
2. What realiza la accion
3. on What en que recurso

(fichero/dato/dispositivo)

-]

|

-
Y

y
w

4. When cuando

5. Where donde ‘
6. from Where desde donde

7. Where to accediendo a donde

informacion clar facilmen mprensible!!

16 © 2009 IBM Corporation



Cuadro de Mandos

L ews We A A

Dashboard Trends  Reports  Policies  Groups  Seilings Regulations Log off

Compliance Dashboard

Enterprise Ovendew Settings Trend graphic Settings ¥ Actions
Database AGGRDE on Server CEALS by "on What' J "Who" for Jan 22, 2004 1ill kdar 14, 2004 . 100 o . Where do wou weant to go
= Siewy SOX Compliance report
on What
o Adjust SO0 Policy
. a0 - Adjust S0 Classification
Financedata) ) O o ot View SOX list of Reports
. Wiesy SOX Archived Logfiles
da 4 3 o J =
HR e} ol v "J B0 Adjust vour perzonal settings
System data b " - R | i ¥ Resources
40 P
A ) white i
paper Consul InSight
Customer data » R B T B e B I i / \/\—/ g
System Test » - L T whitepaper Consul InSight
and IS017739
I:I T T T T T T T T T 1 T T T T T T T T 1 E Off 4 | R |at f
Other data » 4 4 4 4 4 J ] ' L S s v R T R B fe T ICI e L AtOn 0
Jg 9 r;;b be ﬁ;}fa Cb«.}ra- ﬁ«.}ra.-« & & & & B Al
A a gk A vac ks e vk vas @) A a2 B Ao ) Official Reguiations of
=2 77aa
Ff & AR O e $
S & F o N ﬁ@rz} D'Fé & ] Official Reguiations of
& .@f’ @@Q \&‘@-“' Sarbanes-Oxley
implementation by
& : é\ imgal ritation by FIECC
& |
q“t"' ¥ Wehsites
- #2 The Consul Website
| ¥ Datahase Overview @:— Consul InSight Security
— — — —, — — Hame: &oorDih hanager
i i | | i &) Serbanes-Oxley
| | I Status:  loaded A,
] .@ [SC 17798 Official site
— — B il — Hi
Laading = S0 17799: the
AcorDb DrB GEMS GEMN GEM2 GEMS ZEM4 date: @ 2
Wiehnewsletter
Content: &) 13017793 British Standard




A @& P ¥ e

A~ =Y &,

Policy

i W 9 W % A @

Dashboard Summary Reports

Groups  Seftings Regulations

L= Portal » Dashboard * Regulations » Sarbanes Oxley = Operational Change Report * Eventlizt

: Time period setup

+» Event List

Eventlist of IT Admin doing Authorization Objects on Financial Data on the Finance Server

Severity~ When oo | fe o | What .5 Where 25 Who ...%7 from Where ... %7 onWhat .5 Whereto ...%

2 Tue Oct 24 2006 14:32:44 GMT+02:00(1 Grant : Privilege / Success SRV _DC_034 (Windows) |Mike Bonfire |W5S_03442 USER : David0a& / SRV_DC_034
(Windows) Dawid028 Windows)

2 Tue Oct 24 2006 16:09:359 GMT+02:00|1 Grant : Privilege / Succeszs SRV _DC_034 (Windows) | Mike Bonfire |W5S_03442 USER : Dawid0&& / SRV _DC_034
(Windows) David0&& (Windows)

2 Tue Oct 24 2006 16:20:45 GMT+02:00 (1 Grant : Priviege / Success SRV _DC_034 (Windows)|Jim Hofferman | WS_03442 USER : Adminiztrator /| SREV_DC_034
(Windows) Adminiztrator (Windows)

2 Tue Oct 24 2006 16:20:52 GMT+02:00(1 Grant : Privilege / Success SRV _DC_034 (Windows) |Jim Hofferman | WS_03442 USER : Administrator /| SEV_DC_034
(Windows) Adminiztrator Windows)

2 Sat Oct 28 2006 11:21:28 GMT+02:00 |1 Grant : Privilege / Suceceszs SRV _DC_034 (Windowsz) |Jim Hofferman | SEV_DC_034 USER : Adminiztrator /  |SEV_DC_034
(Windows) Adminiztrator (Windows)

2 Sat Oct 28 2006 11:21:45 GMT+02:00 (1 Grant : Priviege / Success SRV _DC_034 (Windows)|Mike Bonfire |SEVW_DC_034 USER : Unavailable / SRV _DC_034
(Windows) Unavailatle (Windows)

2 Tue Oct 31 2006 08:03:02 GMT+02:00(1 Grant : Privilege / Success SRV _DC_034 (Windows) |Max Doane SRV _DC_034 USER : Richard019 / SRV_DC_034
(Windows) Richard015 Windows)

2 Tue Oct 31 2008 02:03:02 GMT+02:00|1 Grant : Privilege / Sucecess SRV _DC_034 (Windows)|Max Doane SRV _DC_034 USER : Richard015 / SRV _DC_034
(Windows) Richard01S (Windows)

2 Tue Oct 31 2006 08:05:01 GMT+02:00(1 Grant : Privilege / Success SRV _DC_034 (Windows) |Jim Hofferman | SEV_DC_034 USER : Chin0S5/ SRV_DC_034
(Windows) Chin055 (Windows=)

2 Tue Oct 31 2008 02:05:01 GMT+02:00|1 Grant : Privilege / Success SRV _DC_034 (Windows)|Joe Security |SEV_DC_034 USER : Seanl31 # SRV _DC_034
(Windows) Seanl31 (Windows)

2 Tue Oct 31 2006 08:05:01 GMT+02:00(1 Grant : Priviege / Success SRV _DC_034 (Windows)|Joe Security  |SEV_DC_034 USER : Sean031 SRV _DC_034
(Windows) Seand31 Windows)

2 Tue Qct 31 2006 08:10:00 GMT+02:00| 1 Grant : Privilege / Success |SEV_DC_034 (Windows)|Mike Bonfire |SRV_DC_034 USER : Rick0s3 / SRY_DC_034
(Windows) Rick053 (Windows=)

2 Tue Oct 31 2006 08:10:00 GMT+02:00| 1 Grant : Privilege / Success |SRV_DC_034 (Windows)|Mike Bonfire |SRV_DC_034 USER : Rick0s3 / SRV _DC_034
(Windows) RickOs3 (Windows)

s Tue Oct 31 2006 08:30:00 GMT+02:00| 1 Grant : Privilege / Success |SRV_DC_034 (Windows)|Mike Bonfire |SRV_DC_034 USER : RalphO37 / SRV _DC_034
(Windows) Ralph037 (Windows)

2 Tue Oct 31 2006 08:30:00 GNT+02:00(1 Grant : Privilege / Success | SEV _DC_034 (Windows) | Mike Bonfire |SEV DC 034 USER : Ralph037 ! SEV _DC 034
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Dashboard Summary  Reports Policy Groups  Seftings Fegulations  Portal

L Portal > Dashboard = Regulations » Sarbanes Oxley = Operational Change Report - Eventlizt » Event-detail

Event Detail

» Event information

ontact us
Field Grﬂup In the US:
Severity 2 (1x) - contactzalezi@conzul.com
) . ] Direct Line: +1 703 675 2022
When Fri Oct 31, 2008 08:05:01 GNT +02:00 QO ffice Hours (10} 10 Toll Free (US only): 300 258 5077
Vihat Grant : Privilege / Success Security Changes 50
Administration 40 EMEA and Asia Pac:
Where SRV_DC_034 (Windows) Finance Server 50 contactzalesi@consul.com
Who Jim Hofferman Administrators 30 Direct Line: =31 15 251 3333
Databaze Admin 30 —
Finance Admin 20
From Where XPWESTO3 (Windows) Workztation 10
0On What USER : Chin0S5 / Chin055 Authorization Objectz 30
20
VWhere To SRV _DC_034 (Windows) Finance Server 50
» Incident Tra Gkiﬂg ¥, AUDIT_200503.AUDIT {C:}Documents and Settings'rosshDesktop) - G¥IM2 _1o] x|
File Edit Tools Syntax Buffers Window Help
» Additional information AHPE 98| s B RRABESSA I TAQ]? A
. “FEATE TR K E; "R @ R R EEE"TE @R L @ F " @SECURITY L @2 @S5’ "z A% @ H"E@) "BD+@ $ @8 @SYSTEM =
~+ Investigate ¢ “W'@+"@BATCH_440"H @/ @"D"@"A @ K @ W APy "H @ X" Apiijj
- "@'H'E"ZH R R"e @
Time: Fri Oct 31, 2008 08:05:01 GMT +02:00 (+-} 1 minute w “@ G E@APPLES. @"S"@DSAQ:[SYS1.SYSCOMMON. J[SYSEXEJLOGINOUT .EXE"F EE"E T RN BL"@"E"C"E"R"E"E B B @
Selected fime zone: GMT+01:00 Rome, San_Marino, Saraj R L e
EEEELLIE I EL IR LULE EEL L EIILL SEIE BUL i N6 @- " HQH ¥ € “@xyzz.bananajunior.con”L @2 @HN0dz A= @ H @) "Bmxt § @8 EHQH
[ Fitter by Platform: SRV_DC_034 (Windows)  TRT@="GMQHMTC_P2_BG164"H R/ R™R™AR™ATH @ W APUYY H R K ARYYY
- = E"HR" Y H B B"E"R
[ Fitter by User: Jim Hofferman "@ G EBCYENUS. RS @DSAN:[SYSA.SYSCOMMON. J[SYSEXEJLOGINOUT.EXE"F R AR T RK ;"R B E"R"E"E"E R R
- "@"L"@"F"@SECURITY L B2 B$cknz"Ax"A"H @) "Bul* $ B8 RSYSTEM “H"@*"EBBATCH_4
Investigate 437H B/ TRTDTRTATRTH R W Apijijii “H "B X" Apijijij
"EHE"YH R ERE
"@ G EBCYEHUS. RS @DSAN:[SYSA.SYSCOMHON. J[SYSEXEJLOGINOUT.EXE G R AR T R K R, "R E L R R E" R R R
"@"L"E@"F @SECURITY L "E2"EN"Lanz A% @ H"R) "Bult $ B8 ESYSTEM “H"@="@BATCH_
L3 H R/ @ DB AR H R YW Apiii"H "R~ X " Apiiii
Logrecords... e buy by
"@"G"ECYGHUS . "@“S"@DSAB:[SYSO._SYSCOMHON J][ SYSENE JLOGINOUT .EXE"2 @™ AR V"R U RT AR ¢ AR AR @ @
"@"L"@"F @SECURITY " H RI"@N! 3% H EE"R" AR R"E"H R A R A A" @@ H" &% @F [LE
@ 18,35-41 a1l
T My COmpoer
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Report Center
PUMATM

normalize Custom

) Who

owat BB

Invesligale & onWhat 1SO17799
& Retrieve | ) When 8
@ WSS SASTC
Log Continuity & Where from HIPAA
Report™ ) Where to GLBA
S0X

PCI

Caracteristicas:
= Cientos de informes
= Mdodulos de cumplimiento

= Alertas de atencion
especial

= Informes personalizables
Beneficios:

= Reducir el esfuerzo vy el
tiempo necesario para las
auditorias

= |nformes en un instante

= Reducir el riesgo de
intrusiones desde el interior:

© 2009 IBM Corporation



1 W 3 W A

Dashboard Sw'rlma'_n.r Reports  Policies  Groups  Seltings Regulations Logs™— 77— Z ETE.

o -& @ &

L= Dashboard * Regulations L iwswe A A consul
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Sarbanes Oxley Regulation Reports

"

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy report

Te . besergtion

Mo description given

Sarbanes Oxley (FFIEC 1.2.1.1) Claz=ification report

Mo description supplied

Sarbanes Oxley (6.3, 8.1.3) Security alert

Sarbanes Oxley (8.1.6) External contractors

Alertz =zent in rezponze to policy exceptions or gpecial attention

Exceptions and failures caused by External Contractors.

Sarbanez Oxley (8.3) Malicious attacks

Exception= and failures due to Malicious attacks.

Sarbanes Oxley (8.4.2) Operator log

Actions performed by the T Admin staff.

Sarbanes Oxley (8.5) MNetwork management

Actions and events caused by u=ers on Metwork Services.

Sarbanes Oxley (8.7.4.1) Mail server

Exceptions and failures for the Mail Server assets.

Sarbanes Oxley (8.7.6) Publicky available =y=tems

Actions and exceptions on Publicly Publizhed Data.

Sarbanes Oxley (9.2.4, 9.7) Review of uzer accezs rights

Actionzs performed by administrators on users.

Sarbanes Oxley (5.2.4.c, 5.7) System access and use

Succeszes and failures against key az=st=

Sarbanes Oxley (9.3) Uzer rezponzibilities and password use

Logon failures and successes either locally or remotely.

Sarbanes Oxley (5.4) Network access control

Actions performed on and eventz and exceptions generated by
MWetwork or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of connections to remote computer =ystems

Sarbanes Oxley (9.4.5) Remote diagnostic port access

Detection of acces=es to the diagno=tic poriz on =ervers.

Sarbanes Oxley (9.5.3) User identification and authentication

Logon/Logoff succezzes and failures.

Sarbanes Oxley (9.5.5) Sy=stem utilities

U=zage of sy=stem utilities

Sarbanes Oxley (5.6) Application access control

Actions, Exceplions and events on HR Data, Sensitive Data, Uzer
Sensitive Data, Sy=tem, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (5.6.1) Information acces=s restrictions

Who acces=sed sensitive or private data succes=sfully or
unzucceszsfully.

Sarbanes Oxley (5.6.2) Sensitive system izolation

Exceplions and faillures against sensitive sy=tems data in az=zet groups
U=zer, HR Data, Source Code, and Financial Data

Sarbanes Oxley (9.7.2.3) Logging and reviewing events

Exceptions and failures recorded by the InSlght system.

Sarbanes Oxlev (9.8.1) Mobkile worker

Exception= and failures for mobile workers.

Plea=e login into the Consul InSight Suite.

Thiz will give you access to all the
products available with this =pecific
username.

If wou forgot your username and/or
password please contact your
administrator.

Contact us -

In the USs:
contactzalesi@conzul.com

Direct Line: +1 703 675 2022

Toll Free (US only): 300 258 5077

EMEA and Asia Pac:
contactzales@conszul.com
Direct Line: +31 15 251 3333
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