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Modernize Your IBM | Business with Web Technology
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Apache

Tomcat

Integrated Web Application Server
Based on Liberty

WebSphere Liberty Profile
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/<;5R1:

*JDK(classic) 1.1.8,1.2,1.3,1.4
*WebSphere Application Server
V3.5,V4.0, V5.0, V5.1
*WebSphere Commerce Suite
V4.1,V5.1

*WebSphere Commerce V5.4
*HTTP Server (original)

*HTTP Server (powered by
Apache) 2.0.18

*Tomcat 3.2.4

*Net.data

~

/<;5R3:

~

*JDK(classic) 1.3,1.4,5.0
*WebSphere Application Server
V4.0, V5.1, V6.0, V6.1
*WebSphere Portal Server V5.0,
V5.1, V6.0

*WebSphere Commerce V5.6
*WebSphere MQ V6.0, V7.0
*Workplace Collaboration Services
V2.5,V2.6

*WebSphere MQ V6.0, V7.0
«Zend Core (PHP)

*HTTP Server (powered by
Apache) 2.0.58

/C;Rl: \\\
«JDK(classic) 1.4, 5.0, 6.0

«JDK(IT4J) 1.4 64bit, 5.0 32bit, 64bit, 6.0
32 bit, 64 bit

*WebhSphere Application Server V6.0,
V6.1, V7.0, V8.0

*WebSphere Portal V6.0, V6.1 V7.0
*WebSphere Commerce V6.0, V7.0
*WebSphere MQ V6.0, V7.0
*WebSphere MQ FTE V7.0.2, V7.0.3,
V7.0.4

«Zend Server (PHP)

*HTTP Server (Apache)2.2.11
Integrated Web Services

sTomcat 3.2.4
*Net.data

/

AS/400

Web Technologies

/

V5R2:

*JDK(classic) 1.1.8,1.2,1.3,1.4
*WebSphere Application Server
V4.0, V5.0, V5.1, V6.0
*WebSphere Portal Server V5.0.2
*HTTP Server (original)
*Workplace Collaboration Services
V2.5,V2.6

*WebSphere Commerce V5.4,
V5.6

*WebSphere MQ V6.0

*HTTP Server (powered by
Apache) 2.0.39

/;;R4:

«JDK(classic) 1.3, 1.4, 5.0, 6.0
«JDK(IT4J) 5.0 32bit, 6.0 32bit
*WehSphere Application Server V5.1,
V6.0, V6.1, V7.0

*WebSphere Portal Server V5.1, V6.0,
V6.1, V7.0

*WebSphere Commerce V5.6, V6.0
*WebSphere MQ V6.0, V7.0
*WebSphere MQ FTE V7.0.2,V7.0.3,
«Zend Server (PHP)

*HTTP Server (Apache) 2.0.63
Integrated Web Services Server
*WSDL2RPG

eTomcat 3.2.4

Qet.data /

eIntegrated Web App Server V7.0
*Net.data

A

/
V/7R1:

*JDK(IT4J) 1.4 64bit, 5.0 32 & 64bit,
JDK 6.0 32 & 64bit, 7.0 32bit, 64bit
*WebSphere Application Server V6.1,
V7.0, V8.0

*WebSphere Portal V6.1, V7.0
*WebSphere Commerce V7.0
*WebSphere MQ V7, V7.1
*WebSphere MQ FTE V7.0.3,V7.0.4
«Zend Server (PHP)

*HTTP Server (Apache) 2.2.11
eIntegrated Web Services
*WSDL2RPG

eIntegrated Web App Server V7.0,
¢Net.data

~

Vsy

*WSDL2RPG
eIntegrated Web App Server V7 V8
et.data

/

V7R2: \\\
*JDK 6.0 32 & 64bit, 7.0 32bit, 64bit
*WebSphere Application Server V8.0 &
8.5

*WebSphere Portal V8.0

*WebSphere Commerce V7.0
*WebSphere MQ V7.1

*WebSphere MQ FTE V7.0.4

«Zend Server (PHP)

*HTTP Server (Apache) 2.4
eIntegrated Web Services - JAX-WS
*WSDL2RPG

eIntegrated Web App Server- Liberty

PowerRuby /



http://tomcat.apache.org/
http://www.php.net/
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Java vs CGIl vs PHP

Java

CGl

PHP

Language complexity

Complex. Need learning cost

Can be implemented by many
native languages on IBM i, like
C/C++/RPG. No need additional
learning cost

Scripting language, easy to learn

Popularity

Popular

Long history. Lots of users on IBM i

Popular

Development period

Normal

Normal

Quick

Generating web page

Easy. Have lots of web related
technology, like Servlet, JSP, etc.
Lots of technology helping to create
fancy web page

Not easy. All HTML codes need to
be coded in native language

Easy. PHP script and HTML can
code together

Maintainability

Easy. Pure object-oriented
language. HTML and business
codes can be divided clearly

Hard. Business codes and HTML
codes are mixed

Easy - Medium

Open source

Lots of open source projects about
Java. Can get all kinds of supports
from internet easily

Few open source. Few support
from Internet

Support from Zend and open
source community

Runtime Need run on Java virtual machine Native program support. Just need Zend Server PHP engine
and application server HTTP Server
Debugging Easy Normal Easy
Performance Good. Need run on JVM Best. Implemented by native Normal. Scripting language, need

languages. And CGl is optimized
on IBMi

to interpret one by one when
running it
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Java vs CGIl vs PHP

Java

CGl

PHP

Security

Several security standard and
framework

Need to maintain by program

Some security standard. Also need
to maintain by program

Database access

Has standard database access
interface. Less change when switch
to another database,

Normal. But the performance is the
best.

Easy with XML Service

IDE Eclipse, Rational Developer, etc, Rational Developer for i, 5250 Zend studio
plugs lots of easy-to-use plugins terminal.
from internet
Scalability Extreme Scalability with WAS ND High Scalability High Scalability
IBM i access Normal. Need IBM Java Toolbox

support or JNI

Easy. Can call native API directly

Normal. XML Service based
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The Application Modernization Redbook

An innovative approach, combining general best practices of modernization
along with the solutions, tools, and ISVs that can help make it happen

Redbook Residency

Write detailed chapters describing B
best practices for all aspects of

Application Modernization

» Database
 Modern RPG
* Web Services

« Communication between applications

» Graphical User Interfaces

» Development tools

» Development best practices
* Flexible applications

» Languages Mobile

» Many other possible topics

e 7
— —
= =

zend =

Solution Guides

ISV, Partners, and Solution
providers write a technical
solution guide describing how
they can help accomplish
application modernization

Available

http://www.redbooks.ibm.com/abstracts/sq248185.htmI?Open



http://www.redbooks.ibm.com/abstracts/sg248185.html?Open
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How to Enable on IBM | — Software Requirement

e IBMi7.1
— 5770-SS1 Option 30 QSH
— 5770-DG1 *BASE IBM HTTP Server for i
— 5761-JV1 *BASE IBM Developer Kit for Java
— 5761-JV1 Option 11 Java SE 6 32 bit
— Latest DG1 Group PTF, SF99368 level 26
— Latest Java Group PTF, SF99572 level 16

« IBMi6.1

~ 5761-SS1 Option 30 QSH pE—

— 5761-DG1 *BASE IBM HTTP Server for i d 2
— 5761-JV1 *BASE IBM Developer Kit for Java 4__!_44

— 5761-JV1 Option 11 Java SE 6 32 bit
— Latest DG1 Group PTF, SF99115 level 37
— Latest Java Group PTF, SF99562 level 27

)
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Application Serving on IBM |

Apache @
HTTP Server & CGi zend
PHP on IBM |

(WebSphere Appllcatlon Server)

Tomcat

Based on Liberty =T

WebSphere Liberty Profile

Integrated Web Application Server ?
-



http://tomcat.apache.org/
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Application Serving on IBM : Java-based

(WebSphere Application Server)

WebSphere Liberty Profile

Tomcat

Integrated Web Application Server
Based on Liberty



http://tomcat.apache.org/
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Application Serving on IBM : Java-based

(WebSphere Appllcatlon Server)

WebSphere Liberty Profile

Tomcat

Integrated Web Application Server
Based on Liberty



http://tomcat.apache.org/
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The Lightweight WAS Liberty Profile

First delivered in WebSphere Application Server v8.5, the Liberty Profile is a highly composable

Dynamic Server Profile Developer First Focus

Not static like Web Profile — Simplified, shareable server config (like a dev.
configured by app at a fine- | artifact). One XML file or several to simplify sharing
grained level & reuse of config. Adds MAC OS for development

Start fast, run efficiently
Starts in <3s

Memory footprint; <50MB | a
TradeLite benchmark - ! ' Enhanced! 3
T —— Dynamically Extensible d

Install new features from a

: i i repository (local or remote)
Integrated Tooling WAS v8.5 Liberty Profile & e

Powerful tools in WDT WebSphere Developer

Eclipse feature. Maven :
plugin goals for build, test Tools for EC“pse (WDT)

Lightweight cluster management

Liberty servers can join a lightweight

cluster for workload balancing and
Pflew! high availability

New features

and deploy

" Enhanced!

Unzip Install & Deploy
IM or unzip to install.

Option to deploy “server package” CDI, JMS, JAX-WS, Fidelity to full profile WAS

of app + config + required subset Ifggleelzlrgti%lgég i Same reliable containers &
of server runtime for highest QOS. Develop on Liberty profile

: [ MongoDB :
density deployment. (ol ; and deploy to Liberty or full-
clustering, WebCache orofile WAS
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Integrate IBM | business with Liberty

IBM Java Toolbox

HTTP
Server for i

Browser

Core business

HTTP

HTTPS

- -

Java
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Lowering Barriers to Developer Adopiti

=

No charge WebSphere Application Server for Developers
— For use on developer desktop at no charge

— Download at:
http://www.ibm.com/developerworks/downloads/ws/wasdevelopers/index.html

14

deve_loperworks . Technical topics  Evaluation software  Community  Events

Search develope

WebSphere

Hew to WebSphere

Products

Downloads

Technical library
Community & forums

Events

Related links
+1BM software downloads
= |8M =oftware product finder

Free: WebSphere Developer Tools for Eclipse and
WebSphere Application Server for Developers

IBM® WebSphere® Developer Tools for Edlipse Y7.0 and V& 0 provides tools plug-ins from the
Eclipse Marketplace that can be installed into an existing Eclipse environment to support
development for WebSphere Application Server. This no-charge offering compliments the [BI
WebSphere Application Server for Developers to provide a lightweight, development
environment for the developer desktop. The plug-ins include WebSphere server adapters to
deploy applications to a V7.0 or V8.0 WebSphere Application server.

IBM& WebSphere Application Server for Developers is a no-charge WebSphere Application
Server development runtime for projects that dont warrant the expense of a priced and
supported runtime on the developer deskiop. The development time runtime environment
allows developers to test their applications on their deskiop before moving the application into
a production runtime environment.

The IBM®& Web3phere® Application Server for Developers productis available in English only.

= Product support

B webSphere Application Server product
demonstrations

¥ Quick start guide

— Sample dictionary application

- Forum

— Features and benefits
-+ System requirements
= Product library

— Product main page

Download Buy

IBM WebSphere Application Server for Developers V8 is a fully licensed product available for
download at no charge. Support for both 32-bit and 64-bit JDK is included.

Support

Operating system Version Size Method Download
AL®, HP-UX, Linux®, Solaris, and va E4MB to Installation o oal
Windows™ 130MB Manager*

| ! | Update My dWV interests
(Log in | What's this?)

Contact IBM

E
\Z

Considering a purchase?

a Request a quote
Email IBM

Or calfl us at:
B77-426-3774
Priority code:
A0SHEQIW

Ready to buy?

- Buy this product online

Tell your boss
- Compare edtions (pdf)
- Succes

- 10 reasens to use
WebSphere V8

stories
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No Hurdles to Install Nasdev.net /

A _

DOWNLOAD LEARN PARTICIPATE

 Tools and runtime are no-charge for
development. No time limit — Downibas:- Findi Releases

 Eclipse feature install for tools or | (@ e
 50MB zip download for server profile.

— Installation Manager also supported
- same installed result.

2 minutes from “Nothing” to “Done”:
1. Install WAS Developer Tools for Eclipse Feature

2. Use the Tools to download the WAS Liberty
Profile
or download from WASdev.net

Latest Release

hes
“=) Updates to the Liberty Profile
‘é’ Plugin for IBM Workload
D :

eployer!

& Eclipse Marketplace o @

Eclipse Marketplace
Select solutions to install, Press Finish to proceed with installation. r] 5
Press the information button to see & detailed overview and a link to more information,

| Search :Receﬁt___ Popular | .I__nstalleci

fFi_nd: Liberty Q& ;.AII Markets v ;.AII Categories V |
[l
‘i;;) IBM® WebSphere® Application Server V8.5 Liberty Profile Developer Tools shae (@)

W

#Y8,5.1% You can use IBM® WebSphere® Application Server V&, 5 Liberty Profile Developer Tools to build and deploy
Java™ EE, 05Gi, and Web 2.0 applications to the...

l"?fl : i -Cancel

15


http://wasdev.net/
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Application Deploy

« Applications can be deployed via:
— Monitored directory
— Configuration

* Run apps from the file system, or a URL
» Can search server specific apps or shared apps directories

L] apps
| bootstrap.properties
|| dropins
bkl logs
|| resources
- server.xml
| | workarea

Configured application go here
by default, but can be anywhere

Monitored directory for
applications
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Application Serving on IBM : Java-based

(WebSphere Appllcatlon Server)

Tomcat

Integrated Web Application Server

WebSphere Liberty Profile

Based on Liberty



http://tomcat.apache.org/

IBM Power Systems

Introduction — IBM Integrated Web Application Server for |

*|IBM Iintegrated Web application server for |
— Goals

IBM i functional enhancement
The Web container is integrated into IBM i OS
Easy to use
Simplified access, deployment and managementge «»
Small, Less resources S
Positioned as ‘on-ramp’ to the Web
Replacement for AFS Tomcat

18 Power is performance redefined © 2013 IBM Corporation
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Introduction — IBM Integrated Web Application Server for |

» Integrated Web application server
— What is it?

Web container
Based on the OSGI framework
Supports application packaged in a WAR
Runs IBM Technology for Java (32 —bit)
Supports Java Toolbox and Native DB drivers
Web container for ‘simple’ applications

19 Power is performance redefined © 2013 IBM Corporation
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Why is this important to the IBM 17

* |t runs on our smallest boxes
= Simple to use

= Easy to install — part of the operating system (already included!)
» Easy to maintain - PTFs

= Starts very quickly (seconds)

» IBM admin interfaces have a place run
— No Tomcat
— No WAS system instance

» Replacement for Tomcat

= Allow us to do things like
— Web Services Server
— Web Query i
ENEW ]
— IBM Navigator for i w2
— Application Runtime Expert for i
— Generates new excitement for IBM i

20 Power is performance redefined © 2013 IBM Corporation
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New stuff — Integrated Web Services Server

FTestFile UF AE Di sk
D ErrMsg0l s 20 Inz('End of file reached')

D Errmsg02 5! 22 Inz('Error! File closed) |
D ErrMsg03 s 26 Inz(' Unexpected error’)
D Status03 55 0
* Read file and check for status codes
Read(E) TestFile
Sel ect

Vhen YError

I f Bt atus(TestFile) = 01211
Err Msg02 Dsply

Else
Err Msg03 Dsply

Endi f
* Test for the end of file

Wen YECF(TestFil e)
Err Msg01 Dsply

Ends|

00000000

000

IBM Web Administration for it

<P WebSphere

2 Migrate Original to Apache
I Create WebSphere Portal
J Create IBM Workplace

* Web Senvices Wizards
J Deploy New Service

w Server Properties
[ Properties
[ Server Tracing
[ View HTTP Servers

 Senices
[ Manage Deployed Services

= Problem Determination
[ View Logs
& View Create Summary

21 Power is performance redefined

Setup Advanced | Related Links
All S_emer_s_l HTTP Semem Application Servers .ASF Tmcat_Sewet_s .;'
@ Running | Server | WSERVICEZ - V1.3 (web senvices) ] .
* Common Tasks and Wizards WSERVICE2 :.".
J Create Web Services Server ::
< :;rlfc;eo“r‘fgmer Manage Web Services Server >

Server: WSERVICE2

[ Web Services Server ]

Mo descnption for server WSERVICEZ

The Web senvices semver provides a convenient way to externalize existing programs
running on i5/0S, such as RPG and COBOL programs, as Web senvices. Web
senice clients can then interact with these i5/05 program based senices from the
Internet or intranet using industry stand cormmunication protocols such as SOAP.
Clients can be implemented using a variety of platforms and programming languages
such as C, C++, Java and .NET. An easy to use wizard is provided to configure the
Web semvices server and the services for i5/0S program objects. Other management
functions such as starting, stopping and deleting senvices are also provided.

Server "WSERVICE2"

Deployed @ ConvertTemp
@ sToCcKQ

© 2013 IBM Corporation
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New Stuff — IBM Navigator for |

* New Web Console for the IBM |

* Available in IBM 6.1
on every system

» Over 300 i tasks have
been enabled for the
Web

* New function only
available in Web
console
* BRMS
* HA
» Performance
» Job Watcher
* Disk Watcher

22 Power is performance redefined

IBM# Navigator for i

Welcome
El 1BM | Management
Target Systems and Groups
System
Monitors
Basic Operations
Bl work Management
Active Jobs
Server Jobs
A Active Job Queues
H Output Queues
El Active Subsystems
Qbatch
Qcmn
Qctl
Qhttpsvr
Qinter

Qusrwrk

B Active Memory Pools
B All Tasks
[ Configuration and Service
Network
Integrated Server Administration
Security
Users and Groups
Users
@ Groups
Create User
Create Group
User Properties
B All Tasks
[ Database
M Journal Management
Parformance

ile Systems

Internst Configurations

B Settings

7]

Welcome timmr

Welcome Active Jobs

=

Elapsed time: 00:00:00

['-._-;,‘: =0 - %' E Actions
Job Name Detailed Status

No filter applied

% Qbatch Waiting for dequeue
@ Qcmn Waiting for dequeue
@ Qacsotp Waiting for request
@ Qlzpserv Waiting for request
& Qnmapingd Waiting for request

@ Qnmarexecd Waiting for request

® Qnpservr Waiting for request
& Qzresrvr Waiting for request
& Qazscsrvr Waiting for request
% Qctl Waiting for dequeue
@ Qsysscd Waiting for event
@ Qhttpsvr Waiting for dequeue
& Admin Waiting for signal
@ Admin Waiting for signal
@ Admin Waiting for signal
@ Adminl Waiting for thread
i — i —

51101 25| 50 | 100

1- 25 of 166 items [ Al

Current User

»

Qsys =5
Qsys

Quser

Quser

Quser

Quser

m

Quser
Quser
Quser

Qsys

Qpamr
Qsys
Qtmhhttp
Qtmhhttp
Qtmhhttp

Qlwisvr

© 2013 IBM Corporation
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DB2 Web Query for | — Intuitive, Insightful, Extensible —~

Fast, easy access to business information assets for query, reporting and analysis I

3

| Authoring Tool

“Intuitive”

Reports & Graphs s

“Flexible delivery”

e

T

OLAP

“Extensible” |- e

* Providing Analytics and Query/400 Modernization for the IBM i Client

* Low Cost Solution Offering Value Upgrade from Query/400

» Leveraging Best Practice Meta Data Layer Approach

» Leveraging DB2 for i Advanced Query Optimization Technology

» Leveraging features that allow a single report to replace many Query/400 reports

23 © 2013 IBM Corporation
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Application Runtime Expert for |

= Automate verification of runtime &
environment attributes

— Performs health check
— ldentifies differences
— Automatically fix many differences

. Appllcatlon Runtime Attributes

File/Directory Authorities and Attributes
— Compare native IBM i object attributes
— User profiles
— PTFs & Installed Products
— System Values
— TCP/IP Network verification and configuration
— Ports in use
— Run & verify SQL statements
— Run & verify results of CL commands

» Problem diagnostic, the first stop

2 IBM. Application Runtime Expert for i - Mozilla Firefox: IBM Edition
Fle Edit View Hstory Bookmarks Took Help

|| 18M Application Runtime Expert for i

IBM Application Runtime Expertfor |

Home = Plugin Selection and Customization

Plugin Selection and Customization

Select and Customize Plugins For Tempiate

Template name: MyTemplates (2 Learn mare

L ~ Files and Directories

‘/ @ File and Directory Attributes
i/

Verify atfributes such as existence, creation date, size, and more, for files and directories in IFS and objects in the

Library file system

4

File and Directory Authorities

Verify authorities such as owner, authorization list, and private authorities for files and directories in IFS and

objects in the Library file system.

Configuration Files & Edit

s

Verify the contents of configuration files.

» Software Requirements

Lol 2 IBM Application Runtim
L]
File Edit View History Bookmarks Tools Help

u|@ <

MNLS01P01
NLS01P02

MNLS01P02
MNLS01P04
NLS01P05
NLS02P01
NLS02P02
NLS02P03
MNLS02P08

applications running on them!

Automate the verification of your systems and the

NLS03P01
NLS03P02
NLS03P03
NLS03P04
NLS03P05
NLS03P08

I MNLS04P01

e Expert for i - Mozilla Firefox

¢at | ] | http:ffrchasoko.rchiand,ibm. com:

IBM Application Runtime Eperf fori

System verification status.  21/28 complete
Server address Status

@ Complete
@ Complete
@ Complete
© Complete
® Complete
@ Complete
@ complete
@ complete
@ Complete
ijcessmg
§F‘mcessing
@ Complete
@ complete
@ Complete
@ Complete
ngcessmg

# Edit ¥ Remove (2 Leammore

# Edit % Remove () Leam more

 Remove () Leam more

EEX

11111 heguifindes. htm - - Jal

PRefresh

Resuit
v Do problem found.
' Mo problem found.
v No problem found
¥ Mo problem found
¥ Mo problem found
' Mo problem found.
v Mo problem found.
v Mo problem found.
¥ Mo problem found

B 1 enors 0 warnings.
& 1 errors 0 wamings
¥ No problem found
¥ Mo prablem found

www.ibm.com/systems/power/software/i/are/index.ht

24 Power is performance redefined

ml

© 2013 IBM Corporation
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IBM | Integrated Web Application Server (IAS)

= Time to move on.....

= Options
Tomcat
* Not a great choice for all existing IBM apps

* Not controlled by IBM (good & bad here)
Liberty
* New portable Web Container part of the WebSphere Family
HH Target > . Targeted as the new IBM i integrated server
* Will be transitioning over the course of the next year
* IBM Applications Already running on this new server

© 2014 IBM Corporation
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* Fully supported, maintained, and enhanced Web Container

* Ensure PCI Compliance

— Security Vulnerabilities corrected and patched

= Server will be easier for compliance

— Itis recognized, It's a standard WAS server

» Opens up new technologies we can leverage

— Web Services runtime engine for example

— Move to new JVM levels (improved performance)

* Full Development tools support for user applications

26 © 2014 IBM Corporation
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=\\We have converted the internal or IBM owned servers now
— Web Admin GUI, ARE, DB2 Web Query

= 7.2 both servers are shipped
— Existing LWI based serves will continue to run
— No NEW LWI based servers can be created
— New servers are all Liberty based
— Migration tool to move customer applications from LWI to Liberty

= Will you notice or care ?
— Internal servers — No, Server runtime will switch during PTF apply
— New servers — Minimal if any at all
More applications will work in the expected manner

27 © 2014 IBM Corporation
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I

J2EE application packaging

Integrated Web WebSphere WebSphere Application
Application Server Application Server Server Network
Express Deployment

Cost Integrated Entitled Fee
Packaging Integrated with Ships with Web Separate product

IBMi5.4 & Newer | Enablementfor IBM i
Fixes IBM i PTFs WebSphere iFix WebSphere iFix
Access to DB2 for IBM i Yes Yes Yes
Supports JSF, JSP, & servlets Yes Yes Yes
Multiple Instances Yes Yes Yes
Full J2EE Support No Yes Yes
Java Based Messaging Engine Yes Yes Yes
Cross Platform Yes Yes Yes
Advanced performance, No No Yes
management & high-availability
Rational Application Developer Yes Yes Yes

Yes Full (WAR and EAR files) Full (WAR and EAR files)

28 Power is performance redefined

© 2013 IBM Corporation



®

Power Systems

How do | get to it
Port 2001 interface — http://hostname:2001/HTTPAdmIn

IBM Web Administration for i

{ WebSphere
Manage | Advanced | Related Links
S TEE i S e IBM Web Administration fori

2 Create Web Services Server i

) Create HTTP Server Gefting starfed - Create and feam about the servers needed fo run your Web confent.

A Create Application Server
J Create WebSphere Portal

@ Create a New Web Services Server
Create Web Services Server Wizard provides a convenient way to externalize existing programs running on IBM i,
such as RPG or COBOL, as Web senvices. This allows Web semnvice clients to interact with IBM i program based

senvices from the Internet or intranet using Web semnvice based industry standard communication protocols such
as SOAP.

Create a New HTTP Server @

Create a new HTTFP Server (powered by Apache) to run your HTTP Web content. This wizard will create
everything you need to get started with simple Web sening.

©®
@ Create a New Application Server @

Create a new application server to run dynamic Web applications. Create either an IBM integrated Web
application server fori or a WebSphere Application Server.

i) Create a New WebSphere Portal @

Create a new application server to run powerful and compelling business partner, customer, and employee
information portals. This includes configuring an HTTP server, creating a new WebSphere Application Server,
and configuring database and LDAF as necessary.
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Create Application Server

Select Application Server Version and Type

This system has more than one version and type of application server installed.

Choose the type of application server to create

mwﬁﬁm app

e ~|Create Integrated Web Application Server, V7.1
< Ovri .| Specify Application Server Name - Step 1 of 6
\ i

\V%O Specify aun

WebSphere Application

Create Integrated Web Application Server, V7.1
Specify Infernal Ports Used by the Application Server - Step 2 of 6

such as internal HTTP transport service to perform its

Cv7.0ND Application g

vy

i L Server desc] The application server uses several internal services
= veR processing . In order for| Create Integrated Web
(VB 1 Express that are currently not in |

Cve.1ND assigns the ports that a

Cve.0 portin the range, then p

CIVE.0 ND Anew HTTP server (powered by

First portin range: 11007 SEIVer.

HTTF server name:

Your HTTF server may listen forr

On which IP address and TC

IP address: All'l
Port: 100

Hote: Most browsers ma

Create a new HTTP server (powered by Apache) - Step 3 of 6

INT

HTTF server description: | HT]|

Application Server, V7.1

Create Integrated Web Application Server, V7.1
Summary - Step 6 of 6

When you click Finish, this IBM integrated Web application server fori is created.

Application Server| HTTP Server
Application server version:
Application server name:

Server description:

Internal port range:

Instance root:

71

INTAPPSVR2

IBM integrated Web application server for i created by the Create Application Server wizard
10171 -10180

fwwwiintappsvr2

Application server home directory: fwww/intappsvr2/iwi

External HTTP server association. INTAPPSVRZ

Server URL: http:ALPO3UT18:10181

Sample applications:

Application name
Eclipse Help

URL to test the server
hitp:ILPO3UT18:1018/help

above.

Back Finish Cancel

Note: To access the sample applications, ensure both the application server and HTTF server are started, then enter a URL from the table

Printable Summary
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Create Application Server
= Server creating

IBM Web Administration for i
Setup di el Advanced | Related Links

- Creating Ser'u'er.'| INTAPPSWVR2-V7.1 (int app svr) V|

w Common Tasks and Wizards INTAPPSVRZ
'J Create Web Services Server
J Create HTTP Server
J Create Application Server . . f .
4 Creaie WetiSohers Riss Manage Integrated Web Application Server - V7.1 (int app svr)

Server: INTAPPSVR2

IBM integrated Web application server for | created by the Create Application Server wizard

2

The IBM integrated Web application server for i provides a secure and easy to configure environment for
hosting servlet based Weh applications while requiring minimal system resources such as memory. The
application server is built on an infrastructure that leverages the Open Senices Gateway Initiative (0SGI)
and Eclipse platforms. Easy to use interfaces for manaaging the server, installing and manaaging the

applications, as well as managing other resources such as virtual hosts and database connections are
provided.

For more information, please visit. http/fwww-03.ibm.comisystems/iisoftwarefias/

o sener "INTAPPSVR2" is in the process of being created. To update the status, click the
<+ Refresh icon above.

e
WEorerere
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WebSphere Application Server Portfolio

Ultimate +
scalability &
performance;
functional WAS for z/OS
depth &
breadth
WAS Network Deployment
Customer
Needs : "
WAS Hypervisor Edition
Choose the right
@ execution environment
Reduced for the job, and manage
acquisition your heterogeneous
costs; environment with WS VE
Small for greater QOS & central admin
footprint.

>

Fast deployment Capabilities High Qualities of Service
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IAS (Liberty) vs WAS

Integrated Web WebSphere WebSphere Application
Application Server Application Server Server Network
Express Deployment

Cost Integrated Entitled Fee
Packaging Integrated with Ships with Web Separate product

IBMi5.4 & Newer | Enablementfor IBM i
Fixes IBM i PTFs WebSphere iFix WebSphere iFix
Access to DB2 for IBM i Yes Yes Yes
Supports JSF, JSP, & servlets Yes Yes Yes
Multiple Instances Yes Yes Yes
Full J2EE Support No Yes Yes
Java Based Messaging Engine Yes Yes Yes
Cross Platform Yes Yes Yes
Advanced performance, No No Yes
management & high-availability
Rational Application Developer Yes Yes Yes

Yes Full (WAR and EAR files) Full (WAR and EAR files)

J2EE application packaging
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Application Serving on IBM : Java-based

R o |
i a0

(WebSphere Application Server)

WebSphere Liberty Profile

Tomcat

Integrated Web Application Server
Based on Liberty



http://tomcat.apache.org/
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What is WebSphere Application Server?

 WebSphere Application Server:

— Allows you to implement and manage server-side Java
components
Enterprise JavaBeans, JavaServer Pages, Servlets
— |Is fully Java™ Enterprise Edition (Java EE) compliant

— Works in conjunction with an HTTP server to provide
dynamic web content

— EXpress edition is available at no additional cost for IBM
| customers
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WebSphere Application Serverfar
. . * Liberty Profile
Over 15 years of Leadership & Trusted Delivery « New prog models
» Web Profile Certification
WAS v8.5 GA  Clustering & resiliency
* Lightweight Liberty profile * Extensibility SPIto add
« Intelligent Management & Liberty Features
resiliency (WVE, WCG merged) * WAS Liberty Core Edition
« WOLA enhancements : EIaSt.'C CI\;‘Ch'Ug
« Java SE 7 ervice Mapping
*« WAS 8.5 HV for PureApp
JEE6
WAS v8 GA
*Web 2.0 & Mobile FEP
*WAS v8.5 Alpha, Beta
*Migration Toolkit Refresh
*WAS Tools Bundles
JEES

WAS v7 GA
J2EE1.4

WAS v6.1 GA

WAS V7 Feature Packs:
XML, CEA, SCA, SAML,
OSGi Apps, JPA 2.0,

& Modern Batch

WOLA on zOS

WAS Hypervisor Edition
WAS EC2 AMI

Application Migration Toolkit
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WAS V8.5.5 Family

WAS for
Developers

Liberty
and full ' +WXS
Profiles

Enables efficient
development of
innovative apps
that will run on
WAS in production

Available as a
no-charge edition
for the developer
desktop and
includes Eclipse
adapters

Provide WAS and
WDT editions as
freely available for
dev desktops and
supported under
production runtime
licenses

WAS ND

Liberty
and full
Profiles

Delivers near-continuous
availability, with advanced
performance and intelligent
management capabilities, for
mission-critical apps. Full
entitlement to eXtreme Scale.

WAS for z/OS

WAS Hypervisor Edition

Liberty
and full
Profiles

Liberty
and full
Profiles

Intelligent
Mgmt

Intelligent
Mgmt

+WXS
Client

Intelligent
Mgmt

+WXS
Optimized to instantly run in
VMware, PowerVM, zVM
and other server
virtualization environments.

Takes full advantage of

the z/OS Sysplex to deliver a
highly secure, reliable, and
resource efficient

server experience. Entitlement to
eXtreme Scale z/OS client.

WAS
Liberty
and full
Profiles

WAS Liberty Core

Liberty Profile Only
(Web Profile)

Provides secure, high performance transaction engine for
moderately sized configurations with web tier clustering and
failover across up to five application server profiles.
Includes entitlement to eXtreme Scale for session
caching and DynaCache.

+WXS

o

“New! WAS Express

Liberty
and full
Profiles
A lightweight and low-cost Liberty profile A low-cost, ready-to-go
based offering (not full-profile WAS), providing
the capabilities to rapidly build and deliver web

apps that do not require the full Java EE stack.

sites & apps, including both
Liberty and full-profile WAS.

v New WebSphere Application Server Liberty Core edition
v'Developer desktop install / support for WAS & WDT with active WAS S&S




~ WAS V8.5.5 Delivers

Power Systems

Developer Experience Fit for Purpose App Servers | Operational Excellence

Fast, flexible, and simplified
application development
= |iberty Profile

=" Java EE 6 Web Profile
= \Web Services
= JMS, MDB

=EJB Lite, CDI, Managed
Beans

=" NoSQL DB (MongoDB Client)

= Support for WebSphere Web
Cache (DynaCache)

= Asynchronous work
management

= Pluggable JDK7 Support
= Migration Toolkit
= Enhanced developer tools

= Supported WAS and WDT on
developer desktops

= OSGi, SCA, SIP, Batch
applications

Choice of server runtimes from
highly robust and resilient to
lightweight and flexible

= Application Edition
Management

= Application Server Health
Management

= Dynamic Clustering
= Intelligent Routing capabilities

= System Programming Interface
to add custom and third party
Liberty features

= Liberty profile packaging and
install enhancements
= New lightweight WebSphere

Application Server Liberty
Core edition

Improved Operations,
Security, Control &
Integration
= Liberty profile
= Collective administration
= Security enhancements

= Performance, problem
determination and
monitoring

= Service Mapping
= SIP improvements

= Improved Load Balancer for
IPV4 and IPV6

= Intelligent management in
WebSphere web server

= WebSphere Extreme Scale
integration
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WAS and IBM | support matrix

V5.1 V6.0 V6.1 V7.0 V8.0 V8.5

IBM i 5.3

Out of serllice X X X X

IBMi5.4

Out of selrvice X X X X

IBMi6.1 X X X X X
IBMi7.1 X X X X
IBM 1 7.2 X X
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WebSphere Application Server Liberty Core

« Simple, lightweight and low cost WAS edition

 Liberty profile only (not full-profile WAS)

» Scoped to Web Profile capabilities (Servlet, JSP, JSF, etc)

* For Development and Production deployment

» Ideal for ISVs and enterprise customers wanting lightweight application servers
— Easily embeddable (zip and go)
— Extensible via Liberty Extensions SPI

» Applications written for Liberty Core will run on full profile WAS / Liberty

« Clear migration path up the stack to WAS base Liberty and ND Liberty (gaining
programming models, management, resiliency, scalability)
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WAS Install on IBM |

WebSphere Application Server V8.0 and higher is installed and managed by IBM
Installation Manager (IM) tool.

There is no IM GUI interface on IBM i platform.

WebSphere Application Server V8.0 and above can only installed through'ct

IBM Web Administration for i provides a GUI interface for WebSphere Application Server to:
— Install product

— Uninstall product

— Update installation with interim fixes or fix pack
— View interim fixes on the installation

— Delete interim fixes

41
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Install WebSphere Application Server
 Install the Installation Manager

— Required for WebSphere install

— Will update as required if already installed

http://hostname:2001/HTTPAdmin
» Install the WebSphere Application Server binaries

Setup B GTELES Advanced | Related Links

Al Servers | HTTP Servers | Application Servers

Installations
w Common Tasks and Wizards i E
J Create Web Services Server Manage Intallations
J Create HTTP Server
J Create Application Server WebSphere Application Server
J Create WebSphere Portal

w [nztallations

=] Inzstall WebSphere Application Serve
B Manage Intaliations

WebSphere Application Server ¥Y8.0 and higher is installed and managed by IBM Installation Manager (IM). IBM Web
Administration for i is providing a GUI interface for IM to install a new WebSphere Application Server installation,
it update an existing installation with interim fixes or fix pack, uninstall the product installation from the system, view the

installed interim fixes or delete the interim fixes from the installation. Only administrator with special authority
*ALLOBJ & *SECADM are allowed to manage the installation.

Product Install Path

Version Status
@ fQIBM/ProdDataWebSphere/AppSenverVB/ND W8.0.0.3 ND v Available
/QIBM/ProdData/WebSphere/AppSemver/VB5/Express  V8.5.0.0 Express v Available
QIBM/ProdData’\WebSphere/AppSemnver\V85/Base V5.5.0.0 Base v Available
@‘ﬂ Update || Uninstall || view Fix | | Refresh |

42
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Install a new product — Install Installation Manager

Install WebSphere Application Server
Install IBM Installation Manager - Step 2 of 6

Installation Manager Packages

The wizard requires the IBM Installation Manager tool to complete WebSphere Application Server product installations on IBM i. Specify the installer packac
local system. The wizard installs the IBM Installation Manager tool when you click next.
Location:

Click Next to install IBM Installati

e.g. homellIW/, IQOPT/SetupIM/OS400/

Manager on your system.

» Specify the IM install packages location

» Get the IM packages from physical media or download from IM website:
— http://www-01.ibm.com/support/docview.wss?uid=swg24032358

43
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JVM Improves Java Performance

 |BM 32-bit & 64-bit Java™ Virtual Machine

— Technology shared with AlX, IBM i and Linux
— Improves performance & portability

"w‘“‘”-:,—‘_, >
« Exceptional Java environment and performance. Built by IBM for Power

— Fully compatible with other industry standard Java applications

— Can be called by APIs or directly from other languages
* IBM Java ToolBox for IBM i

— Pre-coded Java classes to access native IBM i artifacts — files, data queues,
etc

<™= n P {ID
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®

Java Security discussion

* Developer Works Java on IBM |
» Page to show delivery of Java SR & CVE solutions
— What IBM i Java PTF Group

https://www.ibm.com/developerworks/ibmi/techupdates/java

developerWorks.

My Wikis

IBM i Technology Updates

¥

IBM i Technology Updates |

* DB2fori- Technology Updat

¥  General IBW i operating systy
Hardware and Firmware

Integration with BladeCenter

aon BM |
Newes of Java on IBM |

PTF groups and latest SR,
Java products and options

Additional Java resources

BM PowerHA SystemMirror

Performance Tools
Web Integration on i
Systems Director for BM i

Navigatar

Technical topics

Evaluation software

Community

Events

Search developerWorks

Help | This Wiki

You are in: BM i Technology Updates = BM i Technology Updates = Java on IBM i = Java on IBM i security updates

Java on IBM i security updates

Updated Mar 20 by Gavin.Zhang
Page Actions ~

Tags: None

Java SR Delivery Schedule for IBM i

[IBM 1.4.2 Fix

1.42 SR13-FP13-01/2013

IBM 5.0 Fix

5.0 53R16-20/2013

IBM 6 Fix

6 S5R13- 1042013

IBM 6 2.6 Fix

626 SRS5-2042013

IBM T Fix

75R4 - 1042013

5.0 SR15-01/2013

6 8R12- 01/2013

i 5.4 - 5F99291 level 32
i 6.1- SF99562 level 23
i 7.1- 5F99572 level 12

5.03R14-01/2012

i 5.4-5F99291 level 32
i 6.1-5F99562 level 23
i7.1-5F99572 level 12

6 SR11-01/2012

i 6.1- SFR9562 level 22
i 7.1- SF99572 level 11

i 5.4 - 5F99291 level 31
i 6.1- SF99562 level 22
i 7.1-5F99572 level 11

i5.4-5F99291 level 31
i 6.1- 8F99562 level 22
i 7.1-5F89572 level 1

626 5R4 - 01/2013

75R3-01/2013

i 6.1- 8F99562 level 23
i 7.1-5F09572 level 12

626 5R3-01/2013

i 7.1-8F99572 level 12

738R2-01/2013

i 6.1- 5FD9562 level 22
17.1-5F99572 level 11

17.1-5F99572 level 11



https://www.ibm.com/developerworks/ibmi/techupdates/java

poverSystoms Supported JVM options for IBM |

1 7.1

=
N

JV1 [ Name JAVA_HOME [VER4[i16.1 |
opt

66— Classiet4—+OiBMProdBataldavad00fdict4s

- Classic- 50— 1QiBM{ProdbDataidaved 6okt St

8 IT4J 5.0 32bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk50/32bit

9 IT4J 5.0 64bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk50/64bit

16— Classic 6-:0— | 71QiBMPTotDatar Javad007/[dké

11 IT4J 6.0 32bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk60/32bit
/1QOpenSys/QIBM/ProdData/JavaVM/jdk626/32bit

12 IT4J 6.0 64bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk60/64bit
/QOpenSys/QIBM/ProdData/JavaVM/jdk626/64bit

13 IT4J 1.4 64bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk14/64bit

14 IT4J 7.0 32bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk70/32bit
‘ /QOpenSys/QIBM/ProdData/JavaVM/jdk71/32bit

15 IT4J 7.0 64bit | /QOpenSys/QIBM/ProdData/JavaVM/jdk70/64bit
- /QOpenSys/QIBM/ProdData/JavaVM/jdk71/64bit

16 | IT4J 8.0 32hit | /I00OnenSvs/OIRMIPradDatallavaV/M/idkR0D/R2hit

17 | 1143 8.0 6 Not released yet

Note: Words in blue are still in plan and subject to change without notice.
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Application Serving on IBM : Java-based

(WebSphere Application Server)

WebSphere Liberty Profile

Tomcat

Integrated Web Application Server
Based on Liberty



http://tomcat.apache.org/
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Liberty vs Tomcat

Tomcat Liberty
Size <20M <50M
Startup speed 1~3s <5s

Java EE

JSP 2.2, Servlet 3.0, JSTL 1.2, need to add
jar for other standard support

JSP 2.2, Servlet 3.0, JSF 2.0, JSTL 1.2, JPA 2.0,
JDBC 4.0, JAX-RS 1.0, JNDI 1.0, Bean
Validation 1.0, SSL 1.0, Security 1.0, Web
Security 1.0, IMX 1.0

Can add or remove feature dynamically

OSGi support No Yes, support Blueprint 1.0, WAB 1.0

Dev tool Eclipse Eclipse, Rational Developer

Performance Normal Core is same to WebSphere Application Server,
good performance

App hot deployment Yes Yes

Configuration Multiple configuration files. Need to restart Single configuration. Configuration update is
after configuration update loaded immediately. No need restart
Migration Can move to WebSphere Application Server | Programming model is same to WebSphere

by IBM Application Migration Toolkit

Application Server. Can run on WebSphere
Application Server directly

Documentation

Less document from official web site but
many documents from internet

http://wasdev.net, lots of documents, video,
examples. Can communicate with developer
directly
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Introduction — Tomcat

* An open source project by Apache.

* Open source implementation of Java Servlet (Version 3.0)
and Java Server Page (Version 2.2)

* Widely used in Java EE world.

&

http://tomcat.apache.org/

» Easy to deploy and use.

 IBM i does not provide native support now, not a license
program on IBM i 6.1 and newer

e Apache

. Can_lbﬁlintegrated into IBM i to power your business Sﬂﬁ\?f"wrfw E_opg'ﬂgaotr'g?n
easily!!!


http://tomcat.apache.org/

@
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Integrate IBM | business with Tomcat

Browser

HTTP

HTTPS

HTTP
Server for i

IBM Java Toolbox

Tomcat

Core business

Java
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How to Enable on IBM | — Steps

« Stepl: Download the latest Tomcat from Apache web site.
— http:/tomcat.apache.org/download-70.cgi

» Step2: Unzip Tomcat distribution file to your directory.

« Step3: Add JAVA_HOME environment variable export in Tomcat configuration file
<install dir>/bin/setclasspath.sh

Set JAVA_HOME or JRE_HOME if not already set,

ensure any provided settings
are valid and consistent with the selected start-up options and set up the
endorsed directory.

$Id: setclasspath.sh 1202062 2011-11-15 06:50:02Z mturk $

export -s JAVA_HOME=/0Q0penSys/QIBM/ProdData/JavaVM/jdkB0/32bit/
# Make sure prerequisite environment variables are set

if [ -z "$JAVA_HOME" -a -z "SJRE_HOME" 1;

then
# Bugzilla 37284 (reviewed).
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How to Enable on IBM | — Steps
o Step4: Start Tomcat!!!

— Run <Install dir>/bin/startup.sh

> cd /home/download/apache-tomcat-7.0.28/bin

QINTER
: +QPADEVO00B
> . /startup.sh

Using CATALINA_BASE:  /home/download/apache-tomcat-7.0,28 QPADEVODAC  YANGCP ‘

Using CATALINA_HOME:  /home/download/apache-tomcat-7.0.28 +QPADEVO002  YANGSF .0 CMD-QSH

Using CATALINA_TMPDIR: /home/download/apache-tomcat-7.0.28/ temp QPADEVO0ODS , SHMHNGCP 0 CMD-WRKACTJOB

Us?ng JRE_HOME: /OOpenSgs/OIBM/ProdData/JavaVM/jdkBEJ/?Zbit/ . B QPOZSPHT YaNGCP . JVM'OI“g. apache

Using CLASSPATH: /home/download/apache-tomcat-7.0.28/bin/bootstrap. jar:

/home/download/apache-tomcat-7.0.28/bin/ toncat-juli. jar QZSHSH YANGCP .0 PGM-QZSHSH

$ QZSHSH YANGCP .0 PGM-QZSHSH

S Apache &7

« Step5: Access Tomcat sample web app d

Tomcat Web Application Manager

— http:/lyour.server.name:8080/manager m |:> — :
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How to Enable on IBM i — More information

* Reference DW WW article “Running your IBM i Web Solution on ASF Tomcat” for
more information about Tomcat enablement on IBM i

— Create CL commands for start/stop Tomcat.
— Run Tomcat in its subsystem.
— More customization.

http://www.ibm.com/developerworks/ibmi/library/i-websolution-asf-tomcat/index.html
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Application Serving on IBM |

Apache @
HTTP Server & CGi zend
PHP on IBM i

Tomcat

(WebSphere Appllcatlon Server)

Integrated Web Application Server
Based on Liberty

WebSphere Liberty Profile



http://tomcat.apache.org/
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Introduction — IBM HTTP Server for |
» A secure, efficient, powerful, highly configurable, scalable and extensible server that provides
HTTP services

 Powered by Apache HTTP Server
— 15.4: Powered by Apache 2.0.63
— 16.1 &i7.1: Powered by Apache 2.2.11

— 1 7.2: Powered by Apache 2.4.4 u

@ Security i
 IBM HTTP Server for i is PCI Compliant Web server

Standards Council
— Known Apache security vulnerabilities are patched via. PTF’s on IBM i.

— Web page: http://www-03.ibm.com/systems/i/software/http/product/pci_compliance.html



http://www-03.ibm.com/systems/i/software/http/product/pci_compliance.html
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Why Apache HTTP server?

» Most popular Web server in the industry

— 420 million Internet servers (as of April 2012) (Source, Netcraft).

e Secure transactions

» Easily maintainable

Many Apache skills available in the market

» Highly configurable
» Easy to use GUI to configure your servers

» Powerful - Runs the very simple site to the most complex site equally well

» Scalable - The Server handles the small usage site to the well traveled Web sites

 Payment Card Industry (PCIl) Compliant


http://news.netcraft.com/archives/category/web-server-survey/
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History of Apache on IBM i

* IBM i was the first IBM platform to deliver Apache 2.0 - over 13 years ago

« IBMi6.1& 7.1 based on Apache 2.2

— Several mid release updates to new point releases within Apache 2.2
— Continual update of ALL security related patches

 IBMi 7.2 based on Apache 2.4
— Many changes and new ways of doing things

— Requires a release boundary, otherwise existing application will fail!
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What'is PCI Compliance?

Security i

. Definition: Standards Council

— The Payment Card Industry Data Security Standard (PCI DSS) is a set of specific
security standards designed to ensure that ALL companies that process, store

or transmit credit card information maintain a secure environment during and
after a financial transaction.

— Adhering to the specific security standards documented in the PCI DSS make
something PCI compliant.

— https://www.pcisecuritystandards.org/

e The IBM HTTP Server for i is PCI Compliant Web server.
— Known Apache security vulnerabilities are patched via. PTF's on IBM i.
— Web page: http://www-
03.ibm.com/systems/i/software/http/product/pci_compliance.html

e
- NE ll‘.f!;f‘

e
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Industries olutions Services Products

Support & downloads

IBM System=s > Power Systems > Software > IBMi > HTTP Server >

HTTP Server for IBM i

PCIl compliance

The Payment Card Industry Data Security Standard (PCI DSS3) is a set of specific security
standards designed to ensure that all companies that process, store or transmit credit card
information maintain a secure environment during and after a financial transaction.

Adhering to the specific security standards documented in the PCl DSS make something PCI
compliant.

The IBM HT TP Server for i is PClI Compliant Web server. Known Apache security vulnerabilities
are patched via. PTFs on IBM i.
N IBM i 7.1: Apache security vulnerabilities

b IBM i 6.1: Apache security vulnerabilities
N IBM i §.4: Apache security vulnerabilities

IBM i 7.1: Apache security vulnerabilities:

Common Description Severity Status on PTF(s)

wvulnerabilities and IBM i

exposures

e CVE-2014-0098 mod_log config crash low Fixed S152916

e CVE-2013-6438 mod_dav crash moderate Fixed S152602

s CVE-2013-1896 mod_dav crash moderate Fixed 5150824

o CVE-2013-1862 mod_rewrite log low Fixed S150403
escape filtering

e CVE-2012-4558 A KSS flaw affected the moderate Fixed SI49746
mod_proxy_balancer manager interface

e CVE-2012-3499 Warious X555 flaws due to unescaped low Fixed 5149746
hostnames and URIs HTML output

e CVE-2012-4657 mod_proxy_ajp remote DoS low Mot Mot

Applicable Applicable

My IBM

Contact IBM
& Email IBM

e

- Find a Business Partner

Fa ' Call IBM: 1-866-883-8901
Priority code: 101AR13WW

Browse Power Systems

= Hardware = Solutions

f

Operating systems = Nigrate to Power

= System software = Advantages

= Community = Support & semvices
- Success stories - Resources
- Mews = Education

Additional information

- Support
-+ Resources

- Frequently asked questions

| 3

http://www-03. ibm.com/systems/power/software/i/http/support/pci-compliance.htrhl
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Running Your Business with CGl on HTTP Server

A 4
A ¥ =

Web browser

Open connection,
send request w/ parms

Send page with parms,
close connection

TCP/IP

*Original way to create interactive HTML pages
*Can get input from many sources:

*URL and data entered on an HTML <FORM>

are supplied as environment variables.

*DB2 for i, other programs, etc.

*Can be written in any of many languages —
including RPG !

*No need for Java.

*More proprietary, not as scalable

HTML &
et .
e images
server
CGI-Bin
-
programs

Net.Data

AN

IFS Macros
QSYS.LIB SQL
C, CL, RPG,
DB2 for COBOL, Java,
I5/0S REXX
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I al G CG I EXal I Iple # Initialize error code structure for error ids.

# This allows for T bytes in QUSEI for error message id.

Ehttp://1p05uti. rchland. iba. com: 12876/ samplerpg-htal — ¥Windows Internet E... g@

C I-AID 16 QUSEPRV
¥~ ] E Tl 4 [1 O [~
.@ ] http://1p05ut3. rehland. ibn. con: 12876/ sanplerp ¥| ##|| X el wees Road the Enviverment varisble, REQUEST METHOD.
ITiE FIEE EFQW ke IAED BHW
—— - C MOVEL ErwMethad Ervlame
G | @ http://1p05043. rohland, ibn. com: 12876/ sanp, . | G IR@ -~ c I-ADD 14 Ervlfanelen
= - C callb APIGetEnv
Post request form c parm EnvRec
C parm EnwEecLen
C parm Enwlen
TPg test C DArm Ervwilane
Enter input for the RPG sample and click [LENTER c parm Enwlanel en
C parm QUSEC
C MOVEL EnwRec EnwIMDRe=p

The output will be a screen with the text, "Your input="fallowed by the text you typed above. The contents of environment
variable SERVER_SOFTWARE is also displayed

##% Iz the REQUEST_METHOD, POST?

C 4 subst EnwEec: 1 EResp
C EResp ifeq TPOST
Get request form # Get Erwirorment Variable "Content_Length’ usil
C MOVEL Enw(L
C I-ADD 14
C CALLE APIGetEnv
Enter jnout far tha PBR samnla and rlick ENTER . C parm ErwRec
@Salple iSeries RPG program executed by HITP Server as a C6I — Windows In... g@@ C parm EnwRecLen
The ol — — C parm EnvLen
variab Q o w | 8] htp: //1p0Sut3 rehland. ibm. com: 128TB/ cgi-bin/| ¥ | | ¥4 | K| |Live Searc Bix C Darm EnvName
- 2 = en b lehs e i e B et e N 1 c parm FrellameLen
EHFE) SEE EEW ERke) IR@ MR c parm QUSEC
] . = | — ] » * Convert Content Length to rumeric.
= | @5unple iSeries MG progran executed by i | | - &-GI8 @7 C eval ContentLn=c2n(EnvRec : EnvLen)
B # When the Content Length is greater than the buffer, Read maxdataln.
C ContentLn ifet maxdataln
. .
Sample iSeries RPG program. c D naxdstaln  Contentln
C endif
# Specify InDataln to Content_Length walue. Newer should a CGI program

*

ever attempt to read more than content length. Specification of more
than content length in InDataln is not defined.

This is sample output using iSeries HTTP Server CGI APIs from an RPG program. This program reads the C I-ADD Contentln BufInln

input data from Query_String environment variable when the Request_Method is GET and reads standard
input when the Request_Method is POST.

*

*

Fead standard input

C callb APT3tdIn
% C parm BufIn
Server input: c parm BufInln
Your+input=dddd C parm StdInln
C parm QUSEC
POST C MOVEL StdInln Result
C else

ApacheContent-type: texthtml

w4k Read the Envirorment variable, QUERY_STRING.

Sample iSeries RPG program.

C MOVEL Erm)3 EnwlNane
C I-ADD 1z Envilamelen
C callb APIGetEnv
C parm EnvEec
e 4 L.+ e e T oAy e et e & i C parm ErwRecLen
FER € Internat oo < c parm Ermlen
C DAarm Envilane
C parm Enwilamelen
More Information: ‘ ws:

http://www-03.ibm.com/systems/i/software/http/examples/samplerpg/rpg_demo.html
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GUI Management Tool
IBM Web Administration for |

Setup EOELENLE Advanced | Related Links
All Servers  HTTP Servers  Application Servers | Instaliations

'q.{, Sewver. A_HAPEIP - Apache * Serverarea: Global configuration -

@ Stopped | -

T e I T Manage Apache server "A_HAPEBIP" - Apache/2.2.11 (i5) with large file support

J Add a Directory o the Web
B LDAP Configuration Mo description for server A_HAPBIP

Servar Propertios

Welcome 1o the 188 Web Administration for i m

red by Apache). Using these forms, you can s
gasily. With I1BM HTTP Server for i, you

ce and gef started on the road to worki

. Follow the wizard, step by step, to qu
rinternal or external business needs,

To get started, use the Create N
E ﬁ;?-:g;:rﬁ;s;ng wizard has been successful
& Content Settings
[ Directory Handling Once you have the basi ¥ your HTTP Server (powered by Apache) far

[ Security

= IFWeb senvingd calability of your Web senver environment. High avai

& Dynamic Content and CGI

Lse the FastResponse Ca

performance and scale of Web and TCP server applications by
located in the Licensed Internal Code.

O System Resources

4 Cache Use full proxy support, including forward proxy, reverse proxy, and proxy chaining to enhance network security and lessen nebwork

recening and forwarding (or rejecting) requests between izolated networks, A proxy semnver lessens network traffic by rejecting um
Semnverworkload, and fulfiling requests by sening data from cache rather than unnecessarily contacting the true destination HTTF

& Domino Application Server

B WebSphere Application Server IBM Web Administration for i:

http://<hostname>:2001/HTTPAdmIn
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Apache @
HTTP Server & CGi zend
PHP on IBM |

Tomcat

(WebSphere Appllcatlon Server)

Integrated Web Application Server
Based on Liberty

WebSphere Liberty Profile



http://tomcat.apache.org/

Power Systems@

Why PHP?

- Low Learning Curve

Easy Integration into
Heterogeneous Environments

Robust, Multi-Platform,

High-Performance, Scalable, Secure

Vibrant Community

Rapid
/ Innovation

Run an
Agile
Business

Proven
Deployment
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Open Source Solutions for i
« Zend Server Community Edition for i

Preloaded with IBM i 7.1, 6.1, 5.4

e Zend Server for i

Provides advanced functions

— Available from IBM with advanced support offerings

zend
e Zend Studio for i

— Eclipse-based development environment

e Zend DBI

— MySQL implementation for IBM i
— DB2 Storage Engine

Mgmﬁ

— Available with one year of Silver support from Zend for no additional charge


http://www.mysql.com/

)

\

Power Systems

Zend Studio: IDE to help RPG programmers become web developers

fast
e Supports Agile development
— Refactoring, PHPUnit, code coverage, profiling
* Reduces defects in deployment and production
— Repeatable, uniform testing
» Slashes root cause analysis time for production issues

— Zend Server captures full problem data in production
(code tracing)

— The developer steps through the problem in the lab to
quickly pinpoint root cause

* Integrated with Zend Framework p S

E—

e “How To” questions on PHP and ZF =
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Zend DBI - Avallable for 1 5.4 and newer
/
— Based on MySQL source code
— Provides support for Open Source based applications Zend
DB2 Storage Engine for PHP

— Supporting open source applications while simplifying data management

Application uses MySQL data commands against Zend DBi or MySQL database;
storage engine translates the commands and passes to DB2 for |

Writes to i
Accesses Writes to Accesses
Data E Data
\4 I \4
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PHP Integration with i — XML Service

Easy access to IBM i data and resources from PHP
(similar to IBM ToolBox for Java)

—DB2 for i — SQL and Native IBM i

—Program call " WindowsiLinx O\ XMLSERVICE Jobs 4 IBM i N

—Procedure call Client Client

XMLSERVICE

—Data Area & . ftmp/fred01 J\ /" PHP Java, )
PHE Ruby, ' RPG, efc.

—Data Queue Perl, Python, ' = o \ ’

—Message Queue Java, efc. /; . . —

—Commands DB2 / R M e Qﬁ \ connection
connection REST

—System values SEet 2ysval| ) MsgQ | Bl ot }

—Spool files > GET/POST _/ Command| |Data AreaJ Q /"/

e Local or Remote access

http://www.youngiprofessionals.com/wiki/ XMLSERVICE



http://www.youngiprofessionals.com/wiki/XMLSERVICE

®
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Quickly & Easily Create Mobile Solutions for IBM | Applications
Zend Studio

& ZondSwudin Fie  Idt  Navigstm Seach  Projec Run  Window Help | W=
B0 Em

B ST —— Mobile App Marketplace

Create mobile apps ready to
deploy to app market places!

- e @ | _ IOS, Android, Windows Phone, & more
*Drag & Drop interface to create mobile

applications

*Tie mobile apps directly to you native

IBM i objects (RPG programs, DB2, etc)

Zend Server 6
PHP Rest Web Services

*Single development location [ IBM I XML Service ]

= Creating mobile app

= Create integrating restful web service *Mobilize your RPG & COBOL

= Tie to IBM i native toolkit applications

= PHP application to drive the interaction XML Service ties your Mobile

application to your IBM i native objects

*Mobile solutions for the IBM i shop!

Zend Server 6

http://www.youtube.com/watch?v=t4nmR0O9-gN4&feature=plcp
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http://tomcat.apache.org/

PowerRuby

 What is PowerRuby?
Freely available and commercially supported port of the Ruby language
Includes supporting infrastructure (i.e. Rails) for running Ruby web applications on IBM i
Available for download from PowerRuby.com
Includes native DB2 database driver — MySQL not necessary
Integrates with XMLSERVICE for access to IBM i programs and objects

« Components
Ruby 2.0.0 and 1.9.3 (MRI implementation, a.k.a CRuby)
ibm_db (1BM supported - http://rubyforge.org/projects/rubyibm/)
Apache + Thin < the web server stack (more Ruby app servers options coming)
Rails 3.2.x and 4.0.0 (Coffeescript support in the works)

* Learn more
PowerRuby.com for updates and news
* twitter.com/rubyonpower



Who uses Ruby On Rails?-

~y
Classrooms

MAPQUEST.
- wshdeshare @
GROUPON
il |
*GoToWeblnar scrlbd

A twitterd
—

= upla”g‘es Ilvmgsocml

atgl e "‘ s

(discover.mapquest.com)
s OUNDCLOUD TARGET
Etsy " CITRIX
|NF®|TY github
ST " Adobe




What is Ruby?

... a dynamic, open source programming language with a focus on
simplicity and productivity. It has an elegant syntax that is natural to
read and easy to write.

quick and easy:
- variable declarations are unnecessary

- variables are not statically typed - Est 1995

- syntax is simple and consistent - Mass acceptance 2006

- memory management is automatic - Very active and well organized
community

object oriented programming:

- everything is an object

- classes, methods, inheritance, etc.

- singleton methods

- iterators and closures ruby-lang.org — Home website

ruby-doc.org/docs/ProgrammingRuby - Traditional learning
codecademy.com - Learn Ruby in the browser for free

PowerRuby



What is Rails?

... an open-source web framework written in the Ruby language
that's optimized for programmer happiness and sustainable
productivity. It lets you write beautiful code by favoring
convention over configuration.

Provides mechanisms for simplifying many common tasks of
web development including

- DB access

- Routing requests

- Separation of concern (MVC, “helpers”, mailers, presenters)
- Unit testing

- Really, too many benefits to list.

RubyOnRails.org — Framework home

EdgeGuides.RubyOnRails.org/getting_started.html — Quick learning from the creators
RailsCasts.com - Excellent video resource

TeamTreehouse.com - Comprehensive Ruby/Rails/HTML/CSS/Javascript training

@ I o w e I R u by "Rails", "Ruby on Rails", and the Rails logo are registered trademarks of David Heinemeier Hansson. All rights reserved.




RUby Integration W|th | = XML SerVice (similar to IBM ToolBox for Java)

IBMi7.1: TR5
e DB2 fori— SQL and Native
e Program call
e Procedure call C D\ 4 IBM i 0\
e Data Area Windows | © x| SERVICE . 5
e Data Queue R W= 4 Ry, RPG )
e Message Queue eRtléby’ BhIE ave; . | ftmpliredo1 PHP. Java, etc.
e Commands |  (XTSERVICE \ :
® System values [ DB2 connection ]/ /tmplsally42 ]\ \{ DB2 connection ]
e Spool files : \ EoT
REST 1 [
[ GET/POST } : [many more ... ] { CENFLET ] :
) KK //

YoungiProfessionals.com/wiki/ XMLSERVICE (ak.a. vies)

@ PowerRuby
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Questions?
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