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Dependability – I need to get some of that!

� Dependability refers to the ability for stakeholders to depend upon a 

device for mission- and life-critical services

� Three primary aspects

– Safety – freedom from harm

– Reliability – availability of services

– Security – freedom from theft and interference

� Although there is some correlation among these aspects, they sometimes 

are in conflict

Safety Reliability

Security

Dependability



Typical Dependability Data

� Hazard Analysis 

– A deductive (top-down) approach that ties together hazards, faults, and safety 
measures

� Fault Tree Analysis (FTA)

– A deductive (top-down) approach that links causal factors (e.g. faults, 
conditions, and events) together via logic operators to create hazards

– Is recommended in requirements, systems analysis, and design phases

� Fault Means, Effect, and Criticality Analysis (FMECA) 

– An inductive (bottom-up) approach that relates component faults with hazards

– Cannot be applied until you have a parts list, which is late in the development 
process

� Security Analysis Diagram

– UML Profile for modeling cybersecurity, threats, and countermeasures



Hazard Analysis
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Fault Tree Analysis

� Traceable links among requirements, 
analysis, design, and safety elements 
makes your “safety case”

� FTA elements can have traceable, 
navigable links to

– Requirements

– Elements that can manifest faults

– Elements that can detect faults

– Elements that handle faults

� FTA elements contain metadata

– Severity

– Likelihood

– MTBF

– Risk

– Safety Integrity Level

� UML Fault Tree Analysis Profile



FMEA / FMECA
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� Security Analysis Diagram (SAD) 

is like an FTA but for security, 

rather than safety

– It looks for the logical relation 

between assets, 

vulnerabilities, attacks, and 

security violations

– Permits reasoning about 

security

• What kind?

• How much?

• Risk assessments

Security Analysis Diagram



Source: European Medical Device & Technology, June 2010

1. Scope

2. Normative References

3. Terms and Definitions

4. General Requirements

5. Software Development Process

6. Software Maintenance Process

7. Software Risk Management 

Process

8. Software Configuration 

Management Process

9. Software Problem Resolution 

Process

Standards Landscape and Process



Overview of SW Development / Maintenance from IEC 62304

Systems Development / Maintenance ACTIVITIES (including System RISK MANAGEMENT)

Customer Needs

/ Maintenance

Customer Needs

/ Maintenance

Satisfied

Software RISK MANAGEMENT

Development

/ Maintenance
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Requirements

/ Problem & 

Modification

Analysis

ARCHITECTURAL
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design

UNIT
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VERIFICATION

Integration and

integration

testing

SYSTEM

testing

Software 

release

Modification implementation

Software configuration management

Software problem resolution

Activities outside IEC 62304 scope



Practices for Dependable Systems Development

Mappings of standards to 

process elements for

•CMMI

•DO-178B (avionics)

•IEC 62304 (medical)

•EN50128 (rail)



Harmony Mapping to IEC 62304

10



Harmony™ Embedded Software Practices

� Dynamic 2-tier planning

– Update plan based on Truth on the Ground acquired via on-going measurements

� Test Driven Development

– Develop & apply test cases at the same time you develop your software

� Continuous integration

– Integrate and test a common baseline at least daily

� Incremental Development

– Incrementally construct and validate your software every 4-6 weeks

� Optimizing with design patterns

– Identify & rank design criteria and identify patterns that address your needs

� Active (project) risk management

– Use a risk management plan to reduce risks throughout your project

� Frequent project retrospectives

– The “Party phase” at the end of each increment evaluates how the project is progressing

� Use model-code associativity

– Use automation to ensure models and code always remain in sync

� Automated Documentation generation

– Use tooling to generate required certification evidence from the work you’re already doing



Practice: Dynamic 

Two Tier Planning

Practice: Change ManagementPractice: Incremental (Iterative) Development

Practice: Requirements 

Management
Harmony/ESW Delivery process



Control Project

Practice: Manage Project

Practice: Dynamic (Project) 

Risk Management

Practice: Continuous 

Dependability Assessment

Practice: Continuous 

Process Improvement



Harmony Development Iteration
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Practice: Continuous 

Integration

Practice: Incremental 

(Iterative) Development

Practice: Frequent Project Retrospectives 



System use cases Practice: Use Case Modeling

Practice: Manage Traceability

Incremental Requirements Analysis



High Fidelity (Functional) Modeling
Iteration use cases

Practice: Modeling

Practice: Continuous

Integration

Practice: Test

Driven Development



Iterative & Incremental Design

Practice: Design at 

Three Levels



Architectural Design

� Architectural Design consists of 5 key 

interrelated model views:

– Concurrency and Resource View

– Deployment View

– Distribution View

– Dependability View

– Subsystem and Component View

Each Architectural View will have its own design patterns. 

The complete system architecture is the set of design patterns 

used in all of the various aspects of physical architecture. 



Architectural Design

Practice: Optimizing with 

Design Patterns

Practice: Explicitly

Optimize
Practice: Test-Driven

Development



Verification and Validation

Practice: Incremental

(Iterative) Development

and Verification



Putting it all together with Rational System Solution

Achieve “quality by design”

with an integrated, automated 

testing process

Manage all system 

requirements with full 

traceability across 

the lifecycle

Use modeling to validate requirements, architecture and 

design throughout the development process

Architecture & 

Design
Rational Rhapsody

Quality Management
Rational Quality Manager

Requirements 

Management
Rational DOORS

Practices 

and Process

Collaborate across diverse engineering 

disciplines and development teams

Achieve common 

goals by optimizing 

how  people work

Increase efficiency 

and predictability by 

integrating workflows

COLLABORAT

E Continuously improve,

measuring and reporting 

progress in real time

REPORTAUTOMATE

Collaboration
Rational Team Concert



Summary
� Dependability has three aspects

– Safety

– Reliability

– Security

� Dependability is created with

– Initial and on-going risk assessments

– Traceability among relevant work products

– Verification activities (testing, QA)

� IEC 62304 is used as a standard metaprocess (process objectives) for medical device 
delivery. Includes metaprocesses for

– Software Development

– Software Maintenance

– Software Risk Management

– Configuration Management

– Problem Resolution Management

� The Harmony process is an agile process providing a set of best practices that

– Perform the tasks to meet the FDA device certification needs

– Map to the IEC 62304 standard

– Are supported by the Rational Systems and Software Solution



To enhance your Harmony


