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Securité, management,
compliance pour une bonne
gouvernance de l'information
dans les réseaux sociaux
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Note:

Information regarding potential future products is intended to outline
our general product direction and it should not be relied on in making
a purchasing decision. The information mentioned regarding
potential future products is not a commitment, promise, or legal
obligation to deliver any material, code or functionality. Information
about potential future products may not be incorporated into any
contract. The development, release, and timing of any future features
or functionality described for our products remains at our sole
discretion.
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Agenda
e Gouvernance de l'information
e Chartes d'usages des réseaux sociaux

e Gouvernance de réseau social interne : bon sens et outillage
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Gouvernance de l'information

e besoins de conformité,
e de la sécurité des informations

e et du respect de la sphere privée.
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L'adoption generale des usages o oo clnvercncs
digitaux avec les mobiles et les
réeseaux sociaux change la nature du
débat

Deux milliards de Explosion globale Les Smartphones sont
personnes connectées des mobiles partout
En 2010 plus du % de la population Plus de 5 Milliards de mobiles Il pourrait y avoir 50 Milliards de

mondiale, - 2 milliards de utilisés globalement mobiles connectés d'ici 2020

personnes - était sur internet

facebook.

Le géant des réseaux Explosion des “Appification” est
sociaux données partout
Si Facebok était un pays, il serait le 3eme “Tous les 2 jours il se crée autant de D'ici @ 2014 il y aura eu 77 Milliards de
du monde avec 600 millions d'habitants données que de la période allant de la download d'applications pour mobiles

naissance de la civilisation a I'an 2003”
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Source: Cisco, Hyperconnectivity and the Approaching Zettabyte Era, June 2010; Eric Schmidt, Techonomy Conference, August 2010
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Un ensemble de composants impacte
les individus (clients, collaborateurs),
les organisations et les industries

Les éléments de transformation digitale ... ...impactent tous les niveaux de la société

Connectivité, accés et participation des
individus croissent rapidement ; l'internet
mobile et les smartphones explosent

Le client “connecté”

Les collaborateurs en réseau

Les citoyens informés

Changement de la fagon dont les
individus et les organisations s'engagent, _
interagissent et collaborent

Des business modeles en évolution

Lec contenus numériques sont produits Optimisation d'analyses

et consultés de plus en plus vite, ce qui
créée une croissance de ces industries
et sur ces marchés

Entreprise connectée

Déplacement de la valeur

Les possibilités d'extrapolation a
partir de ces données croissantes

créent de nouvelles opportunités Redéfinition de l'industrie

d'analyses prédictives et en temps Fragmentation
réel
Source: IBV Analysis ===
Smarter software for a Smarter Planet. © 2011 IBM Corporation 7 = ==STE @



Le réseau social se déploit a tous

niveaux

. Profils
b & Identifier la bonne personne

Communautés
Travailler et partager de I'expertise
commune, des savoir faire

Fichiers
Publier, partager, découvrir les
documents et les enrichir

Wikis
Co créer du contenu en commun

Activités
Organiser son travail et solliciter
son réseau

Forums
Echanger des idées, bénéficier de
I'expertise des autres

Smarter software for a Smarter Planet.
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Page d'Accueil
Visualiser les évenements de son
réseau social

Social Analytics

Découvrir avec qui nous sommes en
relation et quel contenu nous est
commun par des recommandations

Micro-blog
S'appuyer au mieux sur lI'ensemble du réseau

Signets
Sauvegarder, partager, et découvrir les signets

Blogs
Exposer ses idées, et apprendre des
autres
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Quels Usages avec IBM Connections [

People centric Communauteés
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e Gouvernance de l'information
e Chartes d'usages des réseaux sociaux

e Gouvernance de réseau social interne : bon sens et outillage
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Du sens pratique

» Les chartes sont une base indispensable
» Respect des obligations de protection des données privées, la CNIL en France
e Quelques exemples

* iIbm.com
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Guidelines for

Social Computing

i _ . .
*+ | Gotostart + | Show Transcripts
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http://www.ibm.com/blogs/zz/en/social_computing_guidelines.html
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Guidelines for

Social Computing

HP: Hello, this is Harriet Pearson, IBM’s VP, Security Counsel & Chief Privacy Officer

AC: And this is Adam Christensen, IBM’'s Social Media Communications Manager

HP: Adam and | would like to take a couple of minutes to talk to you about some best practices for social computing and how, by
following some simple guidelines, both you and IBM can benefit most from your participation in new Web 2.0 environments.

P Play *+  Go to start +  Hide Transcripts

Smarter software for a Smarter Planet. 13



... it's important to remember
that every interaction you have
online—inside and outside

the firewall—is a retlection on

you and on 1BM.




We have a set of guidelines for
social computing to help guide
IBMers’” behavior when using social

media tools, particularly in three
important areas:

1. Confidential information
2. Privacy
3. Disclaimers

Smarter software for a Smarter Planet.
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. Play . Go to start . Show Transcripts
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Privacy Issues

of Internet users
personal
information online.

. Play . Go to start . Show Transcripts
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Privacy Issues

don’t realize it.

. Play . Go to start . Show Transcripts

Smarter software for a Smarter Planet.




Disclaimers

Smarter software for a Smarter Planet.
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in the U.S. said that
If their employer did
something that they
didn’t agree with,
they would comment
about it online.

, Play . Go to start . Show Transcripts
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D'autres références de chartes

ris Boudreaux.

All Indust

Organization Title

Template: B

BBYO
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http://socialmediagovernance.com/policies.php
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Education interne

o Partager les best practices
e Etablir un plan d'accompagnement, formation, recommandation

e Permettre le droit a I'erreur
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Vers un business plus intelligent

Overview Social Enablement Centennial Programs Expertise Locator

@ Social Business @ IBM
Overview

Social computing is transforming the way we do business, from collaboration and
content distribution to demand generation. It allows us to build strong relationships
and has become a powerful medium to channel our expertise.

IBM's social business strategy seeks to focus these interactions on concrete
outcomes: enhancing your social presence, projecting your expertise, driving
innovation, and delivering business value.

This site is intended to help you achieve these goals more effectively — whether
you're a newcomer to social media, an expert seeking to project your expertise via
social channels, or an active social business practitioner who wants to engage in
specific IBM programs.

Social Computing Curriculum How well do you understand

IBM's Social Computing Guidelines?
This certification-based training offers on-demand online courses to help

= vou build vour skills profile. Courses range from the fundamentals of v I
i\ social computing to relationship-building and digital citizenship. . _jg we
S4%
— Explore the curriculum > ) . Basic
[ ’ understanding
34%

. Not at all

6%

Have not read
This area of the site provides practical guidance and exercises to help you 4%

define vour social profile, set up vour social channels and start developing
vour social presence, with an emphasis on "learning by doing”.

Social Enablement

Read IBM's Social Computing Guidelines »

Get started »

SB@IBM program feedback

Smarter software for a Smarter Planet.




i_! WWelceme back Pierre Milcent

Social Computing Education

Social Business @ BW *

Social Computing Education

“349% of people post
opinions about products
and brands on their
blogs.”

Source: http: / /socialnomics.net
f2009 /08,11 /statistics-show-=social-
metlia-is-Bigger-than-you-think/"

target="_blank">5ociglnomics.net

1.1 Why IBMers Need Social Computing

The buzz. Did you know IBM values Social Computing to encourage actions and behavior which
can positively promote the IBM image? Start here if you want to learn why social collaboration
and influencing are key differentiators to grow your career. Learn the fundamentals of Social
Computing and the value of Social Computing.

1.2 Social Computing Demystified

Tag, RSS feeds, "the board " These are just a few of the terms you may have heard in a recent
conversation. Learn the activities associated with social computing and general guidelines far
effective social computing technigues

1.3 Publish my expertise and Build my netwark

Building a network starts with establishing the "who" (who should be in your network) and
discovering the "what" (places where connections can be made). Learn the "how" and the "why"
of publishing your expertise to a network built for your professional profile.

b A A

Forum Intégration et Gouvernance
d_g l'kﬁomaﬁon :

- ntalliciant

My Links  You &IBM  Collaboration  About IBM  Support

Not sure where to begin?

You can create a customized learning plan based
on

1. What do vou want to know about social
computing behavior?

What do you want to do with social media
tools?

P

Complete a § Minute Questionnaire

Your feedback is important! Please tell us what you
like and what you would like to see changed by
completing this questionnaire Social Computing
Pilot

IBM Social Computing Guidelines

The current and official |IBIM Social Computing
Guidelines

Subject Matter Experts (SMEs)

Click the Expert's name to begin a chat with an
expert, or their picture for BluePages information

l |'L Mary Beth Raven

STSM, Product designer for Collaborative
solutions, Lotus Motes and LotusLive
MNotes

ANMNA DREYZIM

BluelQ: Enablement Lead - Senior

| anarming Snacialict

* Rechercher: | milcent 1‘ Suivant ‘* Précédent e Tout surligner  [] Respecter la casse

Smarter software for a Smarter Planet.
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What is social computing? Defining your presence Setting up Listening Sharing Publishing

Social Enablement
2 What is social computing?

Social computing is an umbrella term used to describe content exchange and peer-to-peer

conversations. Social computing includes social news, social bookmarking, social networking, photo
and video sharing, microblogging, social reviews, and social network aggregation. A full Glossa g
Terms can be found here. Social computing platforms generally share the following characteristics:

Participation Connectedness

Social computing encourages contributions Social computing thrives on connecting people,
and feedback. ideas, and content through technology.
Conversation Transparency

Whereas traditional mediais about one-way Social computing encourages openness.
communication, social computing is about

atwo-way dialogue.

Community
Communities share common interests such as a
passion for software development or a penchant

tor emerging media.

Social enablement modules

The social enablement modules will provide you with an introduetion to the social web. You will
learn how to use social computing tools to foster collaboration, disseminate and consume news,
develop networks, forge closer relationships, and build credibility. As a result, you will be better
informed and prepared to take action — either through the suggested platforms, or on your own.
Start your exploration here.

Sharing

My presance
v

o
ir

LLLs

Listening

Smarter software for a Smarter Planet.

Videos

i

Jon lwata: Social media as an internal tool

Short URL: http://bit.lv/eTKeCr

5

Alexis Ohanian: How to make a splash in
social media
Short URL: htip://bit.1v/28BaPo

e

i

Evan Williams on lis
Short URL: hitp:/ /bit.Iv/f

ing to Twitter users

i

Clay Shirky: How social media can make
history
Short URL: http:

bitlv/e4vMRo

IBM Social Computing Guidelines

If you participate in social computing as an
[BMer, we expect you to understand and follow
our Social Computing Guidelines. These
guidelines, written by your fellow employees,
were designed to help navigate the evolving
landscape of social activities, and
networks. These guidelines apply to every
IEMer.

Read IBM's Social Computing Guidelines »

Download the
IBM Social Business Practitioner badge

S-S

Identify yourself as an
IEM Social Business
Practiioner by posting
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What is social computing? Defining your presence Setting up Listening Sharing Publishing
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What you will find in this section

Introduction to Linkedin »

Linkedin setup »

Already have a LinkedIn account?

Videos

1 What is LinkedIn?
f j bit.lv/hFugWn

TeII your sE{:ry through your job history

bit.]

7/ edlorU

7 eZXZ1E

Resources

.»ltte|1d a Linkedin Wehmar
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e Chartes d'usages des réseaux sociaux

e Gouvernance de réseau social interne : bon sens et outillage
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Nouvelles capacites de Moderation
e Modération a Priori

e Modération a Postériori

— La modération est un gage de
meilleure qualité de contenu

— Meilleur contrbéle des échanges qui
s'operent dans la communaute

— Modération sur du contenu
'marqué’

— Participation a la modeération peut
étre déléguée aux membres de la
communauté
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Mode de Modération

e Modération par Communauté
* Modération Globale

Services concerneés :

— Blog : Entrées et Commentaires
— Fichiers des Communautés et Commentaires
— Forums

Pre-Modération
— Le contenu est soumis a approbation avant publication

Post-Modération
— Les contenus peuvent étre marqués inappropriés, offensants,
discutables legalement, le modérateur en est averti

— Celui ci peut ensuite prendre une mesure de mise en
guarantaine, ou de suppression du marqueur

-
-

[[me]]
I
il
il
<

Smarter software for a Smarter Planet.



Lotus Connections Home Profiles - Communities - Apps ~ Maoderation

Amy Jones1

Settings

Help

Log Out

Moderation

- Content Approval
- Blogs
Entries
Comments
+ Files
+ Forums
-~ Flagged Content
- Blogs
Comments
+ Files

+ Forums

= Back to Flagged Content - Blog Entries

Improve Startup Time by Removing Your Windows Password
Al Moreno | Updated May 5 | Blog: Performance Tips | Tags: windows tips advice productivity

= This content is flagged and awaiting review.

I'm tired of entering my Windows password everytime | start up my workstation so | found a way to remove the password on my Administrator account.

Just follow these simple instructions:

i =)
B B B fowio Imh b r
B D | P i

[ ¥ B
ST —
Gt s
= (+
a2
8 ]

o 1y Comper

1. Click on: Start > Control Panel > User Accounts
2. Under the account you nomally use, go to “Change or remove my password”.
3. Change your password and leave the new password field blank and click Save.

Mow | can boot up my workstation and have it go straight into \Windows!

Quarantine Edit Dismiss Delete

Flags (3)

H Samantha Daryn This violates security rules and regulations. Today 2:15 PM
a Christina Milan This recommendation is not appropriate. May 11

E: Amadou Alain People should not follow this person’s advice. May 9
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Conformité et Auditabilité

* Permet de suivre les changements de données sur
I'ensemble des composants de Connections

e Suivi des événements et analyse par des outils
tiers via les SPIs de Connections 3

e Suivi possible sur des mots clés, des phrases
méme si le contenu est supprimeé

Smarter software for a Smarter Planet. 31
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IBM Connections Compliance

Capture content posted by Connections users

Content types
— Conversational Data — Blogs, Forums, Wikis
— Non-Conversational Data — Activities, Communities, Profiles, Bookmarks
— Files

Reviewer Ul will show content in context of other related items

Export to eDiscovery or ECM Platform: each piece of archived individually and
include tags to link related items

Smarter software for a Smarter Planet. actiance- EES ‘@,
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IBM Connections Compliance

Prevent data leaks and abusive language

— Use lexicons defined in Vantage to filter content based on keywords, phrases, a
expressions

— Can be enabled for text content and for files
Send real-time alerts based on content detected
Content rules can be targeted to specific groups

Define policies at a Global, group or user level to map to compliance or
corporate governance standards

Smarter software for a Smarter Planet. actiance- EES ‘@,
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Unified Social Business Compliance [ ad -
and eDiscovery

Lotus % Notes

sOffice

S Archive

ST ) Lifecycle

T}

Lotus Sametime

e actiance
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BlackBerry
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Questions?

Vragen

Preguntads

Bwestiwn

Perguntas
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Pierre Milcent Compagnie IBM France
Consultant Réseaux 17, avenue de I'Europe
Sociaux d'Entreprise  F 92275 Bois Colombes Cedex

IBM Collaboration Solutions  Tél
Mobile

+ 33 (0)1 58 75 31 96
+ 33 (0)6 72 96 23 00

pierre_milcent@fr.ibm.com

Lotus. Connections I
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Legal Disclaimer

© IBM Corporation 2011. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to verify
the completeness and accuracy of the information contained in this publication, it is provided AS IS without warranty of any
kind, express or implied. In addition, this information is based on IBM’s current product plans and strategy, which are subject
to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related
to, this publication or any other materials. Nothing contained in this publication is intended to, nor shall have the effect of,
creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the
applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries
in which IBM operates. Product release dates and/or capabilities referenced in this presentation may change at any time at
IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future
product or feature availability in any way. Nothing contained in these materials is intended to, nor shall have the effect of,
stating or implying that any activities undertaken by you will result in any specific sales, revenue growth or other results.

All customer examples described are presented as illustrations of how those customers have used IBM products and the
results they may have achieved. Actual environmental costs and performance characteristics may vary by customer.

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere
are trademarks of International Business Machines Corporation in the United States, other countries, or both. Unyte is a
trademark of WebDialogs, Inc., in the United States, other countries, or both.

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

All references to Renovations refer to a fictitious company and are used for illustration purposes only.
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