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With security threat evolving….

….we must also evolve our approach to anticipate change!
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The world is becoming more digitized and interconnected, 
opening the door to emerging threats and leaks
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WORLDWIDE DATA VOLUMES PROJECTED TO 
INCREASE 29X OVER 10 YEARS

(Data Volume Zetabytes*)

“There are security leaks involving mobile browsers that 
we don’t even know enough about yet.”

- CIO, Media Company

* 1 Zetabyte = 1021 bytes = 1 trillion Gigabytes

35,000 

Zetabytes*

1,800 
Zetabytes*

CAGR

60%

EXPLODING DIGITAL UNIVERSE

Two billion internet 

users 

50 billion connected 

objects (cars, 

appliances, cameras)

Five billion mobile 

phones

30 billion RFID tags 

(products, passports, 

buildings, animals)

*Source: International Telecommunications Union. “Global Number of Internet Users, total and per 100 Inhabitants, 2000-2010.” United Nations. http://www.itu.int/ITU-
D/ict/statistics/material/excel/2010/Internet_users_00-10_2.xls; Ericsson. “More than 50 billion connected devices – taking connected devices to mass market 
and profitability.” February 14, 2011.  http://www.ericsson.com/news/110214_more_than_50_billion_244188811_c; IDC “Digital Universe Study,” sponsored by 
EMC. May 2010 
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Security has moved from an IT issue to an ongoing 
business concern
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STUXNET
Targeted changes to process 
controllers refining uranium

IMPACT
Degraded ability to safely 
process and control highly 
volatile materials

Complexity of 
malware and 
affect critical 

business 
processes

HKEx
DDoS attacks targeted on 
website and brought it down

IMPACT
Trading of stocks suspended 
for nearly 7 companies; loss 
of image

Malicious attack 
on web server 

by outside 
hacking

WIKILEAKS
Unauthorized release of 
classified records

IMPACT
Damaged US foreign 
relations worldwide

Internal abuse 
of key sensitive 

information
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Evolving Threats - expanding e-Crime
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• 3,000+ security and risk management patents

• 15,000 researchers, developers and SMEs on security initiatives

•

9 Security 
Operations 

Centers

9 Security
Research
Centers

133
Monitored
Countries

20,000+
Devices under

Contract

3,700+
MSS Clients
Worldwide

20 Billion+
Events
Per Day

IBM Global Security Reach and Expertise



© 2011 IBM Corporation

IBM X-Force: Vendors Reporting the Largest Number of 
Vulnerability Disclosures in History

n More than 8000 Vulnerability 
disclosures in 2010 and up 27%.
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IBM X-Force: Web App Vulnerabilities Continue to Dominate

n Nearly half (49%) of all vulnerabilities 
are Web application vulnerabilities. 

n Cross-Site Scripting & SQL injection 
vulnerabilities continue to dominate.
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IBM X-Force: Proliferation of Mobile Devices Raises Security 
Concerns

Significant increases in the

number of vulnerabilities 

disclosed for mobile devices 

as well as number of public 

exploits released for those 

vulnerabilities.

n Cabir – 2004

n FakePlayer – 2010

n DroidDream - 2011
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The IBM Security Approach
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IBM Security Framework
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IBM Security Framework
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Out of five technologies evaluated, social networking, mobile 
platforms and cloud computing present the highest risk concern

Sources: Q17 (How big a risk are the following technologies and tools to your company?)

64%

21%

15%

Social networking 
tools

Mobile platforms .
54%

27%

19%

Cloud computing

42%

35%

24%

Virtualization

26%

31%

43%

Service-oriented
architecture

25%

42%

34%

Extremely risky/risky Somewhat risky Moderately/not at all risky

“We are concerned about 

being able to safely control 

the flow of data to/from 

employee mobile devices 

and safely storing it.”
Manufacturing, North America

“We are already looking at 

cloud computing and haven't 

yet perfected security on our 

own local networks.”
Healthcare, North America

IBM Global Risk Study 2010, conducted by the Economist 
Intelligence Unit, bring multiple perspectives to their focus on IT



© 2011 IBM Corporation

Cloud computing is recognized as an emerging solution for risk 
management, but significant concerns exist
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Sources: Q17a (In your opinion, what are the biggest risks with regard to cloud computing? Select up to two.)

Risks associated with cloud computing

Handing over sensitive 
data to a third party

61%

Threat of data 
breach or loss

50%

Weakening of corporate 
network security

23%

Uptime/business 
continuity

16%

Financial strength of the 
cloud computing provider

11%

Inability to customize 
applications

10%

say business 

continuity discussions 

include cloud computing

57%

77%
believe cloud 

makes protecting privacy 

more difficult

44%
feel private 

clouds are riskier than 

traditional IT services

“We are interested in 

cloud computing as a 

way to cut costs, but the 

perception is that the risk 

is very high.”
Manufacturing, 

Asia Pacific
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IBM's Strategy for Cloud Security

IBM Security Framework:
Risk management-based 

approach to security

Provider of
Cloud-based Security Services

Provider of
Secure Cloud Platform

Provider of
Secure Clouds
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IBM Cloud Security
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IBM's Strategy for Cloud Security
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IBM's Strategy for Cloud Security
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IBM Security Portfolio: be comprehensive, leverage partners

Professional Services

Products

Managed Services

Cloud Delivered

Security Governance, Risk and 
Compliance

Security Information and Event 
Management (SIEM) & Log Management

Identity & Access 
Management

Identity Management Access Management

GRCGRCGRC

Data Security

Database Monitoring 
& Protection

Encryption & Key 
Lifecycle Management

Data Loss Prevention Data Entitlement 
Management

Data Masking

Messaging Security

E-mail 
Security

Application Security

Web / URL Filtering 

Application 
Vulnerability Scanning

Access & Entitlement 
Management

Web Application 
Firewall

SOA Security

Infrastructure 
Security

Threat
Analysis

Firewall, IDS/IPS 
MFS Management

Physical Security

Mainframe Security Audit, 
Admin & Compliance 

Security Event 
Management

Security Configuration 
& Patch Management

Intrusion Prevention 
System

Endpoint Protection
Virtual System 
Security

Vulnerability 
Assessment

Managed 
Mobility Svcs
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The planet is getting more …

IBM helps you manage the security risks that 

are introduced by Smarter Planet technology 

and net centric business models.

Instrumented

Interconnected

Intelligent

Smart water 
management 

Smart energy        
grids

Smart 
healthcare

Smart food 

systems 

Intelligent oil field 
technologies 

Smart regions

Smart weather

Smart citiesSmart traffic 

systems

Smart retailSmart 
countries

Smart supply chains

In Summary: IBM Security can enable a Smarter Planet
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Next Steps

Learn more about IBM Security Solutions      IBM Security Solutions      IBM Security Solutions      IBM Security Solutions      
www.ibm.com/security

For any Security discussions, contact your nearest 
IBM Security Sales Specialist

Sign-up for IBM X-Force Security Alerts and Advisories

http://xforce.iss.net/

Download IBM Global IT Risk Study 2010 

http://www-935.ibm.com/services/us/gbs/bus/html/risk_study.html
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venky.iss@in.ibm.com
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Thank You!Thank You!


