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With security threat evolving....

....we must also evolve our approach to anticipate change!



The world is becoming more digitized and interconnected,
opening the door to emerging threats and leaks

EXPLODING DIGITAL UNIVERSE WORLDWIDE DATA VOLUMES PROJECTED TO
INCREASE 29X OVER 10 YEARS
(Data Volume Zetabytes*) 35,000 CAGR
Zetabytes* 60%
* _ 21 _ OTH .
ﬂ J 30000 1 Zetabyte = 102! bytes = 1 trillion Gigabytes
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appliances, cameras)
“There are security leaks involving mobile browsers that
we don’t even know enough about yet.”
- ClO, Media Company
*Source: International Telecommunications Union. “Global Number of Internet Users, total and per 100 Inhabitants, 2000-2010.” United Nations. hitp://www.itu.int/ITU-
D/ict/statistics/material/excel/2010/Internet_users _00-10_2.xls; Ericsson. “More than 50 billion connected devices — taking connected devices to mass market

and profitability.” February 14, 2011. hiip://www.ericsson.com/news/110214 _more than 50 billion 244188811 c; IDC “Digital Universe Study,” sponsored by
EMC. May 2010
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Complexity of
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affect critical
business
processes

Targeted changes to process
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Degraded ability to safely
process and control highly
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hacking
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DDoS attacks targeted on
website and brought it down
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for nearly 7 companies; loss
of image




Evolving Threats - expanding e-Crime
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IBM Global Security Reach and Expertise

9 Security "9 Security 133 20,000+ 3,700+ 20 Billion+

Operations Research Monitored Devices under MSS Cllents
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» 3,000+ security and risk management patents
» 15,000 researchers, developers and SMEs on security initiatives
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IBM X-Force: Vendors Reporting the Largest Number of
Vulnerability Disclosures in History

Cumulative Vulnerability Disclosures
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m More than 8000 Vulnerability
disclosures in 2010 and up 27%.

Vulnerability Consequences as a Percentage of Overall Disclosures
2006-2010 H1
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IBM X-Force: Web App Vulnerabilities Continue to Dominate

m Nearly half (49%) of all vulnerabilities
are Web application vulnerabilities.

m Cross-Site Scripting & SQL injection
vulnerabilities continue to dominate.
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IBM X-Force: Proliferation of Mobile Devices Raises Security

Concerns

Significant increases in the
number of vulnerabilities
disclosed for mobile devices
as well as number of public
exploits released for those
vulnerabilities.

m Cabir — 2004

m FakePlayer — 2010

m DroidDream - 2011
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The IBM Security Approach

IBM Capabilities
& Offerings
IBM Security Solution Architecture View
Blueprint
IBM Security Platforms Components Configurations

Technical View

Foundational
Security Mgmt

Business View Services

Standards & technologies

Framework

Principles & Practices
Common Security

Infrastructure features

Catalogs of integrated products,

Security Domains services and solutions
Issues & Drivers Describes the technology
landscape
Describes the business
landscape
Coarse grained Fine grained
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IBM Security Framework

Control Objectives for Information and related Technology IBM SECUI'“}" Framework
(CoBIT) 4.1

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

Additional Best Practice frameworks: @M\

Department of Homeland Security, Hational Infrastructure Protection

Business Requirements

IT Processes

Program = Physical + Cyber (Tech, Info, A0 + Human Common Policy, Event Handling and Reporting
Software Engineering Institute / CERT Resiliency Engineering _
Framework = Access Mot & Control [ People) + Tech Mot (Tech) + Professional

knoweledoe & Info Mt (Info) + Supplier Relstionship Mot (tvpe of
ApplicationProcess) + Environmental Contral & Facilities Mot. (Physical

services

© 2011 IBM Corporation



IBM Security Framework

8

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY

@ DATA AND INFORMATION
@ APPLICATION AND PROCESS

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software
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IBM Global Risk Study 2010, conducted by the Economist

Intelligence Unit, bring multiple perspectives to their focus on IT

Out of five technologies evaluated, social networking, mobile
platforms and cloud computing present the highest risk concern

T e4%

Social networking O 21%
0 N 15%

R 54
Mobile platforms - (Y 27%

A 19%

R 42%
Cloud computing - (Y 35%
A 24%

R 26%
Virtualization (Y 31%
A 43%

S 25%
Sence oo . 42
e 34%

I Extremely risky/risky [l Somewhat risky B Moderately/not at all risky

Sources: Q17 (How big a risk are the following technologies and tools to your company?)

the flow of data to/from
employee mobile devices

and safely storing it.”
Manufacturing, North America

c|ou! compullng an! !avenl

yet perfected security on our

own local networks.”
Healthcare, North America
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Cloud computing is recognized as an emerging solution for risk
management, but significant concerns exist

Risks associated with cloud computing

o
5 7 /O ) Handing over sensitive
say business data to a third party
continuity discussions
include cloud computing

61%

Threat of data
breach or loss

50%

23%

o
7 7 / o i Weakening of corporate
believe cloud network security
makes protecting privacy

more difficult Uptime/business
continuity

10% Manufacturing,
Asia Pacific

4 40/0 Financial strength of the 11% cloud computing as a

feel private cloud computing provider way to cut costs, but the
clouds are riskier than perception is that the risk
traditional IT services Inability to customize . is very high.

applications

Sources: Q17a (In your opinion, what are the biggest risks with regard to cloud computing? Select up to two.)
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IBM's Strategy for Cloud Security

IBM Security Framework:
Risk management-based
approach to security

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY

@ DATA AND INFORMATION
@ APPLICATION AND PROCGESS

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE
Gommon Pulicy, Event Handling and Reporling

Professional Managed Hardware
services services and software

15

Secure Clouds

Cloud-based Security Services

Secure Cloud Platform
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IBM Cloud Security

C | ® news.cnet.com/8301-1009_3-10447483-83.html

W Wikipedia -#: Time Zone Converter BangaloreTelecom

home | reviews mews downloads | video
G -
cnet news
Latest News | CHET River Green T
February 4, 2010 10:58 AWM PST
Air Force taps IBM for secure cloud
¥ Lance Whitney BN EN Fontsize ) Print ] E-mail % Share 6@ 9 comments
wTweet 0 BAEE 4

IBM has atall arder from the LS. Air Force—create a cloud netwaork that can protect national defense and military
data.

Big Blue announced Thursday a contract from the Air Force to design and
demaonstrate a cloud computing environment for the USAF's network of nine
command centers, 100 military bases, and 700,000 personnel around the
world.

The challenge for IBM will be to develop a cloud that can not only support
such a massive netwark, but also meet the strict security standards of the
AirForce and the U 3. government. The project will call an the company to
use advanced cybersecurity technologies that have been developed at IBM
Fesearch.

Or anal is to demonstrate how clond commotinn can be A tool to enable oor &ir Foree to manane monitor and
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IBM's Strategy for Cloud Security

C | @ www.eweek.com/c/a/Security/IBM-Uncovers-Encryption-Scheme-That-

W Wikipedia # Time Zone Converter @ BangaloreTelecam

WEEK SR NV »+ SUBSCRIBE TO eWEEK RSS Feeds | Print | Newslefters

IBM Discovers Encryption Scheme That Could
Improve Cloud Security, Spam Filtering

By Brian Prince
2003-06-25 3 1
Article Ratingderdedrdedr / S twast

el Share This Article ——
=  siore Jictueet

There are 0 user comments on this Security story.

A researcher at IEM reports having developed a fully homomorphic
encryption scheme that allows data to be manipulated without being

exposed. Researcher Craig Gentry's discovery could prove to be important

in securing cloud computing environments and fighting encrypted spam.

An IBM researcher has uncovered a way to Rate This Article:
analyze data while it is still encrypted, in

what could be a boon for bath spam-filtering | pear© O © O ® pest
applications and cloud computing

environments.

The challenge of manipulating data without | E-mail & poF version
exposing it has bugged cryptographers for [EI .
decades. But in a breakthrough, IBM Print

roomamrckar and Chanfard | lnnrarair MR D

HOME REVIEWS | STORAGE geiawiiiingl DESKTOPSMOTEBOOKS | MOBILITY | APP DN

Security NHews - Security Reviews « Security Blogs « IT Infrastructure « Government IT - Open Sov
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IBM's Strategy for Cloud Security

C | © www.infoworld.com/d/security-central/ibm-virtual-doorman-locks-down-cloud-cc

W wikipedia #: Time Zone Converter @ BangaloreTelecom
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A InfoWorld Home / Security Central / News / [BM “virtual doorman’ locks down cloud computing

OCTOBER 20, 2010

IBM 'virtual doorman' locks down cloud
computing
IBM Virtual Protection Svstem includes a new rootkit detection

svstem that makes it easier to detect malicious attacks on
virtualized data centers

By Rohert McMillan | IDG Mews Senvice

(=) Print {2 Add a comment £ Like [ 2 people like this. Be the first of your friends.

IBI has developed a new rootkit-detection system designed to make it easier to detect malicious
attacks on virtualized data centers.

Called the IBI Virtual Protection System. the software operates outside of the virtual machine and
can identify malicious software when itis installed in any of the virtual machines an the server.
Because the system runs outside of the virtual machine’s operating system it can detect hard-to-
identify prablems such as rootkits.

I Mactor woanr cacoarite with Infrllnrd's inferactive Secorite iGoide | Stav on fnodate an the
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IBM Security Portfolio: be comprehensive, leverage partners

Professional Services

Managed Services
Products

Cloud Delivered

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software

Security Governance, Risk and

Compliance

Identity & Access
Management

Data Security

E-mail
Security

Appllcatlon Security
Web / URL F|Iter|ng ﬁ:ﬁiﬁiﬂ""emem SOA Securlty

= Infrastructure| . Vulnerability Virtual System . .

. Threat . Security Event .. Managed Intrusion Prevention
Analysis Management Mobility Svcs System
Firewall, IDS/IPS Mainframe Security Audit, Security Configuration
MFS Management Admin & Compliance & Patch Management

Identity Management

Data Loss Prevention
Encryption & Key
Lifecycle Management

g, Security Information and Event
A Management (SIEM) & Log Management

Access Management

Data Entitlement
Management
Messaging Security

Database Monitoring )
& Protection Data Masking

g Application
Vulnerability Scanning

Web Application
Firewall

Physical Security
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In Summary: IBM Security can enable a Smarter Planet

The planet is getting more ...

InStrU mented Smartpl hins Smart

countries

=T

Smart water ~ Smart weather ~ Smart energy
management grids

Interconnected

“ ' s .
g Intelligent

Nl
_ . Intelligent oil field Smart regions ~ Smart
IBM helps you manage the security risks that technologies healthcare

are introduced by Smarter Planet technology
and net centric business models.

Smart food

Smart cities

Smart traffic
systems systems
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Next Steps

Learn more about IBM Security Solutions

Download IBM Global IT Risk Study 2010

Sign-up for IBM X-Force Security Alerts and Advisories

For any Security discussions, contact your nearest
IBM Security Sales Specialist



Thank You!

Venkatesh Sadayappan

venky.iss@in.ibm.com

+91-97420-00000




