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The Wonders of Cloud Computing

PC         Laptop / Netbook Thin Client         Mobile Device

Its All About 

Software!

Client-server Architecture? <-> Private Cloud?     Virtualization?    <->  What’s Where?!  Thin Client?!



We Use Network 
Vulnerability Scanners

Neglect the security of the 
software on the network/web 

server
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The Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons
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We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing
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We Use SSL Encryption

Only protects data between 
site and user not the web 

application itself
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SOMETHING IS STILL OUT THERE …



Its always the 

hardware?!

Maybe the 

network?!

Never the 

software?!



Cloud Computing Security – The Soft Spot
- Application Security Issues

Applications can be CRASHED to reveal 
source, logic, script or infrastructure 
information that can give a hacker 

intelligence

Applications can be COMPROMISED to make 
it provide unauthorised entry access or 

unauthorised access to read, copy or 
manipulate data stores, or reveal information 

that it otherwise would not.

�Eg. Parameter tampering, cookie poisoning

Applications can be HIJACKED to make it 
perform its tasks but for an authorised user, 
or send data to an unauthorised recipient, 

etc. 

�Eg. Cross-site Scripting, SQL Injection



These are real examples – hackers

Love these error message pages …





“Self-inflicted” Social Engineering?!



International Service for Renewal of Paper-mailed Magazine Subscription





Another customer’s transaction 
slip is revealed, including the 
email address

Real Example : Parameter Tampering
Reading another user’s transaction – insufficient authorization



WHY DO HACKERS TODAY ATTACK APPLICATIONS?

� Because they know you have firewalls
� So they need to find a new weak spot to hack through and steal or compromise your data

� Because firewalls do not protect against app attacks!

� Very few people are actively aware of application security issues

� Most IT security professionals, from network & sys-admin side, have little experience 

or interest in software development.  Programmers have little experience or interest in 

security or infrastructure.

� IT security staff are also often overworked and are focusing on other issues

� Because web sites have a large footprint

� Because they can!

�Many organizations today still lack a software development security policy!

� Many applications especially legacy ones still in use, were not built defensively

� Applications today are hundreds of thousands of lines long

� It is a nightmare to QA the application, and requires discipline

– So many people, even if aware, will skip or procrastinate this tedious process

� Additional loss of control when outsourcing development work



Issues Affecting Application Development
No developer goes to work with the intention of writing bad code.

• Cheap

• Fast

• Good

-> Choose 2!

• Developers are often not trained or experienced in secure 

coding techniques, and have never needed to worry about this 

before

• Developers face pressures of demands for quality and 

functionality, and are often short on timeline, resources, 

information, budget, quality assurance tools investment.

• Plus heavy demands on outsourcing parties ….

Developers are hired 

faster than they can 

be trained properly



Top 10 OWASP Critical Web Application 
Security Issues ’09           www.owasp.org

1  Unvalidated Input

2  Broken Access Control

3 Broken Authentication and 

Session Management

4  Cross Site Scripting Flaws

5  Buffer Overflows

6  Injection Flaws

7  Improper Error Handling

8  Insecure Storage

9  Denial of Service

10 Insecure Configuration Management

2010

1  Injection

2  Cross-Site Scripting (XSS)

3 Broken Authentication and Session 

Management

4  Insecure Direct Object References

5  Cross-Site Request Forgery (CSRF)

6  Security Misconfiguration

7  Insecure Cryptographic Storage

8  Failure to Restrict URL Access

9 Insufficient Transport Layer Protection

10 Unvalidated Redirects and Forwards



BUSINESS MOTIVATIONS FOR APPLICATION SECURITY

� Reduce the risk of outage, defacement or data theft 

associated with Web applications

� Improve your ability to meet compliance requirements

� Protect your brand and reputation

� Improve your ability to integrate business-critical 

applications

� Reduce long-term security costs by focusing on building 

security into application development and delivery, instead 
of retrofitting it after the fact







Vulnerarbility Issues With Java Code – some examples

� 244986: The Java Runtime Environment Creates Temporary Files That Have “Guessable” File 

Names

� 244987: Java Runtime Environment (JRE) Buffer Overflow Vulnerabilities in Processing Image 

Files and Fonts May Allow Applets or Java Web Start Applications to Elevate Their Privileges

� 244988: Multiple Security Vulnerabilities in Java Web Start and Java Plug-in May Allow Privilege 

Escalation

� 244989: The Java Runtime Environment (JRE) “Java Update” Mechanism Does Not Check the 

Digital Signature of the JRE that it Downloads

� 244990: A Buffer Overflow Vulnerability in the Java Runtime Environment (JRE) May Allow 

Privileges to be Escalated

� 244991: A Security Vulnerability in the Java Runtime Environment (JRE) Related to Deserializing

Calendar Objects May Allow Privileges to be Escalated

� Java Web Start Sandbox Security Bypass Vulnerability

� A vulnerability has been reported in Java Web Start, which potentially can be exploited by 
malicious people to compromise a user's system.

The vulnerability is caused due to an unspecified error, which may be exploited by a malicious, 
untrusted application to read and write local files.

� Solution
The vulnerability has been fixed in J2SE releases 5.0 Update 6 and later for Windows, Solaris, 
and Linux.

Note: the language itself is quite secure, its how people use it to write code that is an issue



“INSECURE CODE” per ISC2.org

I : Injectable Code

N :Non-Repudiation Mechanisms not Present

S : Spoofable Code

E : Exceptions and Errors not Properly Handled

C : Cryptographically Weak Code

U : Unsafe/Unused Functions and Routines in Code

R : Reversible Code

E : Elevated Privileges Required to Run



INSECURE CODE ISC2.org



INSECURE CODE (cont’d) ISC2.org



Building security & compliance into the SDLC

Build

Developers

Software Development Life CycleSoftware Development Life Cycle

Developers

Developers

Coding QA Security Production

Enable Security 
to effectively 
drive 
remediation into 
development

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production

Building Resilience in the Face of Future Shocks

- ensure programs are tested for security resilience; ensure developers get Q.A. tools and training



Introducing IBM Secure by Design

Reduce 
Costs

Innovate
Securely 

Automate security testing early & often throughout the development lifecycle from the 
beginning (User Requirements Phase)

� Identify and remediating vulnerabilities throughout  

the application and/or product lifecycle

� Experience a 70% reduction in remediation costs 

by implementing a pro-active, automated approach

� Avoid repercussions from failed compliance audits 
Deliver New 

Services Faster

REQUIREMENTS CODE BUILD PRE-PRODUCTION PRODUCTIONQA

Secure Collaborative Lifecycle Management

Security 

requirements 

templates

Security testing at 
the source

Automate security 

testing at build

Ongoing security 

monitoring

Incorporate security 

into testing

Security oversight & 
audit

Automated security testing at every stage of the development lifecycle



NEED FOR CONTINUING DEVELOPER EDUCATION
AND Security CERTIFICATION for Application Development Team

www.isc2.org CISSP
‘COS DEVELOPERS NEVER 

HAD TO WORRY ABOUT THIS 

BEFORE … UNTIL NOW

THE HUMAN RESOURCE ELEMENT



APPLICATION SECURITY BEST PRACTICES - SUMMARY

1. Security must be included at the beginning of the SLDC, not a bolted-on after-

thought at the end, or left to the end 
EG: India software project : Jan – Dec, Oct for security audit becomes Dec 15, yet Jan 01 still must go live …

2. More people must be involved in the whole security process and workflow –
especially business line managers, not just a limited few

3. Training and Education; appropriate incentives for appropriate behavior. 

4. Pay attention to the OWASP.org Top Ten and other such lists

5. Do not try to save money on security tools, practices, service providers and 
resources!  Don’t just check-mark for Audit’s Sake (A.U.D.I.T.) eg. Fire Drill, SGP Merc

6. You can outsource work but you cannot outsource the trust – don’t just assign 

out the security quality testing, not even thru an SLA.  Even if you do this you 

must test in house after delivery.

7. Have at least one clearly-defined and appropriately-equipped application 

security specialist on the team.



Conclusion:
APPLICATION DEVELOPMENT BEST PRACTICES

� The Application Must Defend Itself
�Firewalls & IPS etc do not stop an application attack

� Application Security must be strategic, not ad hoc or afterthought

� Both security and development teams need to be in harmony

� DEVELOPERS NEED TO BE TRAINED APPROPRIATELY IN 
SECURE CODING

� Organization needs a clear policy for application security

� Need to move application security testing back into development 

(code & build) stages of cycle

� Need professional, world-class automated scanning, reporting & 
remediation tools, backed by comprehensive top R&D.

� Future integration with other security solutions eg requirements, 

network
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