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The Enterprise Today
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IBM is well qualified to secure the enterprise

Major Employee Sites
Customer Fulfillment
Manufacturing 
Employee Service Centers
IBM Research Centers
IBM Internal Data Centers



 

2,000+ major sites


 

170+ countries


 

400,000+ employees


 

Approx. 200,000+ contractors

One of the largest and most complex internal IT infrastructures in the world


 

800k+ traditional endpoints


 

~50% of employees are mobile
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CxOs are under increasing pressure to deliver transformative 
business value– with limited resources available

of Fortune 500 
and popular 
websites contain 
a vulnerability

40%
Increased risk

of CIOs view cloud 
computing as critical 
to their plans

60%
Innovation in the 
cloud

of the average IT 
budget is dedicated to 
ongoing operations

71%
Budgetary constraints

71%
of data centers 

are > 7 years old

Aging Infrastructure

of enterprise use 
social media today 
to communicate 
with clients

74%
Social Business

of organizations will 
support corporate 
apps on a personal 
devices by 2014

90%
Mobile in the 
enterprise

of digital content in 
2012, a 50% increase 
from 2011

2.7ZB
Exploding data growth



© 2012 IBM Corporation5

In IBM’s recent 2012 CISO study, security leaders shared their 
views on how the landscape is changing

Source: IBM Center for Applied Insights

Nearly two-thirds say 
senior executives are 
paying more attention 
to security issues.

2/3s expect to 
spend more on 
security over the next 
two years.

External threats 
are rated as a bigger 
challenge than 
internal threats, new 
technology or compliance.

More than one-half say 
mobile security 
is their greatest near- 
term technology 
concern.
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The changing dynamics of 
securing the enterprise
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Think like a security expert

Threat

Can exploit

Vulnerability Impact

Security Risk Management is the application of control to detect 
and block the threat, to detect and fix a vulnerability, or to respond to 
incidents (impacts) when all else fails.

(Weakness)(Actor) (Loss)

And cause

Security Risk exists when….
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Threats (Actors) are More Sophisticated

Threat Name Inadvertent Actor Opportunist Hacktivist Advanced, Persistent 
Threat/Mercenary

Types 

 

Insiders - 
Employees, 
Contractors, 
Outsourcers



 

Worm and Virus 
Writers


 

Script Kiddies



 

White Hat and Black Hat 
Hackers


 

“Protectors of Internet 
freedoms”



 

National Governments


 

Organized Crime 


 

Industrial Spies


 

Terrorist Cells

% of Incidents 
attributable

60% 20% =<10% =<10%

Threat Profile 

 

Inexperienced


 

No funding


 

Causes harm 
inadvertently by 
unwittingly carrying 
viruses, or posting, 
sending or losing 
sensitive data


 

Increasing in 
prevalence with 
new forms of 
mobile access and 
social business



 

Inexperienced


 

Limited funding


 

Opportunistic 
Behavior


 

Target known 
vulnerabilities


 

Use viruses, 
worms, rudimentary 
trojans, bots


 

Acting for thrills, 
bragging rights


 

Easily detected



 

Inexperienced to higher- 
order skills


 

Target known 
vulnerabilities


 

Prefer Denial of Service 
Attacks BUT use 
malware as means to 
introduce more 
sophisticated tools


 

Detectable, but hard to 
attribute


 

Increasing in 
prevalence



 

Sophisticated tradecraft


 

Foreign intelligence 
agencies, organized crime 
groups


 

Well financed


 

Target technology as well 
as information


 

Often acting for profit


 

Target and exploit valuable 
data


 

Establish covert presence 
on sensitive networks


 

Difficult to detect


 

Increasing in prevalence
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Number of vulnerabilities increase radically with emergence of new 
business models and technologies

33% of all new business software 
spending will be Software as a 

Service

1 billion 
workers will 
be remote or 

mobile 

1 trillion connected 
objects (cars, 

appliances, cameras)



 

1B Mobile 
Internet users



 

30% growth of 
3G devices

Adopting new business models, and 
embracing new technologies

Mobility

Cloud / Virtualization

Social business

Bring your 
own IT

Employees, 
customers, 
contractors, 
outsourcers 

30 billion RFID tags 
(products, passports, 
buildings, animals)

Exploding and Interconnected 
digital universe
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Security essentials for CIOs



© 2012 IBM Corporation
11

IBM developed 10 essential practices required to achieve security 
intelligence

Proactive

A
ut

om
at

ed
M

an
ua

l

Reactive

Proficient

Basic

Optimized

Maturity based approach
7. Address new complexity 

of cloud and virtualization 

6. Control network access 
and assure resilience

1. Build a risk aware culture 
and management system

2. Manage security incidents 
with intelligence

3. Defend the mobile and 
social workplace

5. Automate security 
“hygiene”

4. Secure services, 
by design

10. Manage the identity 
lifecycle

9. Secure data and 
protect privacy

8. Manage third party 
security compliance

Essential Practices

Security
intelligence
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IBM Services to help you manage your security challenges 



 

Data Security & Privacy Strategy & Assessment


 

Data Loss Prevention


 

Data Encryption


 

Database Security Assessment & Architecture


 

Big Data Security Architecture


 

Database Auditing & Monitoring


 

Data Masking

9.  Secure data and protect privacy
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IBM is helping to solve essential security challenges – world wide

Secure data and protect privacy
A large Canadian pharmaceutical 
company improves its ability to 
protect against internal and 
external threats with an IBM 
Information Security Assessment

Defend mobile and social 
workplace
A leading manufacturer in India 
identifies potential security 
threats, strengthens its security 
levels and improves customer 
confidence

Control network access & 
assure resilience
A Danish dairy company protects 
users and its infrastructure from 
malicious content and limits 
administration

Address new complexity of 
cloud & virtualization
An urban services organization in 
Portugal, improves employee 
productivity through e-mail filtering 
and cloud/managed security 
services

Manage 3rd party security compliance
A US Retailer identifies gaps to achieve 
Payment Card Industry (PCI) compliance

Secure services by design 
A bank in Kuwait gains a 
better view of its security 
posture and network 
vulnerabilities by conducting 
real-world security testing

Build a risk aware culture 
An Austrian bank 
conglomerate establishes a 
consistent security policy 
with IBM Security Services
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Websense - An IBM Partner in 
Data Loss Prevention
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Websense Technical Manager for Asia Pacific



 

Join Websense in 2003
– Previously served at Sun, IBM and Lucent



 

Technology Advisory Role in 
– Business Processing Outsourcing

•

 

People Support ( Philippines )
– Casino, Resort, Entertainment and Retail

•

 

KFC ( Philippines )
•

 

Melco Crown ( Macau )
•

 

MGM Grand ( Macau ) 
•

 

Galaxy Entertainment ( Macau )
– High Tech Manufacturing

•

 

HTC ( Taiwan )
•

 

ZTE ( China )
– Oil & Gas

•

 

PETRONAS ( Malaysia )
– TV Cable Operator

•

 

Astro ( Malaysia )

– Government
•

 

Hong Kong Sport Institute ( Hong Kong )
•

 

National Security Bureau ( Taiwan )
– Financial Services Industry

•

 

AIA ( Asia Pacific )
•

 

Bank Of China ( Hong Kong )
•

 

China Merchant Bank ( China )
•

 

China Construction Bank Asia ( Hong Kong )
•

 

China Taiping Insurance ( HK and China )
•

 

Citi Bank International ( HK and China )
•

 

Octopus ( Hong Kong )
•

 

PingAn Insurance ( China )
•

 

Shanghai Commercial Bank ( HK /TW )
•

 

TouchNGo ( Malaysia )
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Websense : An IBM Partner



 

Over 1400 Employee from 26 offices in 35 Countries and 4 Support

 

Centers Worldwide


 

HQ in San Diego and Development Centers in US, UK, China and Israel 


 

Over 50 thousand customers and 42 million subscription seats world wide


 

Global ThreatSeeker Network and SaaS Infrastructure with 15 x ISO 27001 Certified Data 
Centers 



 

47 patents granted worldwide, 106 patents pending and 30 in submission
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Websense : An IBM Partner



 

Gartner Data Loss Prevention MQ: Leaders Quadrant -

 

2008, 2009, 2010 and 2011 


 

Gartner Secure Web Gateway MQ: Leaders Quadrant -

 

2010, 2011  and 2012


 

Gartner Secure Web Gateway Worldwide Market Share Leader, 2010, 2011


 

Forrester Wave™: Email Content Security: Leader Wave -

 

Q4 2012


 

IDC Web Security –

 

Overall, Appliance and Software Market Share Leader –

 

2011
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The “4-W”

 
in Websense Data Loss Prevention Strategy

Who
Human Resources

Customer Service

Finance

Accounting

Legal

Sales

Marketing

Technical Support

Engineering

What
Source Code

Business Plans

M&A Plans

Patient Record

Employee Record

Financial Report

Customer Records

Technical Doc

Competitive Info

Where
Benefits Provider

Dropbox

Blog

Customer

Removable Media

Spyware Site

Business Partner

Competitor

Analyst

How
File Transfer

Instant Messaging

Mobile Device

Print

Email

HTTPS

Confirm

Notify

Remove

Audit

Quarantine

Block

File Copy

Copy/Paste

Print Screen

Action

Encrypt File

Block

Encrypt Email
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Mobile become the weakest link



 

User owned device ( BYOD )



 

Mobile device lack the horse power for real content analysis



 

Container only secure data at rest



 

Lack of consistence DLP policy for mobile device



 

How you track if sensitive data are getting onto the device ?
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Microsoft ActiveSync

 –

 
the most common channel for accessing sensitive data from mobile device

Exchange
Email Server

ActiveSync*

Enterprise email

iOS, Android, Windows Mobile
*Any ActiveSync compatible device
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Mobile Email DLP for ActiveSync

Exchange
Email Server

ActiveSync*

Enterprise 
DLP controls

Enterprise email

iOS, Android, Windows Mobile
*Any ActiveSync compatible device

TRITON 
Unified Security Center

Enterprise 
DLP Policy

Websense

 

Email Security Gateway

Websense

 

Web Security Gateway



Let’s try to send 
some customer 

personal data and 
credit card# to Eric



Eric can receive the 
email from Outlook 

Mail Client on his 
desktop



But Eric can not 
download the same 

email to his iPad



The warning 
message explain 

why it was blocked



Now I send a few 
paragraphs 

extracted from a  
sensitive document



The email was also 
blocked from 

downloading to the 
iPad



Not just structure 
data but also 

unstructured text 
can be identified



Now let’s take a look at 
the incident from the 

TRITON Unified Security 
Center





I can see both 
incidents being 

captured

I can see what 
triggered the blocking 
and which policy was 

violated 

I can see the 
forensics including a 

copy of the email 
message and 

attachment too



It also show me the status of 
the incident, the action 

taken and the all the related 
details



It also show me what has 
been done to this incident, 
e.g. who was notified, who 

has release the incident, etc.
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Websense Cloud DLP

VPN Tunnel

iOS, Android, Windows Mobile

TRITON 
Unified Security Center

Enterprise 
DLP Policy

Websense

 

Email Security Gateway

Websense

 

Web Security Gateway
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Summary

 -

 
Mobile can be part of your Enterprise DLP Strategy

RESPONSE OPTIONS BY CHANNEL

PrinterEndpointEmailWeb StorageMobile

Audit
Block
Alert
Notify

Audit 
Block 
Alert
Notify

Audit
Block
Alert
Notify

Audit
Alert
Notify
Remove
Encrypt
DRM

Audit
Block
Quarantine

Encrypt
Alert
Notify

Sensitive 
Data

Audit
Block
Alert
Notify
Encrypt 
on USB
Confirm
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