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The Security Intelligence Leader

Who is Q1Labs:
 Innovative Security Intelligence software company
 One of the largest and most successful SIEM vendors
 Leader in Gartner 2011, 2010, 2009 Magic Quadrant

Award-winning solutions:
 Family of next-generation Log Management, SIEM, Risk 

Management, Security Intelligence solutions

Proven and growing rapidly:
 Thousands of customers worldwide
 Five-year average annual revenue growth of 70%+

Now part of IBM Security Systems:
 Unmatched security expertise and breadth of integrated 

capabilities
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Q1 Labs Solves Customer Problems with 
Total Security Intelligence
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Solutions for the Full Compliance and 
Security Intelligence Timeline
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QRadar: Intelligent, Integrated and Automated 
Security Intelligence Platform

• Proactive threat management
• Massive data reduction
• Rapid, complete impact analysis

• Eliminates silos 
• Highly scalable
• Flexible, future-proof

• Operational efficiency
• Simple deployment
• Rapid time to value
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Intelligent:
Context & Correlation Drive Deepest Insight
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Bolted Together Solution

• Scale problems
• Non-integrated reporting & searching
• Only local decisions
• Multi-product administration
• Redundant log repositories

Operational bottlenecks

• Highly scalable
• Common reporting & searching
• Distributed correlation
• Unified administration
• Logs stored once

Total visibility

Integrated:
Unified Platform for Scale & Ease of Use

QRadar Integrated Solution
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Automated:
No need for additional staff

Auto-discovery of log 
sources, applications 
and assets
Asset auto-grouping
Centralized log mgmt
Automated 
configuration audits

Auto-tuning 
Auto-detect threats
Thousands of pre-defined 
rules and role based reports
Easy-to-use event filtering
Advanced security analytics

Asset-based prioritization
 Auto-update of threats
 Auto-response
 Directed remediation
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QRadar Family:
Built On a Common Foundation

Intelligent, Integrated, Automated – One Console Security 

QRadar 
SIEM

QRadar 
Log 

Manager

QRadar 
QFlow

QRadar 
Risk 

Manager

QRadar 
VFlow

Reporting 
Engine

Workflow Rules Engine
Real-Time 

Viewer

Analytics Engine

Warehouse Archival

Reporting 
API

Forensics 
API

LEEF            AXIS          Configuration          NetFlow           Offense

Security 
Intelligence 
Solutions

Security 
Intelligence 
Operating 

System

Normalization

Virtual 
Appliances



10

Fully Integrated Security Intelligence

• Turnkey log management
• SME to Enterprise
• Upgradeable to enterprise SIEM

• Integrated log, threat, risk & compliance mgmt.
• Sophisticated event analytics
• Asset profiling and flow analytics
• Offense management and workflow

• Predictive threat modeling & simulation
• Scalable configuration monitoring and audit
• Advanced threat visualization and impact analysis

• Network analytics
• Behavior and anomaly detection
• Fully integrated with SIEM

• Layer 7 application monitoring
• Content capture
• Physical and virtual environments

SIEM

Log 
Management

Risk 
Management

Network 
Activity & 
Anomaly 
Detection

Network and 
Application 

Visibility
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Complete Security and Compliance 
Management

• Compliance validation 
and security response 
improvement in the same 
solution

• Out of the box content to 
swiftly meet PCI, NERC, 
SOX, HIPAA, GLBA, CoCo, 
etc.

• Flexibility to meet new 
compliance standards as 
they evolve

PCI HIPAA FISM
A

CoCo NER
C

SOX
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Fully Integrated Security Intelligence

• Turnkey log management
• SME to Enterprise
• Upgradeable to enterprise SIEM

• Integrated log, threat, risk & compliance mgmt.
• Sophisticated event analytics
• Asset profiling and flow analytics
• Offense management and workflow

• Predictive threat modeling & simulation
• Scalable configuration monitoring and audit
• Advanced threat visualization and impact analysis

• Network analytics
• Behavior and anomaly detection
• Fully integrated with SIEM

• Layer 7 application monitoring
• Content capture
• Physical and virtual environments

SIEM

Log 
Management

Risk 
Management

Network 
Activity & 
Anomaly 
Detection

Network and 
Application 

Visibility

One Console Security

Built on a Single Data Architecture
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Thank You

Questions and Answers
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