IBM Tivoli Composite Application Manager
for Transactions V7.3

Configuring a Web Response Time agent to monitor
HTTPS transactions

© 2012 1BM Corporation

IBM Tivoli® Composite Application Manager for Transactions V7.3, Configuring a Web
Response Time agent to monitor HTTPS transactions

wrt_https_conf_.ppt Page 1 of 21



Before you proceed, the module designer assumes that you have these skills and
knowledge:

— Create a keystore

— Import certificates

— Configure the Web Response Transactions agent
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The module developer assumes that you can create a keystore, import certificates, and
configure the Web Response Transactions agent.
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When you complete this module, you can perform these tasks:
= Create a keystore for use by the Web Response Transaction agent
= Import a certificate into the keystore

= Configure the Web Response Transaction agent to monitor HTTPS transactions
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When you complete this module, you can perform these tasks:
- Create a keystore for use by the Web Response Transaction agent
- Import a certificate into the keystore

- Configure the Web Response Transaction agent to monitor HTTPS transactions
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= Steps to export the certificate
— Start the ikeyman utility and choose the correct certificate
— Export the certificate to a .p12 file

= Note: The certificate might already be available from the certificate authority, in which case
skip exporting the certificate
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These are the steps to export the certificate from the web server:
- Start the ikeyman utility and choose the correct certificate
- Export the certificate to a .p12 file

Note: The certificate might already be available from the certificate authority, in which case
skip exporting the certificate.
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Start ikeyman and choose the certificate

Example:

= \Webserveris on

iago.tivlab.austin.ibm.com Kev Database fle Create view el
DR
= IBM HTTP Server is configured to use the Ty P
keystore o

File Name  Jusr JEMHIDS erver L/hevtab [servarsey k3t

/usr/IBMHttpServeri/keytab/serverkey. Kdb | rowe e

1. Start the ikeyman utility and open the Personal Contticates - —
keystore that the web server uses — =

Ney database content

2. Selectthe Personal Certificate view and [ exwonimpon
highlight the certificate that the server uses | meorae st
to authenticate the application you want to
monitor

New Self-Signed...

3. Highlight the certificate twna cennate
4' C"ck Exportllmport A personal cenuificate has its assoUated private key in the database.
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In this example, the web server located at iago.tivlab.austin.ibm.com and the IBM HTTP
Server is configured to use the keystore /usr/IBMHttpServerl/keytab/serverkey.kdb.

1. Start the ikeyman utility and open the keystore that the web server uses.

2. Select the Personal Certificate view and highlight the certificate the server uses to
authenticate the application you want to monitor.

3. Click the certificate to highlight it.
4. Click Export/Import.
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Export the certificate
[®] Untitled
Choose Action Type
® Export Key () Import Key
Key file type |PKCS12 w
File Name:  |HIHSServerCert.p12 | ‘ Browse...
Location:  |jtmp |
| oK | Cancel |
Password to protect the target PKCS12 file: ===~
Confirm Password: ********
Password Strength:
B0 N IS
OK | Clear  Cancel
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Export the certificate.

1. From the Key file type menu, select PKCS12.
2. Type a File name for the certificate.

3. Click OK. The password prompt window opens.
4. Type the certificate password in the two fields.

5. Click OK. The password prompt window closes.
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Steps to create the WRT keystore

1.Copy the certificate file to the WRT system
2 Create a keystore

3.Import the certificate into the keystore

4 Save the keystore
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The steps to create the Web Response Transaction (WRT) keystore are:
1. Copy the certificate file to the WRT system.

2. Create a new keystore.

3. Import the certificate into the keystore.

4. Save the keystore.
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= Copy the .p12 file to the system where the WRT agent is installed
= Example
Copy the certificate to /opt/IBM/ITM/keyfiles/IHSServerCert.p12
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Copy the .p12 file to the system where the WRT agent is installed.

For this example, copy the certificate to the /opt/IBM/ITM/keyfiles/IHSServerCert.p12
directory.
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Create keystore (1 of 2)

On the WRT system, create a keystore for the WRT agent to use to
decrypt SSL packets sent to and from the server
iago.tivlab.austin.ibm.com, IP address 9.48.205.152.

1. Find the program gsk7ikm that is distributed with the WRT agent

2. Start gsk7ikm B -
3. Click the Create a new / b =1=EY
key database file icon Koy database information

DE-Type
File Name:

Token Labet
Key database content
Personal Certificates. A4

[A personal centsficate has its associated private key in the database.

9 Configuring a Web Response Time agent to monitor HTTPS transactions © 2012 1BM Corporation

On the WRT system, create a keystore for the WRT agent to use to decrypt SSL packets
sent to and from the server iago.tivlab.austin.ibm.com, IP address 9.48.205.152.

1. To find the program gsk7ikm distributed with the WRT agent, run these three
commands:

cd /opt/IBM/ITM/iago@/opt/IBM/ITM

find . -name gsk7ikm ./aix523/gs/bin/gsk7ikm

cd aix523/gs/bin/iago@/opt/IBM/ITM/aix523/gs/bin
2. Start gsk7ikm.

3. Click the Create a new key database file icon; it is the first icon in the icon list. A
window opens.
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5. From the Key database type
menu, click CMS.

6. Type the keystore name and
location.

7. Click OK.

8. Give the keystore a password

to a file check box.
10. Click OK.

9. Select the Stash the password

Create new keystore (2 of 2)

[¢] Untitied

Key database type CMS v |

File Name:

Location:

wrtkeys. kdb

JOpt/IBM /ITM Jkeviiles

OK Cancel
Password: [+veer
Confirm Password: ‘ ........

[ Set expiration Ume?

Password Strength:
Y
/ /
OK
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v Stash the password to a file?

Reset ]

e lghin
L *. ko
Cancel |

Browse...
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5. From the Key database type menu, click CMS.

6. Type the keystore name and location. In this example, the keystore is named

wrtkeys.kdb.

7. Click OK. A password window opens.

8. Type a password for the keystore.

9. Select the Stash the password to a file check box.

10. Click OK. The password window closes.
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Import the certificate (1 of 3)

Import the .p12 web L —)

rtificate int T T ]
server certificate into J
the keystore D@ %R

DE-Type: CMS kv database fMie
File Name: /opt /I8M /TTM flarfiles fwrikays kob
Token Labet

Key database information

1. Click Personal
Certificates
Click Import
Type the File ~
name and \

Location for the I
.p12 certificate = imporL_

file

4. Click OK

5. Enterthe pass

word and click
OK

Key database comtent

Personal Cerntificates - Receive

wn

NEw Self Signed..

A personal certificate has its associated private key in the database.
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Import the .p12 web server certificate into the keystore.

1. From the Key database content menu, click Personal Certificates.
2. Click the Import button. A new window opens.

3. Type the File name and Location for the .p12 certificate file.

4. Click OK. A password prompt window opens.

5. Enter the password and click OK. The password prompt window closes and another
window opens.
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Import the certificate (2 of 3)

Would you like to change any of these labels before completing the Import process? oK
Select a label to change: Cancel
ihsservercen

6. Type the New label for the “"""'*“"'

certificate if required and Clighpmmmmmp —
OK
nvo-mn- Create Yiew Help
=L = 15 3
7.Click the Save icon rrp—r————
8- Type CM5 ey Qeabase The.
8. Click a certificate name to ——a[ s
highlight it e
9. To examine the certificate, mssenercen Oviese
click View/Edit P e
Export import.
Recreate Request

New Self-Signed..

Ot Coniticate...
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6. Type the new label for the certificate, if required, and click OK. The window closes.

7. Click the Save icon. The certificate is now saved in the keystore and can be examined.
8. Click a certificate name to highlight it.

9. Click the View/Edit button to examine the certificate.
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Import the certificate (3 of 3)

ihsservercert

|

Key Size: 1024
Certificate Property:
Version X509 v3
Serlal Number: C8 FO 9D 6F 3E 5C 78 36
Issued to:
cn=iago.tivab. austin.ibm.com
ou=ou=Tivol
0 =0=IBM
| =l=Austin, s =s=Texas, pc=pc=78758, ¢ =US
Issued by:
cn=iago.tiviab.austin.ibm.com
ou=ou=Tivoli
0 =0=IBM
| =l=Austin, s =s=Texas, pc=pc=78758, ¢ =US
Validity: Valid from December 7, 2011 to December 7, 2012

Fingerprint GHA1 Digesu:
1R7AL6ECFRAA20:98:47:08:89:79:9D: 2D:FRAD:9C:S5:F 2: 2E
Signature Algorithm: MDSWIthRSA(L.2.840.113549.1.1.9)

| View Detalls... |
vl Set the certificate as the default
OK
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The certificate is displayed. You can click View Detail for more information or OK to close

the certificate window.
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1.Configure the TS5 agent

2.Select the Monitor HTTPS option
3.Add Certificate to Server mapping
4 Stop and start the T5 agent
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These are the steps to configure WRT to use the new key database:

1. Configure the T5 agent.

2. Select the Monitor HTTPS option.
3. Add Certificate to Server mapping.
4. Stop and start the T5 agent.
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Configure the T5 agent

The keystore is saved in the Tivoli Monitoring directory <ITM_HOME>/keyfiles on the WRT
agent system, so it is ready for use

1. Start Manage Tivoli Enterprise Monitoring Services (MTEMS)

2. Right-click the T5 agent and click Configure

Adtions Options View Help ! l

33 x
Senvice | Version Platform | Configurec | S1atus
® TCAM File Transfer Enablement V07.20.02 00 A RS 3 (64 bi) or Ye S1oopec
A ITCAM for Web Response Time V07.20.02.00 A R5.3 (64 biy) or ... Yes Stanec
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The keystore has been saved in the ITM directory <ITM_HOME>/keyfiles on the WRT
agent system, and it is ready for use.

1. Start Manage Tivoli Enterprise Monitoring Services (MTEMS).
2. Right-click the T5 agent and click Configure from the menu.
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Configure the agent to monitor HTTPS

1. Clickthe HTTPS
Monitoring dialog bo

2. Select Monitor
HTTPS on a remote
HTTP server check
box

3. Type the path to the
keystore

Start to add the
certificate to server
mapping by clicking
Add
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To configure the agent to monitor HTTPS, perform these steps:
1. Navigate to the HTTPS Monitoring dialog box.
2. Select the Monitor HTTPS on a remote HTTP server check box.

3. Type the path to the keystore. Start to add the certificate to server mapping by clicking

the Add button. A new window opens.
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Configure certificate to server mapping (1 of 2)

[®] Untitied

Centificate Name  ihsservercert

Server IP Address  9.48.205.152

Pont 1443
Add | Cancel |
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If the web server listens on more than one port, add a certificate mapping for each port. To

configure certificate to server mapping, perform these steps:

1. In the Certificate Name field, type the label name.

2. In the Server IP Address field, type the address of the web server where the certificate
was extracted. This is the destination IP address in the request to the web server.

3. Type the port number that the web server listens to for HTTPS traffic. This is the
destination port in the request to the web server.

4. Click Add. The window closes.
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Configure certificate to server mapping (2 of 2)

-

L S e ET AT OTTTE

HTil Ppone o maniter
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The window updates with the information, showing that the WRT agent uses the
Certificate Name labeled ihsservercert in the SSL handshake for any HTTPS requests
bound for IP Server Address and Port 9.48.205.152:1443.

At the bottom of the window, click OK.
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Stop and start the T5 agent

1. Stop and start the TS agent to read the configuration changes

2. Ensure that an appropriate profile is distributed to the T5 agent

3. Generate some traffic on the web server that the T5 agent monitors
The Tivoli Enterprise Portal now lists the application

|[) Application Current Status Details

| Application | Importance Lk Percent Available | Per
& 1948205152 Medium
& Iiago.ﬁwab.ausﬁn.ibm.com:1443 ]]Medium 100.000
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1. Stop and start the T5 agent to read the configuration changes. Run these two
commands:

/opt/IBM/ITM/bin/itmcmd agent stop tb
/opt/IBM/ITM/bin/itmcmd agent start tb5

Note: The Certificate to Server mapping is stored in
<ITM_HOME>/tmaitm6/wrm/keystore/servermap.csv. If needed, you can run this
command to catalog the file:

cat /opt/IBM/ITM/tmaitm6/wrm/keystore/servermap.csv
9.48.205.152, 1443, ihsservercert

2. Ensure that an appropriate profile is distributed to the T5 agent.

3. Generate traffic on the web server being monitored by the T5 agent. In this example,
you can access the URL https://iago.tivlab.austin.ibm.com:1443/readme.html.

The Tivoli Enterprise Portal lists the application.
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Now that you completed this module, you can perform these tasks:
= Create a keystore for use by the Web Response Transaction agent
= Import a certificate into the keystore

= Configure the Web Response Transaction agent to monitor HTTPS transactions
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Now that you have completed this module, you can perform these tasks:
- Create a keystore for use by the Web Response Transaction agent
- Import a certificate into the keystore

- Configure the Web Response Transaction agent to monitor HTTPS transactions
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