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Exploring the Security Dashboard

IBM Content Analytics with Enterprise Search Search Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Application Login Security Actions -
Collection-Level Security Actions «
?Svstem—LeveI Security “ Actions =

In the Security dashboard, you can:

- Control access to applications by
configuring the embedded web application
senver to authenticate users when they lag in
to administer the system ar query callections.
Skip to Application Login Security

- Control access to collections by restricting
connections to specific applications and by
canfiguring document-level security cantrals.
Skip to Collection-Level Security

- Control access to the system by assigning
administrative rales, assigning privileges to
specific users, and configuring connections
between the system servers and your data
SOLICE SEMVErs,

Skip to System-Level Security
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IBM Content Analytics with Enterprise Search Search Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Application Login Security Actions -
Collection-Level Security Actions «
‘ Actions~ |

System-Level Security

W If it is not already open, click to expand
L the System-Level Security pane.
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IBM Content Analytics with Enterprise Search arch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Application Login Security Click Actions to add users, Actions =
groups, or cannection
Collection-Level Security credentials to the system. Actions «
System-Level Security \ -~ :/Afctions ::;‘
Administrative roles Application user privileges i Add an administrative user \\-"_"j
o — Add an application user or group
User ID Role gf;: OED Privileges .Iﬂxgphcan . o N
esadmin Default administrator ) -~ p Specify default application user privileges
esadmin Master administrator user 0 Save searches 0 B # Specify data source connection credentials
. Export 7 in T
cadmin Operator user 1 documents ! Content Manager ~ content |
operator Manitor = Create deep manager =
monitor Collection administrator user 2 |n5p$tctlon 2 DB2 db2 i
. reports 7 (]
: Content analytics Exchange Server exchangeAdapt|#]
taadmin == Add rules to
. administrator N — ¢ user 3 categories 3 FileMet P& filenetpd
facetadmin Faalzetbtreedadmmlstrator Lser 4 Rebuild the Content Integrator  iice
catadmin N5, 2035ed category - category index - IDBC jdbe -
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IBM Content Analytics with Enterprise Search arch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

s ~
You can limit different administrative users to specific functions.
Application Login Security Attention: It you use WebSphere Application Server instead of the Actions
embedded EDDHCEUDH server, ensure that all users that WiaLl add are
Collection-Level Security registered in the WebSphere LDAP server, including the default IBM Actions -
i Content Analytics with Enterprise Search administrator. i
System-Level Security L Actions =
W
Administrative roles . Application user privileges . Connection credentials
u ¥ R L - Applicati ]
ser ole chi:p?ED Privileges II:ED Icat o tI:[r]:Imnectmrl
esadmin Default administrator ! =
esadmin Master administrator user 0 Save searches 0 |'-':'| Agent for Windows  agent for =
) Export =1 file systems windows fs
cadmin Operator user 1 documents ! : Content Manager ~ content |
operator Monitor = Create deep manager - E
monitor Collection administrator user 2 |n5p$tctlon 2 DB2 db2 i
. reports 7 (]

: Content analytics 7 Exchange Server exchangeAdapt|#]
et - administrator | user3 ﬂ;jti;g'ﬁ:;“ 3 FileNet P8 filenetps
facetadmin Faalzetbtreedadmmlstrator Lser 4 Rebuild the Content Integrator  iice
catadmin 5o 525ed cateaory 2 category index ~ IDBC jdbe -
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IBM Content Analytics with Enterprise Search arch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Application Login Security Actions -
Collection-Level Security Actions «
System-Level Security Actions -

Administrative roles Application user privileges Connection credentials

User ID Role User or == Applicati i
Groupp | Privileges [P Data source connaction
esadmin Default administrator > = :
esadmin Mastar SamimistrStor | | user 0 Save searches 0 ; Agent for Windows  agent for =
) L=l file systems windows fs
cadmin Operator 1 content
operator  Monitor ‘You cannot delete the default IBM Content Manager 0o -
Content Analytics with Enterprise

monitor Collection administral  search administratar 1D, e DB2 db2 i

taadmin Content analytics Exchange Server exchangeAdapt[#]
. administrator N —trer— Categones 3 FileMet P& filenetpd

facetadmin  Facet tree administrator Lser 4 Rebuild the Content Integrator  iice
catadmin  Ryle;based category 2 category index ~ IDBC jdbe -
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IBM Content Analytics with Enterprise Search arch Customizer | Analytics Customizer | Log Out | Help | About

= _ q a | You can grant advanced privileges to all users or to specific users
Collections  J System Secuntyl  and user groups, such as allowing all users to save searches or
allowing specific users to export documents.

If you use WebSphere Application Server instead of the embedded
pplication Login Securi application server, yau must ma e users to specific rales in the ions «
Application L =1 ty pplicat Y t map th to specif | th Act
i i WebSphere administration console. Far example, you must map i
Collection-Level Security users who can save searches to the SAVE _SEARCH rale. Actions -
System-Level Security \ . Actions -
Administrative roles Application user privileges Connection credentials
User ID Role User or == Applicati i
Groupp | Privileges [P Data source connaction
esadmin Default administrator = :
esadmin Master administrator user 0 Save searches 0 |'-':'| ?lgent for Windows age(rjwt forf =
_ Export £l file systems windows fs
cadmin Operator user 1 documents ! ' Content Manager PELEEE
operator Monitor = Create deep 9 manager - E
monitor Collection administrator user 2 |n5p$tctlon 2 DB2 db2 i
. reports 7 (]
: Content analytics Exchange Server exchangeAdapt|#]
taadmin 2= &
. administrator N — ¢ user 3 ?;jti;%lﬁ:sm 3 FileMet P& filenetpd
facetadmin  Facet tree administrator Lser 4 Rebuild the Content Integrator  iice
catadmin  Ryle;based category 2 category index ~ IDBC jdbe -
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IBM Content Analytics with Enterprise Search

Configure connection credentials to allow crawlers to collect
content from data sources.

il Collections B System | & Security

Search servers can also use the credentials to determine whether

an application user's permissions are still valid. h—.
Application Login Security Hint: ¥ou can create the connection credentials here, ar create
_ _ them when you configure a crawler and specify information that
Collection-Level Security allows the crawler to access a data source.
System-Level Security \ v
Administrative roles Application user privileges
User ID Role User or == Applicati i
Groupp | Privileges [P Data source connaction
esadmin Default administrator = :
esadmin Master administrator user 0 Save searches 0 * Agent for Windows  agent for -
) - Export L=l file systems windows fs : b
cadmin Operator user 1 Ty e 1 FR— content
. ontent Manager . S
operator Manitor = Create deep 9 manager =
monitor Collection administrator user 2 |n5p$tctlon 2 DB2 db2 i
. reports 7 (]
: Content analytics Exchange Server exchangeAdapt|#]
taadmin 2= Add rules to
. administrator N — ¢ user 3 categories 3 FileMet P& filenetpd
facetadmin Faalzetbtreedadmmlstrator Lser 4 Rebuild the Content Integrator  iice
catadmin Bﬂffﬁ;ﬁfi+f?tegow - category index - IDBC jdbc -
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IBM Content Analytics with Enterprise Search arch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Application Login Security ( If it is not already open, click to expand ] Actions -

; ; the Collection-Level Security pane. ;
Collection-Level Security { > Actions «
System-Level Security Configure user validation preferences, associate Actions v

applications with the collections they can access, and
specify security preferences for documents in specific
collections,
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IBM Content Analytics with Enterprise Search

rch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Click Actions to configure identity 1
management settings for secure search
— : : or to associate applications with the :
Application Login Security callections that they can access. Actions -
Collection-Level Security . Actions «
Identity management settings Application associations Secu Configure identity management
ici Associate applications with collections
@Enabled appl Kis PP
Refresh interval: 6 days All collections [2] Prefiltering enabled
All crawler types that support SS0 Postfiltering disabled
Content Integrator Edit document-level security
Domino Document Manager app2
Notes
Quickr for Domino app3
IBM Connections
appd

System-Level Security

Actions

10
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IBM Content Analytics with Enterprise Search

il Collections B System | &

Security

Application Login Security

Canfigure identity management settings it your callections include
crawlers that suppaort the ability to validate current credentials

when users query collections.

Far example, you can refresh the stored credential data every

arch Customizer | Analytics Customizer | Log Out | Help | About

Actions =

Collection- time the user logs in or accarding to a specified interval. Actions -
Identity management settings \ e ———erere’search settings
@Enabled appl Kiso collection
Refresh interval: 6 days All collections [2] Prefiltering enabled
All crawler types that support SS0 Postfiltering disabled
Content Integrator Edit document-level security
Domino Document Manager app2
Notes
Quickr for Domino app3
IBM Connections
appd
System-Level Security Actions

11
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IBM Content Analytics with Enterprise Search

rch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

To control which collections your users query, you can allow your
applications to access all collections, all enterprise search
: . . : callections, all cantent analytics collections, ar specific callections. .
Application Login Security ' i ' P Actions -
L
Collection-Level Security Actions «
Identity management settings Application associations Secure search settings
@Enabled appl Kiso collection
Refresh interval: 6 days All collections [2] Prefiltering enabled
All crawler types that support SS0 Postfiltering disabled
Content Integrator Edit document-level security
Domino Document Manager app2
Notes
Quickr for Domino app3
IBM Connections
appd
System-Level Security Actions

12
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il collections B System | &

If security is enabled far the collection, you can see how User
validation is enforced:

- When pre-filtering is enabled, the user's credentials are

IBM Content Analytics with Enterprise Search arch Customizer | Analytics Customizer | Log Out | Help | About

Application Login Security compared to ACL data that is stored with documents in the index. Actions =
Collection-Level Security - When peost-filtering is enabled, the system verifies the user's Ttz
credentials with the data source server before returning results.
Identity management sel Secure search settings
& To change these settings for a collection, click Edit document- Kiso collection
Enabled level security.
Refresh interval: 6 days |_ [2] Prefiltering enabled
All crawler types that support SS0 Postfilt bled
Content Integrator Edit document-level security
Domino Document Manager app2
Notes
Quickr for Domino app3
IBM Connections
appd
System-Level Security Actions

13
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IBM Content Analytics with Enterprise Search Search Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

SomRcion Loom Seouky It it is not already open, and you use the Actions ~
_ WebhSphere Application Server, click to _
System-Level Security expand the Application Login Security pane. Actions -

Attention: If you use WebSphere, user
authentication must be configured and
enfarced through WebSphere Application
Server global security settings.

14
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IBM Content Analytics with Enterprise Search

rch Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Click Aetions to enable,
disable, add, or change
authentication settings.

Application Login Security

Application login settings

fleenabled

Authentication preferences
The default administrator can access all applications

LDAP server configuration

LDAP server host name

LDAP server port number

Base DN

Use credentials to access to the LDAP server

LDAP user name

Idap.ibm.com
289

CN=Ildap user
Yes

bind dn

L 10NS «
Configure application login settings

LTPA token and key file secing=

Collection-Level Security

System-Level Security

15

[Cnnfigure ap
feEnabled
LTPA token for single sign-on login
Token timeout value 150
Cookie domain name ltpa.ibm.com
LTPA interoperability mode Yes
LTPA key file path Jhome/esadmin/ltpa.key
Additional domain
Additional user name suffix
=
If vou previously configured a connection ta your
Lightweight Directory Access Protocol (LDAR) Actions +
server, or configured a Lightweight Third-Party
Authentication (LTPA) taken file to suppaort single Actions -
sign-on authentication, the Security dashboard
shows your configured settings.
V.
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1IBM Content Analytics with Enterprice Saarch e stomizer | Analytic stomizer | Log Out | Help | About

i collections Syslem & Securily

Securlty : system Securlty » Confilgure application login settings

Configure Application Login Settings

Learn more 7]
You can control access tc adrinistration, enterpnse search, and content mining applcations by authenticating users who log in.
Il you insldlled an LOAP server, wicards can olisees ounseibile D sl it ees soed bele s waliclale gser ol onn sl igs,

If the ccllecdon indudes crawlers t o

Befare waou beqgin, collect infarmation about your LDAP server, such as:
Far your cnanges to necome =ffecd

- The server host name and port

[CIRequire users to log In - A user name and passward for accessing the LDAP user registry
Conligure logn sellings - The base distinguished name (DM} and attributes for finding user
- Authentcztion preferences ——| N@MES and group names in the registry, and
¥ru ran erahle the defadlt IRM ] - The names of object classes for user and group entries in the registry as nf nther authentiration
sethings.

Tc authenticate users through v

[#|The defaut administrator can azceas all applicatiors
[[JUse the LDA- server to autnenticate users

r Conficure the LDAP server connection
| AP sarvar hinst name:

Validate the LDAP server cornection configuration
LDAP server port number Tes: LDAF Server Connection

Server connection tost results:

Credentals:

(Do not use credentials to access the LDAFP server

@ Use credentials to accese to the LDAP server
LDAP user name:

LDAF pEssword:

16
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1IBM Content Analytics with Enterprise Saarch

i collections Syslem & Securily

Securlty : system Securlty » Confilgure application login settings

Configura Application Login Settings

Learn maore [7]

You can control access tc adrinistration, enterpnse search, and content mining applcations by authenticating users who log in.
Il you insldlled an LOAP server, wizdrds can discover possible N glbiibules and help you validale user and groop enlnies.,

If the ccllection indudes crawlers that support 550 authentication, configure the LTPA token and key fle.

i y

R Ifyou do notwant ta allow the default h= TRM Content Aralytics with Foterprise Search system.
Cantent Analytics with Enterprise

[l Search administrator to access the
content analytics miner and all
enterprise search applications, clear
this check box.

Fre with Fnrerprise Search administratar -n arcess applicaticons regardlass of other aurhentication

ar, enablz the system to use LDAP.

e defaut administrator can access all applications
se the LDAZ server o autnenticate users

r Conficure the LDAP server connection
| AP sarvar hinst name:

Validate the LDAP server cornection configuration
LDAP server port number Tes: LDAF Server Connection
Server connection tost results:

Credentals:

(Do not use credentials to access the LDAFP server

@ Use credentials to accese to the LDAP server
LDAP user name:

LDAF pEssword:

17
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- - - == ~ - — —— ——— -..-... . -
?& Administration Console for IBM Content Analytics with Enterprise Search - Windows Internet Explorer e E@g
L e - — "-—— —— — -
@(:) = |E http://masalal.yamato.ibm.com:8390,/E5Admin/security.do?command=displaySearchAppslo - | 4f| A '-'l Google je -

3

75 Favorites | 5 @) VanguardIC [ | IBM FileMet Workplace XT... g | Personal Business Commi... & | IBM Business Transformat... & | IBM Standard Software Ins...

83 '|@Admi”imﬁti0” Consol.. X |%Administration Consolefo...| | Mo ~ [] = v Pagev Safety~ Tools~ @~ ”

s

For your changes to become effective, restart the IBM Content Analytics with Enterprise Search system.

|: [¥|Repuire users to log in

- ~
- Configure login settings To enable the system to use your LDAP server to
r Authentication preferences ——————————— authenticate users, you must
You can enable the default IBM Content Ana egardless of other
authentication settings. - Require users to log in 2

To authenticate users through your LDAP se
- Indicate that you want to use the LDAP server
W [The default administrator can access all a
( the LDAP server to authenticate usery - Specify the LDAP server host name and port, and specify
credentials that allow the system to access the server.

— B
<_Configure the LDAP server connection \ y
LD .

ldap.ibm.com Validate the LDAP server connection configuration
LDAP server port number: Test LDAP Server Connection
389

Server connection test results:
Credentials:

Do not use credentials to access the LDAP server
@ Use credentials to access to the LDAP server
LDAP user name:
uid=wasadmin,o=omnifind
LDAP password:
(1111111 1)

Done €D Interet | Protected Mode: Off 5 v H100% ~

18
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e

P'?g Administraticn Conscrle for IBM Content Analytw_f. with Enterprise Search - Windows Internet Explorer
-

| ) S |

ma"alal"amatn ibrm.com:8390/ESAdmin/security.dofcommand= l:||'p|E”5EErl:hApp Lo =

e e
'-.' Google

P ~|

75 Favorites | 5 @) VanguardIC [ | IBM FileMet Workplace XT... g | Personal Business Commi..

oo | . | @
==}

& | IBM Business Transformat...

X ||% Administration Console fo... | |

& | IBM Standard Software Ins...

Mo~ ~ [] = v Pagev Safety~ Tools~ @~

3

For your changes to become effective, restart the IBM Content Analytics with Enterprise Search system.

[¥|Require users to log in

— Configure login settings

r Authentication preferences

authentication settings.
To authenticate users through your LDAP server, enable the system to use LDAP.

[¥The default administrator can access all applications ) .
. Click to test the system's ahili
[¥]Use the LDAP server to authenticate users Y 1]

to connect ta the LDAP server.

You can enable the default IBM Content Analytics with Enterprise Search administrator to access applications regardless of other

m

r Configure the LDAP server connection L

LDAP server host name:

|dap.ibm.com Validate the LDAP server connection configuration
LDAP server port number: Test LDAP Serr:.-'er Connection

389 Server connect'i@) test results:

Credentials:

Do not use credentials to access the LDAP server
@ Use credentials to access to the LDAP server
LDAP user name:
uid=wasadmin,o=omnifind
LDAP password:

L

Done

€D Internet | Protected Mode: OFf
|

7

vav

#H100% -
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e

P'?g Administraticn Conscrle for IBM Content Analytw_f. with Enterprise Search - Windows Internet Explorer

ma"alal"amatn ibrm.com:8390/ESAdmin/security.dofcommand= l:||'p|E”5EErl:hApp Lo =

-

| ) S |

e e
'-.' Google

P ~|

75 Favorites | 5 @) VanguardIC [ | IBM FileMet Workplace XT... g | Personal Business Commi..

& | IBM Business Transformat...

oo | . | @
==}

X ||% Administration Console fo... | |

& | IBM Standard Software Ins...
Mo~ ~ [] = v Pagev Safety~ Tools~ @~

3

[¥|Require users to log in

— Configure login settings

For your changes to become effective, restart the IBM Content Analytics with Enterprise Search system.

r Authentication preferences

You can enable the default IBM Content Analytics
authentication settings.

To authenticate users through your LDAP server,

[#[The default administrator can access all applica
[¥]Use the LDAP server to authenticate users

r Configure the LDAP server connection \
LDAP server host name:

ldap.ibm.com

LDAP server port number:
389

Credentials:

Do not use credentials to access the LDAP server
@ Use credentials to access to the LDAP server
LDAP user name:

uid=wasadmin,o=omnifind
LDAP password:
(1111111 1)

If the connection is successful, you can
cantinue with the canfiguration steps.
Otherwise, verify that the server
infarmation and credentials are

carrect, and test the connection again.

% applications regardless of other

m

\

Validate the LDAP server connection configuration

| Test LDAP Server Connection

Server connectiﬁ test results:
@ Successful

L

Done

€D Internet | Protected Mode: OFf

7

vav

#H100% -
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| Discover Entries | Validate the LDAP configuration for user entries.
Test User Entries

(@ User entry test results:
ase DN:

uid=wasadmin,o=omnifind

User ID attribute: If you are knowledgeable about your LDAP
configuration data, specify the LDAP properties

uid for user and group entries, and then test that
Object class for user entries: Yyou can lag in to the LDAP server.
person

o=omnifind Test Group Entries
Group 1D attribute: Group entry test results:
cn

Member attribute in group entries:
member
Object class for group entries:

groupOflames

DN for group entries: Validate the LDAP configuration for group entries.

[[JUse LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

minutes
Cookie domain name:

[CILTPA interoperability mode

LTPA key
LTPA key file name:

PRanarata Kaw

21
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Discover Entries Validate the LDAP configuration for user entries.

Test User Entries
User entries | L |

User entr“a_.ést results: Click Test User Entries.
Base DN:

uid=wasadmin,o=omnifind
User ID attribute:

uid

Object class for user entries:
persaon

Group entries

Base DN for group entries: Validate the LDAP configuration for group entries.

o=omnifind Test Group Entries
Group 1D attribute: Group entry test results:
cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

[[JUse LTPA tokens for application single sign-on
r Configure LTPA token parameters

Token timeout value:
minutes
Cookie domain name:;

[TILTPA interoperability mode

LTPA key
LTPA key file name:

22
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User entries
Base DN:

uid=wasadmin,o=cmnifind
User ID attribute:
uid

Object class for user entries:

Discover Entries Validate the LDAP configuration for user entries.
Test User Entries
User entry test results:

Enter a valid ID and password
for a user in the LDAP registry
and click Test Login.

person
Walidate User Entry Attributes

v x

Group entries

o=omnifind is likely valid.

Group 1D attribute: Tosk useri:

Base DN for aroup entries: To validate settings, enter an example user ID and . ,
abins password. If the login test succeeds, the LDAP configuration | [or group entries.

cn wasadmin

Member attribute in group entries;| Password for the test user ID:
(211110111

member

Object class for group entries:

groupOflames

Use LTPA tokens for application single sigr—or

Configure LTPA token parameters
Token timeout value:

minutes
Cookie domain name:

LTPA interoperability mode

LTPA key
LTPA key file name:

23
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Discover Entries

User entries
Base DN:
uid=wasadmin,a=cmnifind
User ID atiribute:
uid
Object class for user entries:
person

Validate the LDAP configuration for user entries.
Test User Entries

User entry test results:
& Successful

If the login is naot successful, verify
the LDAP user entry properties
and verify that the user ID and
passwaord are valid, and test again.

Walidate User Entry Attributes v x

Group entries
Base DN for group entries:

o=omnifind

Group 1D attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

Use LTPA tokens for application single sig

To validate settings, enter an

example user 1D and

password. If the login test succeeds, the LDAP configuration | [or group entries.

is likely valid.

Test user ID.

wasadmin
Password for the test user ID

Login test results:
& Successful

Configure LTPA token parameters
Token timeout value:

minutes
Cookie domain name:

LTPA interoperability mode

LTPA key
LTPA key file name:

24
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Discover Entries

User entries
Base DN:
uid=wasadmin,o=omnifind
User ID attribute:
uid
Object class for user entries:
person

Group entries
Base DN for group entries:

o=omnifind

Group 1D attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

Validate the LDAP configuration for user entries.

User entry test results:
® Successful

Validate the LDAP configuration for group entries.

| Test GroHp Entries |
Group enﬁjtest results:

Click Test Group Entries.

r Configure LTPA token parameters

[[JUse LTPA tokens for application single sign-on

Token timeout value:
minutes
Cookie domain name:;

[TILTPA interoperability mode

LTPA key
LTPA key file name:

25
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Discover Entries Validate the LDAP configuration for user entries.
Test User Entries

U antr
EEIERRRESS User entry test results:

Base DN: & Successful

uid=wasadmin,o=cmnifind

, : Enter a valid DN for a user in the
UetriD stirinae: LDAP registry and test to see
uid whether information about groups

; 5 that the user belongs to can be
Object class for user entries: retrieved.
person
Group entries Walidate Group Entry Attributes 4 X
Base DN for group entries: .
- — To validate settings, enter a fully qualified Distinguished for group entries.
o=omnifind MName for an example user (such as uid=admin,o=analytics)
Group ID attribute: and test to see whether group information can be
retrieved.:

cn

uid=wpsadmins o=omnifind|

Member attribute in group entries: Retrieve Group Information |
member L

Group info_rr!{ﬂion test results (if no results are shown, the
Object class for group entries: group attributes are incorrect):

groupOflames

Use LTPA tokens for application single sign-on

Configure LTPA token parameters
Token timeout value:

minutes
Cookie domain name:

LTPA interoperability mode

LTPA key
LTPA key file name:

26
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Discover Entries Validate the LDAP configuration for user entries.

Test User Entries
U antr
BET BRI IRG User entry test results:
Base DN: & Successful

uid=wasadmin,o=cmnifind

User ID attribute:

In some cases, the test results

tid might show that the user is
valid, but the user does not
Object class for user entries: belang ta any groups.
person
Ifl
Group entries Walidate Group Entry Attributes X

Base DN for group entries:

To validate settings, enter a fully qualified Distinguished for group entries.

o=omnifind Name for an example user (such as uid=admin,o=analytics)
Group 1D attribute: and test to see whether group information can be
= retrieved.. bund. Verify that the list includes

uid=wpsadmins,o=omnifind

Member attribute in group entries:

| {Retrieve Group Information: |

member Group information test results (if no results are shown, the

Object class for group entries: group attributes are incorrect): _ _
® The following groups were found. Verify that the list

includes groups that the user belongs to.
|Nc- entries are found. |

groupOflames

m

Use LTPA tokens for application single sig
Configure LTPA token parameters
Token timeout value:

minutes
Cookie domain name: k

LTPA interoperability mode

LTPA key
LTPA key file name:
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| Discm{ﬁr Entries |

If you are not knowledgeable
about your LDAP configuration
data, you can use a wizard to
discover possible attributes and

User entries
Base DN:

uid=wasadmin,o=o

User ID attribute:

then test to see if they are valid.

uid
Object class for user entries:
persaon

Group entries
Base DN for group entries:

o=omnifind

Group 1D attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

Validate the LDAP configuration for user entries.
| Test User Entries

User entry test results:
® Successful

Validate the LDAP configuration for group entries.
|5Test Group Entries |

Group entry test results:
® The following groups were found. Verify that the list includes
groups that the user belongs to.

|Nc- entries are found.|

[[JUse LTPA tokens for application single sign-on
r Configure LTPA token parameters

Token timeout value:
minutes
Cookie domain name:;

[TILTPA interoperability mode

LTPA key
LTPA key file name:

28
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User entrie
Base
uid=w
User
uid
Objed
perso

Group entri
Base
o=om
Groug

cn

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

|| 1 | | Discover User Entries |

. 5 Enter a user DM, and then click
Possible user entries

- : Discover User Entries to see
After you select an entry, you can select possible DM attributes ; : :
Y e Y 2 potentially valid attributes.

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

m

%4}

LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objed
perso

Group entri
Base
o=om
Groug

cn

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes x

LTPA key

s
Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to —

discover possible user entries:

|uid=wasadmin,o=omniﬁnd || DESC{WEI'HUSEI Entries |

Possible user entries
After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

m

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objed
perso

Group entri
Base
o=om
Groug

cn

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

uid=wasadmin,o=omnifind |5Dfscnver User Entr'fes§|

@ 1 entry or entries found.
Possible user entries
After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

m

LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objed
perso

Group entri
Base
o=om
Groug

cn

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

uid=wasadmin,o=omnifind | Discover User Entries |

@ 1 entry or entries found.
Possible user entries
After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

-

If mare than ane potential
DN entry is available, select
the one that you want ta

use to test the LDAP server.

uid=wasadmin,o=omnifind ?

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

»

m

m

LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objed
perso

Group entri
Base

0=0rm
Groug
ch
Memb
mermi
Ohbjed
group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

uid=wasadmin,o=omnifind | Discover User Entries |

@ 1 entry or entries found.
Possible user entries
After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

-

uid=wasadmin,o=omnifind ?

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries
Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

m

LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objec
perso

Group entri
Base
0=0rm
Groug
ch
Memb
mermi
Ohbjed

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

uid=wasadmin,o=omnifind | Discover User Entries |

@ 1 entry or entries found.
Possible user entries

After you select an entry, you can selel  cgntinue to select attributes from the P configuration:
\uid=wasadmin,o=omnifind | | lists of patential user entry attributes.
Base DN:

Validate the LDAP configuration for user entries.

| |6 Test User Entries
User ID attribute: User entry test results:

Object class for user entries:

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objec
perso

Group entri
Base
0=0rm
Groug
ch
Memb
mermi
Ohbjed

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries

Validate the LDAP configuration for user entries.
Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to

discover possible user entries:
uid=wasadmin,o=omnifind
@ 1 entry or entries found.

Discover User Entries |

After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

Validate the LDAP configuration for user entries.

Test User Entries

User entry test results:

Possible user entries
uid=wasadmin,o=omnifind | ~
Base DN:
o=omnifing
uid=wasa@in,o=omniﬁnd

Object class for user entries:

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Possible group entries

Discover Group Entries

After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

m
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m
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LTPA key file name:
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User entrie
Base
uid=w
User
uid
Objec
perso

Group entri
Base
0=0rm
Groug
ch
Memb
mermi
Ohbjed

group

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

uid=wasadmin,o=omnifind Discover User Entries |

@ 1 entry or entries found.

Possible user entries

After you select an entry, you can select possible DN attributes and then test the LDAP configuration:
uid=wasadmin,o=omnifind | ~

Base DN: validate the LDAP configuration for user entries.
|0=0mniﬁnd | T | Test User Entries
User ID attribute: User entry test results:

| 1]

Object class for user entries:

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

m

CL
m
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LTPA key file name:
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Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

User entrie
Base

Discover User and Group Attributes

uid=w
User
uid
Objed
pErso
Group entri
Base
o=om

Groug

Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

LTPA key

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:

uid=wasadmin,o=omnifind Discover User Entries |

@ 1 entry or entries found.

Possible user entries
After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

uid=wasadmin,o=omnifind g

Base DN: _ validate the LDAP configuration for user entries.
o=omnifind b Test User Entries

User ID attribute: User entry test results:

uid |

Object class for user entries:

| @

Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

m
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LTPA key file name:
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Discover Entries Validate the LDAP configuration for user entries.
Test User Entries

User entrie— -
Base Discover User and Group Attributes x
uid=w| Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to —
" discover possible user entries:

ser : - o 2 :
_ uid=wasadmin,o=omnifind Discover User Entries |
uid @ 1 entry or entries found.
Objed Possible user entries
Derso After you select an entry, you can select possible DN attributes and then test the LDAP configuration:
uid=wasadmin,o=omnifind | - |

Group entri
Haze Base DN: _ validate the LDAP configuration for user entries.
o=am o=omnifind e Test User Entries =
Groug User ID attribute: User entry test results:
cn wid
Memb Object class for user entries:
memi | =
Ohbjed top
Jrof erson e .
group Enter - ; M ne for an example group (such as cn=administrators,o=analytics), and then

click ttnrganlzaunalperson
Use LTPA to inetOrgPerson ‘over Group Entries

Configure I| posgjl €Person i

Token time| After you select an entry, you can select possible DN attributes and then test the LDAP configuration:

Cookie don

LTPA int
LTPA key 2
LTPA key file name:
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Use LTPA to
Configure 1
Token time

Cookie don

LTPA intg

LTPA key

Discover Entries Validate the LDAP configuration for user entries.
Test User Entries
User entrie— -
Base Discover User and Group Attributes x
uid=w| Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to —
" discover possible user entries:
ser : - e : :
_ uid=wasadmin,o=omnifind Discover User Entries |
uid @ 1 entry or entries found.
Ohjec Possible user entries Click Test User Entries to
serao| After you select an entry, you can select possible DN attribu| S&€ whether the selected ion:
' uid=wasadmin,o=omnifind | ~ attributes are valid.
Group entri
Haze Base DN: _ Validate the LDAP configuration for user entries.
o0=0m o=omnifind i Test User iﬁ:!ries | =
Groug User 1D attribute: User entry t&  results: 1
cn wid
Memb Object class for user entries:
memi |persor| | "'|
Objed
Jroup . e e .
group Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entries.:

Discover Group Entries

Possible group entries
After vou select an entry, you can select possible DN attributes and then test the LDAP configuration:

[=1
m
[

m

LTPA key file name:
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User entrie:
Base
uid=w
User ]
uid |
Objec
persol

Group entri
Base

0=0rm
Groug
ch

Memb
memk
Ohbjeg
groupl

Use LTPA tol
- Configure L

Token time

Cookie don

LTPA inte

LTPA key

Discover Entries Validate the LDAP configuration for user entries.

Test User Entries

Discover User and Group Attributes

Enter a fully qualified Distinguished Name for an example user (such as uid=admin,o=analytics), and then click to
discover possible user entries:
uid=wasadmin,o=omnifind DA Y R e Enter a valid ID and passward
@ 1 entry or entries found. for a user in the LDAP registry
Possible user entries and click Test Login.
After you select an entry, you can select possible DN attributes an
uid=wasadmin,o=omnifind| validate User Entry Attributes V X
Base DN: To validate settings, enter an example user 1D and )
il password. If the login test succeeds, the LDAP configuration |20 =ntries.
o=omnifind is likely valid.
User ID attributes: Test user 10
uid lwasadmin
Object class for user Password for the test user ID:
(I TTTTT]
person
Enter a fully qualified Distin ;o=analytics), and then
| click to discover possible ar Close

Possible group entries
After vou select an entry, you can select possible DN attnbutes and then test the LDAP configuration:

LTPA key file name:

40




Exploring the Security Dashboard

Discover Entries Validate the LDAP configuration for user entries.
Test User Entries
User entrie; i
Discover User and Group Attributes
Base
uid=w Enter a fully gualified Distinguished Name for an example user (such to
— discover possible user entries: If the login is not successful, select
| luid=wasadmin,o=omnifind Discover User Entries different potential LDAP properties
uid | oy 1 aitry or entries found. and test your ability to log in to the
; e 3 LOAP server again.
Objeg Possible user entries
persol After you select an entry, you can select possible DN attributes and ©
uid=wasadmin,o=omnifind| validate User Entry Attributes "4 x
Group entri _ ]
Base Base DN: To validate settings, enter an example user ID and )
= passwaord. If the login test succeeds, the LDAP configuration |27 2ntries.
o=om o=omnifind is likely valid.
Group User ID attribute: T —
cn uid wasadmin
Memb Object class for user Password for the test user ID:
(1111 ]] L]
memk person
Ohbjeg
= Login test results:
g Enter a fully qualified Distin| @& Successful ;o=analytics), and then
) | click to discover possible ar
Lise LTPA tol Close
i _ _ 5
C"-‘HFIQU_VE L possible group entries lag'
Token time| After you select an entry, you can select possible DN attributes and then test the LDAP configuration:
Cookie don
LTPA inte
LTPA key
LTPA key file name:
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[=1
m
[

Discover Entries Validate the LDAP configuration for user entries.
Test User Entries
User entrie— -
Base Discover User and Group Attributes x
_ s ; Vahdate the LDAF configuration for user entries. m
uid=w |o=omnifind 1% | Test User Entries
User User 1D attribute: User entry test results:
i uid @ Successful
Objec Object class for user entries:
pErso \person I
Group entri
Base | Enter a fully qualified Distinguished Name for an example group (such as cn=administrators,o=analytics), and then
click to discover possible group entri_e_a_g_._:_______________
o=om - - = . e
& cn=wpsadmins,o=omnifind (:]— Discover Group EntriesD
rou :
= @ 1 entries found.
cn : -
Possible group entries Repeat equivalent steps to test your
Memb After you select an entry, you can select possible DN attribut abiIFthy to r[llatrieve inforr?]ation abgut
ey (En=wpsadmins,o=omnifind | ~ groups that a user belongs to.
Objed .
! Base D_N for group entries: - =
group a=omnifind 3 Validate nfiguration for group entries.
Group ID attribute:
Use LTPA to e Group entry fest results:
C-:unfigu_r-e I Memt_:er attribute in group entries:
Token time member
- Object class for group entries:
el groupOfiames [ ~]
LTPA intg
g
LTPA key
LTPA key file name:
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P R T e

Base DN for group entries:
o=omnifind

Group 1D attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

Validate the LDAP configuration for group entries.

Test Group Entries

Group entry test results:

| [¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

minutes
Cookie domain name:

[TLTPA interoperability mode

LTPA key
LTPA key file name:

LTPA key password:

Import Key | | Export Key
Additional domain:

Additional user name suffix;

To specify infarmation that enables users ta ]

search secure sources that support single
sign-an (S50) authentication, scroll down
and select the Use LTPA tokens for
application single sign-on check box.

Generate Key

| Validate Password |

The same key file must exist on all servers that share the S50 session. You can generate a new key, import an existing key file, and export
the key file to use with WebSphere Application Server, Domino, or another server.
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P R T e

Base DN for group entries: Validate the LDAP configuration for group entries.

o=omnifind Test Group Entries
Group ID attribute: Group entry test results:
cn

Member attribute in group entries:
member

Object class for group entries:

groupOflames
[¥]Use LTPA tokens for application single sign-on o
[ Configure LTPA token parameters The LTPA taken enables a user ta
Token timeout value: skip the application log-in screen if
minutes the user is already authenticated by
Cookie domain name: anather system that is configured to
use the same LTPA token.
[TLTPA interoperability mode

LTPA key
LTPA key file name:

Generate Key

| Validate Password |

LTPA key password:

The same key file must exist on all servers that share the S50 session. You can generate a new key, import an existing key file, and export
the key file to use with WebSphere Application Server, Domino, or another server.

Import Key | | Export Key
Additional domain:

Additional user name suffix;
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i el Valgate tne LUAF CONMQUration ror group entries.
o=omnifind Test Group Entries
Group ID attribute: Group entry test results:

cn
Member attribute in group entries:
member

Object class for group entries:
groupOflames

[¥Use LTPA tokens for applicati —

[ Configure LTPA token para  ou must specify a time limit for SSO sessions. For example,
kep timeout value: specify that the LTPA taken expires after 150 minutes.
minutes

Eie domain name:
ltpa.ibm.com

LT En eruperab”iw mode You must also Spetify a domain where the LTPA cookie can be
accessed tl':,"' all servers that share the SS0O session, sUch as Itpa
LTPA key example.caom.

LTPA key file name:

fhomefesadmin/ltpa.key Generate Key

LTPA key password:
SERERIRIRRNS | Validate Password |

The same key file must exist on all servers that share the SSO session. You can generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.

Import Key | | Export Key

Additional domain:

Additional user name suffix:

m
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i el Valgate tne LUAF CONMQUration ror group entries.
o=omnifind Test Group Entries
Group ID attribute: Group entry test results:

cn
Member attribute in group entries:
member

Object class for group entries:
groupOflames

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameter.
Token timeout value:

150 minutes
Cookie domain name:

If you share the LTPA key file with an application that does not
support attribute propagation, such as older versions of

. WebSphere Application Server, select the check box to enable
Itpa.ibm.com interoperability.

[¥ILYPA interoperability mode

LTPA key
LTPA key file name:

fhomefesadmin/ltpa.key Generate Key
LTPA key password:
NN RRRRRRS | Validate Password |

The same key file must exist on all servers that share the SSO session. You can generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.

Import Key | | Export Key

Additional domain:

Additional user name suffix:

m
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i el Valgate tne LUAF CONMQUration ror group entries.
o=omnifind Test Group Entries
Group ID attribute: Group entry test results:

cn
Member attribute in group entries:
member

Object class for group entries:
groupOflames

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

150 minutes

Cookie domain name: There are several ways to configure the system

Itpa.ibm.com to use an LTPA key file. Far example, you can

[FILTPA interoperability mode specify the key file path and password, and click
a button to validate that they are carrect.

LTPA key

LTPA key file name:

fhomefesadmin/ltpa.key Generate Key

LTPA key password:
SERERIRIRRNS | Validate Paﬁ_sword |

The same key file must exist on all servers that share the SS0 session. Yo&_jan generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.

Import Key | | Export Key

Additional domain:

Additional user name suffix:

m
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valdate tne LUAF CONTIgUracion ror group entrigs.

o=omnifind Test Group Entries
Group ID attribute: Group entry test results:
cn

Member attribute in group entries:
member

Object class for group entries:
groupOfflames

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

150 minutes

Cookie domain name:

Itpa.ibm.com . ]

[ZILTPA interoperability mode If @ key file does nat exist, you
can generate ane.

LTPA key

LTPA key file name:

fhomefesadmin/ltpa.key
LTPA key password:

SERERIRIRRNS | Validate Password |

The same key file must exist on all servers that share the SSO session. You can generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.

Import Key | | Export Key

Additional domain:

Additional user name suffix:

m
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o=omnifind

Group ID attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOfflames

VaIaate tne LUAF CONMgUration ror group entries.
Test Group Entries

Group entry test results:

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

150 minutes
Cookie domain name:
ltpa.ibm.com

[VILTPA interoperability mode

LTPA key
LTPA key file name:

fhomefesadmin/ltpa.key

Generate Key
~

You can alsa import a key file. For example, you can
impart the key file from WebhSphere Application Server.

» Password

You can generate a new key, import an existing key file, and export
ther server.

Import Key | | Export Key

Additional domain:

Additional user name suffix:
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o=omnifind

Group ID attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

VaIaate tne LUAF CONMgUration ror group entries.
Test Group Entries

Group entry test results:

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

150 minutes
Cookie domain name:
ltpa.ibm.com

[VILTPA interoperability mode

LTPA key
LTPA key file name:

fhomefesadmin/ltpa.key

LTPA key password:

O
Hint: The same key file must exist on all servers
that share the S50 session,

It your collections include sources that require

WebSphere Application Server, such as sources
are hosted on WebSphere Paortal servers, you can
share the LTPA key file in the proper format.

For example, you can impaort the key file from
WebSphere Application Server to use far secure
enterprise search, ar export the key file and then
import it into WebSphere Application Server.

Generate Key

Import Key | | Export Key

Additional domain:

Additional user name suffix:

| Validate Password |

The same key file must exist on all servers that share the SSO session. You can generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.
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i el Valgate tne LUAF CONMQUration ror group entries.
o=omnifind Test Group Entries
Group ID attribute: Group entry test results:

cn
Member attribute in group entries:
member

Object class for group entries:
groupOflames

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

150 minutes
Cookie domain name:
ltpa.ibm.com

[VILTPA interoperability mode

LTPA key
LTPA key file name:

fhomefesadmin/ltpa.key Generate Key

LTPA key password:
SERERIRIRRNS | Validate Password |

The same key file must exist on all servers that share the SSO session. You can generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.

Import Key | | Export Key | If you share the LTPA key file with a WebSphere Application Server
server that uses a federated repository, copy the additional domain
name and user name suffix values from the federated repositary
base entry in WebSphere Application Server.

Additional domain:

Additional user name suffix: Z

m
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o=omnifind

Group ID attribute:

cn

Member attribute in group entries:
member

Object class for group entries:
groupOflames

VaIaate tne LUAF CONMgUration ror group entries.
Test Group Entries

Group entry test results:

[¥]Use LTPA tokens for application single sign-on

r Configure LTPA token parameters
Token timeout value:

150 minutes
Cookie domain name:
ltpa.ibm.com

[VILTPA interoperability mode

LTPA key
LTPA key file name:

fhomefesadmin/ltpa.key

LTPA key password:

o
After you click OK to save your LDAP server

and LTPA token file configuration settings, you

must restart the IBM Content Analytics with

Enterprise Search system to apply the changes.

Generate Key

Import Key | | Export Key

Additional domain:

Additional user name suffix:

| Validate Password |

The same key file must exist on all servers that share the SSO session. You can generate a new key, import an existing key file, and export
the key file to use with WebhSphere Application Server, Domino, or another server.
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IBM Content Analytics with Enterprise Search Search Customizer | Analytics Customizer | Log Out | Help | About

il Collections B System | & Security

Application Login Security Actions -
Collection-Level Security Actions «
Actions~ |

System-Level Security

i
This concludes the tour af the Security
dashboard in the [EM Cantent Analytics with
Enterprise Search administration consaole.
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