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This presentation will discuss DataPower® integration with Network Security Services.
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Network Security Services (NSS) performs the following functions:

It provides a central SAF-enabled repository for RSA certificates along with signature
services within the most trusted zones.

It eliminates the need to distribute certificates to security endpoints

It centralizes and reduces configuration and deployment complexity, especially when used
along with Centralized Policy Services

It offloads digital signature operations from IKE daemon (the NSS client)

It enables monitoring and management of remote IPsec endpoints through the ipsec
command and a network management programming interface.

The diagram on this page shows an NSS server on z/OS image X providing centralized
certificate and private key services for IKE daemons running on z/OS Images 1 to n. Each
z/OS Image has one Internet Key Exchange (IKE) daemon which serves all the stacks on
that image. The IKE daemons act as clients to NSS, requesting certificate and private
key services on behalf of the stacks they serve. An administrator using the ipsec
command uses the NSS server on image X to monitor all the IKE daemons served by
NSS. In this example, z/OS image X can also be in a more secure zone than the other
images. This makes it safer to keep the keys and certificates there, rather than
distributing them to the other z/OS images.
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NSS background

= z/OS V1R9 introduced the z/OS network security
services (NSS) server.
» The V1IR9 NSS server provides centralized certificate

and remote management services for NSS IPSec clients
(IKED).

» Supports only one discipline:
= |PSec

» Provides services for IPSec clients:

= NSS IPSec certificate service
= NSS IPSec remote management service
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The network security services (NSS) server was added in z/OS V1R9 to support centralized
certificate and remote management services for NSS IPSec clients. The IPSec certificate
service provides digital signature creation and verification for remote NSS IPSec clients.
This service permits multiple remote NSS IPSec clients, implemented by IKED, to store their
authentication credentials in the form of x.509 certificates on a centralized z/OS server. This
centralized approach to IPSec identity and certificate management eases the strain of
certificate distribution throughout the enterprise.

The IPSec remote management service complements the IPSec certificate service by
allowing a locally run ipsec command to control and display security information for remote
NSS IPSec clients (implemented by IKED).
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NSS background

= The z/OS Internet Key Exchange Daemon (IKED)
has NSS IPSec client functionality.

= The ipsec command uses NSS remote
management service to monitor and control remote
IPsec endpoints.
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The z/OS V1R9 IKE daemon can be configured to act as an NSS IPSec client on behalf of
multiple TCP/IP stacks. A separate connection is maintained to the NSS server for each
NSS-enabled TCP/IP stack, so each TCP/IP stack is a separate NSS IPSec client to the
NSS server. This allows a local ipsec administrator the ability to uniquely identify, administer,
and observe the security of remote TCP/IP stacks acting as NSS IPSec clients.

The -z option of the ipsec command or other product use of the local NSS NMI can also be
used to manage NSS IPSec clients authorized for the NSS remote management service.
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DataPower background

= The processing costs associated with parsing and
transforming XML messages is very high.

= XML appliances such as DataPower perform
specialized processing on behalf of larger
enterprise systems

» such as the IBM System z9®.

= This has driven the need for XML appliances to
become more integrated with z/OS and its security
offerings.
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XML appliances secure and accelerate the parsing and transformation of many different
types of messages, including XML-based messages. Examples of these appliances are
the WebSphere® DataPower Integration Appliance X150 and the WebSphere DataPower
XML Security Gateway XS40.

The costs associated with parsing and transforming XML messages is extremely high.
Since the volume and frequency of these messages are increasing, the deployment of
specialized XML appliances has increased. Many of these appliances are now being used
to simplify, secure, and accelerate the backend processing of these messages for larger
enterprise systems such as IBM's System z9.

The increased deployment of XML appliances in this space requires tighter integration
between the appliances and the z/OS security infrastructure.

The z/OS NSS server is well suited to provide the basic infrastructure for XML appliance
security as it acts as a logical extension of z/OS security. The z/OS NSS server does this
in z/0OS V1R10 with new support for the XMLAppliance discipline.
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DataPower integration with NSS

= The z/OS V1R10 NSS server is enhanced to
support multiple disciplines.

» IPSec discipline (existing)
» XMLAppliance discipline (new)
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The z/OS V1R10 NSS server is enhanced to add a new XMLAppliance discipline that
provides the basic infrastructure for XML appliance security as it acts as a logical
extension of z/OS security.
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DataPower integration with NSS

= The NSS server can now provide services for both
IPSec and XMLAppliance clients:

= For IPSec clients:
— NSS IPSec certificate service
— NSS IPSec remote management service

= For XMLAppliance clients (new):
— NSS XMLAppliance SAF access service
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The new discipline adds one service to the NSS server: the XMLAppliance SAF access
service provides the capability to invoke a selected set of SAF functions on behalf of its
clients. Essentially, NSS becomes the conduit for making remote SAF calls.

An XML appliance connected to the NSS server can issue inline calls to the NSS server.
These calls authenticate users and check whether users are authorized to perform certain
actions on the appliance. The control of an XML appliance's users becomes centrally
manageable and auditable from z/OS.
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DataPower integration with NSS

= The new z/OS UNIX® nssctl command is
implemented.

» monitor the different types of NSS clients and their
associated connections with NSS server.
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A network administrator can monitor the different types of NSS clients and the associated
client connections using the new z/OS UNIX nssctl command. Each type of NSS client will
be in the client listing along with pertinent information. This information includes their
NSS discipline, the services they are accessing, name, (connection) state, the time

connected, the time of the last message received, the selected and enabled services, and
other information.
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DataPower integration with NSS
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Although the NSS SAF access service is an open interface and can be exploited by any
XML Appliance, IBM Websphere Datapower SOA Appliances are currently the only known
exploiter of the function.

This slide shows how the new NSS SAF access service might fit into a typical DataPower
deployment.

The text and lines in red indicate new flows from DataPower appliances to the NSS
server.

Network client traffic outside of the DataPower appliances and z/OS environment can be
routed through a series of external load balancers before reaching the first DataPower
appliance.

Each DataPower appliance can then be configured to act as one or more NSS
XMLAppliance clients in order to use the new NSS SAF access service.

Traffic traveling through each DataPower appliance can cause it to issue a request to the
NSS server in order to authenticate a client or to check the authorization of a client to a
particular SAF resource. The NSS server then issues the request using the systems' SAF
such as RACF® and responds directly to the DataPower appliance.

The rest of the DataPower appliance flow then proceeds as usual.

This type of configuration allows a z/OS security administrator to centrally manage
authentication and authorization privileges for DataPower's clients. Such a configuration
can easily replace LDAP as the central security solution for a DataPower appliance.
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DataPower integration with NSS product level
structure

NSS services by discipline:

\

disciplines IPSec XMLAppllance

services [ Certificate SAF access

2. Remote Mgmt
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Network security services (NSS) provides discipline-specific security services for security
integration, enforcement and management. Each discipline includes a set of services
provided by NSS and is intended for use by a specific type of NSS client. This diagram
illustrates that the new NSS server is becoming the hub for network security services and
how those services are currently separated into their own disciplines. NSS clients can
request and access services only relevant to the discipline specified at connect time.
Certificate and remote management services are shown as only available under the IPSec
discipline. SAF access is the only service available under the XMLAppliance discipline.
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NSSD configuration file example

mssConfig \
{

Port 4159

SyslogLevel 31

Keyring NSSD/certs

Discipline IPSec Enable
Discipline XMLAppliance Enable

}

./
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This is a sample configuration file for the z/OS V1R10 NSS server.

The port is specified as the default 4159 (IANA registered).
The syslog level is set to the max of 31.

The keyring is configured with owner NSSD and named 'certs'.
The IPSec discipline is set to enable.

The XMLAppliance discipline is set to enable.
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DataPower and NSS integration - NSSD
security product setup

= Add a new SERVAUTH profile on the NSS
server

» to control whether an NSS XMLAppliance client
can register with the NSS server for the
XMLAppliance SAF access service:

» EZB.NSS.sysname.clienthname. XMLAPPLIANCE.SAF
ACCESS
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This slide describes the NSSD security product setup.
(Note that the maximum allowable length of a SERVAUTH profile name is 64 characters)

The profile EZB.NSS.sysname.clientname.XMLAPPLIANCE.SAFACCESS controls
whether an NSS XMLAppliance client can register with the NSS server for the
XMLAppliance SAF access service.

*In this profile, sysname is the name of the z/OS system on which NSSD is
running and clientname is the symbolic name of the NSS XMLAppliance
client

An updated RACF sample (EZARACF) containing RACF commands for the
XMLAppliance setup is provided with z/OS V1R10.
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DataPower and NSS integration - commands

= New z/OS UNIX nssctl command:

» Displays information for all NSS clients that are currently
connected to the local NSS server.
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Refer to the IP System Administrator's Commands book for detailed information about the
new nssctl command syntax and parameter descriptions. You can also use command
man page by issuing 'man nssctl'.

The nssctl command is an APF-authorized application. Users of the nssctl command
must be authorized through the SERVAUTH profile
EZB.NETMGMT.sysname.sysname.NSS.DISPLAY. sysname is the name of the z/OS
system on which NSSD is running.

The most common usage of the nssctl command is “nssctl —d”. This instructs the nssctl to
‘display’ ALL NSS clients. You can request only clients of a particular discipline by issuing
“nssctl —d —D ipsec” to obtain information for all NSS IPSec clients. You can also filter on
a client name by issuing “nssctl —d —c clientNamel”

For command syntax help, you can issue “man nssctl” or “nssctl —?”
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Datapower and NSS integration - commands

= The z/OS UNIX ipsec command, —w and -X
reports are enhanced to

» Display the version of the NSS client API that the NSS
client is using

» For —w report, also display the version of the NSS client
API that the NSS server supports
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The ipsec —w option is directed at IKED and can be used to display network security
configuration information for each active stack on the system.

The ipsec —x option is directed at NSSD and can be used to display information about
NSS IPSec clients that are currently connected to the NSS server.
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Datapower and NSS integration - commands

= MODIFY NSSD operator command is enhanced to

» Display configured discipline setting

» Refresh the change of the configured discipline setting
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The MODIFY NSSD operator command is enhanced to display configured discipline
setting and refresh the change of the configured discipline setting.
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nssctl command report example - IPSec client
CS V1R10 nssctl SystenNane: MWS046 Tue Jan 8 18:05:10 2008 \
Function: Display NSSCl i ent Nane: n/a
Cl i ent Nare: clientlBl
Cl i ent API Ver si on: 2
St ackNane: tcpesl
Syst emNane: zsysteng
Cli ent| PAddr ess: 9. 42.105. 88
ClientPort: 8801
Server | PAddr ess: 9.42.105. 234
Server Port: 4159
User | D: user xyz
Connect St at e: connect ed
Ti meConnect ed: 2008/ 01/ 08 18: 05: 08
Ti meCf Last MessageFronCl i ent : 2008/ 01/ 08 18: 05: 08
Di sci pline: | PSec
CertificateServiceSel ected: Yes
CertificateServi ceEnabl ed: Yes
Renot eManagenent Sel ect ed: Yes
Renot eManagenent Enabl ed: Yes /
R EEEREEEEEEEEEEEEEEEEEEEEEEEEEEREEEREEEEEEREEREEEREEEESEEESESEESESRSESS
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The nssctl command report includes information similar to that of the ipsec —x disp
command.

NSS client information, such as ClientName, ClientAPIVersion, ClientIPAddress,
ClientPort, UserlD, ConnectState, TimeConnected, and
TimeOfLastMessageFromClient..... are all common between the ipsec —x display and
nssctl —d command.

The nssctl command, in contrast to the ipsec command, provides information for all NSS
Disciplines and the services selected and enabled for each discipline.

The two supported disciplines supported in z/OS V1R10, as mentioned earlier, are IPSec
and XMLAppliance.

If an NSS client is registered as an IPSec client, as seen in the example on this slide, the
two services available are the Certificate service and the Remote Management service.
The fields below the Discipline line indicate whether the client selected a particular service
(CertificateServiceSelected) and additionally whether the NSS client is authorized to that
service (CertificateServiceEnabled).

Refer to the IP System Administrator's Commands book for more detailed information
about the field descriptions.
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nssctl command report example
XML applicance client

-

~

Cli ent Nane: Cl i ent XB1
Cli ent API Ver si on: 2
St ackNane: Any
Syst emrNane: dpsys01
Cl i ent| PAddr ess: coffff:10.11.1.5
ClientPort: 1024
Ser ver | PAddr ess: ffff:10.81.1.1
ServerPort: 4159
User | D: USER5
Connect St at e: connect ed
Ti meConnect ed: 2008/ 01/ 08 18: 03: 08
Ti meOf Last MessageFronCl i ent : 2008/ 01/ 08 18: 05: 02
Di sci pli ne: XM_Appl i ance
SAFAccessSer vi ceSel ect ed: Yes
SAFAccessSer vi ceEnabl ed: Yes
EE R SRR SR RS E SRR SRR R SRR R RS RS E R RERREREERE R R ERREEREREEEEEESEESE]
Q entries sel ected /
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The NSS client seen in the example above is an XMLAppliance client.

In z/OS V1R10 the NSS XMLAppliance discipline supports one new service, the SAF
access service.

For an NSS XMLAppliance client, the nssctl command output indicates whether the client
selected the SAF access service (SAFAccessServiceSelected) and whether it is
authorized to use this service (SAFAccessServiceEnabled).

Refer to the IP System Administrator's Commands book for more detailed information
about the field descriptions.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send e-mail feedback:

mailto:iea@us.ibm.com?subject=Feedback_about_dpower.ppt

This module is also available in PDF format at: ../dpower.pdf

18 DataPower integration with Network Security Services © 2009 IBM Corporation

You can help improve the quality of IBM Education Assistant content by providing
feedback.
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