IBM eServer™

Automated domain name registration:
DNS background information

(@business on demand software

© 2007 IBM Corporation

ADNRbackground.ppt Page 1 of 14



Overview of z/0OS® DNS solutions

»Two z/OS name servers supported
~-DNS BIND 4.9.3
—Supports DNS/WLM
—Supports non-industry standard DNS dynamic update
~-DNS BIND 9.2.0
—Does NOT support DNS/WLM
—Supports industry standard DNS dynamic update (DDNS)

» DNS/WLM (also known as Connection Optimization)
~-Two main functional features
—Sysplex load balancing using WLM system weights
—Dynamic registration of application-specific hostnames

»DNS dynamic update (DDNS)
-The ability to dynamically change the resources represented in a name server
—Usually employs a client program to send updates to the name server, such as nsupdate
~BIND 4.9.3 dynamic update
—Non-industry standard protocol
—Only z/OS update client and z/OS DHCP can dynamically update
~-BIND 9 dynamic update
—Industry standard protocol (RFC 2136)
—z/OS client can update non-z/OS name servers and vice versa
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Domain Name System overview

»DNS is a client/server application.
~-The client is called the resolver and the server is called the name server.

»DNS is used to implement a distributed database con  taining names and IP
addresses

~Allowing local control over segments of the database
-Data in all segments is reachable from the entire network
»DNS is based on an IETF standard (RFCs 1034 and 103 5)
» Availability and performance is addressed through w idespread caching functions
and replication of data (zone transfers)
»Most widely used DNS software is called BIND (Berke ley Internet Name Domain)
»BIND software is maintained by the Internet Softwar e Consortium (ISC)
»Name server types/roles
~Primary - data about hosts maintained locally
-Secondary - data about hosts (replicated) transferred from a primary name server
~Caching, forwarders - send queries to other name servers and cache the replies
»Client components
-Resolver - gethostbyname, gethostbyaddr, getaddrinfo, getnameinfo
»Tools - nslookup, dig, nsupdate
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The DNS Database
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»Read from bottom-up:
hostx.raleigh.ibm.com

» Fully-Qualified Domain Name
(FQDN) vs. node name

»Each node may be a domain or a

host (or both!)

»A domain below another domain is a

subdomain

A Hierarchical File System
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»Read from top-down:
lusr/Ipp/tcpip/samples/services
»Pathname vs. relative name

»Each node may be a directory or a file
» A directory under another directory is a

subdirectory
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Structure of the domain name space

op Level The "dot" - the root of the name space
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Countries other than the US, tend to use
the 1SO-3166 two-character country code
as top level domain, such as www.pol.dk
or www.louvre.fr
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Administrative units: domains, subdomains, and zones

Managed by NIC - it is
the root zone.

AN S~

This is the

ibm.com

nodein

the DNS N —
database. {

Managed by IBM

Managed by NASA - it is
the nasa.gov domain

Managed by IBM - it is
the ibm.com domain

centrally. Itis the Managed by the Raleigh location within IBM.
ibm.com® zone, It is the raleigh.ibm.com domain, which is a
which consists of subdomain of ibm.com - it is also the
multiple domains. raleigh.ibm.com zone; a separate

administrative unit of the ibm.com domain
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Where is the data maintained?

»A name server is usually responsible (authoritative ) for one or more
zones.

»For each zone it is authoritative for, it acts as e ither the primary name
server or as a secondary name server.

»There is only one primary hame server for a given z  one, there may be
multiple secondary name servers for a given zone.

»Data about a zone is maintained on the primary name server - in its
name server database (flat text files).

»Each node in a zone is described through a set of R esource Records
(RR) in these flat text files.

Local copy
maintained for
restart without
connectivity to
primary name server

Primary Secondary

Resource Name server Name server

Records ZONE
LA ERE AR N RN RERRRE LRENNEENENERRERNNENNRNHN] »

Transfer

Automated domain name registration: DNS background information

ADNRbackground.ppt Page 7 of 14



What data is maintained?

» Structural data

-Used to link the distributed database together - pointers to name servers that
have knowledge about parts of the name space that is outside the authoritative
scope of this name server

—NS records that identifiy other name servers
—root name servers (hints file)

»Data about nodes
-Information about the individual nodes, such as IP addresses, operating system,
well-known services, etc.
—A and AAAA records with IP address
*A records with IPv4 addresses
*AAAA (or quad-A) records with IPv6 addresses
—~CNAME records for alias names
—HINFO records for host information
~WKS records for well-known services
—~TXT records for descriptive text
—MX records for mail-exchange information
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Sample resource records

Start Of
Authoritative

information for th
abc.com zone e\

Hostname where
this primary name
server runs

e-mail address of person responsible for
maintaining this data - note syntax. It means
root@gary-linux.abc.com

abc.com. IN SOA\‘gary—Iinux.abc.com. :oot.gary-
2005112801 ; serial yyyymmddnn
10800 ;refresh after 3 hours (seconds)
1800 ; retry 1/2 hour after failed zone trans

sysplex.abc.com. IN NS mvs089.abc.com.

$ORIGIN abc.com.

; NAME CLASS TYPE RECORD DATA ©
gary-linux IN A 9.37.83.218 ; Linux
mvs089 IN A 9.67.116.34 ;

appl IN A 192.168.101.1

mvs089-TR1 IN A 9.67.113.11 ;

tn3270e CNAME tn3270e.sysplex.abc.com.

3600000 ; expire; time secondary can use data (s
1h) ; negative caching TTL = 1 hour (hours)
abc.com. IN NS gary-linux.abc.com.

N 7
linux.abc.com. (

fer (seconds)
econds)

mvs089.abc.com is the name|
+—server for the
sysplex.abc.com subdomain.

OMMENTS

® host
Static VIPA
DVIPA for appl

mvs089 TR interface

tn3270e.abc.com is an alias of
tn3270e.sysplex.abc.com

Names that do not end in a "dot", are suffixed
with the current domain origin value.

Automated domain name registration: DNS background

ADNRbackground.ppt

information

Page 9 of 14



Why use the Bind 4 DNS/WLM functions?

register with WLM

connections

start and stop in the z/OS Sysplex
-Has proven to be very useful in some scenarios

Server

»Enable TCP connection load balancing for z/OS resid  ent multi-instance applications that
»Best suited for relatively long-duration TCP connec tions, such as FTP or TN3270

»Even when load-balancing may not be an absolute req  uirement, the DNS/WLM function
can be used to increase application availability in the sysplex (as long as just one
instance of the application is up-and-running in th e sysplex, the service is available)

» Allows for dynamic registration in a DNS infrastruc ture when server or TCP/IP stacks

How can | use

DNS/WLM in the sysplex
without having my end-
users change their
configuration or any host

names they currenﬁw

onnect to?
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DNS/WLM configuration overview

The abc.com domain

mvs089b

mvs089

9.67.116.12

gary-linux
tn3270e.abc.com is an alias

of tn3270e.sysplex.abc.com

"Use 0.67.116.34

9.37.83.218

.'F‘teso Ve tn3270e.sysplex.abc.com

9.67.116.3:

4

)

“" Connect to

- tn3270e
- —

Nameserver: 9.37.83.218
abc.com

Domainorigin:

mvs089.tn3270e.sysplex.abc.com

4

DNS

mvs089b.tn3270e.sysplex.abc.com

The sysplex.abc.com sub
domain

Connection setup to 9.67.116.34

»The servers on z/OS must register with WLM

when they start.
»The sysplex must be a DNS subdomain that
is served by a name server in the sysplex.

~Clients must re-resolve for every connection
in order to achieve fair load-balancing.

information
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Notes about DNS/WLM

»DNS BIND 4.9.3 running in sysplex, configured for DNS/WLM

» Authoritative for the sysplex.abc.com domain

~DNS generates the name, tn3270e.sysplex.abc.com when at least one TN3270E server becomes available and,
mvs089.tn3270e.sysplex.abc.com, and mvs089b.tn3270e.sysplex.abc.com when those specific instances become available.

»~Clients may connect to any available TN3270 server using the name, tn3270e.sysplex.abc.com

»Clients may connect to a specific server using the other two names.

»The following are related to the numbered flows in the previous diagram.

-1. Client issues command to connect to any available TN3270 instance using tn3270e.abc.com

-(1.5). Client's local name server resolves this alias name to its real name, tn3270e.sysplex.abc.com from the abc.com name
server (not shown). DNS/WLM does not create this alias. The alias is not required and is configured manually in this example
for convenience of the end-user.

-2. Client's local name server queries the DNS/WLM server to resolve tn3270e.sysplex.abc.com

-3. DNS/WLM name server is aware of which TN3270E servers are active in the sysplex, and chooses an IP address to return
based on WLM system weights. In this case, an address belonging to mvs089 is returned.

-4. The client's local name server returns the address back to the client.

-5. The client connects to that address establishing a connection with an available TN3270E server on the least busy sysplex
system.

nm-+40Z2
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DNS BIND 4.9.3 & DNS-based load balancing are not the preferred
technologies in today's environment

»>DNS BIND 4.9.3 is outdated

~Lacks IPv6 support

~Limited to 15 IP addresses per TCP/IP stack

-Lacks industry standard dynamic update

-Better alternatives for sysplex load balancing
—Sysplex Distributor
—z/OS Load Balancing Advisor

~-DNS BIND 9 is intended to replace DNS BIND 4.9.3

»However...
-z/OS DNS BIND 9 does not support DNS/WLM
—Load balancing alternatives exist
—But no alternative for dynamic registration of application-specific hostnames

»Dynamically updating a name server with z/OS resour  ces should be as easy
as adding your PC hostname and address to a name se  rver when you boot it

up.
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:
IBM ibm.com 2/0s
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM products, programs, or services does not imply that IBM intends to make such products programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
Any functionally equivalent program, that does not infringe IBM's intellectual property rights, may be used instead.

Informatlon is provided "AS 1S" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY

RRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are warranted, if at all, according to the terms and
conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty, International Pro%ram License Agreement etc.) under which
they are provided. Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other
claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Arm%nk. NY 10504-1785

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration,
and the wo&klr?ad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
Contract and IBM Corp.
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