InfoSphere Information Server DataStage

Troubleshoot connection error 80011
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This presentation will discuss how to troubleshoot the InfoSphere™ Information Server
DataStage® client connection error 80011.
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= Whatdoes the error 80011 mean
= What problems will cause this error to occur
= How to troubleshoot the problem

= How to resolve the error
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The objectives of this presentation are to discuss the meaning of the 80011 error, the
different scenarios that can cause this issue, steps necessary to troubleshoot the
problem, and how to resolve the issue.
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What is error 800117

= Failed to connect to DataStage server: <servername>, project: <projectname>
(User name and/or password incorrect (80011)).

= This error indicates that the login to the DataStage server failed

= Many things can cause this error to occur

= Does not necessarily mean the password is incorrect
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What does the error 80011 mean? The full error message that you will see from the
DataStage login screen is:

Failed to connect to DataStage server: <your DataStage server name>, project: <the
name of the project you are trying to connect to>
(User name and/or password incorrect (80011)).

This error indicates that the login to the DataStage server failed. It can be something as
simple as the user name or password being incorrect but it can also occur for many other
reasons. Some of these reasons may not be the user name or password at all.

Error80011.ppt Page 3 of 17



= On all operating systems:
— Username or password, or both are incorrect
— User ID has expired or is locked
— User mapping has the incorrect user name or password

= On Windows®
— The user may not have the correct user rights assigned

= On UNIX®/Linux®:
— dsrpcd daemon is not running as the root user
— PAM not configured properly on the DataStage server
— DataStage is not configured properly to use PAM
— DataStage 8.1 does not have FP1 loaded
— Required libraries missing or incorrect
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There are several scenarios that can cause an error 80011 to occur. On all operating
systems, the user name and password may be wrong, the operating system login may be
locked or the password may have expired, or the Information Server registry is set to “Not
Shared” and there may be an issue with the credential map. On Windows, the user may
not have the correct user rights assigned to their user or group. On UNIX and Linux
systems, the dsrpcd daemon may not be running as the root user, PAM and DataStage
may not be configured correctly, Fix Pack 1 for 8.1 may not have been installed, or the
PAM libraries being used may be missing or incorrect.
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= DataStage is setup to use Local OS Authentication

= Check if the Information Server Registry is shared or not shared

= Check if username and password is incorrect

= Check if user needs to change their password on first login

= Checkif user ID has expired or is locked on the DataStage server

= Check that user can login to the DataStage server machine with same username and
password

On UNIX and Linux:
— DataStage set to use PAM authentication also requires user to be able to login
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When DataStage is set to use local OS authentication, which is the default setting on a
UNIX and Linux machines and the only setting for windows, the client will only be able to
connect to the DataStage Server if the username and password is a valid and working
local username and password on the DataStage server. You need to check the Information
Server Registry to see if your user registry is Shared or Not Shared. If it is Shared then the
username and password that you are using for the DataStage login must exist at the
operating system level. If the registry is Not Shared, then you need to check the user’s
credential mapping and be sure the user and password used for the credential map is a
valid user name and password on the DataStage server.

Test this by attempting to login to the DataStage server using this same user name and
password. If the login fails, you will need to take corrective actions to fix the user’s login.
Remember, if you can’t login to the DataStage server, neither can the DataStage client.

Issues with the login that will cause problems connecting include a username that does
not exist on the DataStage server or an incorrect password. When an account is locked or
has expired or a new user is required to change their password the first time they login will
also cause problems connecting. If you attempt to login outside of DataStage, you should
be able to easily see the exact error.

On UNIX and Linux operating systems, if DataStage is configured to use PAM
authentication, you need to be sure that the LDAP or Active Directory user can login to the
DataStage server.
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= Information Server User Registry setto “Not Shared”

= Check if user has an individual user credentials assigned
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When the Information Server User Registry is set to “Not Shared” in the Information
Server Web Console, check the username and password for the user’s DataStage
Credential Map. To check this, open the Information Server Web Console, click
Administration. Click Domain Management. Click DataStage Credentials and select your
DataStage server and click Open User Credentials. Check to see if the user you are trying
to login with is listed on the left side. If the user is there, this indicates that the user has an
individual map set for their user credentials. If this is the case, check the user you are
working with on the left side and then retype the username and password that you want to
map them to on the right side and click apply. If the user is not listed, either add the user
by clicking the browse button on the bottom or look at the default user credentials that are
used for all users without an individual map set to be sure the username and password
there are correct.
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= Check default user credentials
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Navigation DataStage Credentials
Contents
7 Select & Server to Work With
7 Domain Management
Name

DataStage (

Open Configuration "bc-02.swg.usma. lbm, com

Server Configu

7 Connection Error 80011

Juser mapping nas inco rrect username or password (2 of 2)

| @] Ibc-02.5wg.usma.ibm.com

-y

User Registry

Not Shared

-------

© 2010 IBM Corporation

If your user does not have an individual user map set, you will need to check the
username and password for the default DataStage and QualityStage™ Credentials. To
check this, under DataStage Credentials, select your DataStage server and click Open
Configuration. Check that the user name is valid and retype the password to be sure it is

correct. Click Apply.
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= All users must have the “Log on locally”
— Windows 2008 must also have “Log on as a batch job”

Incorrect user rights assignment - Windows

= Check setting in the Local Security Policy in the control panel
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All users that are going to login to the DataStage server on Windows, must have the User
Rights Assignment “Log on locally” in order to connect. In addition, on Windows 2008,

users must also have the User Rights Assignment “Log on as a batch job”.

If the user’s user ID or group does not have these user rights set, they will receive an
80011 error when they try to connect to DataStage. To check if your user has this user
right set, open the control panel, click Administrative Tools and go into “Local Security
Policy”. Click “User Rights Assignment” and double click the user policy to see what users
and groups have been assigned this right. If your user or group is not listed here, they

must be added.
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= Client connections are done through the dsrpcd daemon process
= |[f Impersonation Mode is turned on, the daemon must be running as root

= Run “ps —eflgrep dsrpcd” to check who owns the dsrpcd process

$ ps -ef |grep dsrpcd

25056 1 0Sep107? 00:00:00 /opt/1IS810/IBM/InformationServer/Server/DSEngine/bin/dsrpcd
= |[fitis running as any other user, check Impersonation Mode
$ cd SDSHOME
$. /dsenv

$ bin/smat -t | grep —i impersonation
IMPERSONATION = 1

= |[f IMPERSONATION = 1 and the dsrpd is not running as root, check permissionin
$DSHOME/bin
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All DataStage client connections are done through the dsrpcd daemon. The daemon is
responsible for doing the authentication. If Impersonation mode is turned on, then the
dsrpcd daemon must be running as root. If it is not running as root, it will not have the
proper permissions to do the authentication and an error 80011 is returned. If you see that
the dsrpcd is not running as root, as in the example, you will need to check what the
Impersonation mode is set to. To check this, cd to your $DSHOME (read as “dollar
DSHOME?”) directory and source the dsenv file by typing . ./dsenv (read as “dot space dot
slash dsenv” where dsenv is spelled out). Next run “bin/smat —t | grep —i impersonation” to
check what the Impersonation mode is set to. If it is set to 1 and the dsrpcd is running as a
non-root user, you will need to check the permissions in the $DSHOME/bin directory.
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pcd daemon not running as root user — UNIX/Linux (2 of

= Change directories to the $DSHOME/bin directory

= Check the permissions
$ls -l |grep rws

Crws>x—x 1(rood dsadm 54912 Sep 4 2008 DBsetup
-rwsr-x--x 1 root dsadm 1318396 Sep 4 2008 dsdlockd
-rwsr-x--x 1 root dsadm 1287944 Sep 4 2008 dslictool
-rws--x-—-x 1root dsadm 6952 Sep 4 2008 dstskup
-rwsr-x--x 1 root dsadm 1299916 Sep 4 2008 list_readu
-rwsr-x--x 1 root root 1290580 Sep 9 15:02 load_NLS_shm
-rwsr-x--x 1 root dsadm 44452 Sep 4 2008 uv

= Fix permissions and stop and restart DataStage
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Change directories into the $DSHOME/bin directory. There are seven programs in here
that must be owned by root and have the uid bit set. If you do not get the list of the seven
programs shown here, or if they are not owned by root, you must change the owner back
to root. You must also set the UID bit in order for the dsrpcd daemon to start as root. Once
you fix these settings, you will need to stop and restart DataStage and ensure that it now
starts as root.
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= dsrpcd running as non-root user

= IMPERSONATION 0 in uvconfig

= AlX requires pam_aix library to be accessed by process running as root
= This configuration will not work

= See tech note
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If you are running with IMPERSONATION mode turned off in uvconfig, your dsrpcd will be
running as a non-root user. In this configuration on AIX only, you will not be able to enable
PAM authentication. The pam_aix library must be accessed by a process running as root

or authentication will fail. For more details, please refer to the tech note listed on this slide.
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DataStage authenticates against the local operating system by default

= DataStage can be configured to authenticate using PAM

DataStage Server must be configured to use PAM
= Be sure LDAP users can login to the DataStage server
= Checkif there is a username in /etc/passwd with the same username

= Test with a user that is not in /etc/passwd
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If you want your DataStage users to be authenticated against an LDAP or Active Directory
server on a UNIX or Linux server, you need to be sure that your DataStage server has
PAM properly configured. Make sure that the LDAP or Active Directory user can login to
the DataStage server. You will also want to check to see if there is a local username in the
/etc/passwd file that matches the LDAP or Active Directory user. For testing purposes,
make sure you test with an LDAP user that does not have an identical local os user. PAM
can be configured to check both the local os and the LDAP or Active directory server. You
want to be sure the authentication is truly taking place against the LDAP server and not
the local operating system. If the user cannot login, you need to take corrective actions to
fix your PAM configuration.
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= DataStage needs to be configured to use PAM authentication

= Check uvconfig AUTHENTICATION setting
$ cd SDSHOME
$. /dsenv
$ bin/smat -t | grep —i authentication
AUTHENTICATION = 1

= Check that the dsepam file/entries created

= Review DataStage and PAM configuration at:

= |f you are on AIX®, also see tech note 1398309
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By default, DataStage uses Local OS authentication on UNIX and Linux servers. If you
want DataStage to use PAM authentication, you need to be sure that DataStage is
configured properly to use PAM. First you need to be sure that the DataStage
AUTHENTICATION parameter is set to 1. To check this set, change directories to the
$DSHOME (read as dollar DSHOME) directory, source the dsenv file (read this by spelling
out dsenv), and run “bin/smat —t | grep —i authentication”. The authentication should be set
to 1 to use PAM authentication. If you have determined that the authentication parameter
is set correctly, the next step is to check that the PAM entries for DataStage have been
correctly entered in the pam.config file or the dsepam file. The name of this file is platform

dependent. If you need assistance setting this up, see the InfoCenter and technote pages
listed on this slide.
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= At 8.1 Solaris, HPUX, and Linux will require JR31215
= JR31215includedin 8.1 FP1
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There is an issue at 8.1 on all UNIX and Linux platforms except AIX where the wrong PAM
library is being called. This will cause the DataStage PAM authentication to fail with an
80011 error even if everything is configured correctly. You will need to either install Fix

Pack 1 to correct the problem or install the patch for JR31215 if you do not want to install
Fix Pack 1.
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= Check that the path for PAM libraries for the dsepam entries are correct

= Be sure that PAM and DataStage libraries have the same bitness (32bit versus 64 bit)
Example:
$ file $DSHOME/bin/uvsh
/u2/1S810/IBM/InformationServer/Server/DSEngine/bin/uvsh: 64-bit XCOFF executable or
object module not stripped

$ file /usr/lib/security/64/pam_aix
fusr/lib/security/64/pam_aix: 64-bit XCOFF executable or object module not stripped
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When DataStage is configured to use PAM authentication on UNIX and Linux servers,
ensure the library paths you specified in the dsepam entries are correct and that the PAM
libraries are the same bitness as the DataStage libraries. For example, if your DataStage
installation is 64 bit then the PAM libraries must be 64 bit as well. The easiest way to tell is
to use the “file” command against the DataStage uvsh program and against the PAM
library you have used for the dsepam entries. In this example both libraries are 64 bit.

Error80011.ppt Page 15 of 17



= Run truss or strace against the dsrpcd to check where the failure is occurring

= Get process ID (pid) of the dsrpcd process:
ps —eflgrep dsrpcd

= Attach the truss or strace to the running process
— You must be root to do this
strace —fae —p <pid> 2> /tmp/strace.out

= Try the connection again

= Check /tmp/strace.out for errors
Example of strace output:
[pid 22171] close(5)=0
[pid 22171] futex(0xc4c06¢c, FUTEX_WAKE_PRIVATE, 2147483647)=0
[pid 22171] open("/usr/lib/libpam.so”, O_RDONLY) = -1 ENOENT (No such file or directory)
[pid 22171] select(5, NULL, [4], [4], NULL) = 1 (out [4])
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If you are on a UNIX or Linux server and all of the configuration and passwords appear to
be correct, the last step is to attach truss or strace to the running dsrpcd process to find
the error. Do a “ps —ef | grep dsrpc” to obtain the process id, or pid, of the dsrpcd process.
Once you have the proper pid, type in:

strace —fae —p pid 2> /tmp/strace.out

Where “pid” is the process ID from the previous ps command. The syntax for truss is the
same. You must be root to attach to the dsrpcd process. If it is done correctly, you will not
get a prompt back after hitting the enter key, it will sit and wait. Next, attempt the
connection again. Once you receive the 80011 error message from the client, type Control
C in the strace window to stop the strace. Now view the output and look for errors. In the
example above, DataStage was looking for the /usr/lib/libpam.so library and it cannot be
found. The issue in this case is that there should be a link from /usr/lib/libpam.so to
/lib/libpam.so. The link is missing and once the link is re-created, everything works.

Error80011.ppt Page 16 of 17



Trademarks, disclaimer, and copyright information

IBM, the IBM logo, ibm.com, AlX, DataStage, InfoSphere, and QualityStage are trademarks or registered trademarks of International Business
Machines Corp., registered in many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A
current list of other IBM trademarks is available on the web at "Copyright and trademark information” at http://www.ibm.com/legal/copytrade.shtml

Windows, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS I1S" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION.
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE.

© Copyright International Business Machines Corporation 2010. All rights reserved

17 © 2010 IBM Corporation

Error80011.ppt Page 17 of 17



