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This presentation deals with REST support for Sh Interface and with Key Performance
Indicators (KPIs) for Diameter.
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= Introduction to diameter Sh interface
= Introduction to REST

= Architectural summary

= Sample request and response

= Subscription and notification flows

* Problem determination

= Introduction to diameter KPIs

= How to enable diameter metrics

= Summary and references
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The agenda includes:

- Introduction to Diameter Sh Interface

- Introduction to the REST

- Architectural Summary

- Sample request and response for the web service and the notification flows as well
- Problem Determination

- Introduction to Diameter Key Performance Indicators (KPIs)

- How to enable Diameter KPIs with focus on the metrics enabled in this release
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» Shis an interface between the application server and the HSS (Home Subscriber Server)

¢ Shinterface provides IP Multimedia Subsystem application servers with secure access to
subscriber data centrally stored on the HSS

» Sh operates on user profiles - A user profile is stored in the HSS and contains a lot of information
related to the user to perform authentication and authorization of the user.

« Sh interface provides functionality like data retrieval, update, and also provides a subscription and
notification service
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This slide provides the introduction to the Diameter interface. Sh is the Diameter interface
between the application server and the Home Subscriber Server.

In IP Multimedia Subsystem parlance, the application server resides in the Service Plane
and the Home Subscriber Server (HSS) resides in the Control Plane. Sh is an interface
between these two components.

HSS is a master user database that supports the IP Multimedia Subsystem network
entities and contains subscriber profiles. It can provide information about the subscriber's
location and IP information and also helps to perform authentication and authorization of
the user.

IP Multimedia Subsystem Connector Diameter component exposes the Sh interface as
web service APIs.

From this release, REST supports four types of operation: Data Retrieval, Data Updating,
Subscription, and Notification.

For Retrieval — you can use getCharginglinfo, getRepositoryData, and so on.

For Update - update the HSS using updateRepositoryData, updatePSIActivation, and so
on.

Subscribe and notification operations are complimentary. You can subscribe to an IP
Multimedia Subsystem user state. If the user state changes at the HSS end, you get a
notification - notifyIMSUserState.
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= REST stands for Representational State Transfer. REST is a style of software architecture
for distributed hypermedia systems such as the World Wide Web.
= REST uses the existing features of the HTTP protocol such as verbs (or ‘'methods'), URIs,
Internet media types, request and response codes, and so on.
= HTTP verbs — POST, GET, PUT, DELETE — use this mapping for all interfaces:
— POST maps to update
— GET maps to read and subscribe
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This slide gives an introduction to REST.

From this release, the Diameter Sh interface is being exposed through REST APIs, along
with the already existing web service support.

REST stands for Representational State Transfer. It is not a technology but a set of
principles (or an architectural style) that makes resources available so that web applications
can access and modify them.

In REST terms, everything is represented as resources.

The requests and responses are built around the transfer of representations of these
resources.

All the services should be defined in terms of resources, which are addressable as simple
HTTP URIs.

The HTTP verbs — POST, GET, PUT, and DELETE — are used to perform Create, Read,
Update, and Delete operations on these resources.
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Architectural summary
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This slide gives the architectural summary of the Sh Interface in IP Multimedia Subsystem
Connector.

© 2011 1BM Corporation

The diagram shows that from this release, any simple HTTP client can also access the exact
same functionality that is being provided through web service.

That is, the Sh Interface is exposed through the web service and HTTP.

The design uses the libraries defined in the IBM Web 2.0 feature pack, which contains the
RPC Adapter for IBM (IBM implementation of Web-Remoting). This has been marked as
"new" in the diagram.

The RPC adapter implemented as a generic servlet, provides an HTTP interface to the
registered JavaBeans.

It deserializes the input and calls the corresponding Java™ Bean method.
Conversely, it will serialize the output from Java Bean to XML format.

Nothing changes after it enters the web container. The exact same functionality exposed
through web service is available as REST APIs.

Essentially, it gives the flexibility of choosing the client implementation on the same service
implementation ear deployed on WebSphere Application Server.
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Sample request and response

OPERATION: getIMSUserState via GET

GET http://<hostname>:<port>

/IDHADiameterShWebService/REST/httprpc/DiameterShREST Service/getIMSUserState?destinationRealm=in.ibm.co
mé&destinationHost=samatadal.in.ibm.com&publicldentity=sip%3A9886061490%40in.ibm.com&sessionld=87
HTTP/1.1

Accept-Encoding: gzip,deflate

User-Agent: Jakarta Commons-HttpClient/3.1

Host: <hostname>:<port>

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Language: en-US
Transfer-Encoding: chunked

Date: Wed, 28 Jul 2010 10:30:38 GMT
Server: WebSphere Application Server/7.0

<?xml version="1.0" encoding="UTF-8"?>
<results>0</results>

Note: REST request samples for all the operations supported by Sh Interface can be found in IP Multimedia
Subsystem Connector Information Center -
http://publib.boulder.ibm.com/infocenter/wtelecom/v7r2m0/index.jsp
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This slide provides a sample request and response.

In this example, IP Multimedia Subsystem user state is being retrieved through a simple GET
operation and all the parameters are being sent through the URI itself.

In the response, the HTTP status returned is 200 OK.
And in the body part, the result returned is an XML object.

This is just one of the examples provided. There are about 17 operations in Sh interface, and
all the examples are provided in the Information Center -
http://publib.boulder.ibm.com/infocenter/wtelecom/v7r2mO0/index.jsp.
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Subscription and notification flows
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= A new parameter - “requestType” - is introduced for REST-based subscription operation

= This parameter value should be “REST". It helps in determining the notification response to
be constructed for the catcher or the service indicated by the “callbackUri” parameter.

= [f the “requestType” parameter indicates to receive a REST-style notification response from
the Sh Service Implementation, then an XML response containing the required response
parameter is constructed and delivered to the specified callbackURI.
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This slide deals with subscription and notification flows in the Sh interface.
There are four kinds of operations - Read, Update, Subscription, and Notification.

This diagram shows the subscription and notification flow in which a new parameter called
requestType is introduced.

Steps 1 and 2 indicate that when a REST client sends a message, this field should be set to
REST and this information is stored in the database along with the CallbackURI.

Steps 3 and 4 indicate that when a notification is triggered from the HSS and the Sh web
service looks up the Callback URI, it comes to know if the request type was REST or not. If it
is REST, then a Notification XML message is sent to the given Third Party Application
Callback URI.
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= Client test tool
— SOAP Ul tool can be used to create REST and JSON requests (SOAP Ul:
)

— Recreate problems with customer data
— Capture request and response messages for debugging
= Log level details

— com.ibm.diameter.*=all
» com.ibm.websphere.rpcadapter.*=all
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This slide deals with problem determination.

SOAP user interface (Ul) can be used for creating REST request and for enabling log level
detalils.

In case you have errors, debugging is required. For debugging, log on to the administration
console; navigate to Logging and Tracing > Choose the server > Change log detail
levels, and provide the trace string.

This gives an idea of what is happening in the system and helps in solving the problem.
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Error 500: javax.servlet.ServletException: java.lang.reflect.InvocationTargetException

> Description: Whenever Sl gives a response with the error code 500 stating it cannot invoke the operation, check the
parameter name given in the request URI and make sure they are as per the sample requests given in information
center

Response:

<html>
<head>
<m|et/a content="HTML Tidy for Java (vers. 27 Sep 2004), see name="generator"/>
<title/>
</head>
<body>Error 500: javax.servlet.ServletException: java.lang.reflect.InvocationTargetException</body>
</html>

Trace:

[3/29/11 19:20:40:364 GMT+05:30] 00000032 servlet E com.ibm.ws.webcontainer.servlet.ServletWrapper service
SRVEOO068E: Uncaught exception created in one
of the service methods of the servlet RPCAdapter in application DHADiameterShWebServiceEAR. Exception created :
javax.servlet.ServletException: java.lang.reflect.InvocationTargetException
at com.ibm.websphere.rpcadapter. RPCAdapter.doGet(RPCAdapter.java:279)
at javax.servlet.http.HttpServlet.service(HttpServlet.java: 718)
at Javax.servlet.http.HttpServlet.service(HttpServlet.java:831)
at com.ibm.ws.webcontainer.servlet.ServletWrapper.service(ServletWrapper.java:1657)
at com.ibm.ws.webcontainer.servlet.ServletWrapper.handleRequest(ServletWrapper.java:939)
at com.ibm.ws.webcontainer.servlet.ServietWrapper.handleRequest(ServletWrapper.java:502)
at com.ibm.ws.webcontainer.servlet.ServletWrapperimpl.handleRequest(ServietWrapperimpl.java:179)
at com.ibm.ws.webcontainer.webapp.WebApp.handleRequest(WebApp.java:3826)
at com.ibm.ws.webcontainer.webapp.WebGroup.handleRequest(WebGroup.java:276)
at com.ibm.ws.webcontainer.WebContainer.handleRequest(WebContainer.java:931)
at com.ibm.ws.webcontainer. WSWebContainer.handleRequest(WSWebContainer.java:1583)

v

v
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Here is a common error you might face. Whenever the service gives a response with an error
code of “500”, check the parameter name.

The error is typically because the parameter names are not consistent with what the
implementation expects.
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Key performance indicators
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Key Performance Indicators for IMS Connector

From this release, the Diameter component of IP Multimedia Subsystem Connector is
publishing certain Key Performance Indicators.
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« Performance Monitoring Infrastructure (PMI) is the core monitoring infrastructure for
WebSphere Application Server and WebSphere family products

« PMI provides data to monitor and tune your application server's performance

* The metrics used by WebSphere PMI are sometimes referred to as key performance
indicators (KPIs). PMI data helps identify the performance bottlenecks in the application
server.

PMI data can be monitored and analyzed by Tivoli® Performance Viewer (TPV), a graphical
viewer for PMI data that ships with WebSphere Application Server

© 2011 1BM Corporation

Performance Monitoring Infrastructure (PMI) is the core monitoring infrastructure for
WebSphere Application Server and the WebSphere family of products.

PMI provides data to monitor and tune your application server's performance.

Using PMI data the performance bottlenecks in the application servers can be identified and
fixed. These PMIs or KPIs can be monitored by a tool called Tivoli Performance Viewer. This
tool is embedded in the WebSphere Administration Console. From the Tivoli Performance
Viewer, you can view the current activity and summary reports. It provides a simple viewer
for the performance data collected by the Performance Monitoring Infrastructure.
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Diameter — Key performance indicators

« WebSphere IP Multimedia Subsystem Connector publishes its own performance data using
the PMI, in addition to the metrics published by the WebSphere Application Server Network

Deployment

 Supports a list of metrics for Ro Accounting, Rf Accounting, and Sh Subscriber profile web
services
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From this release, the Diameter component of WebSphere IP Multimedia Subsystem
Connector publishes its own performance data using the PMI infrastructure provided by
WebSphere Application Server. This is in addition to the metrics published by WebSphere
Application Server Network Deployment.

It also supports a list of metrics for Ro, Rf, and Sh web services.
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Enabling performance monitoring
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To enable Performance Monitoring in WebSphere Application Server, log on to the
administration console. In the navigation pane, click Monitoring and Tuning, and then click
Performance Monitoring Infrastructure (PMI).

Select the application server instance.

In the Configuration tab, select the Enable Performance Monitoring Infrastructure (PMI)
check box under General Properties.

Under Currently monitored statistic set, select one option.
Click Save to save changes to the master configuration.
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Start monitoring
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To start monitoring, click Performance Viewer in the navigation pane, and then click
Current Activity to go to the Tivoli Performance Viewer page.

Select the application server instance to monitor, and click Start Monitoring.
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Enabling the KPIs
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After you start monitoring, enable the Key Performance Indicators (KPIs).
To enable KPIs:

1. Click Performance Monitoring Infrastructure (PMI) in the navigation pane. This takes
you back to the main PMI configuration page.

2. Select the application server instance.
3. In the Runtime tab, click Custom under General Properties.

4. Choose a component from the tree on the left side of the screen, and select the associated
metrics in the table on the right side of the screen.

5. Click Enable, and then restart the application server.
In a clustered configuration, repeat these steps for each application server.
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Tivoli Performance Viewer

~ More information about this page
Refresh | | View Module(s)

= diameter0 Stop Logging
Advisor —
B Settings o

¥ Summary Reports
= Performance Modules
&

& ms
[ Diameter_Rf
"] Diameter_Ro

| ¥ Diameter_sh 2

]

L

B[] Enterprise Beans

|

¥[] JDBC Connection

&

] JvM Runtime 3

@ 00 —— 3 - - < 4

% 1:33:52 AM 1:34:31 AM 1:35:09 AM 13548 AM. 1:36:26 AM

= Time

[r

Reset To Zero | | Clear Buffer | | View Table | | Hide Legend |

¥ Serviet Session Me

Select | Marker | Name Vvalue Scale | Update
¥ Thread Pools - =
Diameter_S|
[ Transaction Manac
@ " e | Shsubscribes 2.0 1.0
® @ ShDataReque: 18.0 1.0
® w ShDataUpdateSuc ou 0.0 1.0E20
2] | ShNotifySuccessCount (2 0.0 1.0E20
b - [E el ShGetRepositoryDataSuccessCount (3) l18.0 I Tto

l18.0

© 2011 1BM Corporation

Scaled Value
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This slide describes the Tivoli Performance Viewer, which is a representation of how the

KPI data can be viewed.

The performance data for the selected server is provided as graphs or tables with the

Diameter KPIs that you have enabled.

You can see a graphical representation or a tabular view and you have the option of

resetting the values, viewing the legend, and so on.

You can see the graph changing and the values getting updated.

Sh_REST _KPIs.ppt

Page 16 of 21



¢ RoSendCClnitialSuccessCount: The total number of sendCClnitial requests that have been processed without
error

* RoSendCClnitialErrorCount: Total number of times an error has resulted from a sendCClnitial request

* RoSendCClnitialServiceTime: Average response time, in milliseconds, in which a sendCClnitial request is
finished

RfAccountingStartSuccessCount: Total number of startRfAccounting requests that have been processed without
error

« RfAccountingStartErrorCount: Total number of times an error has resulted from a startRfAccounting request

RfAccountingStartServiceTime: Average response time, in milliseconds, in which a startRfAccounting request is
finished
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This slide has a few Diameter metrics examples that are published.

RoSendCClnitialSuccessCount: The total number of Send Charging Control Initial requests
that have been processed without error

RoSendCClnitialErrorCount: is the same but an error count, so it is the number of failures
that have occurred for the same operation

RoSendCClnitialServiceTime is the service time required for the same operation

The first three are for ROSEndCClnitial operation. And the next three are for
RfAccountingStart operation.

So in general, there are separate metrics for success, failure, and service timing.
There are also other metrics that are published.

Sh_REST_KPIs.ppt Page 17 of 21



» ShSubscribeRepositoryDataSuccessCount: Total number of subscribeRepositoryData requests that have been
processed without error

* ShSubscribeRepositoryDataErrorCount: Total number of times an error has resulted from a
subscribeRepositoryData request

» ShSubscribeRepositoryDataServiceTime: Average response time, in milliseconds, in which a
subscribeRepositoryData request is finished

 Detailed list of all metrics is available in the 7.2 Information Center -
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The three examples for Sh interface are for ShSubscribeRepositoryData - success count,
error count, and service time. The total number of requests processed without error, total
number of requests that have errored out, and the time that is taken to process this particular
request.

There are 160-odd metrics that are published together in the Ro, Rf, and Sh components.

Detailed list of the metrics along with the descriptions are available in the 7.2 Information
Center
(http://publib.boulder.ibm.com/infocenter/wtelecom/v7r2m0/topic/com.ibm.ims.doc/com_perf
indicators_r.html).
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¢ IP Multimedia Subsystem Connector, Version 7.2.0 Information Center

>
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For more information, see the IMS Connector 7.2 Information Center -
http://publib.boulder.ibm.com/infocenter/wtelecom/v7r2m0/index.jsp.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:

20 REST support for Sh interface and diameter key performance indicators © 2011 1BM Corporation

You can help improve the quality of IBM Education Assistant content by providing
feedback.
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