InfoSphere Information Server DataStage V8
and later releases

Setting up basic DataStage users

© 2012 BM Corporation

The purpose of this presentation is to demonstrate a basic DataStage® user setup for
InfoSphere® Information Server version 8.0 and later releases.
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= Overview
= Setting up DataStage Administrator account (dsadm)
= Setting up DataStage user account

* Common issues with user setup
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This presentation provides step by step instructions on how to configure the DataStage
Administrator account and regular user accounts with the default Internal User Registry.
Some of the most common issues with user setup will also be covered.
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» Screen captures taken from Information Server 8.7 release on Red Hat Linux®

= Steps are same for Information Server 8.0 — 9.1 releases
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All screen captures displayed in this presentation are taken from Information Server
version 8.7 running on Red Hat Linux, but the tasks are virtually identical for all InfoSphere
Information Server version 8.0 through version 9.1 on all platforms.
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= Login to Information Server Web Console, default URLs are:
— Information Server 8.5, 8.7 and 9.1

http://<hostname>:<port>/ibm/iis/console
Ex: http://myserver.mydomain.com:9080/ib/iis/console

— Information Server 8.0 and 8.1 P mE—e———— |
http://<hostname>:<port> € ydo wolef

Ex: http://myserver.mydomain.com:9080
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To setup the DataStage users, you must access IBM Information Server Web Console.
Use the default Information Server Administrative account to gain access to the Web
Console the first time you open the Web Console. Typically, this account is called isadmin,
but you might have to check with the installer for the actual username and password. To

access the Web Console, point your browser to the URL displayed on this slide that
matches your Information Server release.
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Create DataStage Administrator user

= Add new DataStage
— Click “Users” under “Users and Groups”
— Click “New User”

Home | Administaion Informaton Services Catalog  Reportng  Repository Management

Users

7 Select Users to Work With
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In the Web Console, go to the Administration Tab, expand the “Users and Groups”
category and click “Users”. This will give an option for “New User” on the right side. Click
“‘New User” to create a new Information Server user.
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= Enter all mandatory fields (marked with *)

= Check DataStage and QualityStage Administrator role

— . l
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Next, fill in all the mandatory fields, identified by an asterisk at the end of the field name.
Select the roles for the user that you want. This example is creating a user called dsadm
with “Suite User” and "DataStage and QualityStage Administrator” roles. These roles
present the bare minimum to be able to login to DataStage clients and perform DataStage
administrative duties. Once all the information is entered, scroll to the bottom of the page
and click “Save and Close” to finalize the selections.
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= Map Information Server account to an actual OS account

= Without credential mapping
—User unable to access DataStage client tools
— User unable to run DataStage jobs

e Admey aton

Navigation - Engre Credentan
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7 Setting up basic DataStage users

Once the DataStage Administrative user has been created, the next step is to setup
credential mappings from the Information Server account just created to an actual
Operating System account. Click “Engine Credentials” under the “Domain Management”
category to see all your registered DataStage engines. Select the radio button for the
DataStage engine you are working with and click Open User Credentials to setup
credential mapping for the dsadm account.
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Set credential mapping (2 of 4)

= Map dsadm to DataStage Administrative UNIX® account (typically “dsadm”)

Search for Users.

Home Admnstation  Informaton Services Catsiog  Reportng  Repostory Management
o wers
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Under Map User Credentials, click the Browse button to open the Search for Users dialog
box. Click the check box to the left of the users name. In this example, the box for the
dsadm user was checked. Once the user is selected, click the OK button.
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= Enter DataStage Administrative account details

.........

N
S
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On the right side of the screen, under Assign User Credentials, enter the username and
password for the operating system user on the DataStage Engine server that you want the
DataStage administrator user to use. The DataStage Administrator account is typically
mapped to the OS account that was defined as the DataStage administrator during the
initial install. Next, click Apply and Close. The dsadm account should now be a functional
DataStage Administrator account.
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= Mapped operating system user UNIX/Linux
— Must be member of DataStage Administrator's primary group

= Mapped operating system user Window
— Must have “Log on locally”
— Windows® 2008 must also have “Log on as a batch job”

Address [ Acmintratve Tools -

e and folder Tasks  #
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The operating system users use for credential mapping have some requirements. For
UNIX and Linux, the user must be a member of the DataStage administrator’s primary
group. On Windows, all users must have the Log on locally user policy set for their user or
group. If the DataStage engine is on Windows 2008, the user will also need the policy

Logon as a batch job.

At this point, the user setup should be complete. Verify the functionality by logging to

DataStage Administrator.

All DataStage users accounts are created in the same fashion, except the designated role
is DataStage and Quality User instead of Administrator. Regular users do require one
additional step in DataStage Administrator before they are able to login to DataStage,

which is covered in the next three slides.
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Assign DataStage roles (1 of 3)

= Login to DataStage Administrator

= Assign DataStage role for user

"= Attach to DataStage

ge Administration - ISS7TRH1

IBM" InfoSphere” DataStage” and QualityStage ——» Propetties
Version 8.7 —

Host name of the services ter.

= o) —
User name Command
[asaam

Password
s ;
Host name o the Ifommaton Server engne St pa e —

SE7RH1 31538 =] [optriBM/ /dstagel

[ | o |
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Open DataStage Administrator client and login using the DataStage administrator account
that was just created. Click the Projects tab, select your project, and click Properties.
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B Project a-lpm.-r:q—:rm dstagel

Assign DataStage roles (2 of 3)

* Add user from internal registry to list of DataStage users

¥ DataStage Operator can view ful log

12 Setting up basic DataStage users

Generl  Permissions | Tracng | . | Tunables | Paralel | Sequenge | Remote | Logs
Roles
D dsadm DataStage and Quaity Stage Admirsstrator
€ s DataStage and Qualty Stage Admnstrator
G wasadmn DataStage and Cuualty Stage Admrstrator
User Role
% Ay e o Goun

—_—T> 0K Cancel Hep
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Under the Permissions tab, click “Add User or Group”. The list of DataStage users defined
in the Information Server Web Console is shown in the dialog box. Select the name you

want, click “Add” and “OK”.
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Assign DataStage roles (3 of 3)

* Choose DataStage role from drop down list

5 Project Properties - ISSTRHI \dstagel ==
Genersl  Pesmissions | Tracng | Schedue | Marframe | Tynables | Paraliel | Sequence | Bemote| Logs| \‘
Roles —JUK
u.-.r.mp | Role QE“
DataStage and CualtyStage Admnatrator Heb J
1T ﬂ =
DataStage and GuaityStage Admnetrator
ﬂwum DataStage and GuaityStage Administrator
— \
[DataSiage and Gusity Stage Operater =
Add User or Group Bemove

¥ DataStage Operator can view ful log
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13 Setting up basic DataStage users

The DataStage user will now appear in the list. Click the user and click the drop down
menu “User Roles” and select the role for the user that you want. After Clicking “OK”, the

setup is complete. Verify that the user is able to login.

BasicDSusers.ppt Page 13 of 22



= User does not have high enough role to login to DataStage
Designer

Attach to project

ACCESS DENIED: Inadequate user permissions for connecting client.
You need to have at least DataStage Super Operator role to connect
from this client - see your Administrator,

3 Project Properties - ISITRHI\dstagel
General  Pesmusions | Tracng 4 Tynables | Parallel | Sequ
Roles

- [[User 7 Group
0K l £ deadn
- o

£ wosadmn DatsStage and QualtyStage Admnestrato

» To correct the issue change user’s role to:
Super Operator, Developer or Production
Manager
e |
DataStage and QualtyStage Developer

Add User o Group Hemove
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The next five slides will discuss common errors that a user may receive when trying to
connect with the DataStage client. The first error that may be encountered is “ACCESS
DENIED: Inadequate user permissions for connecting client. You need to have at least
DataStage Super Operator role to connect from this client”. This issue happens when the
DataStage user has only been granted an Operator role and tries to login to DataStage
Designer. To correct this issue, login to DataStage Administrator and change the user role
to: Super Operator, Developer or Production Manager.
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O
=,
o

Common issue

w

= User does not have suite role defined

2 DataStage
f'j Failed to authenticate the current user against the selected Services Tier
2 User [dsuser1] does not have the Suite User role.

If you wish to generate an error report for this problem, click here

= Correct issue
— Add suite user role
for user

15 Setting up basic DataStage users
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The next issue that might be encountered is the error “User does not have the Suite User
role”. To correct this issue, login to Information Server Web Console and add “Suite User”

role for the user.
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= User does not have DataStage Engine credentials mapped
“% DataStage =

! ! No Engne credentials wete found on the Services Tier for the specified user [‘dsuser’) on Information Server Engne 1S87RH1

If you wish to generate an enor report for this problem, chick here

= Correct issue
—Map Internal Registry user to DataStage Engine’s OS account (slides 7-9)
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Another issue that a user might encounter is the error: “No Engine credentials were found
on the Services Tier for the specified user”. This error indicates that the Information Server
user does not have credential mapping defined. To resolve this issue, login to Information
Server Web Console and map user credentials between the Information Server user
registry and the OS hosting the DataStage Engine tier. These steps are displayed on
slides seven through ten in this presentation.
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= User does not have any DataStage role defined

E Add Users / Groups

“, DataStage Users / Groups
Al avadable Users / s ertly s
z ) % avalable Users / Group addar | | Cunenty se
! The current user does not have the required D ataStage roles set up.
Add
Close = 1 -
3 Project Properties - ISSTRHI\dstagel
General  Pesmissions | Tracing 1 = J
Roles 2
[User 7 oo T ¥ Project Properties - ISSTRHI\dstagel
ng-‘ :I-,',Jrv o Generdl  Permissions | Tracing Tunabies | Pavalel | Sead
st 2aStage anc Roles
= Correct issue Vi G [Ros

€ dradm DataStage and QuaiyStage Admrstald
—Add DataStage o Databtape wxd QuiihStage Devel
user role for user

£ sadon DataStage and QualtyStage Admrstiatg
€ wasadnn DataStage and QualtyStage Admwustralc

User Role

———  AgdUser or Grop l

sec R
@ DataStage Operator can view full log User Rlole

[DataStage and QuaityStage Developer

Add User o Growp Bemove
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The next error that a user might see when trying to connect with the DataStage client is
the error “The current user does not have the required DataStage roles set up”. To resolve
this issue, open the DataStage Administrator client using a user that has been assigned
the DataStage and QualityStage Administrator role in the Information Server Web
Console. Once the DataStage Administrator is open, click the Projects tab and select the
project the user is trying to connect to. Next, click the Properties button and select the
Permissions tab. At the bottom of the dialog box, click Add User or Group. Next, click the
user or group on the left that you want and click the Add and OK button. This will take you
back to the Permissions tab where you should now see your user or group listed. Select
the user or group you just added and click the User role drop down at the bottom and
select the role you want and click OK.
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Common issues (5 of 6)

= Provided DataStage Engine OS password is not valid or expired
“, DataStage @

£ Faied to connect to Information Server Engine: ISB7RH1, project: dstagel
. s

[User name and/or password incomect. If credential mapping is used. check the credential mapped user name and password are comectly configured (80011))

If you wsh to generate an error report for this problem, click here

More Close

= Correct issue
— Specify correct password
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Another error that might be encountered when connecting is an error message about an
not valid user name or password or both. Ensure the correct user ID and password are
defined in the user credential mapping page in the Information Server Web Console.
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A DataStage

Failed to connect to Infomation Server Engine: ISBTRH1, project: dstage. This eror can occur if your mapped Engine Credential User ID does not have sufficient access to the
! ! underiying 05 on the Engine system

(Intemal Eror (35202))

If you wish to generate an emor report for this problem, click heie

More Close

» DataStage user does not belong to DataStage Administrator’s primary group

* Fix: Add DataStage user to DataStage Administrator's primary group
$ id dsadm T
uid=206(dsadm) gid=205(dstage) groups=1(staff),14(mgm)
$Is -ld DSEngine D
drwxrwxr-x 44 dsadpt” dstage 16384 Apr 19 18:02 DSEngine
— Incorrect: —_
$ id bhnk
uid=258(bhnk) gid=1(staff)
— Correct:
$ id bhnk

uid=258(bhnk) gid=1(staff) groups=205(dstage)
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The last common issue is where the DataStage user is not a member of the primary group
of DataStage Administrator. In this example, dsadm is the DataStage administrator user.
The id command is used to check what the primary group for dsadm is. In this example, it
is set to dstage. Next, check the permissions on the DSEngine directory to verify that the
directory is owned by group dstage. Next, use the id command to check what groups the
DataStage user is a member of. In this example the user ID is bhnk and that user is only a
member of the group “staff”. Since there are several files in the DSEngine directory that
the users are required to write to when they connect with the DataStage client and these
files have the same ownership properties as the DSEngine directory, the user will have to
be added to the dstage group in order to correct the problem.
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= For login error showing error code 80011

2 DataStage
2 Failed to connect to Information Server Engine: ISB7RH1, project: dstagel
= [Uset name and/ot password incomect. I credentisl mapping is used, check the credential mapped user name and password are comectly configued (B0011])

If you wish to generate an emor report for this problem, chck here

Moxe Close

See IBM Education Assistant module Connection error 80011

20 Setting up basic DataStage users
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When using the internal registry and credential mapping, the most likely cause of the
80011 error is an incorrect mapping password as seen on slide eighteen. However, there
are many other issues that can cause the 80011 error to occur. For more information on
the 80011 error, see the IBM Education Assistant module on Connection Error 80011 at

the link displayed on this slide.

BasicDSusers.ppt

Page 20 of 22



= For more information about setting up user roles and security, visit IBM InfoSphere
Information Centers:

IS 8.1:
IS 8.5:
IS 8.7:
IS 9.1:

21 Setting up basic DataStage users © 2012 IBM Corporation

For more information about setting up user roles and security, visit the InfoSphere
Information Center links for your release of Information Server.
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Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Windows, and the Windows logo are registered trad ks of Mi ft Corp in the United States, other countries, or both
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Other company. product, or service names may be trademarks or service marks of others.

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED "AS
IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT PRODUCT
PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR ANY
DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION

NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE

© Copyright | ional Busi Machines Corporation 2013. All rights reserved.

yig

2 Setting up basic DataStage users ©20121BM Corporation

BasicDSusers.ppt Page 22 of 22



