
FederatedReposSearchBase.ppt

This presentation will discuss how to add additional search bases to a federated repository 

configuration.
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The objectives of this presentation are to discuss what search bases are and the benefits 

gained from setting up multiple search bases in federated repositories. It also discusses 

how to add a new base to the realm, how to configure search bases by way of the LDAP 

entity types and how the different configurations for search bases effect the LDAP lookup.
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Information Server 8.5 and 8.7 ship with WebSphere 7.0 which includes federated 

repositories for LDAP authentication. A feature of federated repositories is the ability to set 

multiple search bases. This is useful to help make LDAP lookups faster. This is important 

when you have a very large LDAP domain or have configured multiple LDAP domains. 

You can add an additional search base two ways. You can click Add Base entry to Realm 

or you can add it to the LDAP Entity Type for Person Account in the repository.
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This slide displays a federated repository that will authenticate against the Newco Active 

directory. The issue that Newco is experiencing is that the company’s LDAP directory is 

very large and it is taking too long to return the user list. When the user list is returned, it is 

too long to work with. Newco will only have users in the US and Great Britain using 

Information Server. Newco needs to set up their search base to include both the US and 

Great Britain branches and the branch for their LDAP groups. In WebSphere 6.0 and in a 

standalone LDAP repository, you have to resolve this issue by setting the base DN to 

DC=Newco,DC=com as it is the only search base that contains all the desired users and 

groups. The problem with that is LDAP will have to search the entire company directory for 

their users and groups. When requesting a user or group list, they will also get all users or 

groups in the company. This example will resolve this issue by adding multiple search 

bases within federated repositories.

The first step is to open the WebSphere Administrative console, click Security on the left 

side and then Global Security. Next, be sure that Federated repositories is selected under 

Available realm definitions and click Configure.
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This screen capture shows Newco’s federated repository configuration. Click Add Base 

entry to Realm.
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Next, click the Repository drop down and select the repository that you are adding the new 

search base to. Enter the new search base to be added to the realm. In this case Newco 

is going to add DC=us,DC=NewcoUsers,DC=Newco,DC=com. In this example, both 

Distinguished name fields are set to the same value. Click Apply and Save. WebSphere 

will go out and check to be sure that the base that is typed in exists in the repository. If it 

does not, an error will display in the Messages at the top of the screen. Click OK to go 

back to the main page.

Repeat these steps to add additional bases. For example, the base for Newco’s Great 

Britain users, DC=gb,DC=NewcoUsers,DC=Newco,DC=com and Newco groups 

DC=NewcoGroups,DC=Newco,DC=com.
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The new search bases will now display in the list of base entries. It is important to note 

that the original search base, DC=Newco,DC=com still exists from when the repository 

was originally created. Be sure to remove that base entry or the entire NewcoAD directory 

will still be searched. Check the box next to the base to be deleted and click the Remove 

button at the top. Save the changes. This completes the steps necessary to set the new 

search bases by adding them to the realm.
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A second way to set additional search bases is to set them from the LDAP identity type for 

PersonAccount or Group or both. From the Main federated repositories screen, click the 

identifier you want to add additional search bases to. Under Additional Properties, click 

LDAP entity types.
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This example will first set the search base for the users. Click PersonAccount.
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Under Search bases, type in the additional search bases. In this example, the search 

bases for the US and Great Britain users are added. Multiple search bases are defined by 

separating them with a semicolon. Next, click Apply and Save.
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The Group search base needs to be set next. Under the LDAP entity types screen, click 

Group and set the search base for the Newco groups. Click Apply and Save.
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This will bring you back to the repository screen. Notice the Repositories in the realm 

display just shows the original base. Save the changes and restart WebSphere in order for 

the changes to take effect.
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When a search base or bases is set up as part of the Entity type, it is important to be sure 

that the search base set in the entity type falls within a sub tree of the base set for the 

repository. In this example, the setup on the left side is correct. The base for the repository 

is set to DC=Newco,DC=com and the Search base in the Group entity is 

DC=NewcoGroups,DC=Newco,DC=com.

The example displayed on the right shows an incorrect configuration. The base of the 

repository is restricted to the NewcoUsers branch sub tree and the group base does not 

fall under that sub tree. When a search is done, the Search bases in the entity types will 

take precedence over the Search base set in the repository. However, they still must fall 

within a sub tree of the base set in the repository.
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This presentation showed two different ways to set up the search bases. It is important to 

understand how WebSphere performs an LDAP lookup in order to decide what is the best 

way to configure your federated repositories. When WebSphere searches for a user, it will 

look for the user under all bases that are created in the repository. In the example 

displayed on the left, the search bases have all been set up by adding a new base to the 

realm. No search bases have been defined in the entity types. WebSphere will search for 

user Sheldon Parsons by looking for the user under both the NewcoUsers branch and the 

NewcoGroups branch. Since Sheldon is a user and not a group, the search down the 

NewcoGroups branch is not necessary, however, it will always take place in the first 

scenario.

In the example displayed on the right, the base for the repository is set to 

DC=Newco,DC=com and the search bases are instead set in the PersonAccount and 

Group entity types. In this case, when WebSphere searches for user Sheldon Parsons 

whom it knows is a user, it will only look under the search base defined in the 

PersonAccount entity type. This will save search time as it does not have to do any 

unnecessary searching.
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