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Advanced LDAP filtering techniques to minimize the
Information Server user list
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This presentation will discuss how to set up a user filter to minimize the number of users
listed in the Information Server Web Console.
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* Why filter LDAP and Active Directory users
= View LDAP user attributes
» Create and test filter

= Configure filter

2 Advanced LDAP fitering techniques to minimize the information Server user list ©2012 1BM Corporation

This presentation will discuss reasons for filtering your LDAP users, how to view your
LDAP user attributes to determine what filter should be used and how to create and test
your filter. This presentation will also discuss how to set your filter up in WebSphere® so
that only the users you want are displayed in the Information Server Web Console.

The concepts of this presentation are for both LDAP and Active Directory. For simplicity,
the term LDAP refers to both. This presentation will also assume that you already have
LDAP configured and working with your version of Information Server and WebSphere.
This presentation will not discuss how to configure Information Server to use LDAP.
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» Set under LDAP Entity Types (Federated) or Advanced LDAP Settings (Standalone LDAP)
* Limits number of users or groups or both

* Need to know what attributes are set for LDAP users

* Use LDAP browser to look at user attributes first

» Use filter in LDAP browser to test filters

Advanced LDAP fitering techniques to minimize the information Server user list ©2012 1BM Corporation

Search filters will help limit the number of users or groups that are returned to WebSphere
or Information Server when requesting a list of users or groups. This is especially
important in cases where WebSphere is authenticating against multiple domains or one
very large domain.

In order to create a filter, you must know what attributes are set up for the LDAP users.
The easiest way to tell is with an LDAP browser. The LDAP browser will allow you to see
the attributes for a user or group and it will also allow you to test your filters before adding
them into WebSphere. Each time you add or change a filter in WebSphere, you need to
stop and restart WebSphere for the changes to take effect. This can be very time
consuming. It is much easier to test your filter in your LDAP browser and then update
WebSphere once you have the filter correct.
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When you open the Information Server Web Console, by default, you will see all the LDAP
users. When querying against multiple domains or a very large domain, the result of the
search may yield thousands of users. These large searches can also take a long time to
return and may result in an error if the result set it too large. It is much more manageable
to see just a list of your Information Server users.
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LDAP user attribt
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= Use LDAP browser
= Look at user attributes

= Decide what to filter on

Name

S,

=] gidNumber

=] givenName

=) homeDirectory

= loginShell

=) objectClass

= objectClass

=) objectClass

=] sn

= uid

=) uidNumber
P =) departmentNumber
b= businessCategory
PE businessCategory

Ad
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= memberOf commonly used with Active Directory

Value

Bernadette Rauch
100

Bernadette

/home jbrauch
/binjbash

top

posixAccount
inetOrgPerson
Rauch

brauch

10030

42
DataStageOper
InformationAnalyzer

Type

Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
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The first step is to open an LDAP browser and look at the attributes of a user that you will
want to include in your user list. When you set up a filter, you are basically telling the
LDAP server what to search for. If you wanted to search for the user in the example on
this slide, you can set the filter up to search for users where their department number
equals 42. A very common attribute to use with Active Directory is memberOf. This

attribute is set for each group the user is a member of.
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Search filters — Example (1 of 4)

* Filters use standard LDAP filter syntax

* Example:
— Use businessCategory and departmentNumber
— Create filter with attributes
* businessCategory = DataStageDev
* departmentNumber =42
* Use “&” for “AND” operation
(&(departmentNumber=42)(businessCategory=DataStageDev))

» Test filter in LDAP browser

Favorite Parameters
Search DN: | dc=ipssupport,dc=ibm,dc=com 3 !
| Fiter: (5(departmentiumber =42) (businessCategory =DataStageDev)) i ‘-rE
Attributes: | businessCategory, & L]
Example: uid, ma
Scope: One level v|Handle referrals
@ Sub-tree level Enable Pagng View History...
Name Value Parent DN businessCategory m
_duid sparsons ou=people, dc =ipssupport,dc=ibm, dc =com DataStageDev Sheldon Parsons
Llluid ssussman ous=people,dc=ipssupport,dc=ibm,dc=com  DataStageOper, DataStageDev  Stuart Sussman
Ldud mayyar ou=people,dc =pssupport,dc=ibm, dc=com DataStageDev, DataStageOper  Raj Nayyar
dud  Igaleck ou=people, de=pssupport,de=ibm,dc=com  DataStageDev Leonard Galeck
6 Advanced LDAP fitering techniques to minimize the Information Server user list
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The syntax that WebSphere uses for filtering is the standard LDAP filter syntax. This
example will use the user attributes businessCategory and departmentNumber. The filter
will look for users where businessCategory is set to DataStageDev and
departmentNumber is 42. The “&” tells the filter that both criteria must be met.

This particular filter is only returning four users which is too restrictive. The filter needs to

be modified so that all of the Information Server users are returned.
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Search filters — Example (2 of 4)

= Add businessCategtory “DataStageOper”and “DataStageAdmin”

Still need “departmentNumber=42"and “businessCategory=DataStageDev”

“"=0R
(&(departmentNumber=42)(|(businessCategory=DataStage Dev)(businessCategory=DataStage Oper)(busi

nessCategory=DataStageAdmin)))

Filter reads
— departmentNumber =42 AND (businessCategory=DataStageDev OR
businessCategory=DataStage Oper OR businessCategory=DataStageAdmin)

:] Favorite Parameters
- || ¥

Filter:

(Hud
Hud
(Huid

L Huid
(Hud

(Hud

Scope:

Search DN: | dc=ipssupport,dc=ibm,dc=com

ategory =DataStageOper) (businessCategory=DataStageAdmin) ) )

Attributes: | businessCategory, cn

One level
9 Sub-tree level

Value
sparsons
brauch
ssussman
mayyar
hhebberg
Igaledd
pmann
pauoco

v|Handle referrals
Enable Paging

Parent DN

ou=people,dc=ipssupport,dc=ibm,dc=com
ou=people,dc=ipssupport,dc=ibm,dc=com
ou=people,dc=ipssupport,dc=im,dc=com
ou=people,dc=ipssupport,dc=ibm,dc=com
ou=people,dc=ipssupport,dc=ibm,dc=com
ou=people,dc=ipssupport,dc=ibm,dc=com
ou=people,dc=ipssupport,dc=ibm,dc=com
ou=people,dc =ipssupport,dc =bm,dc=com

;0
—

Example: uid, mai

businessCategory
DataStageDev

DataStageOper, InformationA...
DataStageOper, DataStageDev
DataStageDev, DataStageOper
DataStageOper

DataStageDev

DataStageAdmin
DataStageAdmin

| SaveAs... |

| View History...

(<)

Sheldon Parsons |
Bernadette Ra...

Stuart Sussman
Raj Nayyar
Howard Helberg
Leonard Galecki
Priya Mann
Penny Cuoco

I© 2012 IBM Corporation

In order to make the filter less restrictive and return more of the Information Server users,
the filter will keep the departmentNumber at 42 and the businessCategory of
dataStageDev and will add the businessCategory of DataStageOper and
DataStageAdmin. This search will need to do both an “And” and an “OR” to yield the
correct results. The pipe symbol is used for an OR operation. The search results of this
filter is better because it correctly shows all of the DataStage users but it is missing the
Information Analyzer users that do not have a DataStage businessCategory.
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Search filters — Example (3 of 4)

= Filter missing Information Analyzer user

= User only has one businessCategory attribute
— InformationAnalyzer

8

Advanced LDAP fitering techniques to minimize the Information Server user list

* (&(departmentNumber=42)(|(businessCategory=DataStageDev)(businessCategory=DataStag
eOper)(businessCategory=DataStageAdmin)(businessCategory=InformationAnalyzer)))

= Standalone LDAP - WebSphere Admin user must be part of the result set

HName Value Type
s on Amy Biali Attribute
=) gdNumber 100 Attribute
%) gvenName Amy . Favorite Parameters
i T Mesalialk Search DN: | dc=ipssupport,dc =bm,dc =com =I=] -
%) lognShell fonjbash Fiter: } &(departmenthiumber =42) ([(businessCategory =DataStageDev) (business: v}q
5 objectClass top = Save As...
&) objectClass posixAccount Attributes: | businessCategory, on =)=
cbjectClass netOrgPerson Example: ud, ma
B Btk Scope: One level V] Handle referrals
) ud abualic © Sub-tree level Enable Paging View History...
- tmenthumber & Name  Vale Parent ON businessCategory =)
=) busnessCategory InformationAnalyzer dud  sparsons ou=people,dc =pssupport,dcmbm,dcmcom  DataStageDev Sheidon Parsons
dud brauch ou=people,dc=pssupport, de=bm,dc=com  DataStageOper, Informat... Bernadette Rauch
Llud ssussman ouwpeople,dc=pssupport, dcwibm,dcecom  DataStageOper, DataStag... Stuart Sussman
—_—p] abalk ou=people,dc =pssupport,dc=bm,dc=com  InformationAnalyzer Amy Bialk
Lllud rmayyar ouwpeople,dcwipssupport,dewibm,dcwcom  DataStageDev, DataStage. Raj Nayyar
ud hheberg ou=people,dc=ipssupport,dc=bm,dc=com  DataStageOper Howard Heberg
dud Igaledd oumpeople, dcwipssupport, dewbm, dewcom  DataStageDev Leonard Galedd
Hud pmann ou=people,dc=pssupport,dc=bm,dc=com  DataStageAdmin Priya Mann
dlud pauoco oumpeople,dc=ipssupport, dewbm,demcom  DataStageAdmin Penny Cuoco

© 2012 BM Corporation

In this example, user abialik is missing from the list because Amy is not a DataStage user
but only an Information Analyzer user. In order to include this user as well, add one last
addition to the filter of businessCategory=InformationAnalyzer. The list now contains all
the users that you want to see in the user list in the Information Server Web Console.
When configuring stand-alone LDAP, it is important to make sure this list includes your
WebSphere admin user or the WebSphere admin user is not able to authenticate.
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Search Filters — Example (4 of 4)

= LDAP syntax allows wild card — “*”
(&(departmentNumber=42)(|(businessCategory=DataStage*)(businessCategory=InformationAnalyzer)))

= Wild card may not be used with all attributes
— Example: memberOf

Filter: (8(departmentNumber =42) (|(businessCategory =DataStage *) (businessCategory =InformationAnalyzer))) 33

Attributes: z]
Example: uid, mail

Scope: One level V| Handle referrals

9 Sub-tree level Enable Paging

Name Value Parent DN

(Huid sparsons ou=people,dc=ipssupport,dc=ibm,dc=com

(Huid brauch ou=people,dc=ipssupport,dc=ibm,dc=com

(Hud ssussman ou=people,dc=ipssupport,dc=ibm,dc=com

(Huid abialik ou=people,dc=ipssupport,dc=ibm,dc=com

(Huid mayyar ou=people,dc=ipssupport,dc=bm,dc=com

(Huid hhelbberg ou=people,dc=ipssupport,dc=ibm,dc=com

(Hud Igalecki ou=people,dc=ipssupport,dc=ibm,dc=com

(Huid pmann ou=people, dc=ipssupport,dc=ibm,dc=com

(Huid peuoco ou=people,dc=ipssupport,dc=bm,dc=com

9 Advanced LDAP fitering techniques to minimize the Information Server user list © 2012 1IBM Corporation

LDAP syntax also allows for the use of an asterisk as a wild card in some instances. In
this last example, the search filter from the previous slide was shortened by using the wild
card syntax businessCategory=DataStage*. Not all attributes allow this, for example, this
will not work with memberOf on Active Directory. At this point, you are ready to add the
filter to WebSphere.
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= Open WebSphere administrative console

= Security => Global Security

= Configure LDAP settings

10 Advanced LDAP fitering techniques to minimize the Information Servpr user list © 2012 BM Corporation

The first example is setting up the filter in a stand-alone LDAP configuration. Begin by
opening the WebSphere administrative console as your WebSphere admin user. For
WebSphere 7.0 that ships with Information Server 8.5 and 8.7, make sure the Available
realm definition is set to Standalone LDAP registry and click Configure. If you are using
Information Server 8.0 or 8.1, which ships with WebSphere 6.0, click the LDAP link under
User Registries.
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Setting up filters in WebSphere — Stand-alone LDAP (2 of 4)

= Additional Properties => Advanced LDAP user registry settings

Global security > Standalone LDAP registry

Uses the Lightweight Directory Access Protocol (LDAP) user registry settings when users and groups reside in
an external LDAP directory. When security is enabled and any of these properties are changed, go to Security
> Global security panel. Click Apply or OK to validate the changes.

|_Test connection |
General Properties itional Properties

# Primary administrative user name

||dvasadm|

Advanced Lightweight
Directory Access Protocol
(LDAP) user registry

Server user identity settings

© Automatically generated server identity

Server identity that is stored in the repository

Related Items

Trusted authentication
realms - inbound

Type of LDAP server
1BM Tivoli Directory Server Lj]

+ Host
1" Advanced LDAP fitering techniques to minimize the Information Server user list © 2012 1IBM Corporation

Next, click Advanced LDAP user registry settings under Additional Properties. The
WebSphere 6.0 screen will look slightly different than this screen capture displayed on this
slide but will still contain the Advanced LDAP link in the same location on the right side of
the screen.
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Setting up filters in WebSphere — Stand-alone LDAP (3 of 4)

= User filter
(&(uid=%vV)(objectclass=inetOrgPerson))

= Add new filter to current filter
= New filter must be current filter AND new filter

Global security > Standalone LDAP reqistry > Advanced Lightweight Directory Access Protocol (LDAP) use:
registry settings

cad Uigheuaight iractory Accees Protucol (LOAD) user registsy settings when users snd groupe
xternal LOAP directory. Whe Ry is ensblad and any of thase sdvanced sattings are changed.
> Global security panel. Click Apply of OK 1o valldate the change

ID map
\n-tc rgPerson:uid

Group 10 map
[posixGroup:cn

Group member 10 map
[posixGroup:membar

Perform » nested group search

Kerberos user filter

Cartificate map mode

Cartificate filter

12 apply | oK | [ Reset | [ cancel |

©2012 1IBM Corporation

Your screen will show the user and group filters that have been set up so far. The next
step is to add the filter that was created using the LDAP browser to the user filter. Since
the current filter does the user search, the new filter must be added to the current filter. It

cannot replace the current filter.
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Setting up filters in WebSphere — Stand-alone LDAP (4 of 4)

= User filter => Original user filter AND new user filter
(&(&(uid=%V)(objectclass=inetOrgPerson))((&(departmentNumber=42)(|(businessCategory=
DataStage*)(businessCategory=InformationAnalyzer))))

= Save and restart WebSphere
[Globalsecurity |

Global security > Standalone LOAP reqistry > Advanced Lightweight Directory Access Pr
registry settings

Specify advanced Lightweight Directory Access Protocol (LDAP) user registry settings when |
reside in an external LDAP directory. When security is enabled and any of these advanced
g0 to the Security > Global security panel. Click Apply or OK to validate the changes.

User filter
K88 uid=%%v)( tOrgPerson) ) (&( 2)(1(b
Group FT

[(8(cn=%%v)(objectclass=posixGroup))

User 1D map
inetOrgPersoniuid

Group 1D map
posixGroup:cn

posixGroup:member
Parform a nested group search

Kerberos user filter

Certificate filter

13 Advanced LDAP fitering technique

© 2012 BM Corporation

The user filter now contains the original filter and the new filter that was created earlier
wrapped with an “AND” clause. Save the settings and restart WebSphere.
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Setting up filters in WebSphere — Federated repositories (1 of 4)

= Easier to add filters Crebel sacuity
Use this panel to configure administration and the default application security
. . administrative functions and is used as a default security policy for user applic
= Available realm definition — Federated policies for user applications.
repOSItorles Security Configuration Wizard \ Security Configuration Report |
= Click Configure Administrative security

Y Enable administrative security

Administrative authentication

Application security

Y| Enable application security

Java 2 security
Use Java 2 security to restrict application access to local resources
Warn if applications are granted custom permissions

Restrict access to resource authentication data

User account repository

Current realm definition

Available realm definitions

[ Federated repositories «l| [ Configure... Set as current

Apply J Reset |

14 Advanced LDAP fitering techniques to minimize the Information Server user list © 2012 BM Corporation

The next example shows how to set up the same user filter under Federated repositories.
WebSphere version 6.1 introduced federated repositories. Federated repositories makes
setting up the user filters much easier than under stand-alone LDAP. If you are using
Information Server 8.5 or 8.7 and have set WebSphere up to use federated repositories,

you need to be sure the Available realm definition is set to Federated repositories and then
click configure.
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Setting up Filters in WebSphere — Federated Repositories (2 of 4)

= Click Repository Identifier
= Additional Properties => LDAP entity types

Security
ame Bind ¢
=] wideid
Bind p
+ Primary host name Pt (e
NewcoAD newco com 389
9 Automatically generated server identty Log
ailover server used when primary is not available e
Server identity that is stored in the repesitory
L Oslets } LOAR 4
Select Faiover Host Name Port
None Cartifs
....... oac
Age
Cortifu
atio
s..iim rafarrals to other LDAD servers
| Use built-in repository | Remeve | :\,:
°

Repository Identifier

tional Properties Related Items
Property extension repositor Manage repostories
ntry mapping repositon wated sythenticatior

© 2012 BM Corporation

Next, under the list of the Repositories in the realm, click the Repository identifier of the
repository you want to add the filter to. On the next screen, go to the bottom of the screen
under Additional Properties and click LDAP entity types.
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Setting up Filters in WebSphere — Federated Repositories (3 of 4)

= Click PersonAccount

By .6\
- -
Entity Type £ Object Classes
You can administer the following resources:
Group posixGroup
r ntainer organization:organizationalUnit:domain;:container
P inetOrgPerson
Total 3
18 © 2012 BM Corporation

Since the filter that was created is a filter for the user list, click PersonAccount.
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Setting up Filters in WebSphere — Federated Repositories (4

» Add new filter to Search Filter
* No need to append to a user filter as with stand-alone LDAP

» Save and restart WebSphere

Use this page to list entity types that are supported by the membaer repositories or to select an entity type to
view or change its configuration properties

General Properties

+ Entity type

+ Object classes
inetOrgPaerson

Search bases

Search filter
[5(departmentiumber=42)(|(businessCategory=DataStageDev)(businessCategory:

Apply | | OK | Raset | Cancel |

17

© 2012 IBM Corporation

Next, add the filter that was created with the LDAP browser in the Search filter field. This
value is the exact same value that was used in the LDAP browser. You do not have to

append it to a user filter as you did with stand-alone LDAP.
Click apply, save and restart WebSphere.
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Filtered user list in web console

h_

= Informatlon servef Web Home  Admnistration Glossary  Information Services Catalog - Reporting - Repository Management
console e
. vigation
— Filtered users only e e
. . 7 Select Users ork With
—wasadmin user included Domai Management
. |nterna| federated Session Management Filter Cear Filter
7 Users and Groups b Additional Fiter Criteria

repository user

» Users
Groups

Item 1-10 cut of 10

Log Management Last Name First Name User Name

Schedule Monitoring 0K
xauch
hheber
igaleck
PO
pmar
may

wasadmin wasadmn
18 Advanced LDAP fitering techniques to minimize the Information Server user list © 2012 1IBM Corporation

Once WebSphere has been restarted, open the Information Server administrative console.
Click Users and Groups and then Users. You will now see that the only users that appear
are the ones displayed in the filter including the WebSphere admin user. This screen
capture shows a list from federated repositories where the WebSphere admin user is an
internal service account and not in LDAP.
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