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This is the SSL Setup for Information Server 8.5 using WebSphere® 7.0 presentation.
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* How to setup SSL in WebSphere 7.0 for Information Server 8.5

2 SSL setup for Information Server 8.5 using WebSphere 7.0 © 2011 IBM Corporation

The objective of this presentation is to explain how to configure WebSphere 7.0 to use
Secure Sockets Layer to be used with Information Server version 8.5. This presentation
assumes that the Secure Sockets Layer certificate has already been installed. Throughout
this presentation, Secure Sockets Layer is referred to as SSL.
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@ uoot

Configuring SSL (1 of 8)

= Login to WebSphere administrative console as administrative user

= Click Security —> SSL certificate and key management

SSL certificate management

SSL certificate and key management

sSL

The Secure Sockets Layer (SSL) protocol provides secure betveen

Related Items

remote server processes or endpoints. SSL security can be used for establishing
communications inbound to and outbound from an endpoint. To establish secure
- fi and an SSL must be specified for the

endpoint.

In previous versions of this product, it was necessary to manually configure each
endpoint for Secure Sockets Layer (SSL). In this version, you can define a single
for the entire This up.bdty .u.bl.-
you to centrally manage secure communications. In addition, trust zon
established in multiple node environments by overriding the default. call-lavel S5
configu

1f you have migrated a secured environmaent to this version using the migration
utilities, the old Secure Sockets Layer (SSL) configurations are restored for the various
However, it is y for you to figure SSL to take of
the centralized management capability.

Configuration settings

Manage endpoint security confs

Manage certificate expiration

[ Use the United States Fedaral Information Processing Standard (FIPS)
algorithms. Note: This option requires the TLS handshake protocol, which some
brovaers do not enable by default.

Dynamically update the run time when SSL configuration changes occur

Apply | [Reset|

SSL setup for information Server 8.5 using WebSphere 7.0

nfi ion:
ynami o
2ndpoint S5
sonfigurations
Kay stores and
setificates
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Login to WebSphere administrative console with your WebSphere administrative user ID.
Next, navigate to Security -> SSL Certificate and key management.
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SSL certific

Configuring SSL (2 of 8)

= Click SSL configurations

ind key management

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (SSL) protocol provides secure communications between
remote server processes or endpoints. SSL security can be used for establishing
communications inbound to and from an end lish secure

To
s and an SSL fig: must be fied for the

endpoint.

In previous versions of this product, it was necessary to manually configure each
endpoint for Secure Sockets Layer (SSL). In this version, you can define

for the entire " This
you to centrally manage secure communications. In addition, trust zones can be
established in multiple node by g the default, cell-level SSL

configuration.

If you have migrated a secured environment to this version using the migration
utilities, the old Secu ockets Layer (SSL) configurations are restored for the various
endpoints. However, it is y for you to figure SSL to take of
the 1

Configuration settings

M, 0 n il fi ration:
Man. ifi iration

[[] Use the United States Federal Information Processing Standard (FIPS)
algorithms. Note: This option requires the TLS handshake protocol, which some
brovaers do not enable by default.

Dynamically update the run time when SSL configuration changes occur

SSL setup for information Server 8.5 using WebSphere 7.0

Related Items

©2011 BM Corporation

Click “SSL Configurations” on the right side of your screen under “Related ltems”.
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Configuring SSL (3 of 8)

= Click NodeDefaultSSLSetings

SSL certificate management
B Guided Activities sst and key >sst
@ Servars Defines a list of Secure Sockets Layer (SSL) configurations.
B Applications @ Preferences
B Services New| Delate
R
B Resources N
B Security
ob. Select Name & Management Scope &

You can administer the folloning resources:
( [ | tedapafaussiSettings (cell): Calli(node

Total 1

s SSL setup for information Server 8.5 using WebSphere 7.0

© 2011 BM Corporation

Next, click “NodeDefaultSSLSettings”.
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Configuring SSL (4 of 8)

= Click Key stores and certificates

B Enviroamaent

@ System sdministration
B Users and Groups

B Monitaring and Tuning
& Troubleshooting
@ Service integration oply | OK| | Reset| | Cancel
8 uoot
6 SSL setup for information Server 8.5 using WebSphere 7.0 ©2011 BM Corporation

Click “Keystores and certificates” on the right side of your screen under “Related Items”.
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Configuring SSL (5 of 8)

= Select NodeDefaultTrustStore

Keystore usages

SSL keystores

@ Preferences

Welcome [SSL certificate and key management |

5S4 certificate and key management > $SL configurations > NodeDefaultSSiSettings > Key stores and certificates
Defines keystore types, induding cryptography, RACF(R), CMS, Java(TM), and all truststore types.

[New| Dalete || Change passwerd..

ee?

Select Name

Total 2

You can administer the following resources:
[ | YedeDefayhtKeyStore | Defauk key store for | (

all:| ${CONFIG_ROOT)/calls/

NodeDefaultTrustStore | Defauk trust store
(D etk et s

‘all: | ${CONFIG_ROOT)/cells/

7 SSL setup for information Server 8.5 using WebSphere 7.0
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Next, click “NodeDefaultTrustStore”.
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Configuring SSL (6 of 8)

= Click Signer certificates under Additional Properties

B Guided Activities
B Servers

B Applications

B Services

@ Resources

B Security

B Environmaent

@ System administration
B Users and Groups

@ Monitoring and Tuning
B Troubleshooting

B Service integration

8 uoot

55L certificate management
SSL certificate and key > SSL >
NodeDefaultTrustStore

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

General Properties 2

Settings > Key stores and certificates >

Name

Description

agemaent Ma

ent scope

Path

[s{conFic_roOT)/cells/ 1Cell/nodes/ Ltrust.p12

¢ Password

Type
PKCS12 ~]

[ Read only
[ tnmtislize at stanup

Enable cryptographic operations on hardware device

Apply | (OK| [Reset | | Cancel |

SSL setup for information Server 8.5 using WebSphere 7.0

Default trust store for sanchuckNodeO1 Parzonal cactificate
reguests
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Click “Signer certificates” on the right side of your screen under “Additional Properties”.
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Configuring SSL (7 of 8)

= Click Retrieve from port

> 551 confiqurations > NodeDefauitSSLSettings > Key stores and certificates > NodeDefauitTrustStore
> Signer certificates
Manages signer certificates in key stores.
@ Preferences

2dd| Delete || Bxtrace || Retrieve fom por |
B 07
Select Alias 3 Issued to & Fingerprint (SHA Digest) { Expiration §

You can administer the following resources:

D dataporer OU=Root CA, O="DataPower A9:BA:A4:B5:8C:26:2F: 5D:24:80:93:CA:BAIF4:31:05:F2:54:14:17 | Valid from
Technology, Inc.”, CaUS Jun 11, 2003

to Jun 6,
2023.
O == Chimsanchuck.swg.usma.ibm.com, | 2C100:26:81:C4:8AIAF187:42:! 31AE:B8:A6:C2:08  Valid from
Ou=Root Certificate, Oct 14, 2010
OU=sanchucihiode01Cell, to Oct 10,
OU=sanchucihiodeOl, Oel8M, 2025.
C=us
B Monitaring and Tuning Total 2
B Troubleshooting
B Servica integration
Buoor
9 SSL setup for information Server 8.5 using WebSphere 7.0 © 2011 1IBM Corporation

Next, click Retrieve from port button.
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O

= Click Retrieve signer information
= Click Apply and Save

05 > NodeDefaultSSLSettings > Key stores and certificates >

554 certificate and key management > S5 confiqurations
NodeDefaultTrustStore > Sianer certificates > Retrieve from port

e Sockets Layer (SSL) port and retrieves the signer from the server during the

10 SSL setup for information Server 8.5 using WebSphere 7.0 ©2011 BM Corporation

Next you need to fill in your LDAP server name and port number and add an
Alias. The Alias specifies the certificate alias name that you want to use to
reference the signer in the key store. This can be any name you like.

The last step is to click the “Retrieve signer information” button. WebSphere
will make a test connection to the SSL port and retrieve the signer from the
server during the handshake.

Click Apply and then click the save link on the top of the page. Your SSL
configuration is now complete.
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= Configure Stand-alone LDAP properties
— Check SSL Enabled
— Select “Use specific SSL alias”
— Select “NodeDefaultSSLSettings

= Stop and restart WebSphere

1" SSL setup for Information Server 8.5 using WebSphere 7.0 ©2011 IBM Corporation

Once you have configured SSL, you need to enable it for your LDAP repository. When
using a stand-alone LDAP registry, specific steps must be followed. Under Security, Global
Security, select Stand-alone LDAP and click Configure. Next, check the SSL Enabled
check box. Select the radio button “Use specific SSL alias” and select
“‘NodeDefaultSSLSettings” from the drop down box. Click Apply and Save. Stop and
restart WebSphere for all the changes to take effect.
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= Configure Federated Repositories

= Edit repository properties
— Check SSL Enabled
— Select “Use specific SSL alias”
— Select “NodeDefaultSSLSettings

= Stop and restart WebSphere

B Guided Actrvtinn

Global security > Eederated repostonies > Repository refarence >

12 SSL setup for Information Server 8.5 using WebSphere 7.0
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To enable SSL when using Federated Repositories, select Federated Repositories under
Security -> Global Security. Click Configure and click the repository Identifier of the
repository you want to enable SSL for. Next, check the SSL Enabled check box. Select the
radio button “Use specific SSL alias” and select “NodeDefaultSSLSettings” from the drop
down box. Click Apply and Save. Stop and restart WebSphere for all the changes to take

effect.
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