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IBM Security SiteProtector System v2.0 SP8.1

Purging database tables

This is a self-running demonstration that shows you how to complete a task.
Contrals are available at the bottorn of the screen.

® 2011 IBM Corporation
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Objectives

When you complete this module, you will be able to:
= Configure the frequency that the SiteProtector Database purges database tables
= Modify data retention settings

= Purge data manually

@ 2011 IBM Cerporation
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Purging data from the database

= The amount of data that the SiteProtector Database processes and stores impacts database
performance

= To improve performance, only store data that is essential and necessary

Note: The database table purge job does not purge rules that are associated with incidents and
exceptions

@ 2011 IBM Cerporation
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teProtector
Object Edit View Acton Tooks Help
Newv 3t El ) B & N 9 «

I| = Agent: 192,168.5.128 : BMISS ([ |

NuEEuvh F

Go to:| == Agent

D:( My Sites == Agent View - Default Load View Save View
= B 192.168.5.128 . z

) IBM-ISS . :
) ek IPS ;IRJghtCid(onﬂﬂ&ﬂ)h. Inthe Agent view, select

SiteProtector Database.

e ]

Model Health Status Status | Version

| #E] Proventia Server for crama tia_server_1 Offline 1.5 (XPU PAM - 29.080, BOE...|
| | SiteProtector Database = SITEPROTECTOR 5P Ddtabase W Warning Active 2.0 (5P 9. 1:XPU 1.301)

& [ locahost | 18] Event collector =] SITEPROTECTOR EventCollector_SITEPROTECTOR. @ Healthy Active 6.9 (5P 1.20) |
| . siteProtector Core = SITEPROTECTOR 5P Core @ Healthy Active 2.0(5P8.1)
| [} Deployment Manager =] SITEPROTECTOR DeploymentManager Active 2.0 (5P 8.4) |
| Agent Manager = SITEPROTECTOR AgentManager_SITEPROTECTOR & Healthy Active 6.9 (5P 10.172)
| [y x-Press Update Server =] SITEPROTECTOR UpdateServer W Warning Active 1.0 (XPU 1.10) |
| 3 securityFusion Module =] STTEPROTECTOR SecurityFusionModule Active  2.1(SP 1.7)
| 4] Proventia Server for Wind... ) SITEPROTECTOR Proventia Server Acive  2.1.14.2565 (XU 30.091) |
| [=] Gviooo =] myhost myhost @ Healthy Offine 4.1 (¥PU 39.190)
| [=] ex4a004 =1 152.168.5.199 godila offine 10 |
| [+] ex5108 =] 192.168.5.200 mothra Offine 1.0

©
This demonstration shows
you how to automatically

purge data from the tables in
the SiteProtector Database.

3 | ]
Find... | & 12 rows with 0 selected.  administrator £5 Notifications (@) | ALERTCON 1™
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Object Edit View Acton Tools Help
ﬁ\ & ‘ ‘ 1] ‘ [ ¢ L= Go to:| == Agent v| [ ]
imiss @ |
== Agent View - Default Load View Save View
ight dick on the column header to by that column. = =/} Right-dick column header to fiter. .
TR | e N [ I
- 7| Serverdinux Model Agent Name Health Status Status Version
- | Server-Windows @Provenﬁa Server for Linux proventia_server_1 Offline 1.5 (XPU PAM - 29.080, BOE....
Unarouped Assets i SiteProtector Database 2.0 (SP 9.1:XPU 1.301)

[#] Event Collector EventCollector_SITEPROTECTOR. @ Healthy 6.9 (5P 1.20)

X SiteProtector Core SP Core @ Healthy Active 2.0(sP8.1)

[=} Deployment Manager DeploymentManager Active 2.0 (5P 8.4)

Agent Manager AgentManager _SITEPROTECTOR @ Healthy Active 6.9 (5P 10.172)
X-Press Update Server UpdateServer Warning Active 1.0 (XPU 1.10)

$ SecurityFusion Module SecurityFusionModule Active 21(8P L.7)

'E[Provenﬁa Server for Wind... Proventia Server Active 2,1.14.2565 (XPU 30.091)

GV1000 myhost @ Healthy Offine 4.1 (XPU 39.190)

GX4004 godilla Offline 1.0

GX5108 mothra Offine 1.0

< | >

Find... | & 12 rows with 1selected.  acministrator Notifications (@) ~ ALERTCON 1™
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eProtector
¥ ﬁ\:‘h ‘ ‘ 1] ‘ FEE Go to:| == Agent v| [ ]
Mew Tab r |
[ e Window == Agent View - Default Load View Save View
Close Window I
_— Tmecohmheadertogmmb\rmatcohm.-:- -;IRJght—ddcmacohrmheadamﬁta,_ 3
El Properties =
=N Select Properties Asset Agent Name Health Status | Status | Version
erver for Linux @ 192.168.5.142 proventia_server_1 Offline 1.5 (XPU PAM - 29.080, BOE....
i SiteProtector Database 2.0 (SP 9.1:XPU 1.301)
[#] Event Collector =] SITEPROTECTOR EventCollector_SITEPROTECTOR. @ Healthy Active 6.9 (5P 1.20)
% siteProtector Core =] SITEPROTECTOR SP Core @ Healthy Active 2.0(sP8.1)
[= Deployment Manager =] SITEPROTECTOR DeploymentManager Active 2.0 (5P 8.4)
Agent Manager =] SITEPROTECTOR AgentManager _SITEPROTECTOR @ Healthy Active 6.9 (5P 10.172)
X-Press Update Server @ SITEPROTECTOR UpdateServer \? Warning Active 1.0 (XPU 1.10)
#B SecurityFusion Module =] SITEPROTECTOR SecurityFusionModule Active  2.1(SP 1.7)
#Z] Proventia Server for Wind... =) SITEPROTECTOR. Proventia Server Active 2,1.14.2565 (XPU 30.091)
GV1000 = myhost myhost @ Healthy Offine 4.1 (XPU 39.190)
GX4004 =1 192.168.5.199 godzila Offine 1.0
GX5108 1] 192,168.5.200 mothra Offine 1.0
< i | >
Find... | & 12 rows with 1selected.  acministrator Notifications (@)  ALERTCON 1™
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eProtector
Object Edit View Acton Tools
NwT (3% H GO B & % | 4 < Goto:iEPrcperﬁes v| ®
Agent : 192.168.5,128 : M55 () | Properties : 192,168.5.123 : 57 Datzb... (1] |
| DATABASE SIZE | & EventLoading @ Database Jobs \? Performance Agent Messages
=
[i]
4PM 8 FM 12 AM 4 AN 8 AN 12 PM
Agent Details Time
@ Click Database sire (%) Tanore Health Status. Confiqure (&
Datdess Maintenance. -
Maintenance
idsy Adey F7dsy 1month 2month Emonth 12 month Description: The percentage of used space in the TempDB Database file(s), relative
o TR to the amount of space allocated to the file. The SQL Server uses the
a 20 TempDB database file to store temporary objects such as sort tables and
Command Jobs s Warning Level data that is updated during multiple steps of processing.
- ‘Your Site will stop functioning if the drive that contains your TempDB
database file becomes ful.
g 50
73
= 40
=
30
20
10
o
4FM 8 PM 12 AM 480 8 AN 12 PM
Jimie Remedy: What can I doif the system alerts me about this check?
@ TempDB Database Size (MB) (2
idsy 3day Fday 1month 2month Ementh 1Zmenth Description: The size of the TempDB Database file in Megabytes. The SQL Server _~_r_§
| i | =0
| @ administrator §§ Notfications @  ALERTCON 1™
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.. StteProtector
Object Edit View Acton Tools Help

Go bo:| [ Properties v| a

| Selectthe Time tab
| .| [E] Properties : 192.168.5.128 : 5P Datab... .|

LY

b —_—
i" | General | Time | Purge | Advanced Purge | Daily Backup|
Health Summary Defragment

Freguency: | Weekly v

q Maximum Log Entry &ge (in days)
Agent Details Analysislog: |7 37 Maintenance log: |7 ]7
e BT ————

Risk Hiskory

Database
Maintenance ¥ Maintain risk history data

&

Command Jobs.

| @ administrator [ Notificatons @ | ALERTCON 1™
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. SiteProtector

Object Edit View Acton Tools Help
Go to:/ Pri tie:
New Tl Select the Purge tab. | E Properties § &
|
L = ————— ___ ——————
jy | Genera]| Time |
Health Summary The day and time spedified here is the start time used by Defragment, Purge and Backup modules:
Dratabase Maintenance Time
: (5) Eastern Standard Tme () GMT Select the day of the week
Select either to purge the database
the Eastern Weekly maintenance day: |Samrday v
Standard '
Time or GMT Maintenance time of day: <
option.
Select the hour to
purge the database.
Command Jobs =
| @ administrator [ Notificatons () | ALERTCON 1™
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SiteProtector
Object Edit View Acton Tools Help

Newv 3¢ H ¢y M & %4 <« ERHA Go to] [E] Properties v &

| = Agent : 192.168.5.128 : 1BMAISS .|Elproperﬁes::gz.lsa.s.ua:spnamb... .|

i" | General | Time | Purge | Advanced Purge | Daiy Backup)| <
Health Summary Maximum Database Size If e used the EXDFESS |ﬂ$ta‘|?t|0ﬂ,
the database table purge job is
[_Emerency prage enabled and runs daily at midnight.

installation, this job is disabled.

Agent Details

i If you used the Recommended
EBE

Draka Retention Settings L

PrgeFreuenc:

Select the Purge
Frequency list

Command Jobs Ingdents: :I E— Tl :I I —
e ks l:l A

To set up notification rules for Database Purge and Size Status::

Open Tools menu and select Central Responses.
Open Response Rules and select the Add button.
Select Database Status Configuration from the drop down menu and select the rule parameters.

| @ administrator [ Notificatons () | ALERTCON 1™
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iteProtector
Object Edit View Acton Tools Help

N I R R T Go to: ] Properties v =

| = Agent : 192.168.5.128 : 1BMAISS .|ElProperﬁes:Jsz.lsa.s.ua:spnatab... .|

j" | General | Time | Purge | Advanced Purge | Daiy Backup)| 1)
Health Summary Maximum Database Size When you purge dawly, the
[~ Emergency purge amount of data to be purged is
|:| smaller. As a result, the purge
E = ; job finishes more quickly and
Agent Details |:| : there is less fragmentation.

Draka Retention Settings

Purge Frequency: |_Never |

&

Command Jobs

demonstration, Daily is selected.

Select the appropriate frequency to analysis summary events: [1 =
purge the database tables. In this e

To set up notification rules for Database Purge and Size Status::
Open Tools menu and select Central Responses.

Open Response Rules and select the Add button.
Select Database Status Configuration from the drop down menu and select the rule parameters.

| @ administrator [ Notifications (@) | ALERTCON 1™
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SiteProtector

Object Edit View Acton Tools Help

i =] 4 « 4 | o & fropern . .
= *Hjomavd e '] Selectthe Advanced Purge tab. | propertes v| &
| &= Agent : 192.168,5.128 : IEM-IS5 0| E pr
I s T CT

jy | General | Time | Purce | Advanced Purge | Daily Backup|

Health Summary Maximum Database Size

@

Agent Details

[ Emergency purge

Hle

Use the slide bar or type the
Data Retention Settings maximum number of days to

P retain data in the selected table
Purge Frequeﬂcy:l b

Maimurn Iterm Age (in days)

Analysis summary events: s0 | Cleared analysis summary events: |14 | |

a I Analysis detail events: ENN = Clearedanalysisdetailevents: (14 |
Command Jobs Incidents: a0 0 Exceptions: |12 =
it loea | — Job history:  EEEE j
Metrics: 0 JJ—— Unused assets: e '

Resolved tickets: 30 0b— Mail data: [s0 [l—=
&
flus=tim s Ebcahonples ine Ddtafiase Bimne dnl St ataiite This job purges an item that is older than the user-
Open Tools menu and select Central Responses. defined age. Use the default Maximum ltem Age

Open Response Rules and select the Add button.

settings for the various database tables. If you
Select Database Status Configuration from the drop down menu and select the rule parameters.

must change the default values:

* Keep Analysis summary events (observances)
longer than Cleared analysis summary events

* Keep Analysis detail events (agent data)
longer than Cleared analysis detail events.

| @ administrator §§ Notifications (§) | ALERTCON 1™
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iteProtector

Object Edit View Acton Tools Help
nnvdt HOBAS 4 RE Goto: = propertes v &
| &= Agent: 192.168.5.128 : BMIss () | [E] Properties : 192.168.5.128 : P Datzb... [ |
i" | General | Time | Purge | Advanced Purge | Daiy Backup|
Health Summary Analysis Detail Event Overrides Analysis Summary Event Owverrides
i o [[—— ™ Inported Events =
E I ant-spam —_— I ant:spam =
Agent Details [ Anti-Virus 30 e [ Anti-Virus E T N
T — B e — -
Pa I Frens B I Frenal B
Database
Maintenance [ Information Only l:l [ [~ Information only =
o [~ Intrusion Detection 30 S [~ Intrusion Detection |:| |
e I Netork el B I Netork el —
I~ Vulnerabitty ] — I~ Vuleerabitty EX
I~ Web Fier — I~ Wieb Fiter =
I i ety B I~ Fic ety R
[~ Data Leakage Protection |:| —_— [~ Data Leakage Protection =
[~ Web Application Security Issue ) B [~ Web Application Security Issue |:| =
LSJ 30 —_— [~ virtual Infrastructure =
On the Advanced Purge tab, you can refine 0 [ AntRootiit B 0
how analysis summary events and analysis
detail events are purged from the
SiteProtector Database. The values on this
tab to override the values that are set on the
Purge tab. 5
[Frds | @ administrator [ Notifications (@) | ALERTCON 1™
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iteProtector

Object Edit View

Action  Tools

new~ |36 H O B & 4

| &= Agent : 192.168,5.128 : BMI55

To refine the Analysis Detail Events included in
the purge, activate the appropriate override
option and then modify the number of days to
retain the data.

Go bo:| [ Properties

Health Summary

feoied tvents,
'Q [~ Ant-Spam Uk;

[~ Data Leakage Protection

Analysis Detail Event Overrides

Agent Details [~ Anti-Virus 0
- T — EX—
-" [~ Firewall ) [
e I~ Infornatien oy E 1
o [~ Intrusion Detection 30
Command Jobs I Network Anomaly I:I J
[~ vulnerability )
I~ web Fiter ;
[ File Integrity 30

Analysis Summary Event Owverrides

[~ Imported Events
[ Anti-Spam

[T Anti-Virus

[™ Application Compliance
[~ Firewall

[~ Information only
[~ Intrusion Detection
[~ Metwork Anomaly
[~ vulnerability

[~ web Filter

[ File Integrity

[~ Data Leakage Protection

[~ Web Application Security Issue ) [ [~ Web Application Security Issue =

[~ virtual Infrastructure [ [~ virtual Infrastructure =

[~ AntRootkit 30 [~ AntRootkit =

£ >
| @ administrator [ Notifications (@) | ALERTCON 1™
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iteProtector

Object Edit View Acton Tools Help

Newv (3% H O B & v |4 <« EFHAE

| = Agent : 192.168.5.128 : 1BMAISS .|Elpropaﬁes::gz.lsa.s.m:spnamb... .|

Go bo:| [ Properties

i’ | General | Time | Purge | Advanced Purge | Daiy Backup|

Health Summary AnalysigRatail Event Overrides Analysis Summary Event Owverrides

i I~ ot v -
&
= I~ s span E— I~ s pan =
bt Dt I~ Ao s _ ™ Aaius e
= I~ oscatonConplonce ; T r—— —
va I~ Freva E— I Freve =
Database

Maintenance [™ Information Only ] [ Information only —
Y - ER I~ oo Secton —
Command Jobs I Network Anomaly J [ Network Anomaly —
I Vanerabiity I~ Vuleerabitty —
I~ Web Fier j I~ Wieb Fiter T
I~ Fe oty R [~ Fle gy B
[~ Data Leakage Protection ] [~ Data Leakage Protection =
[~ Web Application Security Issue [ [~ Web Application Security Issue =
[~ virtual Infrastructure | [~ virtual Infrastructure 1
I sovmoote R I oot —
£ >
| @ administrator £ MNotifications (@) ~ ALERTCON 1"
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iteProtector

Object Edit View Acton Tools Help

Newv (3% H O B & v |4 <« EFHAE

| = Agent : 192.168.5.128 : 1BMAISS .|Elpropaﬁes::gz.lsa.s.m:spnamb... .|

Go bo:| [ Properties

i’ | General | Time | Purge | Advanced Purge | Daiy Backup|

Health Summary Analysis Detail Event Overrides Analysis Summary Event Owverrides
[V Imported Events J [ Imported Events —
> I~ o span I~ o =
bt Dt I~ Ao s _ ™ Aaius e
= I~ oscatonConplonce ; T r—— —
va I~ Freva E— I Freve =

Database

Maintenance [™ Information Only ] [ Information only —
Y - ER I~ oo Secton —
Command Jobs I Network Anomaly J [ Network Anomaly —
I Vanerabiity I~ Vuleerabitty —
I~ Web Fier j I~ Wieb Fiter T
I~ Fe oty R [~ Fle gy B
[~ Data Leakage Protection ] [~ Data Leakage Protection =
[~ Web Application Security Issue [ [~ Web Application Security Issue =
[~ virtual Infrastructure | [~ virtual Infrastructure 1
I sovmoote R I oot =
£ >
| @ administrator £ MNotifications (@) ~ ALERTCON 1"
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iteProtector

Object Edit View Acton Tools Help

Neww |3t H i) B & %4 <« = FH

| = Agent : 192.168.5.128 : 1BMAISS .|Elproperﬁes::gz.lsa.s.m:spnamb... .|

To refine the Analysis Summary Events
included in the purge, activate the

appropriate override option and then modify

the number of days to retain the data.

j" | General | Time | Purge | Advanced Purge | Daiy Backup|

Health Summary Analysis Detail Event Overrides
¥ Imported Events
B [ Ant-spam
Agent Details [~ Anti-Virus

Database

Analysis ETET LITErTOeS

- [ ke imie B r——

Pa I Frens E_ I —
Maintenance [ Information Only |:| —

o [~ Intrusion Detection |:| S
comamioes | | T Metwony B
I~ Vuinerabity T §
I Web Fiter ——
[ Fie gy 11—
[~ Data Leakage Protection |:| —_—
[~ Web Application Security Issue |:| B
[~ virtual Infrastructure —_—
I AntRootkt I ——

e Events 2
I~ AatiSpam —
I~ At N N
I™ Applicaton Compliance —
I Frewal B —
[~ Information only =
[~ Intrusion Detection |:| |
I Network Ancmaly —
I~ vuinerabity N
[~ web Filter —
I~ Fie Integriy R
[~ Data Leakage Protection =
[~ Web Application Security Issue |:| =
[~ virtual Infrastructure =
I Aotk B

administrator [ Notifications (@) | ALERTCON 1™
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iteProtector

Object  Edit

Acton Tools Help

vew |36 H (O B & % | 4 < «

| = Agent : 192.168.5.128 : 1BMAISS .|Elpropaﬁes::gz.lsa.s.m:spnamb... .|

Go bo:| [ Properties

e

Health Summary

-

Agent Details

—-

Pa

Database
Maintenance

&

Command Jobs.

| General | Time | Purge | Advanced Purge | Daiy Backup|

Analysis Detail Event Overrides

¥ Imported Events

[ Anti-Spam

[~ Anti-virus

[ Application Compliance
[~ Firewall

[~ Information Only

[~ Intrusion Detection

I~ Metwork Anomaly

[ Vuinerabiiity

[~ web Filter

[ File Integrity

[~ Data Leakage Protection

[~ Web Application Security Issue

| =

Analysis Summary Event Owverrides

[T Anti-Virus

[ Application Compliance
[~ Firewall

[~ Information only

[~ Intrusion Detection

[~ Metwork Anomaly

[~ vulnerability

[~ web Filter

[ File Integrity

[~ Data Leakage Protection

[~ Web Application Security Issue

T

[~ virtual Infrastructure [~ virtual Infrastructure 1
[~ AntRootkit [~ AntRootkit ]
>

| @ administrator [ Notifications ALERTCON 1™
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iteProtector

Object Edit View Acton Tools Help

Newv (3% H O B & v |4 <« EFHAE

| = Agent : 192.168.5.128 : 1BMAISS .|Elpropaﬁes::gz.lsa.s.m:spnamb... .|

Go bo:| [ Properties

i’ | General | Time | Purge | Advanced Purge | Daiy Backup|

Health Summary Analysis Detail Event Overrides Analysis Summary Event Owverrides
¥ ireacvers Ea— 7 e vt 0
> I~ o span I~ pan =
Agent Details [ Antivirus _ [ Anti-Virus —
= I~ oscatonConplonce ; T r—— —
va I~ Freva E— I Freve =

Database

Maintenance [™ Information Only ] [ Information only —
Y - | I~ oo Secton =
Command Jobs I Network Anomaly J [ Network Anomaly —
I Vanerabiity I~ Vuleerabitty —
I~ Web Fier j I~ Wieb Fiter T
ey B e ety ER i
[~ Data Leakage Protection ] [~ Data Leakage Protection =
[~ Web Application Security Issue [ [~ Web Application Security Issue =
[~ virtual Infrastructure | [~ virtual Infrastructure 1
I sovmoote R I oot =
£ >
| @ administrator £ MNotifications (@)  ALERTCON 1"
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iteProtector

Object  Edit

Acton Tools Help

vew |36 H (O B & % | 4 < «

| = Agent : 192.168.5.128 : 1BMAISS .|Elproperﬁes::gz.lsa.s.m:spnamb... .|

Go bo:| [ Properties

v | General | Time || Purge | Advanced Purge | Daiy Badup|
Health Summary Analysis Detail Event Overrides Analysis Summary Event Owverrides
IV tnported Events J IV Inported Events N
E I~ Ant-Spam I~ Ant-Spam ]
e s E— Ckwin E—
— o E— et G —
Pa g EX— e =
Database
Maintenance [™ Information Only R [ Information only =
& I nsonDetecta ER— I nsan Ot R
e I etmorkionsy E— I etk s —
I~ Vunerabity EX I~ Vunerabity Iy
I~ Web Fiter j I~ web Fiter —
I e gy E— I ey E——
[~ Data Leakage Protection |:| ] [~ Data Leakage Protection =
[~ Web Application Security Issue |:| [ [~ Web Application Security Issue |:| =
[~ virtual Infrastructure | [~ virtual Infrastructure =
I~ AntRootii T B I~ AntRootkt N

| @ administrator [ Notifications (@) | ALERTCON 1™
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iteProtector
Object Edit View Acton Tools Help

Go bo:| [ Properties v| a

newv 3t B O B w [ EYI Click Save

| &= Agent : 192.168,5.128 : IEM-IS5 .| [E] Properties : 192,168.5,

[~ Data Leakage Protection

[~ Data Leakage Protection

o | [cereaTine | wce| Avancearase ooty sachn)
Health Summary Analysis Detail Event Overrides Analysis Summary Event Owverrides
IV tnported Events 0—— IV Inported Events N
= I~ Ao — I~ Ao pam -
Agent Details [ Antivirus T [ Anti-Virus R R
_ T E— - —
va I~ Freva E— I Freve =
Database
Maintenance [™ Information Only R [ Information only =
& I Dt E— s R
Command Jobs I Network Anomaly I:I J I™" Network Anomaly —
I~ vunerabity EX I~ Vunerabity Iy
I~ Web Fiter j I~ web Fiter —
I~ Fie Integity T I~ Fle Integrty —

[~ Web Application Security Issue |:| [ [~ Web Application Security Issue =
[~ virtual Infrastructure | [~ virtual Infrastructure =
™ antRootit T I AntRootk =
i 3

| @ administrator [ Notifications ALERTCON 1™
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Purging data

teProtector

Object Edi:  Wiew  fAction  Tools  Help

The most common procedures used to purge data are iss_PurgeObs and iss_PurgeSD

Geww |3 H O B &S dCKEJ[aERBLE

[ Policy : 192.168.5.128 : Defadlk Repas, .

[ ] | [ analysis : 192.160.5.120 : OM-155 () |

Target IPFilker

f

Apply

Basesl, .,

:‘. My Stes El Event Analysis — Evant Name (Agent) Load View Save View
= ]gg'_l S |Data Fitters (3 applied)
g 4 DMHISS " . . -
. | Time Filte: Tag Name Filter Source P Filker
i E- D) Analyss |
B U Tada - I
E iss_PurgeObs removes records
from the Analysis Summary
Events (Observances) tables. : :
These records correspond to the  pa=micfatelon
first level event information seen S
i = o |d ewent A High 10
in the Analysis view I =tak (5e... A Aigh 4
L Id evert (ce A High 3
TTH TP Faisirvey ed atack (S5e 1 Mediur 3
A Ma_twl pl Uetected ewent B viedur 1
H IP_Facsirvey % Detected actadk (b2, W o
: %
. |F|nd... | "] b rows with | selected.  administrator

iss_PurgeSD removes
records from the Analysis
Detail Events (SensorData)
tables. These records
correspond to the detailed
information seen when
viewing the Event Details

Management Studio or osql

L}

MNote: Run queries to purge data from either Microsoft SQL

Tennn &

B AR !

rwet e |

L 1] 2o ([ |

@ 2011 IBM Cerporation
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Purging data manually

= To purge all types of data time-stamped before a date, use the command:
exe 1ss PurgeSD @BeginData='June 15, 2011°',
@0bsType='0,1,2,3,4,5,6,7,8,9,10,11,12,13"

= To purge incomplete and intrusion detection data time-stamped before a date, use the command:
exe 1ss PurgeSD @BeginDate='June 15, 2011', @OCbsType='0,1'

= To only purge data that has been cleared from the Analysis view time-stamped before a date, use the
command:

exe 1ss PurgeObs @BeginDate='June 15, 2011°',
@0bsType='0,1,2,3,4,5,6,7,8,9,10", dPurgeFlag=1l, @clearedonly=1"

= To monitor a data purge, use the command:
exec 1ss GetPurgeStatus

@ 2011 IBM Cerporation
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Observance data

Description

Incomplete data

=1
| e

oo~ WN = O,

Vulnerability

AntiVirus
Firewall
WebFilter
AntiSpam

-
o

File integrity

Purge ObsType data (Analysis Summary Events) from the SiteProtector Database. The following list
includes the type and description of the observance data

Intrusion detection

Informational only

Application compliance
Network anomaly detection

@ 2011 IBM Cerporation
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