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Tivoli

IBM Security Network Intrusion Prevention System V4.1

Reimage the appliance with a USB device

This is a self-running demanstration that shows you how to complete a task. ) ) )
Contrals are availahle atthe hottorn of the screen. Copyright IBM Corparation 2011 All rights reserved.
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When you complete this module, you will be able to:

» Retrieve the appliance USB image from the IBM Download Center

= Use a USB device to install firmware on an appliance

& 2011 [BM Corporation
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= 10 restore or reimage your IBM Security Network Intrusion Prevention System
appliance with firmware version 4.1, you must first download the USB image for
this firmware release from the IBM Download Center

= Copy the USB image to a Windows, Mac, or Linux machine and then write
the image to a USB device

Mote: This procedure is not supported on certain appliances. Refer to the
Network Intrusion Prevention System Installation Guide for more information.

& 2011 [BM Corporation
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Quick Links

HOME
DOWNLOAD CENTER
MY ACCOUNT
My Profile
Change Passwaord
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

LATEST CONTENT UPDATES

155 Home | IS5 World wide|

IBM Internet Security Systems ]
Ahead of the threat.™

This demanstration shows you
haw to locate the USE image for
firmware version 4.1,

o
PRODUCT DOWNLOADS LATEST UPDATES

BETA DOWHNLOADS
Select A Product

|BETA v |

(2]

= Proventia Server

Click the Select a Product
list and select Proventia
MNetwork IPS {GX-Series).

sy irmware v4 3
= Proventia 10G

= |nternet Scanner 7.0 3P2-7.2.100
® Enterprise Scanner Content Update 1.86

(CAM) Metwork Active
i Bypass

= Proventia and RealSecure Host Content = Proventia G2000
Updates - 31.100 and 2690 F|r|J1VT-Nare e

= Proventia Network - Content Update Update v1.8
31.100

= Proventia Network - Content Update
31.082

= Proventia and RealSecure Host Content
Updates - 31.092 and 2685

= Enterprise Scanner Content Update 1.85
(CAM)

= Internet Scanner 7.0 SP2-7.2.99

= Proventia and RealSecure Host Content
Updates - 31.090 and 2680

= Proventia Netwark - Content Update
31.090
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Quick Links

HOME
DOWNLOAD CENTER
MY ACCOUNT
My Profile
Change Passwaord
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

IBM Internet Security Systems
Ahead of the threat.™

155 Home | IS5 Worldwide | Investor Relations | Careers Ken
¥

PRODUCT DOWNLOADS

Select A Product

BETA

[%[%]

Database Scanner

DaD Advisory Content

Enterprise Scanner

Enterprise Scanner Beta

FIPS enabled systams

Hosted Vulnerability Management Serv
IEM Security Server Protection

Internet Scanner

MSL

MNIAP EALZ - Prov. A/G. Net Snsr, SiteP
MNIAP EALZ Prov. Deskiop, Prov. Servel
MIAP EALZ-PP Proventia GX 1.3 and Sil
MNIAP EALZPP - Prov. GX6116ver22 S
Other -
Proventia A Series

Proventia Desktop

Proventia Desktop Access Control
Proventia Desktop for Vista Technolog:
Proventia Endpoint Secure Control
Proventia G Series

Proventia M Series

Proventia Mail Filter

Proventia Management SiteProtactor A

LATEST UPDATES

-

-

Froventia Server
for Linux 1.5.2
MSS WMS CD
203

Proventia
Metwork IPS
GX7800
Firmware v4.3
Proventia 10G
MNetwork Active
Bypass
Proventia G2000
Firmware
Update v1.8

rvord Search

BETA DOWNLOADS

SPECIAL
DOWNLOADS

Page 5




IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 6

Quick Links

HOME
DOWNLOAD CENTER
MY ACCOUNT
My Profile
Change Passwaord
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

IBM Internet Security Systems
Ahead of the threat.™

155 Home | IS5 Worldwide | Investor Relations | Careers Ken
¥

PRODUCT DOWNLOADS

Select A Product

BETA Vv

MIAP EALZ - Prov. AJG, Net. Snsr, SiteP #
MNIAP EALZ Prov. Desktop, Prov. Servel
MIAP EALZ-PP Proventia GX 1.3 and Sil
MNIAP EALZPP - Prov. GX6116 ver.22, S
Other

Proventia A Series

Proventia Desktop

Proventia Desktop Access Control
Proventia Desktop for Vista Technolog
Proventia Endpoint Secure Control
Proventia G Series

Proventia M Series

Proventia Mail Filter

Proventia Management SiteProtector A
Proventia Management SiteProtectar M
Proventia Metworlk ADS - Beta
Proventia Network Active Bypass
Proventia Network Anomaly Detection £
Proventia Network Enterprise Scanner —
Proventia Network IPS (GX-Series)
Proventia Metworl IPS for Crossbeam
Proventia Metworl Intrusion Prevention
Proventia Network Mail Security Systen

Proventia Network Security Contraller

LATEST UPDATES

-

-,

Froventia Server
for Linux 1.5.2
MSS WMS CD
203

Proventia
Metwork IPS
GX7800
Firmware v4.3
Proventia 10G
MNetwork Active
Bypass
Proventia G2000
Firmware
Update v1.8

rvord Search

BETA DOWNLOADS

SPECIAL
DOWNLOADS
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Quick Links
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DOWNLOAD CENTER
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IBM Internet Security Systems
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155 Home | IS5 Worldwide | Investor Relations | Careers Ken
¥

PRODUCT DOWNLOADS

Select A Product

BETA Vv

MIAP EALZ - Prov. AJG, Net. Snsr, SiteP #
MNIAP EALZ Prov. Desktop, Prov. Servel
MIAP EALZ-PP Proventia GX 1.3 and Sil
MNIAP EALZPP - Prov. GX6116 ver.22, S
Other

Proventia A Series

Proventia Desktop

Proventia Desktop Access Control
Proventia Desktop for Vista Technolog
Proventia Endpoint Secure Control
Proventia G Series

Proventia M Series

Proventia Mail Filter

Proventia Management SiteProtector A
Proventia Management SiteProtectar M
Proventia Metworlk ADS - Beta
Proventia Network Active Bypass
Proventia Network Anomaly Detection £
Proventia Network Enterprise Scanner —

Proventia Network IPS (GX-Seres
Proventia Network IPS for Crossbeam
Proventia Network Intrusion Pravention
Proventia Network Mail Security Systen

Proventia Network Security Contraller

LATEST UPDATES

-

-,

Froventia Server
for Linux 1.5.2
MSS WMS CD
203

Proventia
Metwork IPS
GX7800
Firmware v4.3
Proventia 10G
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Bypass
Proventia G2000
Firmware
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IBM Internet Securlty Systems 1S5 Home | 1SS Worldwide | Investor Relations | Careers Keyword Search  [E0)
Ahead of the threat.™
ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTNERS CONTACT US
Quick Links
HOME PRODUCT DOWNLOADS LATEST UPDATES
i BETA DOWHNLOADS
DOWNLOAD CENTER Select A Product = Proventia Server
MY ACCOUNT for Linux 1.5.2
My Frofilg = WSS VM5 CD
Change Aig il SPECIAL
OneTrus Emrvemﬁps DOVVNLOADS
etwark I
PRODUCT ‘ - LATEST CONTENT UPDATES ax7200
CONTACT | ; PRI
* Internet Scanner 7.0 SP2 - 7.2.100 PRITIAE YLD
FHELERN ® Enterprise Scanner Content Update 1.86 ™ Proventia 10G
SIGN OUT (CAM) - ' Metwork Active
BT Bypass
= Proventia and RealSecure Host Content = Proventia G2000
Updates - 31.100 and 2680 i - e
*p tia Metwork - Content Updat e
Sﬂaggla etwork - Content Update Update v 8
= Proventia Metwark - Content Update
31.092
= Proventia and RealSecure Host Content
Updates - 31.092 and 2685
= Enterprise Scanner Content Update 1.85
(CAM)
= Internet Scanner 7.0 SP2-7.2.99
= Proventia and RealSecure Host Content
Updates - 31.090 and 2680
= Proventia Netwark - Content Update
31.090
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ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTNERS CONTACT US

Quick Links

ENTERPRISE PRODUCT DOVWNLOADS

Product Version
| Froventia Network IPS (GX-Series) E |Seiect aVersion @

Click the Version list and
select GX6116.

o
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ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTNERS

Quick Links

ENTERPRISE PRODUCT DOVWNLOADS

Product Version
| Froventia Network IPS (GX-Series) E Selecta Version

Selecta Version
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ABOUT US PRODUCTS

Quick Links

SERVICES RESEARCH SUPPORT

TRAINING

PARTNERS

CONTACT US

ENTERPRISE PRODUCT DOVWNLOADS

Product

Yersion

|Froventia Metwork IPS (GX-Series) E

Selecta Version

Selecta Version
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155 Home | IS5 Worldwide | Investor Relations | Careers
| 155 Warkhwide: | oy l Keyword Search [

IBM Internet Security Systems
Ahead of the threat.™

Quick Links

HOME ENTERPRISE PRODUCT DOWNLOADS
DOWHNLOAD CENTER Product Versian
MY ACCOUNT |Proventia Network IPS (GX-Series) v |GXE116 v|
My Frofile -
Change Password Showamnes Search: |
OneTrust Credential Token File Group Release'
PRODUCT SUPPORT Date
CONTACT US Proventia Metwoark - Content Update 31.082 2011-2-9 Continue
e F tia Metwork - Content Update 31.080 2011-9-7 Conti
SIGN OUT roventia Metwaorl ontent Update 31. Continue
FProventia Metwork - Content Update 31.092 2011-8-27 Continue
Proventia Metwork - Content Update 31.080 2011-9-13  Continue
Proventia Metwork - Content Update 31.060 2011-7-5 Continue
Proventia Metwork - Content Update 31.070 2011-7-13  Continue
Proventia Metwork - Content Update 31.050 2011-52-11 Continue
Proventia Metwork - Content Update 31.041
Proventia Network - Content Update 31.040 Click the Next button.
Proventia Metwork - Content Update 31.031 ZUT =T GO
Ly
Showing 110 10 of 29 entries PRNS

e d

e Mne ) Dk Dlolicee ) Torn £llno ) Tead, cle,

Page 12



IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 13

155 Home | IS5 Worldwide | Investor Relations | Careers
| 155 Warkhwide: | oy l Keyword Search [

IBM Internet Security Systems
Ahead of the threat.™

Quick Links

HOME ENTERPRISE PRODUCT DOWNLOADS
DOWHNLOAD CENTER Product Versian
MY ACCOUNT |Proventia Network IPS (GX-Series) v |GXE116 v|
My Profile n
Change Password Showemrles Search: |
OneTrust Credential Token File Group Release'
PRODUCT SUPPORT Date
CONTACT US Proventia Metwark - Content Update 31.030 2011-3-17  Continue
e F tia Metwork - Content Update 31.021 2011-2-23  Conti
SIGN OUT roventia Metwaorl ontent Update 31. Continue
Froventia Metwork - Content Update 31.020 2011-2-18 Continue
Proventia Content Update 31.020 2011-2-17  Continue
Proventia Metwork - Content Update 31.100 2011-10-12 Continue
F'ro_ventia IFS 4.1 Firmware - Undeployed Site Protector Policy Migration 2010-7-8 Continua
Script
Proventia GXE116 Firmware 4.1 Recovery Image 2010-6-17  Continue

Proventia GX6116 Firmware Update 3.3 and v4.1
Proventia GX&116 Firmware Update v2.5 and v4.1 Click Continue.

Proventia GX6116 Firmware vd 3 Recovery Image
Showing 11 to 20 of 29 entries
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Ahead of the threat.™

Quick Links

IBM Internet Securlty Systems ISS Home | 1SS Worldwide | Investor Relations | Careers Keyword Search B

Flease indicate whether you accept or do not accept the following software license agreement(s) by

HOME choosing either | Agree” or 1 Do Mot Agree” and clicking the ~Submit” buttan.
DOWNLOAD CENTER ) ; .
MY ACCOUNT NOTE: If vou do not accept the license agreement(s) for the praduct you have chosen, you will not be
ahle or download any file for that product.
My Frofile
Change Password EMD USER LICENSE AGREEMENT
OneTrust Credential Token
PRODUCT SUPPORT |English [en] v
SOV U5 International Program 2%
FEEDBACK License Rgreement =
SIGN OUT
Part 1 - General Terms
BY DOWNLOADING, IMSTALLING, COPYING, ACCESSING, CLICKING ON
AN "ACCEPTI"™ BUITON, OR OTHERWISE USING THE PROGRaM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE W

To accept the End User Olagree ©1DoMNot Agree

License Agreement
" SUBMIT
select the | Agree option.
Policy | Terms of Use | Trademarks
gy 2011 1BM Internet Security Systems. All rights reserved worldwide:
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IBM Internet Securlty Systems 1SS Home | 1S5 Worldwide | Investor Relations | Careers Keywiidl Sesirch m
Ahead of the threat.™

Quick Links

Flease indicate whether you accept or do not accept the following software license agreement(s) by

HOME choosing either | Agree” or 1 Do Mot Agree” and clicking the ~Submit” buttan.
DOWNLOAD CENTER ) .
MY ACCOUNT NOTE: If vou do not accept the license agreement(s) for the praduct you have chosen, you will not be
ahle or download any file for that product.

My Frofile

Change Password END USER LICENSE AGREEMENT

OneTrust Credential Token :
PRODUCT SUPPORT |English [en] v
SOV U5 International Program 2%
FEEDBACK License Rgreement =
SIGN OUT

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
BN "RCCEPT™ EBUITON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ~

Agree )1 Do Not Agree

Click the Submit button. \7

rmz of Use | Trademarks
W ©2011 IBM Internet Security Systems. All rights reserved worldwide:
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ABOUT U PRODUCTS

Quick Links

HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile
Change Password
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

Ahead of the threat.;"'

Showemries Search:|

SERVICES RESEARCH SUPPORT TRAINING

PARTNERS CONTACT US

File Downloads

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY IMAGE README

File Size: 9.498 KB

Filename: Proventia_Metwork_IPS_FW4.1_Readme htm
SHA-1: dccelee7beeciZeed 7 3efde0fG0aha9s

MD&: £3b222ec591d11120e58aad256dM90c67fd chbe

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY 150 IMAGE

File Size: 24497152 KB

Filename: GXE116bootsrv.4.1_2010.0605_11.34 26.is0
SHA-1: 093bG23bff740edasdd7a21e8184438fF

MDS: 2b1d462ctabf41bb052939c95f7 288707 c08afh

=,

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h

Click Download.
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Ahead of the threat.;"'

PARTNERS CONTACT US

Quick Links |
File Download
DOWHNLOAD CENTER
MY ACCOUNT rl;)gyuumtn save this file, or find a program online to open
My Profile ] ; E
- MName: GX6116.4.1_2010,0605_11.34.26.usbimg
Change Password |axa] T s
3 ype: Unknown File Type;
OneTrust Credential T
From: download.iss.net
PRODUCT SUPPORT
CONTACT US
FEEDBACK [ Find ] [ Save ] L Cancel J
SIGN OUT
- Whisflda  To download the bme files can potentially
L @ ham yo image click Saye [|purce, donotfind a R
program ' at's the risk?
y
ruerl":'!m;. L8 0] 1 0 I 0 W0 O 0 R )
SHA-1: 093bG23bfiT40edasda7a21e8184435f
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h
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Quick Links 0% of GetFile.php from download.iss.net Completed

ABOUT U3 PRODUCTS SERVICES PARTNERS CONTACT US

Save As

HOME
DOWNLOAD CENTER Savein: | I3 Downloads V| (e s
MY ACCOUNT —

My Profile =

Change Password My R

2 ecent

OneTrust Credantial Dncisits
PRODUCT SUPPORT
CONTACT US @
FEEDBACK Desktop
SIGN OUT

7% h

My Documents
MNavigate to a secure
——— networlc location and
g’ click Save.
My Computer
) .
- - w
‘9 File name: [GX6116.4.1_2010.0805_11.34 26usbimg | [ Save |
Iy Metwark Save 3= type: | .ushimg Document
Filename: GX6116.4.1_2010.0605_11.34.26.usbima
SHA-1: dbadetalefd5s6adb947e69df4737ebq
MD5: f354c00efG4d2d42ae22f1546f5a116h4f0d4d7h
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Ahead of the threat.;"'

Quick Links 1% of GetFile.php from download.iss.net Completed
LA h: |
HOME '
DOWHNLOAD CENTER e ]
MY ACCOUNT
My Prafile GetFile.php from download.iss.net _f(_
Change Password [= ] 3 :
OneTrust Credential | Estimated time left 14 min 30 sec (448K of 246MB copied) \L The download begins.
PRODUCT SUPPORT Download to: Eorais ll,G.‘(EllG.4. 1_2010.060 5_11. 34 Zﬁ.usbimg
CONTACT US Transfer rate; 288KB/Sec &
FEEDBACK Close this dizlog box when download completes
SIGN OUT
i SmartScreen Filter checked this download and did not report any Download
@ threats. Report an unsafe download.
SHA-T, LIS 1 o ) | BTN 20 R £ R e = E T T
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh

PROVENTIA GXG6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h
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Ahead of the threat.;"'

Quick Links 20r% of Getkile.php from download.iss.net Completed l._ |
A
HOME =
DOWNLOAD CENTER e Lb
MY ACCOUNT
My Prafile GetFile.php from download.iss.net -
Change Password | CCCCLLLLLT ]
OneTrust Credential | Estimated time left 21 min 50 sec (47.5MB of 246MB copied)
PRODUCT SUPPORT Download to: Eorais ll,G.‘(EllG.4. 1_2010.060 5_11. 34 Zﬁ.usbimg
CONTACT US Transfer rate; 154¢B/Sec
FEEDBACK Close this dizlog box when download completes
SIGN OUT
i SmartScreen Filter checked this download and did not report any
*l  threats. Report an unzafe download.
SHA-T, LIS 1 o ) | BTN 20 R £ R e = E T T
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh
PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE
File Size: 257949 596 KB
Filename: GXE116.4.1_2010.0605_11.34.26.usbimg
SHA-1: dbadefaleBd586adb947e69df473Teb
MDs: f354c00efG4d2d42ae22f1546f5a116h4f0d4d7h
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Ahead of the threat.;"'

Quick Links
HOME —
DOWNLOAD CENTER e Lb
MY ACCOUNT
My Prafile GetFile.php from download.iss.net -
Change Passwaord (OO T LT LT ]
OneTrust Credential | Estimated time left 16 min 30 sec {114MB of 246MB copied)
PRODUCT SUPPORT Download to: Loy ll,G.‘(EllG.4. 1_2010.060 5_11. 34 Zﬁ.usbimg
CONTACT US Transfer rate; 135KB/Sec
FEEDBACK Close this dizlog box when download completes
SIGN OUT
i SmartScreen Filter checked this download and did not report any
*l  threats. Report an unzafe download.
SHA-T, LIS 1 o ) | BTN 20 R £ R e = E T T
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh
PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE
File Size: 257949 596 KB
Filename: GXE116.4.1_2010.0605_11.34.26.usbimg
SHA-1: dbadefaleBd586adb947e69df473Teb
MDs: f354c00efG4d2d42ae22f1546f5a116h4f0d4d7h
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Ahead of the threat.;"'

Quick Links
HOME —
DOWNLOAD CENTER e Lb
MY ACCOUNT
My Prafile GetFile.php from download.iss.net -
Change Password OO L LT ]
OneTrust Credential T| Estimated time left 10 min 20 sec {170ME of 246MB copied)
PRODUCT SUPPORT Download to: Eorais ll,G.‘(EllG.4. 1_2010.060 5_11. 34 Zﬁ.usbimg
CONTACT US Transfer rate; 124¢B/Sec
FEEDBACK Close this dizlog box when download completes
SIGN OUT
i SmartScreen Filter checked this download and did not report any
*l  threats. Report an unzafe download.
SHA-T, LIS 1 o ) | BTN 20 R £ R e = E T T
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh
PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE
File Size: 257949 596 KB
Filename: GXE116.4.1_2010.0605_11.34.26.usbimg
SHA-1: dbadefaleBd586adb947e69df473Teb
MDs: f354c00efG4d2d42ae22f1546f5a116h4f0d4d7h
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Ahead of the threat.;"'

Quick Links
HOME —
DOWNLOAD CENTER e Lb
MY ACCOUNT
My Prafile GetFile.php from download.iss.net -
Change Password O LD LT LN
OneTrust Credential T| Estimated time left 52 sec (240MB of 246MB copied)
PRODUCT SUPPORT Download to: Loy ll,G.‘(EllG.4. 1_2010.060 5_11. 34 Zﬁ.usbimg
CONTACT US Transfer rate; 103KB/Sec
FEEDBACK Close this dizlog box when download completes
SIGN OUT
i SmartScreen Filter checked this download and did not report any
*l  threats. Report an unzafe download.
SHA-T, LIS 1 o ) | BTN 20 R £ R e = E T T
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh
PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE
File Size: 257949 596 KB
Filename: GXE116.4.1_2010.0605_11.34.26.usbimg
SHA-1: dbadefaleBd586adb947e69df473Teb
MDs: f354c00efG4d2d42ae22f1546f5a116h4f0d4d7h
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Ahead of the threat.;"'

99% of GetFile.php from download.iss.net Completed IZ |

Quick Links
HOME —
DOWNLOAD CENTER e Lb
MY ACCOUNT
My Prafile GetFile.php from download.iss.net -
Change Password O LT LT LD
OneTrust Credential T| Estimated time left 34 sec (242MB of 246MB copied)
PRODUCT SUPPORT Download to: Eaais ll,G.‘(EllG.4. 1_2010.060 5_11. 34 Zﬁ.usbimg
CONTACT US Transfer rate; 107KB/Sec
FEEDBACK Close this dizlog box when download completes
SIGN OUT
i SmartScreen Filter checked this download and did not report any
*l  threats. Report an unzafe download.
SHA-T, LIS 1 o ) | BTN 20 R £ R e = E T T
MDs: 2b1d462cEabf41bb052939c95f75887078c08afh
PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE
File Size: 257949 596 KB
Filename: GXE116.4.1_2010.0605_11.34.26.usbimg
SHA-1: dbadefaleBd586adb947e69df473Teb
MDs: f354c00efG4d2d42ae22f1546f5a116h4f0d4d7h
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ABOUT U3 PRODUCTS

Quick Links

HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile Geth
Change Password (=]
OneTrust Credential | Est
PRODUCT SUPPORT | Do

CONTACT US Tram
FEEDBACK
SIGN OUT

Ahead of the threat.;"'

SERVICES RESEARCH SUPPORT TRAINING

PARTNERS CONTACT US

A 3
= -

G¥5116.4,1_2010.0605_11,34.26[1] .ushimg
From '80XYWEES' to 'Downloads'

LLLL ]E Cancel H

!

SmartScreen Filter checked this download and did not report any
threats. Report an unsafe download.

SRA-T, UESD0L 20N sUEddTUE 42 TES Toss.2al

MDs: 2h1d462cBabf41bpb052939c95f75887078c03afh

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h

Page 25



IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 26

ABOUT US PRODUCTS
Quick Links

HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile Geth
Change Password (=]
OneTrust Credential | Est
PRODUCT SUPPORT | Do

CONTACT US Tram
FEEDBACK
SIGN OUT

Ahead of the threat.;"'

G¥5116.4,1_2010.0605_11,34.26[1] .ushimg
From '80XYWEES' to 'Downloads'

SERVICES RESEARCH SUPPORT TRAINING

& . g

[wwwwwwww-w-w-w-w-w- ] [ Cancel H

15 Seconds Remaining

!

SmartScreen Filter checked this download and did not report any
threats. Report an unsafe download.

SRA-T, UESD0L 20N sUEddTUE 42 TES Toss.2al

MDs: 2h1d462cBabf41bpb052939c95f75887078c03afh

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h

PARTNERS CONTACT US

Page 26



IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 27

ABOUT US PRODUCTS
Quick Links

HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile Geth
Change Password (=]
OneTrust Credential | Est
PRODUCT SUPPORT | Do

CONTACT US Tram
FEEDBACK
SIGN OUT

Ahead of the threat.;"'

G¥5116.4,1_2010.0605_11,34.26[1] .ushimg
From '80XYWEES' to 'Downloads'

SERVICES RESEARCH SUPPORT TRAINING

& . 3

[lnInlllInwwwwwwwwww-w-w-w-w-wl"ulw ] | Cancel H

10 Seconds Remaining

!

SmartScreen Filter checked this download and did not report any
threats. Report an unsafe download.

SRA-T, UESD0L 20N sUEddTUE 42 TES Toss.2al

MDs: 2h1d462cBabf41bpb052939c95f75887078c03afh

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h

PARTNERS CONTACT US

Page 27



IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 28

ABOUT US PRODUCTS
Quick Links

HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile Geth
Change Password (=]
OneTrust Credential | Est
PRODUCT SUPPORT | Do

CONTACT US Tram
FEEDBACK
SIGN OUT

Ahead of the threat.;"'

G¥5116.4,1_2010.0605_11,34.26[1] .ushimg
From '80XYWEES' to 'Downloads'

SERVICES RESEARCH SUPPORT TRAINING

[lllInlllI!llllI!llllInlllInlllInwwllw!lwwwwww-lw-lwwwwwww-lw] ( cancel H

10 Seconds Remaining

!

SmartScreen Filter checked this download and did not report any
threats. Report an unsafe download.

SRA-T, UESD0L 20N sUEddTUE 42 TES Toss.2al

MDs: 2h1d462cBabf41bpb052939c95f75887078c03afh

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h

PARTNERS CONTACT US

Page 28



IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 29

Ahead of the threat.;"'

ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTNERS CONTACT US
Quick Links &
Showemries Zearcl  You might find it
HOME helpful to download
DOWHLOAD CENTER File Downloads the Readme file.
MY ACCOUNT
My Profile PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY IMAGE README 7

Change Password

File Size: 9.498 KB —_—
OneTrust Credential Token

PRODUCT SUPPORT Filename: Proventia_Metwork_IPS_FW4.1_Readme htm
CONTACT US SHA-1: dccelee7GeeciZeed 7 3efde0fG0ah898
FEEDBACK MD5: C3h222ec591d1f120e58aad256df0cE7fdcbe
SIGN OUT z

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY 150 IMAGE

File Size: 24497152 KB

Filename: GXE116bootsrv.4.1_2010.0605_11.34 26.is0
SHA-1: 093bG23bfiT40edasda7a21e8184435f

MDs: 2b1d462cEabf41bb052939c95f75887078c08afh

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY USB IMAGE

File Size: 257949696 KB

Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dbadebaledd586adh947e69df4737eb

MD5: f354c00efi4d2d42ae2211546M0a116b4f0d4d7h

Page 29



IBM Security Network IPS V4.1, Reimage the appliance with a USB device

Slide 30

= You can use the following operating systems to write the USB image file to a
USB device:

= Windows
= Linux
= Mac
= Reimaging the IBM Security Network Intrusion Prevention System appliance

erases all data from the system and returns it to the unconfigured factory
default

mportant: Reimage your appliance under the guidance of IBM Technical Support

& 2011 [BM Corporation
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For the procedures to write the USB image file to a USB device on a specific
operating system, refer to the following procedures in the Network Intrusion
Prevention System Installation Guide:

= Retrieving and installing firmware using a USB device on a Windows OS
= Retrieving and installing firmware using a USB device on a Linux OS

= Retrieving and installing firmware using a USB device on a Mac OS

& 2011 [BM Corporation

For the proceduresto write the USB image file to a USB device on a specific operating system,
refer to the procedureslisted on the slide.
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To install firmware version 4.1 on an appliance using a USB device:
1. Turn off the appliance
2. Connect the USB device to the appliance
3. Start the appliance
You might need to type b for USB or go into the BIOS
4. Type reinstall

The firmware is installed on the appliance

& 2011 [BM Corporation
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For information about how to configure the IBM Security Network Intrusion
Prevention System appliance, see the Configuring the appliance IBM Education
Assistant module

& 2011 [BM Corporation
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Now that you have completed the module, you are able to:

» Retrieve the appliance USB image from the IBM Download Center

= Use a USB device to install firmware on an appliance

& 2011 [BM Corporation

Now that you have completed the module, take a moment to review the module objectives.
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