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When you complete this module, you can configure the Update Settings policy
to pull updates from the X-Press Update Server
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¢ SiteProtector
Object Edit View Action Toals Help

Newv 3% H ¢ B &

Click the License and
L) Policy : 192.168.5.128 : DefaultRepol  Update Servers tab.

Goto:l [7] Edit Policy j =

tversion 2 (.. [ |

Update Settings | License and Update Servers | Scheduled Instalations | Event Molification | Advanced Parameters |

|»

—automatically Check For Updates
¥ Check for updates daily or weekly

Day of Week: IEvery Day - I
Time Of Day: IS:UUAM vI

i~ Chedk for updates at given intervals

Chedk for new updates every: IED l— minutes

~Security Updates
{~ Automatically download updates and install them

i~ Download updates, but do not install them

{* Do not automatically download or install updates

~Firmware Updates

[V Ignore Feature Upgrades

[~ Ignore Any Product Updates or Feature Upgral

By default, the IBM Security Netwarlk IPS appliance pulls #-
Press Updates (<PUs] from xpu iss net, however the appliance
can retrieve updates from any X-Press Update Server. This
demanstration shows you how to configure the Update Settings
policy to pull XPUs from an X-Fress Update Server.

Find... »

administrator [ Notifications (@
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¢ SiteProtector
Object Edit View Action Tools Help

New- ¥ E OB AW 4 J«<KEHEGBL

Go In:l [7] Edit Policy
Ml

-

=Y

'] Policy : 192.168.5.128 : DefaultRepos... () | o Update Settings : Defauit : version 2

Update Settings : Default : version 2 (Default Repository)

Update Settings License and Update Servers | scheduled Installations | Event Notification

To pull updates from an XPLU
Server, click the Add icon.

~License and Update Servers \-'V'_ =
s x|ceH St 3B O
[Right dick on the column header to group by that column.
Enabled Mame Host or IP Port Trust Level
o v IBM 1SS Default License and Update Server | xpu.iss.net 443 explict-trust
By default, the appliance
pulls *-Press Updates from
Hpu.iss.net.
L
4 | |
Find... Y administrator Notifications (@)
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

New~ ¥ B o maw 4 <« % BB N Go to3| [] Edit Policy | =

['] Policy : 192.168.5.128 : Default Repos. ..

.| L Update Settings : Default : version 2 (... .|

# Add License and Update Servers

-
[ Inthe Add License and
Update Servers window,
verify that the Enabled
option is selected.
\ e
o Enabled | Trust Level
& v Trust Level: |ﬁrst—ﬁme—t'us vl explicit-trust
[T Use a Proxy Server
Proxy Hostz I
Portz |1
[ Enzble Authentication
l=er Name: |
Password: I
Confirm Fassword: I
1 oK Cancel | Help... | |
Find... & administrator [ Notifications (@)
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: £ SiteProtector _|ol x|
Object Edit View Action Tools Help

Newv % EH o @ & v 4 <] « E HEEBE K Go to3| [] Edit Policy | &

['] Policy : 192, 168.5. 128 ; Default Repos... .| 1y Update Settings : Default : version 2 (... .|
T T e —"

Update Settings &€ License and Uipdal

i
Type the name of the X- \7 e | 3 ‘ 6
Press Update Server, QHostorP: |
In this demonstration, the I
name is Intermnal XPLU Port: |443 e
Sehet i'mstLE\rEl:lﬁrst—ﬁme—t'us vl explicit-trust

o
o [T Use a Proxy Server
Proxy Hostz I

Ports I 1

[ Enzble Authentication

¥ser Name: |

Password: I
Confirm Password: I

oK cancel | Hep... | i

Find... T admiristrator Notifications (@)
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3 SiteProtector _|ol x|
Object Edit View Action Tools Help

Newy X E O BAS I« EEBB Y
'] Policy : 192.168.5. 128 : Default Repos... .|I|Lbdai=5eﬂms=ﬂefadt=mﬂn2(--- .|

[ Update Settings -Defaultsvers - Add License and Update Servers

Go to:| [] Edit Palicy - I
»

Update Settings &€ License and Uipdal v
License and Update Servers
|_ Name: |internal XPU Server
$ BB
Type the host name or IP 7 Qtostor: | [ —
address of the XPU Server. s |—443
In this demonstration, the [P Trust Level
addressis 192,168 .5.128. Tnﬁtmd:|ﬁrst—ﬁme—tus vl explict-trust
[T Use a Proxy Server
I"f
Proxy Hostz I

Ports I 1

[ Enzble Authentication

¥ser Name: |

Password: I
Confirm Password: I

b oK Ca'lcdl Help...

| i3]

administrator Notifications (@)

Find... &
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

New~ ¥ B o maw 4 <« % BB N Go to3| [] Edit Policy | =

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings Defauit versy

Update Settings &€ License and Uipdal

~License and Update Servers

© [IRioht dick on the column
Enabled |
L v

_Add License and Update Servers

[ Enabled

Name: |internal XPU Server

@Hostor P:  [192.168.5.128

Port: |443
Trust Level: |ﬁrst—ﬁme—t'us > I

[T Use a Proxy Server

Proxy Hostz I

Ports I 1

[ Enzble Authentication

¥ser Name: |

Password: I
Confirm Password: I

oK cancel | Hep... |

$ BB

Trust Level
explict-trust

Find...
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Object Edit View Acton Tools Help

Newv 3% B ¢ B & % o <] « E HEB LK Gﬂtn:luEditPoﬁcy *| &
'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |
L it <citmgs Dt versd > A Lcerse and Update Servers

Update Settings License and Update Se

[ Enabled

~License and Update Servers

Name: |internal XPU Server

$ B D

E HostorIP: [192.168.5.128
o 7 Port: |443
It is important to use the Trust Level

appropriate port when Trust Level: |ﬁrst—ﬁme—t'us v| explidt-trust
configuring an X-Fress
Update Server XFLU
Servers use port 3994 |f

[T Use a Proxy Server

: Proxy Hostz

Yol Use a different port, the !

appliance is unable to Port: [7

retrieve updates from the

YPL Server [ Enzble Authentication

';I » ¥ser Name: |
Password: I
Confirm Password: I
Kl oK Cancel | Hep... | 3|

Find... T admiristrator Notifications (@)
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

| B

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings -Defaultsvers - Add License and Update Servers

New~ ¥ B o maw 4 <« % BB N Gum:|L'jEditPoscy

te Se License and Update Se¢
Update Settings 7 Encbled

~License and Update Servers
Name: IIntemal XPU Server

HostorIP: [192.168.5.128

'zu.tddcm the column ht

ped | Port: |543
L4 ¥ l'n:stLEvel:lﬁfst—ﬁme—t'us -]

[T Use a Proxy Server

Proxy Hostz I

Ports I 1

[ Enzble Authentication

¥ser Name: |

Password: I
Confirm Password: I

1 oK Ca'lcdl Help...

$ B D

Trust Level
explict-trust

Find... &
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

| B

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings -Defaultsvers - Add License and Update Servers

New~ ¥ B o maw 4 <« % BB N Gum:|L'jEditPoscy

Find... &

te Se License and Update Se¢
Upda ttings [V Enabled
~License and Update Servers
Name: IIntemal XPU Server
$ B D
HostorIP: [192.168.5.128
o e I
Enabled | SEE [ Trust Level
L4 ] Trust Level: |ﬁfst—ﬁme—t'us - I explict-trust
[T Use a Proxy Server
Proxy Hostz I
Ports |1
[ Enzble Authentication
¥ser Name: |
Password: I
Confirm Password: I
1 oK Cancel | Help... |
administrator [ Notifications (&)
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

r;utn:|L'j Edit Policy | &

[ Update Settings Defauit versy

bewy ¥ E O BN 4 <« EHEB K

['] Policy : 192.168.5.128 : Default Repos. ..

.| L Update Settings : Default : version 2 (... .|

_Add License and Update Servers

Find...

Update Settings License and Update Se
[w Enabled
~License and Update Servers
Name: IIntemal XPU Server
$ BB
HostorIP: [192.168.5.128
o e I
Enabled | SEE 3 Trust Level
L4 ] Trust Level: |ﬁrst—ﬁme—t'us - I explict-trust
[T Use a Proxy Server
Proxy Hostz I
Ports |1
[ Enzble Authentication
¥ser Name: |
Password: I
Confirm Password: I
1 oK Cancel | Help... | |
Notifications
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+7" SiteProtector
Object Edit View Action Tools Help

[ Update Settings Defauit versy

Update Settings License and Update Se

~License and Update Servers

'zu.tddcm the column ht

Enabled |
[ v

['] Policy : 192.168.5.128 : Default Repos. ..

bewy ¥ E O BN 4 <« EHEB K

.| L Update Settings : Default : version 2 (... .|

_Add License and Update Servers

Go tn:l [7] Edit Policy

[ Enabled

Name: |internal XPU Server

HostorIP: [192.168.5.128

Port: I
Trust Level: |ﬁfst—ﬁme—t'us > I

[T Use a Proxy Server

Proxy Hostz I

—

[ Enzble Authentication

Ports

¥ser Name: |

Password: I
Confirm Password: I

oK cancel | Hep...

$ B D

Trust Level
explict-trust

Find...
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+7" SiteProtector
Object Edit View Action Tools Help

[ Update Settings Defauit versy

Update Settings License and Update Se

~License and Update Servers

'zu.tddcm the column ht

Enabled |
[ v

['] Policy : 192.168.5.128 : Default Repos. ..

bewy ¥ E O BN 4 <« EHEB K

.| L Update Settings : Default : version 2 (... .|

_Add License and Update Servers

Go tn:l [7] Edit Policy

[ Enabled

Name: |internal XPU Server

HostorIP: [192.168.5.128

Port: |3
Trust Level: |ﬁfst—ﬁme—t'us > I

[T Use a Proxy Server

Proxy Hostz I

—

[ Enzble Authentication

Ports

¥ser Name: |

Password: I
Confirm Password: I

oK cancel | Hep...

$ B D

Trust Level
explict-trust

Find...
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+7" SiteProtector
Object Edit View Action Tools Help

[ Update Settings Defauit versy

Update Settings License and Update Se

~License and Update Servers

'zu.tddcm the column ht

Enabled |
[ v

['] Policy : 192.168.5.128 : Default Repos. ..

bewy ¥ E O BN 4 <« EHEB K

.| L Update Settings : Default : version 2 (... .|

_Add License and Update Servers

Go tn:l [7] Edit Policy

[ Enabled

Name: |internal XPU Server

HostorIP: [192.168.5.128

Port: |39
Trust Level: |ﬁfst—ﬁme—t'us > I

[T Use a Proxy Server

Proxy Hostz I

—

[ Enzble Authentication

Ports

¥ser Name: |

Password: I
Confirm Password: I

oK cancel | Hep...

$ B D

Trust Level
explict-trust

Find...
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+ 7 SiteProtector - Ol x|
Ohject Edit View Action Tools Help

Newv ¥ B Bav 4 <CEEBRB LD Go tos| [ ] Edit Policy Y

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings -Defaultsvers - Add License and Update Servers

Find... &

te Se License and Update Se¢
Upda ttings [V Enabled
~License and Update Servers
Name: IIntemal XPU Server
$ BB
HostorIP: [192.168.5.128
o e I
Enabled | SEE [399 Trust Level
L4 ] Trust Level: |ﬁfst—ﬁme—t'us - I explict-trust
[T Use a Proxy Server
Proxy Hostz I
Ports |1
[ Enzble Authentication
¥ser Name: |
Password: I
Confirm Password: I
1 oK Cancel | Help... | |
administrator Notifications @)
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

| B

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings -Defaultsvers - Add License and Update Servers

New~ ¥ B o maw 4 <« % BB N Gum:|L'jEditPoscy

Find... &

te Se License and Update Se¢
Upda ttings [V Enabled
~License and Update Servers
Name: IIntemal XPU Server
$ BB
HostorIP: [192.168.5.128
o e I
Enabled | SEE [3094 Trust Level
L4 ] Trust Level: |ﬁfst—ﬁme—t'us - I explict-trust
[T Use a Proxy Server
Proxy Hostz I
Ports |1
[ Enzble Authentication
¥ser Name: |
Password: I
Confirm Password: I
1 oK Cancel | Help... |
administrator [ Notifications (7))
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Object Edit View Action Tools Help
New> X E OB wvw 4 < EHBZB K Go to3| [] Edit Policy | &
'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |
_Add License and Update Servers

Update Settings License and Update Se

[ Enabled
~License and Update Servers
Name: |internal XPU Server
$ B O
HostorIP: [192.168.5.128
[ o e e —
Rt |3994 Trust Level
o s = = it-trust
SR rmstLeve!.lﬁrst time-trus I xplici
appropriate [~ Use a Proxy Server
Trust Level.

Proxy Hostz I

Ports | 1

[ Enable Authentication

&
The trust levels are:
trust-all the appliance trusts the server and no cerificates are used for authentication

first-time-trust the appliance trusts the server once and uses the server's certificate for

future authentication
4| explicit-trust: the appliance uses the local certificate to authenticate the server ]

-

|Find... & administrator (4l Notifications
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+ 7 SiteProtector - Ol x|
Ohject Edit View Action Tools Help

Newv ¥ B Bav 4 <CEEBRB LD Go tos| [ ] Edit Policy Y

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings Defauit versy

_Add License and Update Servers

te Se License and Update Se¢
Upda ttings [V Enabled
~License and Update Servers
Name: IIntemal XPU Server ‘ ‘ E ﬁ
HostorIP: [192.168.5.128
o e I
Enabled | SEE [3094 Trust Level
L4 v Trust Level: |first-time-trust explicit-trust
trust-all
[~ UseaPr
explicit-trust
Proxy Ho:
Ports |1
[ Enzble Authentication
¥ser Name: |
Password: I
Confirm Password: I
1 oK Cancel | Help... | |
Find... & administrator [ Notifications
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

New~ ¥ B o maw 4 <« % BB N Go to3| [] Edit Policy | =

'] Policy : 192.168.5.128 : DefaultRepos... (| | o Update Settings : Defauit : version 2 (... (1 |

[ Update Settings -Defaultsvers - Add License and Update Servers

Update Settings License and Update Se

[ Enabled

~License and Update Servers
Name: |internal XPU Server
$ B D

HostorIP: [192.168.5.128

'2i;l1tddcm the column ht

Enabled | SEE [3094 Trust Level
L4 ¥ Trust Level: ﬁrst—h’me—t‘ust vl expligt-trust

[T Use a Proxy Server

Proxy Hostz I

Ports I 1

[ Enzble Authentication

¥ser Name: |

Password: I
Confirm Password: I

1 oK Cmcd|He!p.|

Find...
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+ 7 SiteProtector - Ol x|
Object Edit View Action Tools Help

Go to3| [] Edit Policy | &

Newy X E O BAS I« EEBB Y
'] Policy : 192.168.5. 128 : Default Repos... .|I|Lbdai=5eﬂms=ﬂefadt=mﬂn2(--- .|

[ Update Settings -Defaultsvers - Add License and Update Servers

Update Settings License and Update Se

[ Enabled

~License and Update Servers
Name: IIntemal XPU Server "

B o

HostorIP: [192.168.5.128

'zimmdcm the column ht

Enabled | SEE [3094 Trust Level
L4 ¥ Trust Level: |ﬁrst—ﬁme—t'us - I expligt-trust

If the ¥PU Server uses a
proxy server, enable the Proxy Host: |
Use a Proxy Server

option and complete the Port: [

appropriate fields.

[ Enzble Authentication

¥ser Name: |

Password: I
Confirm Password: I

4
Click OK. o* | _cancd | _rep..

£

| i3]

al
i administrator fi{ Notifications (@)

Find...
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¢ SiteProtector

Object Edit View Acon Tools Help
New~ 3% B ¢h B a % 4 < « £ EEE K Go to3| [] it Policy ~| &
'] Policy : 192.168.5.128 : DefaultRepos... () | o Update Settings : Defauit : version 2(... (1 |

Update Settings License and Update Servers | scheduled Installations | Event Notification | Advanced Parameters |

~License and Update Servers

x| ®E St 3|00
i e s i o, [

Enabled Mame Host or IP Port Trust Level
o v IBM 1SS Default License and Update Server | xpu.iss.net 443 explict-trust

v Internal XPU Server 152.168.5.128 first-time-trust

Werify that Internal xFU Server is
added to the License and
Update Servers list.

Find... Y administrator Notifications




IBM NIPS V4.4, Pulling updates from the X-Press Update Server

Slide 23

¢ SiteProtector
Object Edit View Acton Tools Help

New~ ¥t E ¢ B & % o < « = EHEB QR

Gnln:l [7] Edit Policy | &

] Policy : 192.168.5.128 : DefaultRepos... (1) | o Update Settings

gy 1 0 place the Infernal XPU Server ﬁ

entry at the top of the list, click the
Update Settings License and Update Servers | Scheduled Installations| Move selected row up icon.

~License and Update Servers \

xlfﬁﬂ*\\q 80D
-

Enabled Mame Host or IP Port Trust Level
o v IBM 1SS Default License and Update Server | xpu.iss.net 443 explict-trust
v Internal XPU Server 192.168.5.128

first-time-trust

&
The IBEM Security MNetwork IFS uses the firsf entry in the License and
Update Servers list to obtain X-Press Updates. If the first entry is
unavailable, the appliance moves to the next enabled entry on the list.

Find... [ ] administrator [ Notifications ()
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¢ SiteProtector
Object Edit View Action Tools Help

New~ 3% B ¢h B a % 4 < « £ EEE K Go to3| [] it Policy ~| &
'] Policy : 192.168.5.128 : DefaultRepos... () | o Update Settings : Defauit : version 2(... (1 |

Update Settings License and Update Servers | scheduled Installations | Event Notification | Advanced Parameters |

~License and Update Servers
s % | E S DO

i e s i o, [

Enabled Mame Host or IP Port Trust Level

v | Internal XPU Server 152.168.5.128 first-time-trust
¥ IBM I55 Default License and Update Server | xpu.iss.net 443 explict-trust

Find... Y administrator Notifications
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¢ SiteProtector
Object Edit View Action Tools Help

New- ¥ E OB AW 4 J«<ERHRHEGBL Go to3| [] it Policy ~| &
'] Policy : 192.168.5.128 : DefaultRepos... () | o Update Settings : Defauit : version 2(... (1 |

Update Settings : Default : version 2 (Default Repository)

Update Settings License and Update Servers | scheduled Installations | Event Notification | Advanced Parameters |

~License and Update Servers

sk R|H W]

i e s i o, [

Enabled Mame Host or IP Port Trust Level
Internal XPU Server 192.168.5.128 first-time-trust

¥ IBM I55 Default License and Update Server | xpu.iss.net 443 explict-trust

To ensure that the appliance pulls updates from the
Internal XPL Server only, clear the Enabled option for the
IBM IS8 Default License and Update Server option.

Find... Y administrator Notifications
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¢ SiteProtector

Object Edit View Action Tools Help
o =8 =
N> ¥ BOBANdJSEE Save and deploy the
'] Policy : 192.168.5. 128 : Default Repos... .| U UpdateSel  policy to the IBM
[ Update Settings : Default : version 2 (Default Repositor Security Netwiork IPS.

Update Settings License and Update Servers | scheduled Installatiord | Event Notification | Advanced Parameters |

to3| [ Eit Policy | &

~License and Update Servers
s R|A W E St
ErrrrererTera
Enabled MName Host or IP Port Trust Level
Internal XPU Server 192.168.5.128 first-time-trust
N IBM I55 Default License and Update Server | xpu.iss.net 443 explict-trust
Kl I o

Find... Y administrator Notifications
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Now that you have completed the module, you can configure the Update
Settings policy to pull updates from the X-Press Update Server

Now that you have completed the module, take a moment to review the module objectives.
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