Configuring the root password

Slide 1

IBM Security Network Active Bypass

Configuring the root password

This is a self-running demonstration that shows you how to complete a task.

Copyright IBEM Corporation 2011 All rights reserved.

Controls are available atthe hottom ofthe screen.
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When you complete this module, you will be able to:

= Use SSH to connect to the Network Active Bypass unit

= Configure the root password on the Network Active Bypass unit
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= You can access the command line interface for the Network Active
Bypass (NAB) unit in one of two ways:

= Through a serial terminal emulator using the Console port
= Through an SSH remote shell emulator using the management port (22)
= After you connect, you use the administrator account to configure the NAB unit

Note: It is important to change the default root password for the NAB unit. You
can change the root password only by using command line parameters
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£ PuTTY Configuration

Category:

[=- Session Basic options for your PUuTTY session
~ Logging
= Terminal

- Host Mame (or IF address) Port
I
In the Host Name (or IP address) |

Specify the destination you want to connect ta

- Connection type:

field, enter the IP address of the NAE. ORaw O Tenet ORogn @5SH O Serial
In this demonstration, the NAE IP Load, save or delete a stored session

address is 9.55.212 107, Saved Sessions

-olours Default Settings
& Connection

Data
Proocy
Telnet
Rlogin
- S5H
- Serial

Close window on ext:
Q O Mwaye (O MNever (3 Only on clean exit

This demonstration'shuws how to
access the command line interface ] [

Open Cancel

and change the NAB root password.
This demonstration uses PuTTY to
access the unit.
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£ PuTTY Configuration

Category:

[=- Session
. ‘.logging
- Teminal
: Fevboard
Bell
- Features
- Window
: Appearance
Behaviour
Translation
Selection
- Colours
& Connection
Data
Proocy
Telnet
Rlogin
M- 55H
- Serial

Basic options for your PUTTY session

Specify the destination you want to connect ta
Host Mame (or IF address) Port

8.56.212.107 |

Connection type:

{)Raw (O Telnet () Flogn & 55H () Seral
Load, save or delete a stored session

Saved Seszions

Defaul Settings

Close window on exdt:
O Mwaye (O MNever (3 Only on clean exit

Open J [ Cancel

In the Port

field, enter 22.
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£ PuTTY Configuration

Category:

[=- Session
. ‘.logging
- Teminal
: Fevboard
Bell
- Features
- Window
: Appearance
Behaviour
Translation
Selection
- Colours
& Connection
Data
Proocy
Telnet
Rlogin
M- 55H
- Serial

Basic options for your PUTTY session

Specify the destination you want to connect ta
Host Mame (or IF address)

555212107

Connection type:
() Raw (O Telnet () Flogin & 55H () Seral

Load, save or delete a stored sessip
Saved Sessions

\erify that the SSH
|__ option is selected.
Default Settings

Close window on exdt:
O Mwaye (O MNever (3 Only on clean exit

Open J [ Cancel
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£ PuTTY Configuration

Category:

[=- Session
. ‘.logging
- Teminal
: Fevboard
Bell
- Features
- Window
: Appearance
Behaviour
Translation
Selection
- Colours
& Connection
Data
Proocy
Telnet
Rlogin
M- 55H
- Serial

Basic options for your PUTTY session

Specify the destination you want to connect ta
Host Mame (or IF address) Port

5.55.212.107 |22
.

Connection type:

{)Raw (O Telnet () Flogn & 55H () Seral
Load, save or delete a stored session

Saved Seszions

Defaul Settings

Close window on exdt:
O Mwaye (O MNever (3 Only on clean exit

Click Open.

Open J [ Cancel
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# 9.55.212.107 - PulTY

Atthe login as prompt,
enter admin and
press Enter.
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iz

# 9.55.212.107 - PuTTY

login as: .3:111':;1'.'

Page 9



Configuring the root password

Slide 10

# 9.55.212.107 -

gin as:

At the password prompt,
enter the admin passwaord
and press Enter.
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# 9.55.212.107 - PuTTY

At the prompt, enter
cli set root_password <new password>
and press Enter.

In this demonstration the new password is
tse123.
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iz

£ 9.55.212.107 - PuTTY
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iz

£ 9.55.212.107 -

To close the command line
interface, at the prompt,

enter exit and press Enter.

=13

IS

You do not nave to reenter

or verify the password.
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£ 9.55.212.107 - PuTTY
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For a list of command line parameters that you can use to configure the
Network Active Bypass unit, see Chapter 4 in the IBM Security Network Active

Bypass User Guide
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