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OMEGAMONP® XE for CICS® on z/OS® for V4.1.0, V4.2.0, and V5.1.0: OMEGAMON CICS

menu system security. This module describes the different ways security can be
implemented in the OMEGAMON CICS Classic or menu system.
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When you have completed this module, you can perform these tasks:

* Describe 3270 OMEGAMON (menu system) security exit routines use
» Describe external security for logon and internal security for commands
* Describe external security for logon and external security for commands

» Describe external security for both logon and a mixture of internal security and external
security for commands
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When you have completed this module, you can perform these tasks:

- Describe 3270 OMEGAMON (menu system) security exit routines use

- Describe external security for log on and internal security for commands
- Describe external security for log on and external security for commands

- Describe external security for both log on and a mixture of internal security and external
security for commands
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* The exit routine provides an interface between 3270 OMEGAMON and the security product
* The sample exits are KOCARACF, KOCBRACF, KOCAACF2, and KOCATOPS
* The KOCBRACF sample has resource names that include the CICS job name
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The security exit routine provides an interface between 3270 OMEGAMON and the
security product. You can specify any unique name for your routine, but that name must
also be specified in the control statements that update the security table. The exit routine
can be shared between systems. KOCARACF, KOCBRACF, KOCAACF2, and
KOCATOPS are members of the TKANSAM data set that contain models of RACF®, CA-
ACF2, and CA-TOP SECRET routines.

They are supplied as examples only. Verify that the resource class you define in the exit
routine has the same name as the resource class you defined when modifying RACF, CA-
ACF2, or CA-TOP SECRET rules. The TKANSAM data set contains members,
KOCJACF2, KOCJRACF, and KOCJTOPS, which supply sample JCL to help you
assemble and link-edit your routine.

The KOCBRACF sample uses resource names that include the CICS job name.
This example generates a resource name of CICSNAME:

- CICSTEST.INITIAL3

- CICSPROD.CMT
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= Users assigned an INITIAL authority to the security product of a value of O to 3 appended
are required to log on.

= Access the Modify menu system command security option on the configuration tool.

= Update the security table with the module name of the security exit. The passwords for level
1, 2, and 3 determine the level of security each command should have.
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Users assigned INITIAL authority are required to logon and are allowed to change their
internal security level by using the /PWD command. This RDEFINE is an example that
permits the /PWD command to work.

RDEFINE class name INITIAL UACC(READ)

Access the Configuration Tool, option 2, Configure Tivoli® OMEGAMON II® for CICS
panel. Access the Modify menu system command security option. The needed control
statements are presented to you.

Specify the security module name in the statement.

MODULE= ...

Edit the control statements to indicate the three level passwords.
PASSWORD=CANDLE1,LEVEL=1 ...
PASSWORD=CANDLE2,LEVEL=2 ...
PASSWORD=CANDLES3,LEVEL=3 ...

All 3270 OMEGAMON commands major, minor, immediate, and INFO-line have a security
level of O, 1, 2, or 3. Level 3 provides the highest degree of protection. A setting of 0
means that any user can access the command. Specify the security level for each
command. When you have edited the control statements and pressed F3, you are
presented with the JCL that starts the KOBSUPDT program, which updates the
OMEGAMON for CICS security table.
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= Users assigned an INITIAL authority to the security product of a value of O to 3 appended
are required to log on.

= Access the Modify menu system command security option on the configuration tool.
= Update the security table with the module name of the security exit.

= Define EXTERNAL=YES in the security table for each command and run the security update
job.

= Use the PERMIT command to define those users who can access the resource (run the
command). Give them READ access.
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Users assigned INITIAL authority are required to logon and are allowed to change their
internal security level by using the /PWD command. This command is an example that
uses RDEFINE to allow the /PWD command to work.

RDEFINE class name INITIAL UACC(READ) ...

Access the Configuration Tool. Option 2, Configure Tivoli OMEGAMON Il for CICS panel.
Access the Modify menu system command security option. The needed control
statements display. Specify the security module name in the statement.

MODULE-= ...

Define EXTERNAL=YES in the security table for each command and run the security
update job.

Run the PERMIT command to define those users who can access the resource.

Give them READ access. This example shows how to authorize a user to run the KILL
command with RACF:

RDEFINE class name KILL UACC(NONE) ...
PERMIT KILL CLASS (class name) ID(USER01) ACCESS(READ)
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= Users assigned an INITIAL authority to the security product of a value of 0 to 3 appended
are required to log on.

= Edit the control statements to indicate the three level passwords.
= Define EXTERNAL=YES or EXTERNAL=NO in the security table for each command.

= Use the PERMIT command to define users who can access the external=YES command
resource.

= Define the Level 0-3 for the commands for internal security.
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Users assigned INITIAL authority are required to log on and allowed to change their
internal security level by using the /PWD command. This RDEFINE example permits the
/PWD command to work.

RDEFINE class name INITIAL UACC(READ) ...

Access the Configuration Tool. Option 2, Configure Tivoli OMEGAMON Il for CICS panel.
Access the Modify menu system command security option. The needed control
statements display. Specify the security module name in the statement.

MODULE-= ...

Edit the control statements to indicate the three level passwords.
PASSWORD=CANDLE1,LEVEL=1 ...
PASSWORD=CANDLE2,LEVEL=2 ...
PASSWORD=CANDLES3,LEVEL=3 ...

Define EXTERNAL=YES or EXTERNAL=NO in the security table for each command.

Use the PERMIT command to define those users who can access the EXTERNAL=YES
command.

Example:
RDEFINE class name KILL UACC(NONE) ...
PERMIT KILL CLASS (class name) ID(USER01) ACCESS(READ) ...
Define the Level 0 to 3 for the commands for internal security ...
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= You must define a user security level in CA-ACF2, RACF, or CA-TOP SECRET as an
INITIAL n resource.

= The locking feature starts checking INITIAL n resources at the highest level. If a user is
defined to both INITIAL3 and INITIAL2, the user account is locked to level 3.

= The locking feature is a form of external security that is designed to prevent users from
changing their internal security level with the /PWD command.
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The locking feature is a form of external security designed to prevent users from changing
their internal security level. Their level of authority is set once only at log on. It can be fixed
to one of four levels.

Level 0, 1, 2, or 3. Consider these two items when using the locking feature:

Although the locking feature is implemented in the external security exit routine, it is
designed to lock the users internal security level. Therefore, it affects only those
commands marked as EXTERNAL=NO.

You must define a user security level in CA-ACF2, RACF, or CA-TOP SECRET as
an INITIAL n resource, where n is a number 0 to 3, and assign corresponding
values to commands in the security update program.
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OMEGAMON XE for CICS on 2/0OS, Planning and Configuration Guide
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The Planning and Configuration Guide is a very good reference.
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Now that you have completed this module, you can perform these tasks:

* Describe 3270 OMEGAMON menu system security exit routines use

» Describe external security for logon and internal security for commands
* Describe external security for logon and external security for commands

» Describe external security for both logon and a mixture of internal security and external
security for commands
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Now that you have completed this module, you can perform these tasks:

Describe 3270 OMEGAMON (menu system) security exit routines use

Describe external security for log on and internal security for commands

Describe external security for log on and external security for commands

Describe external security for both log on and a mixture of internal security and external
security for commands
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Trademarks, disclaimer, and copyright information

IBM, the IBM logo, ibm.com, CICS, OMEGAMON, OMEGAMON I, RACF, Tivoli, and z/OS are trademarks or registered trademarks of International
Business Machines Corp., registered in many jurisdictions worldwide. Other product and semce names might be trademarks of IBM or other
companies. A current list of other IBM trademarks is available on the web at "Copynght and trademark information” at
http://www.ibm.com/legal/copytrade.shtml

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE
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