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Jazz team server that ships with Rational® Team Concert™ is packaged as a Java™

Enterprise Edition (Java EE) web Application, and as such runs within a supported Java 

EE application server (IBM WebSphere® Application Server or Apache Tomcat). The 

application uses Java EE authentication per the Java Servlet specification. The main goal 

of this module is to provide you step by step guidance of how to setup the LDAP 

configuration so that the Jazz team server can authenticate access by using the LDAP 

users credentials. In order to help you better understand the detailed LDAP configuration 

steps, you will be provided with an overview of the authentication mechanism that Jazz 

team server uses as well.
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This slide covers the agenda. This module gives an overview of the Jazz team server 

authentication mechanism first, then it  goes through the steps of configuring LDAP to 

work with the Jazz team server. It also includes four demonstrations that show you how to 

perform the LDAP configuration in detail.
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The Jazz team server application runs in a secure container and requires authentication. 

The application also uses a set of predefined roles that can be assigned to users, for 

authorization to access specific URLs or to perform specific low-level operations (for 

example, read, write, administer). The "container" is another term for "application server", 

for example, WebSphere or Tomcat. The authentication itself is managed by the container. 
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Figure 1 in this slide shows how authentication for the Jazz team server is managed within 

a container also known as Application server. If a user fails to authenticate by providing a 

valid user ID and password, then the container rejects the request without the request 

ever reaching the Jazz team server application. When you successfully authenticates, the 

container subsequently forwards the request to the application (the Jazz team server in 

this case) for processing. Within the operation that processes the request, the application 

checks that the user is assigned a role with requisite authority to perform the operation. 
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As mentioned in the previous slide, the Jazz team server application uses a set of 

predefined roles that can be assigned to users. Within the authentication operation, the 

application checks that the user is assigned one of the roles with requisite authority to 

perform the requested operation. This slide lists the four predefined roles with the Jazz 

team server application and their corresponding access type.
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This slide introduces the two authentication methods supported by the Jazz team server 

application. FORM based authentication is the default method pre-configured in the Jazz 

Team Sever. LDAP uses the basic authentication method. Therefore, there is a list of 

configuration tasks you need to perform to setup LDAP to work with the Jazz team server, 

which will be discussed in the rest of the slides. 
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The Jazz server uses Java EE container managed authentication for login and system 

permissions. In order for application security to work, you must configure a realm with the 

application server where the Jazz server runs on. While file based realm is generally OK 

for testing, the LDAP realm is recommended for production deployment. A Realm is a 

"database" of usernames and passwords that identify valid users of a web application (or 

set of web applications), plus an enumeration of the list of roles associated with each valid 

user. In the next set of slides, the four major steps to configure LDAP to work with the Jazz 

team server are covered.

Page 8 of 40



JazzRTCLDAPConfiguration.ppt

This slide covers step one which is collecting the LDAP parameters to prepare for the 

LDAP configurations. The list of parameters you need to collect are LDAP Registry 

Location, User Name, Password, Base User DN, User Property Names Mapping, Base 

Group DN, Group Name Property, Group Member Property and Jazz to LDAP Group 

Mapping. You will most likely collect these parameters from your LDAP server 

administrator.
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As mentioned in the previous slides, the Jazz team server application uses a set of 

predefined roles that can be assigned to users within the authentication operation. As part 

of step one of the LDAP configuration, you need to collect four LDAP groups to map with 

this set of predefined Jazz roles. The four LDAP Groups are Jazz admins, Jazz users, 

Jazz data warehouse administrator and Jazz guest. These LDAP groups need to be 

defined from your LDAP server level, most likely by your LDAP server administrator. One 

Jazz role can be mapped to multiple LDAP groups. The LDAP groups must be separated 

by a semi colon. 
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In step two, by using the information collected from step one, you need to configure the 

user registry to connect the Jazz team server with your LDAP registry. This slide 

concludes the major steps to complete the user registry configuration from your Jazz team 

server setup page. For details of how to perform the configuration, see demonstration 

module one on how to configure LDAP user registry from Jazz team server setup page. 

Refer to the demonstration in the next slide to see how to configure the LDAP user registry 

from the Jazz Team Server setup page.
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Here is an example on how to configure the LDAP user registry from the Jazz Team 

Server setup page. To watch a demonstration of this topic, pause this demonstration and 

click  the “Show Me” Icon.
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In step three, you need to setup security access from the Application server where the 

Jazz server runs on to enable connection between the Jazz server with the LDAP registry 

configured in Step 2. As mentioned earlier, the Jazz server runs within a supported Java 

EE application server including IBM WebSphere Application Server or Apache Tomcat. 

You will see the configuration steps in both of the application servers environment, based 

on a sample Microsoft® Active Directory built with a single forest and a single domain, with 

no organization unit. Therefore, steps three is divided into two parts. Part one shows you 

how to configure the LDAP security ream for the Jazz team server that runs in the Tomcat 

application server, while Part two shows the configuration steps using the IBM WebSphere 

Application Server.
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The following few slides show you what needs to be done to complete part one of step 

three on integrating LDAP security realm with the Jazz team server that runs in the Tomcat 

application server. In order to do so, you need to modify two files. The first one is 

server.xml under the tomcat directory shown above. This slide shows you what needs to 

be modified in the server.xml file.
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The second file you need to modify to configure the LDAP security realm for Jazz team 

server that runs in the Tomcat application server is the web.xml file located in the above 

file path. Note that if the names of your LDAP Groups are the same as the default Jazz 

roles, you can skip this session without modifying the web.xml file. And the web.xml file is 

accessible only if jazz.war has been deployed, that is, you already run at least once the 

Jazz server.
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This slide continues to show you what needs to be modified to complete part A.
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As mentioned earlier, there are four parts that need to be done to complete modifying the 

web.xml file. This slide shows you what needs to be modified to complete part B, which is 

to define new security-role tags. The purpose of doing so is to declare the LDAP groups as 

security roles.
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This slides shows you what needs to be modified in the web.xml file to complete part C, 

which is to update the security-constraint tag. The purpose of doing so is to authorize the 

LDAP Jazz administrator group access to the secure administrator page of your Jazz team 

server.
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This slide shows you what needs to be modified in web.xml file to complete part four, 

which is to update the security-role. The purpose of doing so is to add the LDAP groups to 

the set of security roles which a user must belong to for accessing resources matched by 

the web resource collection. 
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This concludes part one on how to configure the LDAP security realm for the Jazz team 

server that runs in the Tomcat application server. You will need to restart your Jazz team 

server for all the changes you made to take effect. In the next section, you will see how to 

configure the LDAP security realm for the Jazz team server that runs in the IBM 

WebSphere Application Server. For audiences who are not interested in part two, you can 

move to step four to import LDAP users into the Jazz team server environment.
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In the next few slides, you will see what needs to be done to configure the LDAP security 

realm that runs in the IBM WebSphere Application Server. It will include demonstration two 

to show you the detailed configuration steps based on a sample Windows® Active 

Directory LDAP server settings as well.
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To configure the LDAP security realm for the Jazz team server that runs in the IBM 

WebSphere Application Server, you need to perform two major tasks from your 

WebSphere administrator Console, plus an optional one. You will see what needs to be 

done to complete these tasks in the next few slides.
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First, you need to configure the stand-alone LDAP registry realm. The next few slides 

show you what needs to be done to complete this task. Click the “set as current” button 

before going to the configuration page.

Page 23 of 40



JazzRTCLDAPConfiguration.ppt

From the configuration page, ensure the above underlined fields are filled in properly. 

Then go to the advanced LDAP user registry settings page.
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From the advanced LDAP user registry setting page, these are just example settings that 

assumes that the uid is used to represent the user ID of a user in LDAP. cn is used to 

represent the name of a user in LDAP. The User ID map is important because this is the 

representation of the user that is passed to Jazz. This attribute must match the user ID 

that you created in the Jazz repository previously. Once the connection is established 

successfully, click “Apply” and save directly to the master configuration buttons. Restart 

your WebSphere Application server and log in with the administrator ID and password. 

Task A of configuring the LDAP realm for the Jazz team server in the WebSphere 

application server is now completed. Refer to the demonstration in the next slide to see an 

example of the detailed steps of configuring the stand-alone LDAP registry realm in WAS. 
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Here is an example of the detailed steps of configuring the Stand-alone LDAP registry 

realm in WebSphere Application Server. To watch a demonstration of this, pause this 

presentation and click the “Show Me” Icon.
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In this section you will see what needs to be done to complete task B which is to map 

LDAP groups to pre-defined Jazz repository roles. As mentioned earlier, there are four pre-

defined Jazz roles within the Jazz team server to provide users/groups different types of 

access to resources in the application. These roles need to be mapped to your LDAP 

groups or users before they can get access to your Jazz team server environment. The 

next few slides show you how to map Jazz roles to LDAP groups. 
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After completing task B, you will see a screen similar to Figure 2, which shows an example 

of LDAP groups mapped to each pre-defined Jazz role. Members in these groups are now 

granted access to your Jazz team server with the type of access defined in jazz role the 

group is mapped to.
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Instead of mapping LDAP groups, you can also map individual users to these pre-defined 

Jazz roles to provide them access to your Jazz team server. This slide shows you how to 

do so. After completing this task, you will see a screen similar to Figure 1, which shows an 

example of LDAP users mapped to each pre-defined Jazz role. These users are now 

granted access to your Jazz team server with the type of access defined in the jazz role 

they are mapped to.
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This concludes the configuration of the LDAP security realm in WebSphere Application 

Server. Refer to the demonstration in the next slide to see an example of the detailed 

steps of mapping LDAP groups to Jazz repository roles in WebSphere Application Server.
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To watch a demonstration of this topic, pause this presentation and click  the “Show Me” 

Icon.
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The last step of LDAP configuration with the Jazz team server is to Import LDAP users 

into the Jazz team server environment. In the next few slides you will see how to import 

LDAP users into your Jazz team server environment manually. Note: this step can also be 

performed automatically by the LDAP nightly sync task which runs on your Jazz team 

server at 1:00 AM by default. The main reason you want to perform this step manually is 

because you want to assign LDAP users a client access license so they can perform their 

job with Rational Team Concert right away, before waiting for the LDAP nightly sync task 

runs.
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Before you search LDAP users to import them, be aware of the two important points. First, 

users who have already been imported are not found when doing the LDAP user search. 

Second, users who are archived cannot be found when doing the LDAP user search. 

These are working as design features.
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This slide shows you how to search for the LDAP user and then import it into your Jazz 

team server environment
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As mentioned earlier, the main purpose for manually importing LDAP users into your Jazz 

team server environment is to assign a client access license to the user. This slide shows 

you how to assign a client access license to an imported LDAP user.
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You now completed step four of the LDAP configuration with the Jazz team server by 

importing LDAP users into your Jazz team server environment. Refer to demonstration in 

the next slide to see how these steps are performed in detail. This is the end of LDAP 

configuration with the Jazz team server. Your Jazz team server should now be configured 

to authenticate access by using LDAP user credentials.
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Here is an example of the detailed steps of importing LDAP users into your Jazz team 

server environment. To watch a demonstration of this, pause this presentation and click  

the “Show Me” Icon.
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This concludes the LDAP configuration with the Jazz team server module. You should now 

have a better understanding of how Jazz team server authenticates access to its 

resources, in addition to the necessary steps to configure LDAP registry to work with your 

Jazz team server runs on Tomcat or WebSphere Application server. 
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Additional resources can be found on Jazz.net, Developerworks and the Rational Team 

Concert support page.
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