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In this module, you learn about troubleshooting Windows® Discovery. 
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Assumption. 

An assumption for this module is that you are familiar with Tivoli Application Dependency 

Discovery Manager. 
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Objectives. 

When you complete this module, you can perform the following tasks: 

- Describe WMI, Windows Discovery challenges, and troubleshooting steps. 

- Describe and use wmimgmt, and use wmidiag tools. 

- Describe and use wbemtest to query WMI classes, test connectivity, and run queries. 

- Describe and use testwmi, and use wmiexec tools. 

- Describe TADDMTool calls and queries. 
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WMI overview. 

WMI is described, along with the location for additional WMI information. 
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Windows security. 

Windows security and any application attempting remote access, including Tivoli 

Application Dependency Discovery Manager, requires special consideration.
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Organization challenges with Windows Discovery. 

Windows Discovery organization challenges are shown: 

- The purpose of security is to prevent discovery. 

- The Tivoli Application Dependency Discovery Manager administrator must work with 

Windows administrator supervision. 
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Steps to troubleshooting a Windows discovery (1 of 2). 

Verify WMI, access, server configuration, and gateway problems for Windows discovery. 
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Steps to troubleshooting a Windows discovery (2 of 2). 

Verify communications and target problems for Windows discovery. 
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Troubleshooting tips. 

Additional troubleshooting information is listed. 
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wmimgmt.msc tool. 

Steps for running the wmimgmt.msc tool are shown. 

Page 10 of 28



troubleshooting_windows_discovery.ppt

WMIDiag tool from Microsoft. 

WMIDiag tool installation process is shown. 

- You must download and install an executable file on the target system. 

- Windows 2008 and Windows 7 do not support WMIDiag. 

- Functionality can differ for different versions of Windows. 

Page 11 of 28



troubleshooting_windows_discovery.ppt

Using WMIDiag. 

Running WMIDiag, and troubleshooting information of wmidiag problems are shown. 
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WMI test using wbemtest. 

You can use wbemtest to query WMI classes on the target server. Tivoli Application 

Dependency Discovery Manager Discovery uses the following classes: Win32_Process, 

Win32_OperatingSystem, Win32_WMISetting and Win32_ComputerSystem. 
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WMI Connectivity tests using wbemtest. 

Steps to test WMI connectivity by using wbemtest are shown. WMI errors from Microsoft 

are listed at http://msdn.microsoft.com/en-us/library/aa394559(VS.85).aspx. 
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Running queries from the logs in wbemtest. 

You can run queries from the logs in wbemtest. 
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Finding and running the query. 

Enter query and click Apply. The query is shown. 
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Results. 

The query result is shown. 
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testwmi.jy tool. 

The testwmi.jy tool is shown. 
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testwmi.jy tool example. 

The testwmi.jy tool example is shown. 
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wmiexec.jy tool. 

The wmiexec.jy tool is shown. 
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TADDMTool calls. 

The TADDMTool location and example of the command is shown. 
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TADDMTool queries (1 of 2). 

First page of TADDMTool queries are shown. 
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TADDMTool queries (2 of 2). 

Second page of TADDMTool queries are shown. 
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Common issues. 

Common Tivoli Application Dependency Discovery Manager issues are shown. 
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Replacing a process level token. 

Replacing a process level token steps are shown. 
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Cleaning up a Tivoli Application Dependency Discovery Manager WMI deployment. 

Refer to the technote. 
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Summary. 

Now that you have completed this module, you can perform the following tasks: 

- Describe WMI, Windows Discovery challenges, and troubleshooting steps. 

- Describe and use wmimgmt, and use wmidiag tools. 

- Describe and use wbemtest to query WMI classes, test connectivity, and run queries. 

- Describe and use testwmi, and use wmiexec tools. 

- Describe TADDMTool calls and queries. 
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