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We are now ready to configure replication

Lets take stock of where we are.

= At this time we have 1 authoritative master
running (peerl) and two clean and synchronized
systems ready to become a peer (peer2) and a
replica (replical)

= The user data is loaded on peerl and we have
cleaned up any unneeded replication agreements

= All three servers should be started at this time
using the commands from slide 18
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The best tool for replication ... as simple as Idapsearch

When trying to determine your topology it is always
a good idea to start by running the following
search:

#ldapsearch —h hostname —D cn=root —w ***** -5 sub
objectclass=ibm-repl*

This will show us any configured replication
agreement currently on the system. At this time
this entry should return blank from:

peerl, peer2 and replical
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Master)
= Replication Management

— Manage Topology
*Add Subtree

» EUser properties

» [ Server administration

» (EProxy administration

» (@ Schema management

» (@ Directory management

~ A Replication management 1
[3 Manage credentials
[3 Manage topology 2
[2 Manage replication properties
[3) Manace schedules

[3 Manace queues

= Login to the webadmin as cn=root on Peerl (Authorit

Configuring replication from the web admin tool

ative

Manage topology
Note: Replication requires all servers in the topoleg!

Replicated subtrees

s
E] --- Select Action —

Select ] Subtree

Topology for selected subtree
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Next, we have to select our tree

There are two options in this case:

1. We can manually type in our subtree

2. We can browse and select our subtree

In this example we are going to click on Browse...
Add replicated subtree
Subtree DN

|
|

Master server referral LDAP URL
|Idap:;"f‘peer1:389 |
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Select the subtree you want to replicate

You will notice the selection screen is very simila r to the
Directory Management section of webadmin

Browse entries

Current location

Idap://peer1:389 Collapse/Goto__ |

= [T | Expand | | Find.. |
7 | [~ select Action —

Select ] Expand J RDN A] Object class
(o] aF cn=configuration ibm-slapdTop
(o] aF cn=ibmpalicies container
] =@F cn=localhost container

1 ® |4}= ‘o=ibm,c=us |organization
Page 1of1 | | Total: 4 Filtered: 4 Displayed: 4
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Checking our subtree

= We have selected our subtree, and the last thing we need to
check is to make sure we are not using another syst  em for
our “Master Server Referral LDAP URL"!!!

Click OK
Add replicated subtree

Subtree DN

b A
|o=|bm,c=u5 Browse...

Master server referral LDAP URL
|Idap:ﬁpeer1:389 |
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Tivoli

[@ Introduction
» EUser properties

» G Server administration
» EProxy administration

» @ Schema management
» EDirectory management

Directory Server Web Administration Tool

Manage topology

Note: Replication requires all servers in the topology to be configured properly.
Replicated subtrees

"’] Show fopology | | Add subtree. . ﬂ Quiesce / Unquiesce |

[2) Hanage credentials
2 Hanage topoloay.
[ anage repiication groperties
[2) Manage scheduies
3 tonsoe queues

+ CARealms and templates

+ B Users and groups

[ Logout
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| |--— Select Action — |v| @l
Select | Subtree | Role | Status
© |0=IBMc=Us Master Normal
Topology for selected subtree : O=IBM,C=US

. B

- ipeeri:389 1
— [ Add replica...

[ Manage gateway servers...

[ Edit agreement...

[ View schedule. .

[ View server.

[ View errors.

| Move.

[ Delste
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So, what is actually taking place under the covers?

= Everything that we just did via the webadmin adds sp ecific
entries to the directory itself. Lets start with th e top level
object o=ibm,c=us

# ldapsearch -D cn=root -w secret -s sub -b " "
objectclass=ibm-repl*

0=IBM,c=US

objectclass=top
objectclass=organization
objectclass=ibm-replicationcontext
0=I1BM
ibm-replicareferralurl=ldap://peer1:389
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Defining the replica group

= Once the top level entry is set, then we must
create an object where all replication related data
will be stored. This is called the replicaGroup and
looks like:

ibm-replicaGroup=default,o=ibm,c=us
ibm-replicagroup=default
objectclass=ibm-replicagroup

objectclass=top
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Next we have the definition of the master

= This is a very important entry as it tells Peer1 th
actually a master for this section of the tree and

cn=peerl:389,ibm-replicaGroup=default,o=ibm,c=us
objectclass=ibm-replicasubentry

objectclass=top

ibm-replicaserverid=peerl
ibm-replicationserverismaster=TRUE

cn=peerl:389
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Add a Master screens...

Add master
mServer Subtree
Additional [o=iBM.c=US |

Hostname fort
"lpeer2

CEnable SSL encryption

OServer is a gateway

Peer master name (leave blank to use host name)

Server ID
“lpeer2 1 | [ Getserver D

Description

Credential object

This field requires a value. Select 2

K] Gancel
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Adding the credential object - OUTBOUND!

= Ok, so in this panel what we are doing is settingo  ur
OUTBOUND credential. This will be the bind dn thati s
used when PEERL tries to replicate to any other sys  tem.

OMT peer1:389

Select credential

Consumer server
peer2:389

Location for credentials

. . | Show credentials ‘
< cn=replication, cn=localhost
< cn=replication, cn=IBMpolicies Add credentials 2

@ O=IBM,C=US 1

§e|ect credential
[Empty]
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Adding the credential — Naming your credential object

= In this first screen you can name the credential ob  ject
anything you want:
Add credential

Authentication method

Credential location
[0=IBM,C=US |

Credential name
|en=mycreds

futhentication method
| simple bind

| < Back || Next> |{ Finish || Cancel |
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Setting your bind credential.

= The key to this dn is that it MUST NOT BE the cn=roo tdn. In
fact, this dn should not match any real user on your system.
In my case | will use cn=replbind

Add credential

simple bind

Bind DN
*|cn=replbind

Bind password
*lﬂ.......

Confirm password
*lﬂ.......

Description
\peer1 replication credential

]
[ < Back H Next > ‘ Finish | Cancel ‘
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The view of our newly created cred

= We can now

Select credential

see the

) Consumer server
credential peer2:389
object we Location for credentials
created stored O cn=replication, cn=localhost l Show credenfials |
under the © cn=replication, cn=IBMpolicies ‘ Add credentials |
o=ibm.c=us ® 0=IBM,C=US
tree: Select credential

: b

Click OK
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We are back in the Add Master screen

= We can now see the credential object we created as  part of

this agreement. Next we must click on the Additiona | tab:
Add master
* Server Subtree
Additional ‘ [o=1BM,C=US |
Hostname Port
“lpeerz T 389

COEnable SSL encryption

OServer is a gateway

Peer master name (leave blank to use host name)
Server ID

[peer2 Get server ID
Description
Credential object \
’|cn=mycreds,ibm—replica“ Select. ..

Edit.__
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The Additional Tab:

Add master
Server | Select replication schedule or enter DN (optional)
Additional None

Capabilities replicated to consumer

| Select Action — v/ Go|
Select | Capabilities

Filter ACLs

Password Policy

Consumer

dd credential information on consumer

\cn=root |

Consumer admin password
‘.I .‘
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The Create additional supplier agreements screen

= This screen is what builds the replication agreemen ts
between each system. This is a way for us to custom  ize how
we want to replicate, in this case | want both agre  ements:

Create additional supplier agreements Logfiles Help

Agreements will be created for the following master servers to act as
suppliers to this server. Uncheck any agreements that you do not want to be
created.

Agreements

B | |--- Select Action ---H

Select | Supplier Consumer
cn=peer2:389 cn=peer1:389
cn=peer1:389 cn=peer2:389

| Continue | | Cancel |
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Next it will ask you if you want to restart Peer2...

| will typically answer no to this question as:
1. It takes a while for the ibmslapd process to restart

2.l will be restarting peer2 anyway during the datas  ync later

Admin demon port Logfiles Help

Consumer server need to be restarted for supplier credential to take effect.
Please enter admin demon port to restart the server.

Consumer
\peer2:389 |

Admin demon port

Do you want to start/restart the consumer server?
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Next the ITDS server will fill in the gaps

= At this stage the replication subsystems will colle ct topology
information and then create the credential informat ion that is
still required for this topology to work.

Click OK

Logfiles Help

The manage topology function will now collect information for
ﬂ agreements that need to be created on addition of new peer master.
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As part of 6.0 replication it will also...

Select credential

= The Supplier server
ot peer2389 - —
replication
. Consumer server
manager will poeri-369 -~
Location f dential
create the ocation for credentials )

credentials © cn=replication, cn=IBMpolicies T T |
needed on HSRllE sl
Select credential
Pee_rz to *‘ mycreds - peeri replication credentialM 2
replicate back T —
to Peerl

3 [MAdd credential information on consumer

Consumer admin DN
B

Consumer admin password
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Because | didn’t restart both Peerl and Peer2...

= This is an error message you are going to get almos  t every
time, ignore it (We will sync when we have all agre  ements

built anyway).
Click OK

00T peer1:389 06
Logfiles Help

Failed to create topology on consumer peer2:389. You need to
synchronize the topology on new server. Refer to the configuration
guide for instructions on how to do this.
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One more informational message...

= Finally the replication management system will let us know
our topology is complete:

Click OK

Logfiles Help

Server peer2:389 has been added to the replication topology. However,
data must be synchronized in order to fully initialize the new server.
Refer to the configuration guide for instructions on how to do this.
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Will ask us if we want to restart Peerl

= | usually skip this step due to the same reasons as before, BUT ..
You have to pay attention here. If you do NOT resta  rt your Master
the credential object will not be in play and as su  ch Peer2 will NOT
be able to replicate to Peerl ... we will discussind etail later.

Click NO

Lodfiles Help

Consumer server peer1:389 need to be restarted for supplier

credential to take effect.
Do you want to restart the server?
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Lets look at what is actually added

= When we add the credential to the consumer for INBO ~ UND
replication the update is not made to the database, but is actually
stored within the ibmslapd.conf file:

dn: cn=Supplierl177533245327, cn=configuration

cn: Supplierl177533245327

ibm-slapdmasterdn: cn=replbind

ibm-slapdmasterpw: {AES256}URuLoPIzqApEBtS8gtOK0g==
ibm-slapdreplicasubtree: O=IBM, C=US

objectclass: ibm-slapdconfigentry

objectclass: ibm-slapdsupplier

objectclass: top
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What a peer to peer topology looks like

.
= At this point [

Manage topology
we on Iy Note: Replication requires all servers in the topology to be configured properly.
Replicated subtrees
haVe Peerl | Showtopology | Addsubtree.. ||  Quiesce/Unquiesce |
and Peerz 17| || Select Action — [v]|Go]
H Select | Subtree | Role | Status
In our peer © |o=1BMC=US Master |Normal
to peer Topology for selected subtree : O=I1BM,C=US

replication “fJ;"—”Ee"Zfﬂ%’éS’ . %
“Epear2: L Addrepies. |
agreement, | omeii g seeess |
. . lpeer:38:
but this is _ Edtegesnent. |
what the | Vewschedue. |
topology T —
looks like: o wee |
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So lets take another dive under the covers... ;-)

= Using the Idapsearch we spoke of in slide 28 we can review how
each of these tasks we took show up in the director .

= First lets look at the credential object.
cn=mycreds,ibm-replicaGroup=default,0=IBM,C=US
replicacredentials=replbind  (This is the Password!)
description=peerl replication credential
objectclass=ibm-replicationcredentials

objectclass=ibm-replicationcredentialssimple
objectclass=top

replicabinddn=cn=replbind  (This is the bind dn used)
cn=mycreds
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The actual agreements.

= There are two agreements that make up the
replication between Peerl and Peer2. It is
important to understand how these agreements
look, and the function of each

= The key: Write it down.
Consumer, Supplier, Subtree
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Peerl to Peer2 agreement

This is how the agreement will appear where Peer2i s acting as a
consumer (replica) while Peerl is acting as a suppl  er (master)

cn=peer2:389,cn=peerl:389,ibm-replicaGroup=default, O=IBM,C=US
ibm-replicaconsumerid=peer2
ibm-replicationonhold=TRUE

ibm-replicacredentialsdn=cn=mycreds,ibm-
replicaGroup=default,0=IBM,C=US

ibm-replicaurl=Idap://peer2:389
objectclass=ibm-replicationagreement
objectclass=top

cn=peer2:389
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And the Peer2 to Peerl agreement...

cn=peerl:389,cn=peer2:389,ibm-replicaGroup=default,
ibm-replicaconsumerid=peerl
ibm-replicationonhold=TRUE

ibm-replicacredentialsdn=cn=mycreds,ibm-
replicaGroup=default,0=IBM,C=US

ibm-replicaurl=Idap://peer1:389
objectclass=ibm-replicationagreement
objectclass=top

cn=peerl:389
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0O=IBM,C=US
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Lather... rinse ... repeat

= We use the same steps to add our other subtrees. In this
configuration | want to have my schema and password Policy
attributes replicate so | add the cn=ibmpolicies sub tree

0D C peert:389

Manage topology

Note: Replication requires all servers in the topology to be configured properly.

Replicated subtrees

( \ Show topology ‘ | Add subfree... ‘ \ Quiesce / Unguiesce ‘
= Select Acton —|+] oo

Select | Subtree | Role | Status.
©  CN=IBMPOLICIES Master |Normal
< O=IBM,C=US Master Normal

Topology for selected subtree : CN=IBMPOLICIES

o daReplication topology | Add master.. |
: Epeer1:389 =
Bipeer2:389 ‘ Add replica... |

‘ Manage gateway servers... ‘
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