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Now what?

� We have our credentials, our 
topology and all customer data on 
our authoritative master.  What’s 
next?

� We need to take a full backup from 
Peer1 and import this data on 
Peer2 and Replica1.

� Command to accomplish:
idsdb2ldif
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Placing the Authoritative Master in read-only

� The key, especially when you have multiple 
applications hitting a master, is to place the serv er 
into a read-only mode before taking the ldif. 

� Why?

� We need to make sure that all servers (in this case  
peer2 and replica1) will have the EXACT same 
data set. The only way to guarantee this to place 
the master in Read-Only Mode

� Note: This means that authentications will still 
work, only tasks such as changing a user 
password will fail
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Placing subtrees in read-only mode – Quiesce/unquiesce
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Backing up the ITDS data to ldif on Peer1

� We are going to take all the entries that are store d 
in the DB2 database and store them in a flat text 
file in ldif format.

� You need to pass the instance name in the 
command (ismpinst was used for Peer1):

#idsdb2ldif –I ismpinst –o /tmp/full_backup.ldif
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This is what I actually see on Peer1

#idsdb2ldif -I ismpinst -o full_backup.ldif

RDBM backend client library loaded

GLPCTL113I Largest core file size creation limit fo r the process (in 
bytes): '-1'(Soft limit) and '-1'(Hard limit).

GLPCTL114I Largest file size creation limit for the  process (in bytes): 
'-1'(Soft limit) and '-1'(Hard limit).

GLPCTL115I Maximum data segment limit for the proce ss (in bytes): 
'-1'(Soft limit) and '-1'(Hard limit).

GLPCTL116I Maximum physical memory limit for the pr ocess (in 
bytes): '-1'(Soft limit) and '-1'(Hard limit).

GLPD2L011I 68 entries have been successfully export ed from the 
directory.
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Remember to make your Master writable when the ldif
completes!!!
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I now need to transfer this data to Peer1/Replica1

� I can use ftp/scp or whatever utility I am most 
comfortable with to transfer the .ldif file from 
Peer1 to Peer2 or Replica1

� It is important to note this is an ascii file and to  
avoid problems you should transfer in ascii mode 
(avoid the ^M issue)

� Because Peer2 and Replica1 are already 
cryptographically synced we can begin the data 
load
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Options for loading data

� We have two options for loading the data:

1. The idsldif2db utility

2. The bulkload utility

� Bulkload is used when loading a large number of 
entries, where idsldif2db is more useful for 
smaller loads. 
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Loading Peer2 with idsldif2db

For this example I am going to load my data on Peer 2 with the idsdb2ldif utility:

Stop ibmslapd

# idsslapd -I peer2 –k

GLPSRV121I Stopped directory server instance: 'peer 2'.

# idsldif2db -I peer2 -i full_backup.ldif

RDBM backend client library loaded

GLPCOM022I The database plugin is successfully loade d from libback-config.a.

GLPCTL113I Largest core file size creation limit fo r the process (in bytes): '1073741312'(Soft limit) a nd '-
1'(Hard limit).

GLPCTL114I Largest file size creation limit for the  process (in bytes): '-1'(Soft limit) and '-1'(Hard  limit).

GLPCTL115I Maximum data segment limit for the proce ss (in bytes): '134217728'(Soft limit) and '-1'(Har d 
limit).

GLPCTL116I Maximum physical memory limit for the pr ocess (in bytes): '33554432'(Soft limit) and '-
1'(Hard limit).

GLPRDB052E Entry CN=IBMPOLICIES already exists.

GLPRDB052E Entry globalGroupName=GlobalAdminGroup,c n=ibmpolicies already exists.

GLPRDB052E Entry ibm-replicaGroup=default,cn=ibmpol icies already exists.

GLPRDB002W ldif2db: 65 entries have been successful ly added out of 68 attempted.
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Loading Replica1 with the bulkload utility

I am going to load the replica (Replica1) using the  bulkload utility. 

#bulkload -I idsldap -i full_backup.ldif

…

Number of rows read         = 1

Number of rows skipped      = 0

Number of rows loaded       = 1

Number of rows rejected     = 0

Number of rows deleted      = 0

Number of rows committed    = 1

+ RC=0

+ echo street 103

+ >> bulkload_status.tmp

+ db2 commit

DB20000I  The SQL command completed successfully.

+ RC=0

+ db2 terminate

DB20000I  The TERMINATE command completed successfu lly.

+ RC=0

+ echo 0

+ > db2load.RC

+ exit 0

GLPBLK073I Bulkload completed.
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Reason for the restarts of each server.

� At this point we are ready to restart each of our s ervers. 

� Question: Peer2 and Replica1 were already down for the 
data load, but why do I need to restart Peer1? 

� Remember when we added the credential object to the  
master (see slide 52 and then it prompted us to res tart and I 
said to skip it in slide 55) Because we did not tak e the 
outage at that time we need to restart Peer1. But W hy?

� What I call “Inbound Credentials”, or the credentia l that 
Peer1 will use to authenticate Peer2 for replicatio n tasks IS 
NOT STORED in the Database, it is stored in the 
ibmslapd.conf. As such the value is only read on re start (see 
slide: 56)
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Let me give you an example

� The best method for testing if the credential objec t you used 
is going to work is a simple ldapsearch:
#ldapsearch –h peer1 –d cn=replbind –w replbind –s bas e 
objectclass=*
and I get:
ldap_simple_bind: Invalid credentials

� But when I restart the cred is read:
#idsslapd –I ismpinst –k
#idsslapd –I ismpinst
#ldapsearch –h peer1 –d cn=replbind –w replbind –s bas e 
objectclass=*

And now I return the rootDSE telling me replication is going 
to work ☺☺☺☺



14

IBM Tivoli Directory Server – ITDS 6.0 Replication

© 2007 IBM Corporation14 8/13/2007

Almost done… last step is to resume replication

� By default (and as we could see in slide 59) the 
replication agreements are suspended, and we 
must go to each peer and resume the queues. For 
example:
ibm-replicationonhold=TRUE

� We resume the replication on Peer1/Peer2 by 
using the webadmin or and ldap extended 
operation.
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Resuming replication using the webadmin

� Replication Management – Manage queues – select subtr ee – click on 
suspend/resume button

To:

There is a change in the queue… do I panic?
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